»eCA@ %A, EIQY ICMP
afiaffa,»afna, a€@«a,”a,«<a,pafrhas a,'eda® | a

@ a, ¢af%oaf €a,na,faFraFnlD : cisco-sa
20050412-icmp

&@a...~é-«e—Y¥ : 2005-04-12 16:00
ae0eECLBe se-"ae—¥ : 2012-04-16 16:24
af @afva, afsas 1.4 : Find

726 ¢¢- : No Workarounds available
Ciscoafea,°ID:

Y- &73@«d, d,«ef...4 t3@ A€QecteZi@Q«ad,"a,<aZYr-13Q9REQZA...~ a1 a ¢
o, e|e

Internet Control Message Protocol V4’| CM Piva» &, 0af33, ¢Afvaf @affaf a | assiafiaffa,»afa, af—af-
af"a,%af«i%%od,a%si¢" a@—a€ | d€E@Transmission Control

Protocoli’a"TCPi4 a1 @€ @3 Ya34;af—afaf 3,25  «i1%h%od @«a 343@™a,«andxe-°3@®Denial of
Serviceil"DoSiVd,uaf1kafa, e | 1%%e"»2'fa, a®Ye|EFQ@™a e-'2> 59«3 QPrie, 3 | 222 /54
Engineering Task

Forceila IETFiVaa,na538,; A haf @ affaf e S€&"c%o' 4 ¥ e V»88"8"4 145114 %03 @ ®Internet
Draftaf—3afa,»3,'a€83...é—3€+3,E3Q | 5€53,S3€QIEEICMP Attacks Against TCPE€ € (draft-
gont-tcpm-icmp-attacks-03.txt)8€p "3 €, a€@13,;d,0af af«d @« Q3 QLI | 3@, QHIQP™EE,

é@“é,(Eé,%oéé®ae"»ae’f§0_§€Qéﬁ§f®é,ﬁ§,1éiaéVz"éO§gp,é°T§0%50?50“é—<é§<éo“"é,<§,»§f.fé,-é;

1. ICMPa@®a€Eaf@afiaftod€@a,  afoasasiasfa,»aflsa, a,'alvi¢" " a@™a @ »e'f

2. ICMPa@®a€Efragmentation needed and Don't Fragment (DF) bit
seta€@afiaffa,»aflaa, a,'a%i¢" a@™a,@"»a&'f(Path Maximum Transmission Unit
Discovery(PMTUD)x"»2'fa€ &, 33 °a,ES <)

3. ICMPaEES, LA V48,18, 8, afaf @a€@afiaffa, »asa, a,'a%¢" " ae™a e "»e'f

& »a fa@« @aSYIO ™3, 3@ IEQ >R fAPBC ®é73QP«d;0IQP 3@ | € PrZ¥ 33 Taf 3 »aff3
&nteeCa@®3,3,'5,°6f 13" @I @ EIE QI Q"3 Q®3 038, ; Af haf @ AFFAF af%oafOEf3f 5@ «& ~"&Vi%0d @+
3,-8153%@83@ 3€Q30"3,E3,%3Q®8, 3%+ «8 %ha IQO™E (C,8,Y3, 1,34 5,15,85,C5, @€

GO aQ@®3,Caf%oaf¢a,ra, Nafa€@ a€@https://sec.cloudapps.cisco.com/security/center/content/Cisc


http://www.watersprings.org/pub/id/draft-gont-tcpm-icmp-attacks-03.txt
http://www.watersprings.org/pub/id/draft-gont-tcpm-icmp-attacks-03.txt

sa-20050412-icmp 3€83a...~é—3@+3,Ei@ | 3@, Q%I G ™AE,

53€"a,E3, %039 ®e,13%+2€8IQ®A...~6—3Q FE€EQE+INI@P«e<(,"d,/'cC1LRI¢ €@ National

Infrastructure Security Coordination Center

(NISCC)a9«3,"3@£3@ | 2% 33, FI@  5€,50%UIQ™IENISCCIQ FEQLL1I"QPIQTAV2+6Y: 8, 84
http://www.cpni.gov.uk/Products/alerts/1053.aspxa@ 8¢ °e° @ 3 @33 @ @ 3 @43 @ ™aE,

€031 e£8" €@

2 AP BL| AP«IE QIO IO ®Af%03, Af¥AfiAFEf 5827393, FIQ | 59,5, 1aV+2E85QES, &,

efvLa" € af @afhaf%od, "aFoafv|PMTUD
10S Not affected €024Y4"
I0OS XR 0245 €024Y4"
IP &f 4 OAf3 02814 S04
Cisco PIX 3 »3 4f ¥Afeaf 14, £5, CAf—Af ©O4, 08, ¢afo4, 1 Not affected &028Ys"
Catalyst 6608 4@ 6624 SO285 Not
y : affected
. o E A Not
Cisco 11000 3€S3,”3€> 11500 Not affected
affected
. Not
Cisco GSS Not affected
affected
MDS 9000 Not affected 0234



http://www.niscc.gov.uk/
http://www.niscc.gov.uk/
http://www.cpni.gov.uk/Products/alerts/1053.aspx

Cisco VPN 5000 & 34f34, »8f34f &f ~af YA, ¢ Not affected 8O2E5"

4 €6f a@®ONSef£3"@ Not affected €023ys"

Cisco MGX-82504€53,"3€>MGX-8850 e023y5" SO
e A e e o Not

Cisco &,33f3af tafaf” 8,14 vaf faf @afa,c afca, afyafhaf« Not affected sffected

8, -8,14,%€ (F3,«3,'a,;4f73,03,°3€©@ —3@ YMicrosoft

Windows3 'avc" 3 —3€©YEY33£°53053 "33 PEA€LS i0F163" CCR: 723 023"
JaY " AQ—3@YEY ALa@SE, G IPE€SH, [e£103"@

Cisco ACS Solution Engine e023Y5" 023Y5"

1é0n50®é£1/zé“ééf-é,iéf\"(éfaéT...é0§c;-°éOaé,éfcéfiéf«éQCEéVziéYg_é,’éO—é@’é,<é0_éﬁ/zae€§éo
& TVt eE83@RaQ,a,<e£-3" @
Cisco I10S

Cisco
|OSRE@ E¢ " haf@a@—a€@PMTUDI Q@ ESSFEaf3,0af«a A50§&CE%05§150«50350£50 L2 ERED

Cisco

eV @AaQSC UAfQPIQO—3€@ | 3@,3,<4,%53f3F4,14,88,03,'¢C°° QPN Q«I@Q FEQ@Iftaf@a, na,
version 3,°3fzaf*af%oa, ¢™°e|Ea@—a€ | 3,-3,"aftaf

3f@arSafaa, e (n*a@—a@%ua@™aE Cisco I0S 3,%afa3f°4,! 5,83,Ca€ d€EInternetwork
Operating System

Softwared€ Qi@ %iQPVi@ 39 3O« IEEIOSIEQPIP & (r°i 3, EIQPAUIQ™EE,

3,03f3f%3, A QIO EQIO"IOBE I VIGOC dUE 39SIP @3, %03 P @2-FQ B Ei%%od €«
Cisco aftaf@3,n3,'3€@«3€ show version

337355 %03 @ E3 @ 3,39 € QC°39%3,81°8539 Fe;"36+3, E3QAIO™EE,

AP B®EIQ FEQI0SAF A arsa, 12.2(15)T143,4®Ye|E3Q@—3€@ 3,143, af afhaf«5€+3,E3Q



K9OSY6-Ma€83€,3,<3,3,'3,*e£%3"93,(r°a@—3@ | 39,3 @%IQ™IE,

<#root>

gw>
show ver si on

Cisco Internetwork Operating System Software
I0S (tm) C806 Software (C806-K90SY6-M), Version 12.2(15)T14, RELEASE SOFTWARE (fc4)
[...]

e AQ ®Af—Aaf3f 5,°5f«5€@ PMTUDA, d%¢" 3@ —3@%IQ™IE AfQaffaf af af14s, 3@ 8a0e%0dS":

» Transmission Control Protocol over Internet
Protocol (I P)af @af'a, af8af4:10S5f1af €43,03,'a@ Ea»-3@B®aftaf@a,n3,"3€  d@®TCPE,»a
Gateway
Protocol(BGP)3,'é€34;i3€9 ™3, ‘8@ 3€@PMTUDI @ Ee%0dS 3@ «3 Q3O L3€ | 56,530
needed and DF bit
seta€@a, afOafnafiaffa,»afhd, d@«d %HhiQ@—a@|e,ta%+a@P«a@23,«a 30 39 T3€,3,5503
tcp path-mtu-
discoverya@ E&"3ce 3@ ™33 3@ 3@ «20e%03S '3 «3€3,539UIH™3E,
» Transmission Control Protocol over Internet Protocol Version
6(1Pv6):IPV65€83€9 PMTUDA@ EaFiafa,0af«af 39820e%0dS'aQ«IQP QL) '3, a4
- IP
Security(I PSec):10Saf taf € 3,13," 3@ EIPSecs,'dVz:¢" " a@™35,4," 3@ 1a@«e " a®39 3, E3@ | 3@
mapa€%43€@Y3€ tunnel
protectiond@®3€,3 €33, E3@«3@Ea,nafa,;af14af3,83,03,'4@«EQ@OC" 3@+3,E3Q | 39,3,

crypto ipsec profile IPSEC_PROFILE
[...]

!
crypto map MYMAP 1 ipsec-isakmp
[...]

!
interface Tunnel®

tunnel protection ipsec profile IPSEC_PROFILE
[...]

1
interface Ethernetl
crypto map MYMAP

[...]

. c@c8°af«afuafta £a5a,°a, «af—a, »af«aE-(GRE)a€Sa,” 3@ IPinIPiv55€"a,E3, %03 € ®3.
needed and DF bit



seta€@afiaffa, »aflha, d@«d %#IQ—ai@ e, TahtaP83O™a€,39"3,(ES,%0d@PR2IQPrIGPB®If—
path-mtu-

discover y&, 3af 28f38f %3¢ Ed @« @343, E3Q | 5€,5,<3 3@ € QIO "3@BRIftaf@a,13,"3@«3@
Layer 2 Tunneling Protocol Version 2(L 2TP)a€Sa,”a€Layer 2 Tunneling Protocol

Version

3(L2TPv3)iV33@"3,(E3, %03 @®af af af@afiafra, caf—afaf aaf«a, alc’ a@™a, 3, d@Tae«
needed and DF bit

seta€@afiaffa, »afud, 3@«3 %HhIQP—i@|e,Ta%tiP 3@ ™A€, 39"a,(ES, %0d @B®IfF—AaS-
af"3’af«3983€ FE€QPMTUDIQ affaf-a0af«af a@8af1a, £3 »afVAf-Af «G@«I @ 3 QLIQ | 3
pmtud, 3af Z3f38f %oa@ Ea @ «a@ %43, E3€@ | 3€,3,d 3@ QIO QIOBRIfIaf@a,13,'3€9«3@ &,

& YA 2TPiY: &f @afad, af8a5321%%0a€ " L2TPV3il " af €@ afta, af8af 3% %03 €@ 3€@23@ra@G

|OSaf ™afyaa, 15€ ®af«af14d,; 3«35 36" 3€ | 3€Qx-ja@B®Iftaf@a,n3,"'a€83€ Cisco
10S3€©%3€Ya@ Cisco
10Saf™af1a,'3@®3,1%af+af 3, 5,85,¢3,a0Ye|Fi@-3,Fi@ | 5€,3,3Q Y3, Q3€QL,13%+x€83Q T

Catalyst

400053653, 3€°60003,'3,naffaf Q3@ €@ af@a, naf-afaffaf%o(CatOSa, 3®Ye|EIH™E,<3,"af
Cisco Aironetdf & cafodf-8 1LANE ¢4 3 »3 1af @38, nafaf 353, 3€°af-araffa,,
Catalyst 2900X La3€€2900XL-LREG€€@3500XLa€€29403€€2950a€€2950-
LREG€€29553€ 3 53,"3€329703,-3°5f%3,°8,"5,2affaf €

Catalyst 2948G-L 336€)35503€ € 35603€€37503€ 93653, 3€33750-
ME&,-af2af143,°3,"3,0affaf @

Communication Media Module(CMM)

Cisco Optical Network Solutions(ONS)e£Y2a" €i%SONS

154545 ®MLIQ S, 3@°SLaf-4f~af143f%03E @39 53,"a€>0NS 15530/155403€,
Cisco DistributedDirector.

| OSé»¥éC—§.0®é£1/zé"0

&GP ®EQZIOSAf™afd, 3@ ®eL13"@a@«3,,8,TaV+e€83Q@EI" e FQ@—a3QhaQP™IE,

Cisco CRS-1:CRS-15€ 10S XR3,'4®VYeE3@—3@%a@™3€,10S

XR3® 3€@PMTUDax"»x'f4,,3€@CRS-

139 EBGP3@ 3903 ®3,Caf—af5,+af143, 383 3€85»-3@®Af15f€5,13,'5@ " 3€@®TCPA,
XR3@83€ 3€Q@PMTUDAI@ aftaf+d Oaf«Af 4@ 8¢, [0S 4@ «3Q* 3 QPL£3Q | 5€,30%IQ9™IEPM
path-mtu-

discover ya@ E&"dce " 3@™a,<3 3@ 3@ «0e%0dS 3@ «3€%3,5S3€ %I Q™€ show

ver siond, 3af7af3af %8, 8o G —3€ | IEQARYE(ES 3@ ®IOS

XR3,%af+af3,! 5,83, 3@®af@afd, 3f83F33, 4 @-a%—3@—3@HaQ@™3E,



» Cisco
PIX &, »8 af¥afeaf t4 £38, ¢af—af ©& nd, ¢af35,5€p A€@QIPSecd, 'alzi¢" a@™aa,"3a@Ta@«e ARSI@
PIX3,»3,af¥af2af1a,£3,¢af—af03a,13,¢af3,'5€983€ a€@IPSec
&€ Aftdf-a,0af«0f G€p80,naf@afnif-af«i@«iQGQLIQ | (€,0€ %€ d, "€, crypto
map <crypto map name> interface <interface
name>a, 3af Z8f38f %od,  dvecC’ a@p—a €@ | affaf@a,na,'e " AR5 @ «a,0af35,;af14af5,83,13, 3 @ «E Q!
PIXa,»3,af¥afafta,£3,caf—afoa,0a,caf’a,'a@ IPSecd, 'a%i¢" 3@ —a€@ | 3€,3©3%4639™a€,sho
versiond, 3af zaf3af %o, dvz: " aep™a «a @ a€@Cisco
PIX3,»3,af¥afaf14,£3,¢af—af03a,n3,¢af%3,"3,%.af+af"3, ! 4,83,C3@®ARYe|Eaf@af4d, 3f83f3,
* Cisco IP af+3 ©4af3
- Skinny Client Control Protocol (SCCP)&f+3, jafv.af &, |8, 83, ¢ce€pe%%0a @ ®7940/79603%,
- Session I nitiation Protocol (SIP)af &, jafv.af & 13, 88, ¢ae€p &% @®7940/7960a€,
- Skinny Client Control
Protocol (SCCP)af 4, jAfv.af & 14 83, ¢4, ce@ e %%0a@—3@Y7970114"°3-83 | M3« °8-¥a€+3,EIQY]
Cisco IP
Phonea@8a®Ye|FE3¢+3,Fi@ | 3€,3,<afa,jaf1kaf 3,13,83,C3@Raf@afaa, 3f85 3@ FE@Eme
« &f13 & Af«PRIA 2AfYVAf 4 14 88 nAEQ@ & 1Se°af-afaffa, G€QIQNIAQYIQ af 3f0afa,'d,2afhaf¢
Catalyst 60006Y33£°E1/T13€53," 333, uafkafa, ' af¢ 3, 3F¥afhasf«i’a WS-X6608-
E15€53,"3@>WS-X6608-T111%4%03€€©3€53,"3€°Cisco 6000
FXS&,¢afSa55,°8,045%8,; 3f14355,85,03,"4fC4, 3F¥af143F«(WS-X6624-
FXS)3€@ 3€€93:83 ™M3@«C°3-¥3+3,FIQYICMPIQR®IEEf@af1haf%oa, afOIFUIEQPIQ«,
quencha€@afiaffa,»afa, 3, 6€@a; 3@ —3Q@%IO™IE,66083€53,"39°66244f4,jaf%af 5, 5,
65003,-3f°af%3a,°3,'a,naffaf@a@«afa,ca,naf 3@ —ac@show
ver siond, 3af Zaf3af %o, ¢™o¢; (Ea@—a @ Ja @ ™aE€,
« Cisco 110005€53,3€°115003 233414345, 3,uafkaf a, a,'a, naffaf €(CSS)aE,
» Global Site Selector(GSS)
« Cisco ONSEEY-A @i%430NS 153025€53,"3€°0NS 15305
» Cisco MDS 9000 Series Multilayer Switches.
« Cisco VPN 5000 &, 3af3a, »afaf af-afva, ¢,
» Cisco MGX-8250i%2 PXM-1af ™afy.a, 11Y/%05€p 53, 3 @>MGX-8850i%4"PXM-
1E5€53,"3@>PXM-
A53F™35143, 1V %01%488, 23534 afafhaf«af—af-afhaffa Q@3 ;3@ «e, 1a%te€83 EI,3,55€
* Cisco Content Switching
Module(CSM)iv38, T&/«+£85@ ®a€,3,<3,°afaf "afafhaf«af—af-afkhaffa @ ®a@: a€,a," 3, naffaf
 Microsoft Security Bulletin MS05-0195€@«3€ a€€@Microsoft
Windows3@EPMTUDax"»x'f€53, 3@’ ICMP3 @ ®FE€EAf @ af4af%03€Q S,  3fOAF IS 3FFE
3O ™A€, -G QBEYIL°I S, 3 Q3PEESE i ef 18" @ 3@ FE@Microsoft
Windows3,2af3af-af1afta,£3£°5,°5,-3, af taf 3@ «d» 4+739 —3€ QIO QIO B3 S3 8342003
Windowsa€@®3,«3a,'a,;3f73,03,°3@83€¢ a€@afariard,'2000.2.51%"af*af2af14a,"2000.2.43€€


http://www.microsoft.com/technet/security/bulletin/MS05-019.mspx

39"3,E3,%03QREL13"Q9I@ FEQICMPIEEIFQaf1haf%03€QA, afOIf K3 @AY G QPYIQP @'

- Cisco Call Manager

- Cisco Conference Connection

- Cisco Customer Voice Portal 1%/ se—8lI nternet Service Nodei¥/%6o
- Cisco Emergency Responder

- Cisco IP Call Center Express

- Cisco |PEY33£°et?aed¢ o’ ef... ¢/ (IVR)

- Cisco IP Queue Manager

- Cisco MeetingPlace
- Cisco Persona Assistant
. 2AQPRELVI"QIP8IQ 3€945,3,"3,°39E4,«3,"5,03f23,15,°59—3€9 | 39,39%39,af@af 14,
Windowsa,'d%2;¢" " d@—a€@ 3,3 @439 ™a€ Microsoft
Windows3€83€@ PMTUDA€@ Eaftaf-3,03f«af 3€820e%0d5'4@«3 93 Q£3@ 56,3, V3,
0195€82%-2"73€+3,E3@ | 56,53, 3@ TAQ«FEQICMPIYRIEEAF @ afhaf%IEQ S, " 3FOASY

é€1

é@"é‘yzé(;""

Cisco Agent Desktop

Cisco Intelligent Contact Managementefys&* @ afa,jafYas
Cisco IP Contact Center Enterprise Edition

Cisco | P Contact Center(IPCC)eEy-&" @afa,jafYas

Cisco Remote Monitoring Suite Option

Cisco Support Tools

Cisco Unity

d@®CiscoefV3"@a@83%:¢" 3@+3,E3Q | 3€,3,<Microsoft

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Tcpip\

Parameters\

EnablePMTUDiscovery

5@"3@®af-3, 3, af af8,af 3@ ES"dce GQO™E,«d 'AQ IEQPMTUDIQ 3,3/ 4h3@RIETP«aYV T QY

» Cisco Secure ACS Solution Enginei’/s Cisco Secure
ACS3, ¢af—af©4 o, ¢af35,15€ " 3,3 14a@°a,(ES <%4%03€ Microsoft
Windowsd, af™af3,'3@ 39—i@ | 36,3, 30 Y3, @IEQPMTUDx"»x'fa,, ICMPIQ®IFEES
Solution Enginea@«3€ Cisco Security
Agent(CSA)3@ Ed»"3+73€9 —3€ | 353,53 QIQO™3Q'3€ | 3@ BCOEA;ICMPASiaffa,»af 4
Secure ACS Solution
Engined® € Q3@ "3 ®af%03,af¥afiafaf 4€80%-2 /3¢5, E3Q 50,3 @ »2' fa@«d 3


http://www.microsoft.com/technet/security/bulletin/MS05-019.mspx
http://www.microsoft.com/technet/security/bulletin/MS05-019.mspx

CSA&@ (E3,0af3,"af af1haf«3 @3, E€ Qa8 Q9 —3€@ | 5€,3,<3Q3QO0IQ T3, (087

CSAGQ EaY2 (" d@ ef1hi@a@Oa@Taed, (C°’QIP™a 3P«3@ a€Q[System
Configuration: Upgrade

Appliancela@«c8»a«3@—3€@a,nafa,'af afhaf«a @3, 3@ | 3€,3,«f@afha, af8aF3, ¢C
Configuration:Appliance
Configuration]a€«(8»3¢3@—3€@CSATOP Ere%idS 3«39 3 QL@ | 59,3, 39 3903

&, tal/coc88,' 49 «8,"89839,80°80,30"59 "aQE(°° QI Y4, EGHVRELA"§
23O ®L KA QIO IO 8, 13%t2E8IQ 40 IO —GO%IHE,"5E,

« Cisco Catalyst 65008, -4f%if /48, °5€pS53,"3€>Cisco 76003,-3f°af1%4,°¢" " Cisco Firewall
Services Module(FWSM)a€,
« Cisco Guarda€ 53, 3€°>Cisco Traffic Anomaly Detectora€®Denial of
Service(DoS)é»%ae >3,¢af—af©a,nd,¢caf’a,"a€,
o Catalyst 3 14 vaf faf @.e-ja@®Catalysta,'3,naffaf@a€ Cisco
1053, 3@ Ye| Ea9 — G 66,09 V0, Q€ PIQ 3@ ®af%03,af¥af;af5f 468272 736+3,E3@ |
-1200
-1700
-1900
-2100
- 28xX
- 2948G-GE-TX
- 29005669 29025€€2926Ta€ 93653, 332926G
-3000 3100 3200
-3900
-5000
- Catalyst
40005€53,"3€°60003,"3,03ffaf @3 85€ € Cat0SIQ%IQYIQ 1053,/3@YeFI83& @3-
1053,/4®VYe|E3Q@—3€ | 3€,5,3 39 3@ 3€93 58 "aQPIETL, 18YtoLEaO ES e 3O™E,
o Cisco ONSe£2a‘ @1%SONS 15327 Metro Edge Optical Transport Platforma€€ONS
15454 Optical Transport Platformi%"MSPP3€S3,"3€>MSTP%%03€€ONS
15531/15532 T31 ODS Metro WDM Systema€€ONS 15216
EDFA3/EDFA2/OADMa€€@ONS 15310 CL
* Cisco IP &f+3 ©4af3
- ATA 186/188
-7910
-7902/05



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20050412-icmp#vps
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20050412-icmp#vps

-7912
-7920
» Cisco VG248 Anaog Phone Gateway
« Cisco VPN 30003, -af3afY.a,°4, 3af 38, »af3af af ~af v.a, ;A€ VPN 3002 Hardware
Client3€€©3€53,"3€3VPN Software Client(VPN Software
Cliente231:"3€«3€ ©,Ta%+2€853€ 3€,3,55€%43€3,"3€ E3€9VPN
Clientad @ Ec haf@a@™a,<3,2af3af-~afhafta £a3,°5,-3,'aftaf (0959 «3@ &,13%+x€83@ &S
» Cisco BTS 10200 Softswitch
» Cisco Application and Content Networking
System(ACNS)3, Yoif+af "3, 14,85, ¢4, AR Y & Ea@ ™34 <3, af*aftaf?af, a, "af’a, afa€@a afrastaraf,
 Cisco LocalDirector

&—8Q®3,3,'3, 013" PP «FPS3Q,50 | 59 3P®A,Caf%Ef Q3,15 155 ®E:1EY;8,'49—a9'G,
CON i

Internet Control Message Protocol Vs’ | CM Piva» &, ndf33, ¢Afvaf @affaf a"fasiafiaffa,»afva, af—af-
a3 3,25f«1%%03€ 3€@Transmission Control Protocol/Internet
Protocoli¥a"TCP/IPi» &€ € @a a3 af—afasf a,3af«/a,0af3a,; afhaf @ affaf af—afaf a,2af «i%%oaf—

RFC 1122 ("Requirements for Internet Hosts - Communications Layers" -
http://www.ietf.org/rfc/rfc1122.txt)5€p83€ € @33 @@ RIE€EIf@afuafhod€@a, afOafrila™"protocol
unreachable"a€@"port unreachable"§€050§é,‘503"fragmentation needed and Don't

Fragment bit set"1%%o0d€ 53 @ra@®a€ES,V2af-af a€@a, afOasli%s "network
unreachable"a€@"host unreachable"a€€@"source route failed"a€€@"time
exceeded"é€0€10§éﬁé@3"pa rameter problem"i%%o03€€"Source

quench"d€ 3,naf3,;afhaf@affaf afHa,'af a@«a, " dQLiQ | ('Y 93@+3,ES 3 ¥a@®ICMPS, " 3fO4
11112225€) 4 RFC3@83€ = ZcC°RFCA€ RFC3, '3 3@ —3€ |8 16i73R330—3€ | 3€,530%36>3,

a€EFragmentation needed and Don't Fragment bit

StAEQ114°3,: 8,1 3f—33€ Q3,233 f%04114%0afaffa,»af 148, 3€@ G€Q@RFC 1191(3€EPath MTU
discoverya€ € - http://www.ietf.org/rfc/rfc1191.ixt)a@«e " "e%%oa€+a, Ed @ , a€,a,<Path MTU
Discoveryd@ "33 €°a,(E3,«ét1@e | @a@2afid,«afd, af 3«3, 3 QL@ | aY (" 3@3,E3«Q"3Q 3O
needed and DF bit

seta€@afiaffa,»afua, a,a€Esofta€@a, afOIf1hi@ d@—a@ | x%o+d@Ta;...e| Q3O T3€,3,5303%3¢
Fragmentation and PMTUD3€ @ a @33 @ ™ag,

ICMPG(EG"+5€83 +3'S5 @839 43,8, afOaf4IQ®C ®&i7i FEES, Vafaf € Q3@  AEEAF@af 14 %03

|CMPaf—A&f&f4,38f «8," dvscC’ a4p—a@ | TCPAf—afaf a,°af«a@«a 343@™3,«anse-°a@®DoSx"»x'fa, 3t


http://www.ietf.org/rfc/rfc1122.txt
http://www.ietf.org/rfc/rfc1122.txt
http://www.ietf.org/rfc/rfc1122.txt
http://www.ietf.org/rfc/rfc1191.txt
http://www.cisco.com/en/US/tech/tk827/tk369/technologies_white_paper09186a00800d6979.shtml

Attacks Against TCPa€ € (draft-gont-tcpm-icmp-attacks-
03.tx1)3@ E3...~é—~5@+3, FIQAUIQP—a@YI€,30"3,E3, %03 @PRx"»2 fi@«3@ I€Q39°3O®3,135,;

o8 1V55€"a,(EA, %0a @Br"»x' FaQ I€QAFTafQa, 05, 01251, 5@8cp, 4TI QAUIOYIO é—3859+5,E],
8-88I ™A@« ¢ °a-¥a @3, EAQYaFQaFuafY%oICMPE, " aFOaSFAF;afFa, »af1a, 3@ «aYe

BEEAf @af1haf%0d€QICMPS, " af©afhaf;affa, »af%a, a, a@—a;[a@™a 3@  3€@a,nafa ;afhafeaffas
Draft draft-gont-tcpm-icmp-attacks-

03.txt5€ ®IEEAf-3fOF,naf3af %o /¥ (Y3525, »3ffaf 3@ >R fa@«8 16|75 +3, EIQUIQO ™14 36 54
Drafta€€a,»a, 3,-af83f°3,'3€,¢..889—3€@ 3@ QIO 3@°3©,1h%03€,

PMTUD& »e f

8, 08f33, (Afvaf @affaf af»ahHa,'af 3@ EPMTUDE, 4®Ye|E3@—i3€ | 3€,5,3 4@ 3€94-88 ™M@« °8"
Needed and DF bit

set3€Q@ICMPASiaffa,»a%a, 3,81 ¢" 3Q@—3@ | €@ /¥CY33Q®IFE, ' MTUS, 6 @78 39 «3%/5€,3€9:
Draft draft-gont-tcpm-icmp-attacks-

03.ixta€)83E€ES, ' af«Afhaf—affaf a1l )a€Qr"»2'fiQ 3@ —3@ 3 167393, Fi€ | 36,50 %IO™(
Bug ID CSCse17284,"4€,¢...8)a€,

RFC

11015086~ 75€+5,E59 | 50,5, PMTUDA, Caf«d, 5f%5,°5f 5@ AU 5OE3 @ | FEQABYRE. 5955073,
119159854€ 108" 1a@Exe/ Y 363, 3¢ | 5€,50%iQMIQTI QIO "3, T3 ¢! 93»959836 3¢
GOYIO 3O —FEQr"»2'fRE. 5 ES 83 ™MIQP« 8 ¥a 3, EFQYICMPIEEFragmentation

Needed and DF bit

seta€@afiaffa,»afua, a'e,1al%+a@aHa,'af a@«E€@a;ia@—CY53@'a,«3@ 3€Qa,afLaffa, af¥a€@ 3 (

%@ e;°3Q—a@Ya, 3913 «IEHICM Pa@®a€EFragmentation Needed and DF bit
seta€@afiaffa,»afha, 3, a9 —i;iaQ—i@  5€,3,4,035%3, .3 haf@affafafnHa, 'af 3@ EPMTUDE, a®Ye
11225 «3%"3aQLIQ | A€ QI Q" A @B®ASiaffa,»af a3, 3@ F€EAfQaf1haf%od€ @, afOIf1KAQ €|« 3P a4

TCP3, , 5@ ©@3@®xe0e€an8a,»3,°afjafaf a,ua,na,°(MSS)an%oe 3 @®3, 3@ 13 @ «3€QIEEASf afOaFa,
[0S5983€"3,E3, e{Ei@Tr-"2’i¢9B®i%IAP«IPriQ, i@ 3@ I€QPIQP"aQP®af%03,af¥afiafaf 3@

&Y, A9 QAQPraPAQPBL €8 -c], 3Qaf—afaf 3,33f«3@ TCPA, a%s " 3@™a,3QYa, QIEQPMTL
Text Transfer

Protocoli%s"HTTPIV»af€a, nafafkafta,a,'af é»Cé€@af—afaf a,2af«i%%oi% " World Wide

Weba @83 ¢" "1%4%0a€€@Simple Mail Transfer

Protocoli%a"SMTPiV &, -af*af—af«afjaflaaf«e»C €@ af—afasf a,2af«i%%oi% " é>»3 @ afiaf4af«3 @ ®ex»Cé€
Shellit%4"SSHil»a,»8,3f¥4,¢4,-3,83f«1%%03 @3 @03 Ea€,3,53€ %39 ™5€,Data-Link


http://www.watersprings.org/pub/id/draft-gont-tcpm-icmp-attacks-03.txt
http://www.watersprings.org/pub/id/draft-gont-tcpm-icmp-attacks-03.txt
http://www.watersprings.org/pub/id/draft-gont-tcpm-icmp-attacks-03.txt
http://www.watersprings.org/pub/id/draft-gont-tcpm-icmp-attacks-03.txt
http://www.watersprings.org/pub/id/draft-gont-tcpm-icmp-attacks-03.txt
http://www.watersprings.org/pub/id/draft-gont-tcpm-icmp-attacks-03.txt
http://www.ietf.org/rfc/rfc1191.txt
http://www.ietf.org/rfc/rfc1191.txt
http://www.ietf.org/rfc/rfc1191.txt
http://www.ietf.org/rfc/rfc1191.txt
http://www.ietf.org/rfc/rfc1122.txt
http://www.ietf.org/rfc/rfc1122.txt

Switching(DLSw)a€@Serial Tunneling(STUN)a€@Block Serial
Tunneling(BSTUN)a @23 €@ ©3@®IBM3,"3,pafuaf a@®a €6f d@B®af—afaf a af«a€@ ac@af afoaf:

488 ™A@ «C °a-¥a @3, Ea€YSource Quench
ICMP&Siaffa, »af%a, 3@ «aY°aQY¥aQ@x"»x'f

4. 5@«2;°3Q'3QY3, 3@ 139 «3€ @A, nafa, afuaf@affaf anHa,'af 3@ aEQICMPIQRIEE],1af%a,

TCP3 dvoig" 8@ —a € | a»-3@®3HA,'af 3@ "é€35;;a@™a,«<aHa,'af a@®a 'a@ 3€EQICMPIQB®IEESOL
quench3€@afiaffa,»af1d, 3,89 —a;i3@™a, 3@ FEQPATPE€QE;i3,:a,03f 5,¢3, 3f 3@ ECVC"YaQ—.
starta€@a,’af afa,~afhaem™a,«RFC

112259 «33%" 3@ £3@ Yl 8Y 2%oé T3 FARYe|E5€ 3, E3@%I@™5€,RFC 2001(3€ZTCP

Slow Start, Congestion Avoidance, Fast Retransmit, and Fast Recovery

Algorithms3€ € (http://www.ietf.org/rfc/rfc2001.txt) 583 €@ TCPIQP®areEe; IQPRIB®YE.. . 38312 ("
starta€€a,caf«a,’afa,caf a€@ “a€Econgestion

avoidanced€€a,caf«a, afa,’af d@«3@Prie,ie | Q- 73Q—3€QIRYESHIQ«3@ FEESIow
starta€€a,caf«a,’afa,caf a€@ “a€Econgestion

avoidance3€€a,caf«a, afa,°af 3,4, €c'a@«a®YeL.. 3QO™3 Q" 3@ 5, QIRIQO—IQ | 59,3039

EEQE;i3€9 3HA, A AQEAftaf143,03, 6€95;i39 ™3 CEYE° 3@ EL1:/3€,39»3QOIEHICMPIEESoUr
quencha€@af;affa, »afa, 3 'cVe @39 —aeYiNHs, 'af 3@ a@—isjaf@affafa,d dt| c@ta@—ae !
488™AQ«C °a-¥a@ 3, EIQYIEES, LAf13,"5,” 3, A af @AEQICMPASaffa, »afd, 3,81 " 3@—a€@ ' &
Quenchafiaffa,»aflsa, 3@ Ea@—3:i39+3, E3Q3,6™Q3,55€93, ! 5, £33 %03, | &,u5,15,°5€ 3! ¥3V
Quench3€ @afiaffa, »af1d, 3€ 6€34;i85'¢713,8083"... 3@ «4%473 A9 363,39 &f12€839E3€,3,5:
4@"a@®35,:3,raf—3@®x"»x'fa® a€@Internet Draft draft-gont-tcpm-icmp-attacks-

03.ixtA@8AEES, af«afUaf—affaf &Vl ya€ Qr"»2'fiQ 39— | 8 16i75€+5,F3€ | 5€,30%IQO™3

8, 3,14, 3%F8" @39 ®avetéY;

50" 3@ ®af%03,3f¥af i35 598 - 7363, i@ | 39,3, ICMPa"» 2 fi@«d %IQ™3 EY:+6Y; 3@ a6
Bug ID5€«é-CEQ™E ef...8 3@ Ee| (o5 @3, E5QHIQ™IE,

Ciscol1OS

Cisco
10S53@ 3€QICMPI@RAEEIfF@afuaf%od€@a, afOaflhafiaffa, »afua, a,'avic" a@™a, e "»xe' fa@«a 3

59%IQYIEQI0SI@ ICMPIQ®IEES, »af143,"d,” 3, afaf@I€Qaf;affa,»af1hd, 3,at cOTIQP—3 92346

BEER, T8/t 8a@ FA"ace " 3@ ™A, Rf 8" "Q QS »3, 3, 3835 988% - 75€+3,F3@ | 5€,3,3,” 36 T3¢
Needed and DF bit seta€@afiaffa,»aflaa, 14" IPv6i@®a 'a@ 3¢ d€Epacket too



http://www.ietf.org/rfc/rfc1122.txt
http://www.ietf.org/rfc/rfc1122.txt
http://www.ietf.org/rfc/rfc2001.txt
http://www.watersprings.org/pub/id/draft-gont-tcpm-icmp-attacks-03.txt
http://www.watersprings.org/pub/id/draft-gont-tcpm-icmp-attacks-03.txt
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20050412-icmp#vps
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20050412-icmp#vps

biga€ @ a5iaffa,»af %3, [%i%03, dVscece” Q3O ™3 3O 3O 3«3, GQLIQ | 5€9AFE, MTUE, 3n%0ae> 5§
2-3QB®EFE, 33 3€QI0SIP VI 3 QIQ-30%3 9 5f—3Faf 5,35 5@ «59559'3,PMTUDIH®
Bug ID3, (2°39—3@ | 5€,39%3Q™3E,

+ PMTUDAE, 4%’ "4@™a,c«a@™a@'a@ | a@®afF—afaf a,3aF«:CSCef60659(c™»ed2af 1af V.4, 18°, ¢
» Transmission Control Protocol over Internet Protocol Version
4:CSCed78149(c™»EE24f 1af V4, 18°,¢"):PMTUDA, &R Y & (Ea@ ™3, IPaf @ af14a, 3f84f°44 S5@®TCPae
¥ TEQP EPMTUD R " »'fa@®3121€Y:3,4@9—3i9'3@ | 5€,3,«3@ 39039 T39S, ' QIO™],
ip bgp neighbors|include data ssgmenti€® a€@x-j3@®33IQ®3,"a@Ta@«MSS(max data
segment)d,’ &j croa¢p—a @A Q@ ™aE,

<#root>

Router#

show i p bgp neighbors | include data segnent

Datagrams (max data segment is 1460 bytes):
Router#

3.8/ 939P®xrweEI QMTUIG 683f@3,naf 5@3O™IPFIEQi»Sa—YiQ®3,nifa, af4haf@
11915@®3,»3, a4, af83f73@«5€@ F€@a,0af5, cafnhaf@affas”

€8aY2, " 3€p+a,(EA <A €675, 3@ MTUAERG@B®AESE,'af 3@ Ea @« @343, EIQ | 5,3 @33 ™E
4O QIPPI-3PB®TCPRZY¥CY35P®SE 8@ 36 3E@show tcp

briefd, 3af 28f38f %08,  8l/2cC 3@ —a€ | C%0'd®35 @ ®RZ¥ 3@ R4 EE QI 335 -4

affa, (TCB)3,'a"nad"Ya@—a3€@ | 3€<3,%03€ @39 "3€@®TCBA, show tcp tch <TCB identified

with show tcp brief>&,3af 2838 %@ 8aY2s¢" " a@™a,<a;...e | QIOEIO,A,530%IO™ |

include data segmenta€ " 3...¥35>3€™3,<3€ “3E@MSS(nax data
segment)a@Ee; " ¢r°a @3, E3 @AY ™AE,

<#root>

Router#

show tcp bri ef

TCB Local Address Foreign Address (state)
@0E97148 192.168.100.1.23 192.168.100.1.11002 TIMEWAIT
@OE97A78 192.168.100.1.23 192.168.100.1.11003 ESTAB
@OE975E@ 192.168.100.1.11003 192.168.100.1.23 ESTAB
Router#

show tcp tcb OxOOE975EO | include data segment

Datagrams (max data segment is 1474 bytes):
Router#

5@ "3@®ASfTa, afaffa, 3€@ 3€@TCP over


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCef60659
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCef60659
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCed78149
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCed78149
http://www.ietf.org/rfc/rfc1191.txt
http://www.ietf.org/rfc/rfc1191.txt

IPV63@«3,a% " d98i@ @i, 39 "3@ d@«x’ »,Q9i0—3i@ i0QIQ 5639, 3£
Transmission Control Protocol over Internet Protocol Version

6:CSCef61610(c™»E&@E28f 1afvaa, 18°,¢" ) ICMPV6af i af &, »af V44, , 5@ ®a, @ @O0a 1393t | c@Ta@«3,”
| PSec: CSCsa59600(¢™»&@2af lafvaa, 1a°,¢"7):10S

|PSeca/ Y53 G€Q@IPSeci @ Ec%o'a®33QRaAfafafhi@«d %hiQP—i@ | Q73 30«3 QiO 3@
Needed and DF bit

seta€@afjaffa,»afla, a@«a, QL@ | PMTUéQCEaegé°‘é®—é®?é%€Eé€0észé§ A@®ICMPa£(
Needed and DF bit

seta€@afiaffa,»afta, 3, a9 —i;ia9—i9’3€,3€ 3€Qa| /3@ 3, FIQYMTUIQE10a"1é-"3,C.
11915@«3%"3@L£3Q | PMTUa@ EaS-3,jaf %8, af afraffaf—aftafaa,;affara, MTUa@«a%4Oa...fa
a€,

| PSecaf afaf @ 3f«3@EPMTUD®"»2'fa@®a%:+6Y, 5,49 —39'3€ | 36,3, 3Q03QT3eA, cC
crypto ipsec sa, 3af 2af3af %0d,’ &Y &j Ca@—a @343 @™ | include

mtud, 3af Zaf3af %08, 8v2;C" a¢p—a @A QP ™aE,

<#root>

Router#

show crypto ipsec sa | include mu

path mtu 1500, media mtu 1500
Router#

Generic Routing

Encapsulation(GRE)a€S3, a€>IPinIP: CSCef44699(c™»&2af 1af vad, 1&°, ¢ ): GREAf "af3af @ af«3 € S:
GRE4©%39Y3€@ IPinIPAf 3f3f@af«3@EPMTUDx " »x'fa@®a12+EY:3,/49—i@'3@ | 5€,5,<3€
interface tunnel <number >3, 35f Z4f38f %03, S®Y & EA@p —a3 @343 €™ | include Path

M TUB&,38f zaf3af %08, d/2iC" " a@p—a @A @™aE,

<#root>

Router#

show i nterface tunnel 0 | include Path MIuU

Path MTU Discovery, ager 1@ mins, MTU 1476, expires never

4@"a,E3,%03@®af afaf@afiasfrs,caf—afaf 3, af«a@®a ‘a@ a€QICMPSE, " afOafafiaffa,»afv
Bug ID

CSCef44699(c™ »EE2af [3f Vid, 18°,¢" )3 «2; %285 5€p+3, Ea @V e-"a9—3 9,3, %3285 af %03, aYsi¢" " &
path-mtu-discovery min-mtu <minimum

MTU>3@83€@af af*af@af«ad,nafa,;aflaf-a,8a,04,"a,2af3af+3,£3,®af¥af-afiaa, afsafafcasaas
Needed and DF bit



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCef61610
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seta€@afiaffa,»afta, 3, aftaf@a,na, 'a@EaQP—i;ia@—i@Ya 3@ 3€Qaftafea, na, 383 a

%TUN-5-IGNOREICMPMTU Tunnell ignoring received ICMP Type 3 Code 4,
due to pmtud min-mtu setting

Layer 2 Tunneling Protocol Version 2 and Layer 2 Tunneling Protocol Version

3.L2TPif@afa, afsaf2a€@®a "a€@ a€€Cisco Bug

ID3€ CSCsa52807(c™x»Ee@2af 1afvaa, 18°,¢"):PMTUDE, &R Y &A@ ™3&,<L2TPV23 €@ €€ 3, af—aflhal
2 Tunneling Protocol

V3(L2TPV3)3, d%¢" 3@ —3€@PMTUASFE,£3,'5,«af @33, 8@V EF Q™3 «eZ¥C35€ 369483
L2TPv23, »af {3, -Af 83 35€@ EPMTUD&x"»2'fa@®a12+éY: 3,8 @—3i9'3€ | 5€,5,39 390391365,
vpdn session all&,33f Zaf38f %03, aRY & (Ea@ —a @343€™ | include Session

MTUS, &4c" a@p—a@3ha@™aE,

<#root>

Router#

show vpdn session all | include Session MU

Session MTU is 68 bytes

L2TPv35€83€ S€€@show |2tun session
all3, 3af2af35f %08, AR Y & EA@™a,<3 9" 3@  3d@3FEQPMTUDR"»x'fa,'e" 3" Y@ Bi@ @I @%ie™
linclude PM TUA 38f 2838 %03, diC” 4@ — 3 @%@ ™SE,

<#root>

Router#

show | 2t un session all | include Session MU

Session PMTU enabled, path MTU is 68 bytes
Session PMTU enabled, path MTU is 68 bytes
Session PMTU enabled, path MTU is 68 bytes

L2TPv23@®4 3@ " 3€QICMPS, " afOaflhafiaffa, »afha, d@«a€ a€@QL2TPv2afa,raffaf a@«é-Ca
Bug ID

CSCsa52807(c™»&@2af Af v, 18°,¢7 ) a@p«d 34a@™a «a;®eLiPl83€@ 3€QL2TPv2af affaf@af«a...”
pmtu minimum <minimum M TU>&€ 53, 3€>vpdn pmtu maximum <maximum
MTU>a€@8a€@vpdn-

groupa, 3af3af«a £8 ®af¥af -afv.a, -af 8af3af caf Vaaf %.a@8a%; ¢’ d @83 @ @3 @@ ™a€,a9"3,(ES, %o
Needed and DF bit

seta€ @afiaffa,»afua, 3, aftaf@a,rd, 5@ FIQ@—i;i3@—30Ya 3@ 3€Qaftafea nd, 3@ =i



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsa52807
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%VPDN-5-IGNOREICMPMTU Ignoring received ICMP Type 3 Code 4,
due to pmtu min or max setting

IOSXR

10S

XRE&Q A€QICMPIQBIETIf@Af143f%03€ A, AfOAfhASaFFE,»af 143, 3@ «AV°AQPYIQP Q" »2F5@S3,
Bug ID3€  CSCef45332(C™»E2af 14f VA4, 18°, ¢’ ) A 85 @ ™€, CRS-

127¥C955€ 569883 ™3Q«C°3¥a@+3,E3QVICMPAS S, +affaf 5«4 %I@—a@ '8, 1a%+39836,3,
XR3€ ICMP&E€Esource

quench3€@afiaffa »afa, 3,5t cO150—30°39,30V3,93€QI0"30®3,¢3,05f—3Q®af;affa,»3f

Cisco | P af+8,04af3

Cisco IP
Phonei@ R @3 @343 @-3@343@23fCaf1af«5€@ FEQICMPIQ@RIE€TEIf@afhaf%oa€@a, afOafafiafs

o CSCef46728(C™»&E2Af Af Y48, 180, ¢ ): SCCPAf+4, |Af VAf 4 '3 88, ¢4’ @& V%03 @ —3€Y7940/7960

IP

Phoned€ 3€€3-83 | ™a@«(°3-¥3€+3, EAQ@YICMPIQR®IEEIf@af14af%oI€@ 3, afOaf14aSfiaffa,
o CSCef54947(C™M»E@R2Af A YA, T8°, ¢ ): SCCPAf 8, jAf VAaf 5 !4 83, ¢4’ e &%%03 @ —3€@Y7970 IP

Phoned€ 3€€3-83 ! ™a@«( °3-¥3€+3, EAQ@YICMPIQR®IEEIf@af14af%oI€@a, afOaf14aSfiafFa,
o CSCef54204(C™»E@2Af A8, 18°, ¢’ ):SIPAf 4, iAf V48[ 8,4 85, 05, @ & %%03 @ —3€Y7940/7960

IP Phoned@ 3€€3-83 ! ™3@«C°a-¥3€+3,EFQYICMPIEESsource

quencha€@a, afoafafiaffa,»aflha, G@«a %#iQ—a@ e, Talktaea 3¢ 39 E39,3,550%3

IP

Phoned® 3,-3,°3fS3f5°3,°¢C" 3@ ®TCPS, '8, uaf@afkif 39 —363€,30Y3, 99395908,
o CSCef54206(cT™»62af 1af V48, 18°,¢"):SIPaf 3, j3f VAf & '8, 84, ¢4, 2e€p & 14%03 @ —3€Y7940/7960

IP

Phoned@ a€€a-8a| ™MIQ«C 8 ¥IQ 3, EIQYICMPIQRIEESf@Af14af%oSE€ A,  aFOIFIUAS;AFFS,

IP

Phoned® 3,-3,°a3fS53f3°3,°C" 3@ ®TCPS, '3, uaf@afkif 39 —363€,30Y3, 9I3€939"'50 08,1

Cisco PI X4, »8, 4f¥af2af 14, £3, ¢af—af O, 0, ¢&f34, 1

|PSeca® Ee " d®35€+3, E3@YPIXA, »3,af¥5Faf13,£3,Caf—3f035,15,C5F°3,'3€ 3€EQREC
11915€53,"3€°RFC 2401 (&€ ESecurity Architecture for the Internet Protocol 3€€p -
http://www.ietf.org/rfc/rfc2401.txt

)a@«3%"3Q£3€ | PMTUDIQ«COQRY¥NCS, 3@ «3€,8S 3@ —3QUIO™IE,39"3,E3€ FE€QPIXE,»3,5f
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http://www.ietf.org/rfc/rfc1191.txt
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needed and DF bit

seta€@afiaffa,»afua, 3,/ a@—a;a@™a 3@ FE€QP (%' ARSIQB®IPSecaf-afafha@®afa, ' MTUA, d« ¢S, 3
59" 3€®3,-3fS33,°3@83€ FEQPIXI,»3,3f¥afaf13,£3,¢Caf—af05,05,¢a35,'3€ 3€©3F3,"MTUS, ¢ @
Bug ID

CSCef57566(Cc™»&@2af 1af V44, 18°,¢" ) a@ " d@—a@ | e-tae> AE-3€+3, i@ | 89,3 9%IO™E,IPSeca@E

Catalyst 6608 8¢~ 6624

af 14,8 Af«PRIA 2AfVE8f 8, 15 85, nAE@ 4143 °af -4 a5, A€ Q@I @I @Ya@ af af0afa,"a,af1hafe/MTPAS
Catalyst 6000€Y33£°E1/T15€53," 33, uafuaf s, afca, ar¥asuaf«in Ws-X6608-
E15€53,"3€@>WS-X6608-T1i%4%03€®Cisco 6000

FXSa,CafSafa,°8, 0858, af1haf+4,85,08,'5fC 4, AFYaf1AF«(WS-X6624-

FXS)d€@ 3€QICMPI@®EECEharda€ea, afoafua€ "a€Esource
enchi€@iP«aV°IQYiQ@x"»x' fa@«a@«e,Ta%+t3 P8I Q™IEQAafiaffa, »af1ha, @ Ee| ¢u°a€p+3,Ed4
Bug

ID3€@ 5€€ CSCsab0692(C™»E@2af 1af Y48, 18°,¢" ") ICMPaf @af14af%od, " af©afat | c@1a @83 @™aE,

Cisco 110005€ 53, 3€311500 Content Services Switch

Cisco 110005€53,"3€311500 Content Services

Switchéo_é€09®ig@fﬁf@éf%éf“éﬁé@@ICM Pa€Esource
quench3€@afiaffa, »af1ud, 3@ «dYaQYIQ@x»x fa@«d %hIiQP—i@ e, 18%+3Q83Q™aE IfFQaffaf :
quencha€@afijaffa»afua, a@«a %a@™ae,tal%+r€sa, 'e-1te dAE-G@—3€@ | 3€,3,Cisco

Bug

ID3€ 3€€CSCeha5454(c™x»E@2af 1afvaa, 18°,¢" ). TCPa@«a 343@™a,ICMP3, " afOafafa, +affaf e "»ae'f

3,-8,14,%3, "af afvaf @af«a,pa,naf"a,»af-a, a,;

Cisco Global Site

Selectordf @afa, af8af31.28»¥3%0 @ 3@ €QICMPIQR®IE(ES,12af143,"3,” 3, afaf@ac@afiaffa »afaa
quencha€@afiaffa »afsa, a@«a %a@™ae,tal%+r€sa, 'e-1te dAE-G@—3€@ | 3€,3,Cisco

Bug

ID3€ 3€€ CSCeh20083(C™»EE2Af Y, T8°, ¢ ): TCPa® «3 %39 ™3, ICMP3, " 3fO3f %38, +affaf e »ae'f

Cisco MDS 9000 Series Multilayer Switches

Cisco MDS

90003, -&f &f Y, °af 7af «&f @ af-3,nafd, 8, naffaf @ 3€@ 3E€EQPMTUDIO S, 3@33€ES, 1Laf13,"a,” 8, afas
Bug

IDG€@ a€€CSCeh04183(c™x»e@2afafv.a 18°,¢""): TCPa@ «a 343@™a,ICMPx"»x'fa@83@™aE,
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Cisco ONSe£2a" @

€028+ 5@ ™3,<Cisco

ONSef4"@ 3@ 3€QPMTUDR"»2'fi@«d %iOP—3@ 3@®IY 8, 1a%+3H83Q™AE,

VPN 5000 &, 38f38, »af3af af ~af Y4, ¢,

VPN

50008, 3338, »af 38 "af ~af A, A AEQPMTUDx"»x'fa@«d %hiQ—3@ | &, 13%+39839™3€ ICMPIQ®S
Bug ID3€~ 3€€ CSCeh59823(c™»&2af 'af VA, 18°,¢" ) 3@ 83 @ ™&€,ICMP

3/4a5iaff3,»a5%3, 3€ 1IPSeca, »aff3, af85 3@ «&1,+6Y:3,/4 735,49 ef1hxe€83@F3€,5,559%3Q™

Cisco MGX-82505€ 53, 3€>MGX-8850

Cisco

MGX1(PXM1)5€53,"39>MGX2(PXM45s3€@PXM1E)3@ €9 @icO 146 39539 RICMPIEES, 1»5%3,"
Bug ID3d€@ 3€€@Cisco MGX13€@®a 'a€ " 3€ CSCeh65337(c™»E@2af1af a4, 18°,¢"")a€p8a€ @ Cisco
MGX23©®3 "5 5 CSCeh63449(C™»&Q2Af 'Af Vi, 18°, ¢ )a€p S3 @ ™SE,

Cisco & %f3af TAf3af" 4,14, naf faf @a8°8,° aFCE, AF¥aFudfc

Cisco Content Switching
Module(CSM)a€ 3€@aftaf@3,03,'a9 3@®TCPAFMASA, 3@ ®CRcPTRZY 35«3 %IQ™a ICMPA

Microsoft Windowsa@ ®af@af1aa, afsasfa,'a@«a,€a, a,'a,’e£%a"¢

4,813, 3éQCEé,«é,1é,g_éﬁé,0é,°é@—é®\"(éfééf%é,,éf§éf3é0®Microsoft
Windowsé,’éVzg_g""éQTMé,<éV3é£°éQ§é,A§Q3IPé,ﬁﬂéﬂéﬁé,iéf%é,-éf§éf3é£1/zé”050"§€QéQCE§0”€
Windows3, a€«3,€ACS Solution

Engined€ a€€@PMTU Dae"»x'fa€53, 3@ ICMPi@®FEEF@af1haf%oG€3,” afoaflasiasfa,»aflsa, a
Windows3€«3@53€'3,<39"3,E3, %039 ®e, 13%+2£859®O° 59«3 9Pri,3@ | 5@ 3€@Microsof
Security Bulletin MS05-0193," 4€,C...88@—3€ | Q@ Q3@ 33 ,5E,

6Y38£°a€S3, 3@°1P3 3afYAF¥aSf &, +3f 1A, 3f8aF £ 128" @A «39S39'3,<39"3,ES,%od @®e, 13Vi+ €83,
Bug ID3€ 3€,3,55€%3€»3,3€,ACS Solution

Engined@®a 4@ 3€@39"3,(E3,%03@®¢,Tal+tr€83@B®E; V26 a@«al2i¢" d@+3,EA,«Cisco

Bug ID3€  CSCeh62307(C™»EE2Af \af Y448, 18°, ¢’ )39 839 ™3E,

76 éC-

5769 -3Q®3S BRI eIO FEQLLNI"QIOOCL, 5305, QIO ICQIFOIFFAF AF af s, AF AfQAfA,,
3f—af5f @3 RAFEAFIAE,, 8, UAFOAFNEF ROVE-CAQCELCUIFQO—IEQAFOAFFAF af AF 13, at.. 59 8a%kC
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PMTUD&®c,,iaS'aE-a&«a,”a,<a%aéY;

8@ «CrCaQP™I, 3P TIP«IEPE-83 | I« 3 ¥ 93, EIQYICMPIEEfragmentation

needed and DF bit set3€ @af;affa, »afua, 1% 3@ %39 Y39 ICMPv63EEmessage too

bigd€ @af;affa, »af1a, 1%4%03 @ «AY I QPY¥I Q@ x"»2' fa@P®aV2+éY;3,'COF EGQ™a 0], 462" ¢5,3¢
8 € -3Q«FEQPMTUDAE, ¢, i85 5@ «5O™3, <39 "3@ 39«8 %IQO—3@ | 2,231:+EY;3QEIQ,IQLIQ | 54
5,80T13Qni@BEfr.. ®E°%4 ..3@ 59 —3€ FEQTCPIQEPMTUDS,'C, i85S4 «3@—3€ Y3 30 3€€
a8 1v.8Cisco

|0S3@ ®%0'd®35Q®3,+3f143, 3985 IEQIABYRLL.. 39RO 5 ESZYS 3€8PMTUDI@ EC,idS'a
tcp mss<M SS

value>3, 3af Z8f38f %od, &2 G@p—a € | ) %0 a3 @8 ARSIQP™E <A Q3@ i@ IPJIQPPIPNIHA,"3E
LAY AFAQ) «FE Q3 €2 -3 Q«AEQPMTUDSE, (i8530 «5Q—3@ | 5,2—CE 3@ PRZ¥ (35 Q«a @ a11+6Y
6Y38£°4, Caf—afaa, +afv.d, -af Saf3aE@PIXa, »a,af¥af afta, £a,¢af—afo4a,na, cafa,'aceaesSa,"ao’P
€Y 35£°3, Caf—afaa, +afv.a, -af 8af Y4 Cisco

CallManagera@?3 € ©i%%o03, 4@V —3€ | 3€,3,3f1af@3,13,'3@8PMTUDS, ¢, i3S 4«5 Q™5 <5
PIX3,»3,3f¥af25f15,£3,CAf—3f035,05,C535,"5,6€36 @239 —3€ | 5€,3€ | SEQPIXA, »3,aF¥afaf15,£5,C:
protocol skinny)a€€ SIP(fixup protocol sip)a€€pH.323(fixup protocol
h323)3@°3€@©3@®EY3AF°af—afaf a,3af«3@®af3,£aff3, 3,3, Caffaf—3@Fe|F3,€3,F5€ | 3,3,
a&"1Y.8Cisco

CallManager 4 ®aftaf-3,03f«af 3@ ®3,033,'af afhaf«3983€ F€Q@PMTUDIQEC, 8559 «39%3 ¢
QIO RI @6 TIQ I€EHPI,»3,°5fiaPaf AE-39%IQYIQ afaf03,°5f;a3Faf dE-3€+3,E3€YProtoc
Data

5O —3OViOTIOLIQ  FEQEV3ILCH, CAf—aFE,£3f %A, 5f555°5, ARV E3Q—5€ | 56,3, affaf@4 04,
Bf YA, «Bf B, »3, AfYAfSf 15 £Af @358, 3F %39 «3, 3QLIO | 5O FEQIFQaF IS5, 5°8% 0PI QeI D&
ICM Pé’f°é0"é,0é.f1/zé.fi5.f.f§,»é.f%é,,é0®5.f°§,£5.f«§,;_5.f35.f35,°§Q«é,"é,(é‘/zié?;_

C%o'a@ «IPSeci@®3 '3€°4,,5€@PMTUDS,¢, i8530 «5 Q3@ 9 I939,L1L3" QIO B 3@ d@«rl " é
needed and DF bit
set3€@afiaffa, »afld, 3,/afa,£3f«8,:3f°3f35,°39™3 <3 9"3€ 3983 ™A€ ICMPIQ®IEEFragmentati
Needed and DF bit
set3€@afiaffa, »af1a, a, af-afaffa, a@™a 7 4¥ 3%é .3 FEQIfQASFAF af a4, 4T.. 3@ ®Er-5



2923598872 2563, 5 ' 3€,3,«3€EAf-afOaffa, afHafhaf«3€QIQEC™MCYIP™E @ ef/rae€83
Problems with Path MTU Discoverya€€ - http://www.ietf.org/rfc/rfc2923.ixt ) &€,

é@%é@\"{%@ICMP§0®é€(IFragmentation Needed and DF bit

setd€@afiaffa,»af1ua, 3@ Ea, afaf%afa,"'af a@8a@—a;ia@+a,ES «3@®A,af-afaffa, 3@—3€ | a€
ipsec df-bit

Cleard€ @ a@*a@OaQP®c%o'A"Ya@af(a,«afd,°af 3,/a%:¢" aQ@—aQPh3Q@™iV"IPSeci@®a "3 114%o03:

ICMPS °¢@"a @efrafa raffaf a€@ Eaf-afaffa, a€@-a,Ea€@afa +raffaf a@EDFaf'affaf a@Ee a®S:
Cisco |0S5€ ®A>2E ;¢
Transmission Control Protocol Over | Paf @af'a, afsaf4

PMTUD&Q Eae~Z¢rcS, 3 «20e%035' 3@ «3 Q3 QL3 | 59,3, 39 3€EQPMTUDR"»2'f3, 6 5@ @ 3>7
ip tcp path-mtu-

discoveryd’ avs:c" a9 —a€ | PMTUDS,'c, i85S4 9«39 ™3,<39"3@ 3839 ™A€, 59 "3 ®3 >af75F3 5 %08,
TCPaZ Y88 «3 %39 —3€ | C,j85'39«39%3,539 %@ ™A€ JOSAf1af 5,13, "4€98PMTDE, ¢ " 4@®35 €9 —
PMTUD&@ EC,i35'3€%3 4@ 3€@a12:¢" 3€+3,ES,<MSS3@ 3€@ip tcp

mssA, 3af ZAf38f %0888 " a®33@ 3, FAQ Y€€ QIQUIQPYIQ afafCafLaf a®»3.. 3Q®E 3 3@ af:
Transmission Control Protocol Over | PAf @af'aa, afsaf6

TCP over

IPV6E, Yo" 8 —a@ | 3€,3,<4 8@ FEQPMTUDAIQ 3f1af+3,05f«af 5@820e%0aS 3«3 QT QLI |
too biga€@afiaffa, »afua, a, 'af-afaffa, a@™a i@ 3@ AQPZAQ9™3IE,

| CM Pv6&€EEpacket too

biga€@afiaffa,»af1ha, 3@ ®af-3,£3f«a,;3f3f%a,°3€ 3€@af-3,0afu3(IPv6)PMTUDSE, 3, afEaffaf af€a,!
MTUi1%4"12803f€ 3,23 11%%03 @ «& " d®3Q ™3 ,<3;...8 ' QIO T3€,3,530%IO™I€ 30930130 —362
too

biga€ @ a5iaffa,»af%3, 3,0 @ 59 —395€,30V35, 93604 (™3, -5, '4/15f 3O T33O QIO™IQ LA,

| CM Pv6a€Epacket too bigaE@afiaffa,»afua, a€ a€@ICMPv4a€EEfragmentation needed and
DF bit
seta€@afiaffa,»afta, i@ @ Ech0idPRIPV6IPEIQ™I€IQO—IQYIQTIQLIQ  FEQIEEICMPEé

| PSec
IPSeci@®3 "3 3€ @’ 4Y 3€+3,F3,276€;c-3€ PMTUDE, 3€EC,8S'3€ Q3@ «IO™I, 39" "5Q "G4

1. Access Control Listivs ACLIY»3, ¢4, 3, »4, 14, 38f38f "af Af VAf «&f %, 1af "1V 26029 343 €@ Y3€ Control


http://www.ietf.org/rfc/rfc2923.txt
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20050412-icmp#filtering_unreachables
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Plane

Policingi%"CoPPi»3,3af*af afafaf«af—af-afhafaf@ara, af’a, civh%oeOYefa, avic" d@—a
Needed and DF bit set(Fragmentation Needed and DF Bit

Set)a€@afiaffa,»af1aa, % a,;a,naf—33€@a,2af1haf%o4i%%oa, af3,£3f«3,;3f3f33,° 3 @—a @43 @
& 3QP®a%AQ 3€@3,naf3,af1%af3,83,03,"ACLE,'aY¢¢" d@—a€ | aftaf€a,na,'3@®IPE, a5 %o
needed and DF bit set3€i14"3,;3,0af—33€@ 3,35 143f%041%%0af;affa,»af %3, 3,'af-af-

affa, a@™a e-"2+3,'cr°aQ@—3 €@ | 39,3 Q%IO™(3,,3,n3f—33€3,°afhafNodafiaffa,»af YA, a4
too-

biga, af VAf afVadf%od,’ dveg  a@—a@ | e ETAR®33Q 3, Ei€ | 59,339 3@ d@«x’ 2, Q99 —3a4

access-list 111 deny icmp any host <fa@/@'s IP address> packet-too-big
access-list 111 deny icmp any host <fa®@/1's IP address> packet-too-big
access-list 111 deny icmp any host <fa@/2's IP address> packet-too-big
access-list 111 permit ip any any
!
interface fastEthernet 0/0
ip access-group 111 in
!
interface fastEthernet 0/1
ip access-group 111 in
!
interface fastEthernet 0/2
ip access-group 111 in

VP " aPRL769C-3, %035 3@ «IQ™E AP «IQ IEQIfEfE,FORIOMIQ'IO | 5HO®

5@ a@®35,:3,03f—3@®Af3,£5f«d,;af8f5,°a€¢ ac@af@affaf af afha, a@®afMa,'af af—afc
Your Core: Infrastructure Protection Access Control

Listsd€€3a,'a€,¢..8090—3€ |39 QIQ 303,35,

2 3@ B®ANAQ I€Q3>afaf afafnaf«af—af-afnhafiaf@asa, afa,°(COPP)a, aY ¢’ d@—a@ | a:

access-list 140 permit icmp any host <interface® IP address> packet-too-big
access-list 140 permit icmp any host <interfacel IP address> packet-too-big
[...]
access-list 140 permit icmp any host <interfaceN IP address> packet-too-big
access-list 140 deny ip any any
!
class-map match-all icmp-class

match access-group 140
!
policy-map control-plane-policy

! Drop all traffic that matches the class "icmp-class"

class icmp-class

drop

!
control-plane
service-policy input control-plane-policy


http://www.cisco.com/warp/public/707/iacl.html

o8 1YVSCoPPA€ A€ QI0SAfaf a1k, af 4f-8,08F312.055€912.255€ 93953, 3€°12.3Ta @841 "

2. DF&f“af faf 3@ Fe " 4®33€+3, i€ | 5€,3,<3 39 3983, 3€QIPSeci@EFaY 3, @%@ afd,+af:
ipsec df-bit clear &, 3afZaf3af %o(10S
12.2(2Ta¥e™@a@8aYi¢" a@ ef1k)a, 'aYc" a@™a,«a¢«3€@Policy-Based
Routingi¥"PBRiV>af@afia, afhaf™afaa," af«af1hafta, £33, 1%%o(10S
12.1(6)a»¥é™@a@8aY;c" @ efn)ad, alc’ a@—a€ | DFaf'affaf a,’a, afia ca@—ae3ha@™ac
&A@ «a€QPBRA, 'V ¢" a@—a€@ | DFaf'affaf a'a, afa,ca@™a e-'a3@®a¥ua, '(r°ieo—ie

route-map clear-df permit 10
match ip address 101

1--- The followi ng command is used to change the !--- Don't Fragnent (DF) bit value in the |IP head
set ip df 0@

access-list 101 permit tcp 10.1.3.0 0.0.0.255 any

interface ethernet®

1--- The following command is used to identify a !--- route map to use for policy routing on an !-

ip policy route-map clear-df

dQ'aQOBRINIQPBIQ d€Qaf«afhaf afiaffaf—a3€@ x3—39 AE-3€+3,E3@|5€,80°3€,af af
c@cSeaf«afnasta, £afa, °a, «af—a,naf«aE-a@ "IPinIP

FQ'3QOP®A 49 AQORI 4 £3QRIEQ-3Q I€QAfafaf@af«a nafa, afaf-a,83,03,"'a€@8PMTUDE
tunnel path-mtu-discovery4, 3af78f38f %08, 82" 5@ —3€ | A®YR I QP —3 @%@ ™IE,

tunnel path-mtu-discovery3, 3afZaf3af %.a€ Ee AR5 @ 3, Ed@ | 5,3 9°3€,3 3@ 3€Q@GRE
IPaf affaf€asa@®DFAfaffaf 3@ 3, 3€«d, 3f5,C3 3, E3QUIQ™IE, 30", E3@«3, 3,556 35, «af
IPafa,+affaf a, af-af04a,°afiafa "AE-3Q83QQIONIGNEE, E€33 G€@DFAf'affaf a€ afa,raffafae

|PSeca@8GRES,'aY:¢" d@—3@ | 39,3, 4@ 3@ 3€03,2af2a3af%ocrypto ipsec df-bit

clear 3@ ®3»£3, €3,53€ «no tunnel path-mtu-

discoverya, 3af Zaf3af %od,’ doiC" "a@p—a€p | A€ Q@ E€ QA jaf A, taffaf a@8DFaf'affaf a@Ea, afa,Ca€+a,C
needed and DF bit

setd€@afiaffa,»afaa, i a,;3,0af—33€@a, af1haf%o41%%0a, 3 <3,%06™aan-3 Q™3 3@ ™a <3¢ ...8 | @4

Cisco Bug ID
CSCef44699(c™»EE2Af 1af V8, 18°,¢" ) ap84; ®ef 33, E3@ Y3, nafiaf1hd, 3@ E3€,3,<4 49 3@ €@ %o
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path-mtu-discovery min-mtu <minimum
MTU>3, &4:C" a@™a«a@"a@ 3€«3,73,53€QPMTUDAf—3&f3,»3,'3, a3 @ —3€ la!c;/a@pea,Ea,MTU:

Layer 2 Tunneling Protocol Version 24€5a,”a€3Layer 2 Tunneling Protocol Version 3

&f -8, nafo2af Aaf @ a2 a5, af—aFaf 8,285 «(L2TP)a,» 355, 3f8 a1 aF @ 8145, 35553256 35 ®4 -
OF OUPA, 38f35f +8, £5, ®&f YAf ~af V.8, -&f SAfS8f CAfY.8f%05€EN0 ip
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