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ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�§ã�¯ã€�Cisco Internet Protocol Phone(Cisco IP 
Phone)ã�«Locally Significant 
Certificate(LSC)ã‚’ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�™ã‚‹æ–¹æ³•ã�«ã�¤ã�„ã�¦èª¬æ˜Žã�—ã�¾ã�™ã€‚
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æ¬¡ã�®é …ç›®ã�«é–¢ã�™ã‚‹çŸ¥è˜ã�Œã�‚ã‚‹ã�“ã�¨ã�ŒæŽ¨å¥¨ã�•ã‚Œã�¾ã�™ã€‚

Cisco Unified Communications 
Manager(CUCM)ã‚¯ãƒ©ã‚¹ã‚¿ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ãƒ¢ãƒ¼ãƒ‰ã‚ªãƒ—ã‚·ãƒ§ãƒ³

•

X.509 è¨¼æ˜Žæ›¸•
è£½é€ å…ƒã�§ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã‚‹è¨¼æ˜Žæ›¸(MIC)•
LSC•
Certificate Authority Proxy Function(CAPF)è¨¼æ˜Žæ›¸æ“�ä½œ•
ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£(SBD)•
åˆ�æœŸä¿¡é ¼ãƒªã‚¹ãƒˆ(ITL)ãƒ•ã‚¡ã‚¤ãƒ«•

ä½¿ç”¨ã�™ã‚‹ã‚³ãƒ³ãƒ�ãƒ¼ãƒ�ãƒ³ãƒˆ



ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®æƒ…å ±ã�¯ã€�SBDã‚’ã‚µãƒ�ãƒ¼ãƒˆã�™ã‚‹CUCMãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã€�ã�¤ã�¾ã‚ŠCUCM
8.0(1)ä»¥é™�ã�«åŸºã�¥ã�„ã�¦ã�„ã�¾ã�™ã€‚

æ³¨ï¼šã�“ã�®å•�é¡Œã�«è©²å½“ã�™ã‚‹ã�®ã�¯ã€�ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£(SBD)ã‚’ã‚µãƒ�ãƒ¼ãƒˆã�™ã‚‹é›»è©±æ©Ÿã� ã�‘ã�§ã�™ã€‚ã�Ÿã�¨ã�ˆã�°ã€�7940ã�Šã‚ˆã�³7960ã�®é›»è©±æ©Ÿã�¯SBDã‚’ã‚µãƒ�ãƒ¼ãƒˆã�—ã�¦ã�Šã‚‰ã�šã€�7935ã€�7936ã€�ã�Šã‚ˆã�³7937ã�®ä¼šè°ç”¨é›»è©±æ©Ÿã‚‚ã‚µãƒ�ãƒ¼ãƒˆã�—ã�¦ã�„ã�¾ã�›ã‚“ã€‚ã�”ä½¿ç”¨ã�®CUCMã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�§SBDã‚’ã‚µãƒ�ãƒ¼ãƒˆã�—ã�¦ã�„ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ãƒªã‚¹ãƒˆã‚’è¡¨ç¤ºã�™ã‚‹ã�«ã�¯ã€�[Cisco
Unified Reporting] > [System Reports] > [Unified CM Phone Feature List] 
ã�«ç§»å‹•ã�—ã€�[Feature: Security By 
Default]ã�®ãƒ¬ãƒ�ãƒ¼ãƒˆã‚’å®Ÿè¡Œã�—ã�¾ã�™ã€‚

ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®æƒ…å ±ã�¯ã€�ç‰¹å®šã�®ãƒ©ãƒœç’°å¢ƒã�«ã�‚ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«åŸºã�¥ã�„ã�¦ä½œæˆ�ã�•ã‚Œã�¾ã�—ã�Ÿã€‚ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�§ä½¿ç”¨ã�™ã‚‹ã�™ã�¹ã�¦ã�®ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯ã€�åˆ�æœŸï¼ˆãƒ‡ãƒ•ã‚©ãƒ«ãƒˆï¼‰è¨å®šã�®çŠ¶æ…‹ã�‹ã‚‰èµ·å‹•ã�—ã�¦ã�„ã�¾ã�™ã€‚æœ¬ç¨¼åƒ�ä¸ã�®ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�§ã�¯ã€�å�„ã‚³ãƒžãƒ³ãƒ‰ã�«ã‚ˆã�£ã�¦èµ·ã�“ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚‹å½±éŸ¿ã‚’å��åˆ†ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

èƒŒæ™¯èª¬æ˜Ž

MICã�¨LSC

802.1Xã�¾ã�Ÿã�¯Anyconnect Phone 
VPNã�«è¨¼æ˜Žæ›¸ãƒ™ãƒ¼ã‚¹ã�®èª�è¨¼ã‚’ä½¿ç”¨ã�™ã‚‹å ´å�ˆã�¯ã€�MICã�¨LSCã�®é�•ã�„ã‚’ç�†è§£ã�™ã‚‹ã�“ã�¨ã�Œé‡�è¦�ã�§ã�™ã€‚

ã�™ã�¹ã�¦ã�®Ciscoé›»è©±ã�«ã�¯ã€�å·¥å ´ã�§ãƒ—ãƒªã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã�ŸMICã�Œä»˜å±žã�—ã�¦ã�„ã�¾ã�™ã€‚ã�“ã�®è¨¼æ˜Žæ›¸ã�¯ã€�Cisco
Manufacturing CAã€�Cisco Manufacturing CA SHA2ã€�CAP-RTP-
001ã€�ã�¾ã�Ÿã�¯CAP-RTP-002ã�®ã�„ã�šã‚Œã�‹ã�®Cisco Manufacturing 
CAè¨¼æ˜Žæ›¸ã�«ã‚ˆã�£ã�¦ç½²å��ã�•ã‚Œã�¾ã�™ã€‚é›»è©±æ©Ÿã�Œã�“ã�®è¨¼æ˜Žæ›¸ã‚’æ��ç¤ºã�™ã‚‹ã�¨ã€�ã��ã�®é›»è©±æ©Ÿã�Œæœ‰åŠ¹ã�ªã‚·ã‚¹ã‚³ã�®é›»è©±æ©Ÿã�§ã�‚ã‚‹ã�“ã�¨ã�Œè¨¼æ˜Žã�•ã‚Œã�¾ã�™ã�Œã€�ã��ã�®é›»è©±æ©Ÿã�Œç‰¹å®šã�®ã�Šå®¢æ§˜ã�¾ã�Ÿã�¯CUCMã‚¯ãƒ©ã‚¹ã‚¿ã�«å±žã�—ã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã�¯æ¤œè¨¼ã�•ã‚Œã�¾ã�›ã‚“ã€‚ã�“ã‚Œã�¯ã€�å…¬é–‹å¸‚å ´ã�§è³¼å…¥ã�•ã‚Œã�Ÿä¸�æ£ã�ªé›»è©±æ©Ÿã‚„ã€�åˆ¥ã�®ã‚µã‚¤ãƒˆã�‹ã‚‰æŒ�ã�¡è¾¼ã�¾ã‚Œã�Ÿä¸�æ£ã�ªé›»è©±æ©Ÿã�§ã�‚ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ä¸€æ–¹ã€�LSCã�¯ç®¡ç�†è€…ã�«ã‚ˆã�£ã�¦é›»è©±æ©Ÿã�«æ„�å›³çš„ã�«ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã€�CUCMãƒ‘ãƒ–ãƒªãƒƒã‚·ãƒ£ã�®CAPFè¨¼æ˜Žæ›¸ã�«ã‚ˆã�£ã�¦ç½²å��ã�•ã‚Œã�¾ã�™ã€‚æ—¢çŸ¥ã�®CAPFèª�è¨¼å±€ã�«ã‚ˆã�£ã�¦ç™ºè¡Œã�•ã‚Œã�ŸLSCã� ã�‘ã‚’ä¿¡é ¼ã�™ã‚‹ã‚ˆã�†ã�«802.1Xã�¾ã�Ÿã�¯Anyconnect
VPNã‚’è¨å®šã�—ã�¾ã�™ã€‚MICã�§ã�¯ã�ªã��LSCã�«åŸºã�¥ã�„ã�¦è¨¼æ˜Žæ›¸èª�è¨¼ã‚’è¡Œã�†ã�“ã�¨ã�§ã€�ä¿¡é ¼ã�§ã��ã‚‹é›»è©±æ©Ÿã‚’ã‚ˆã‚Šè©³ç´°ã�«åˆ¶å¾¡ã�§ã��ã�¾ã�™ã€‚

è¨å®š

Network Topology

ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�§ã�¯ã€�æ¬¡ã�®CUCMãƒ©ãƒœã‚µãƒ¼ãƒ�ã‚’ä½¿ç”¨ã�—ã�¾ã�—ã�Ÿã€‚

ao115pub - 10.122.138.102 - CUCMãƒ‘ãƒ–ãƒªãƒƒã‚·ãƒ£ã�Šã‚ˆã�³TFTPã‚µãƒ¼ãƒ�•
ao115sub - 10.122.138.103 - CUCMã‚µãƒ–ã‚¹ã‚¯ãƒ©ã‚¤ãƒ�ã�Šã‚ˆã�³TFTPã‚µãƒ¼ãƒ� •

CAPFè¨¼æ˜Žæ›¸ã�ŒæœŸé™�åˆ‡ã‚Œã�§ã�ªã�„ã�“ã�¨ã€�ã�Šã‚ˆã�³è¿‘ã�„å°†æ�¥ã�«æœŸé™�åˆ‡ã‚Œã�«ã�ªã‚�ã�†ã�¨ã�—ã�¦ã�„ã�ªã�„ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�™ã€‚å›³ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�[Cisco
Unified OS Administration] > [Security] > [Certificate Management] ã�«ç§»å‹•ã�—ã€�[Find 
Certificate List where Certificate is exactly CAPF] ã�«ç§»å‹•ã�—ã�¾ã�™ã€‚



[Common Name] ã‚’ã‚¯ãƒªãƒƒã‚¯ã�—ã�¦ã€�[Certificate 
Details]ãƒšãƒ¼ã‚¸ã‚’é–‹ã��ã�¾ã�™ã€‚æ¬¡ã�®å›³ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�[Certificate 
File Data] ãƒšã‚¤ãƒ³ã�®[Validity 
From:]ã�¨[To:]ã�®æ—¥ä»˜ã‚’èª¿ã�¹ã�¦ã€�è¨¼æ˜Žæ›¸ã�®æœ‰åŠ¹æœŸé™�ã�Œåˆ‡ã‚Œã‚‹æ—¥ä»˜ã‚’ç¢ºèª�ã�—ã�¾ã�™ã€‚



CAPFè¨¼æ˜Žæ›¸ã�®æœŸé™�ã�Œåˆ‡ã‚Œã�¦ã�„ã‚‹ã�‹ã€�é–“ã‚‚ã�ªã��åˆ‡ã‚Œã‚‹å ´å�ˆã�¯ã€�ã��ã�®è¨¼æ˜Žæ›¸ã‚’å†�ç”Ÿæˆ�ã�—ã�¾ã�™ã€‚LSCã�®ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ãƒ—ãƒã‚»ã‚¹ã‚’æœŸé™�åˆ‡ã‚Œã�®CAPFè¨¼æ˜Žæ›¸ã�§ç¶šè¡Œã�—ã�Ÿã‚Šã€�CAPFè¨¼æ˜Žæ›¸ã‚’æœŸé™�åˆ‡ã‚Œã�«ã�—ã�Ÿã‚Šã�—ã�ªã�„ã�§ã��ã� ã�•ã�„ã€‚ã�“ã‚Œã�«ã‚ˆã‚Šã€�CAPFè¨¼æ˜Žæ›¸ã�®æœŸé™�åˆ‡ã‚Œã�®ã�Ÿã‚�ã�«è¿‘ã�„å°†æ�¥ã�«LSCã‚’å†�ç™ºè¡Œã�™ã‚‹å¿…è¦�ã�Œã�ªã��ã�ªã‚Šã�¾ã�™ã€‚CAPFè¨¼æ˜Žæ›¸ã‚’å†�ç”Ÿæˆ�ã�™ã‚‹æ–¹æ³•ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€ŒCUCMè¨¼æ˜Žæ›¸ã�®å†�ç”Ÿæˆ�/æ›´æ–°ãƒ—ãƒã‚»ã‚¹ã€�ã�®è¨˜äº‹ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

å�Œæ§˜ã�«ã€�CAPFè¨¼æ˜Žæ›¸ã‚’ã‚µãƒ¼ãƒ‰ãƒ‘ãƒ¼ãƒ†ã‚£ã�®èª�è¨¼å±€ã�«ã‚ˆã�£ã�¦ç½²å��ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚‹å ´å�ˆã�¯ã€�ã�“ã�®æ®µéšŽã�§é�¸æŠžã�§ã��ã�¾ã�™ã€‚è¨¼æ˜Žæ›¸ç½²å��è¦�æ±‚(CSR)ãƒ•ã‚¡ã‚¤ãƒ«ã�®ç”Ÿæˆ�ã�¨ç½²å��ä»˜ã��CAPFè¨¼æ˜Žæ›¸ã�®ã‚¤ãƒ³ãƒ�ãƒ¼ãƒˆã‚’ä»Šã�™ã��å®Œäº†ã�™ã‚‹ã�‹ã€�ã�¾ã�Ÿã�¯æº–å‚™ãƒ†ã‚¹ãƒˆã�®ã�Ÿã‚�ã�«è‡ªå·±ç½²å��LSCã�®è¨å®šã‚’ç¶šè¡Œã�—ã�¾ã�™ã€‚ ã‚µãƒ¼ãƒ‰ãƒ‘ãƒ¼ãƒ†ã‚£ã�®ç½²å��ä»˜ã��CAPFè¨¼æ˜Žæ›¸ã�Œå¿…è¦�ã�ªå ´å�ˆã�¯ã€�é€šå¸¸ã€�æœ€åˆ�ã�«è‡ªå·±ç½²å��CAPFè¨¼æ˜Žæ›¸ã‚’ä½¿ç”¨ã�—ã�¦ã�“ã�®æ©Ÿèƒ½ã‚’è¨å®šã�—ã€�ãƒ†ã‚¹ãƒˆã�¨æ¤œè¨¼ã‚’è¡Œã�£ã�¦ã�‹ã‚‰ã€�ã‚µãƒ¼ãƒ‰ãƒ‘ãƒ¼ãƒ†ã‚£ã�®ç½²å��ä»˜ã��CAPFè¨¼æ˜Žæ›¸ã�«ã‚ˆã�£ã�¦ç½²å��ã�•ã‚Œã�ŸLSCã‚’å†�å±•é–‹ã�—ã�¾ã�™ã€‚ã�“ã‚Œã�«ã‚ˆã‚Šã€�ã‚µãƒ¼ãƒ‰ãƒ‘ãƒ¼ãƒ†ã‚£ã�®ç½²å��æ¸ˆã�¿CAPFè¨¼æ˜Žæ›¸ã‚’ä½¿ç”¨ã�—ã�Ÿãƒ†ã‚¹ãƒˆã�Œå¤±æ•—ã�—ã�Ÿå ´å�ˆã�®ãƒˆãƒ©ãƒ–ãƒ«ã‚·ãƒ¥ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã�Œç°¡ç´ åŒ–ã�•ã‚Œã�¾ã�™ã€‚

è¦å‘Š:CAPFã‚µãƒ¼ãƒ“ã‚¹ã�Œã‚¢ã‚¯ãƒ†ã‚£ãƒ–åŒ–ã�•ã‚Œã�¦é–‹å§‹ã�•ã‚Œã�¦ã�„ã‚‹é–“ã�«CAPFè¨¼æ˜Žæ›¸ã‚’å†�ç”Ÿæˆ�ã�™ã‚‹ã�‹ã€�ã‚µãƒ¼ãƒ‰ãƒ‘ãƒ¼ãƒ†ã‚£ç½²å��ä»˜ã��CAPFè¨¼æ˜Žæ›¸ã‚’ã‚¤ãƒ³ãƒ�ãƒ¼ãƒˆã�™ã‚‹ã�¨ã€�CUCMã�«ã‚ˆã�£ã�¦é›»è©±æ©Ÿã�Œè‡ªå‹•çš„ã�«ãƒªã‚»ãƒƒãƒˆã�•ã‚Œã�¾ã�™ã€‚é›»è©±æ©Ÿã�®ãƒªã‚»ãƒƒãƒˆã�Œå�¯èƒ½ã�ªå ´å�ˆã�¯ã€�ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹æ™‚é–“å¸¯ã�«æ¬¡ã�®æ‰‹é †ã‚’å®Ÿè¡Œã�—ã�¾ã�™ã€‚è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
Bug ID 
CSCue55353ï¼šé›»è©±æ©Ÿã�Œãƒªã‚»ãƒƒãƒˆã�—ã�ŸTVS/CCM/CAPFè¨¼æ˜Žæ›¸ã‚’å†�ç”Ÿæˆ�ã�™ã‚‹éš›ã�®è¦å‘Šã�®è¿½åŠ ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„

https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/200199-CUCM-Certificate-Regeneration-Renewal-Pr.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/200199-CUCM-Certificate-Regeneration-Renewal-Pr.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCue55353
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCue55353


æ³¨ï¼šã�”ä½¿ç”¨ã�®CUCMãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�ŒSBDã‚’ã‚µãƒ�ãƒ¼ãƒˆã�—ã�¦ã�„ã‚‹å ´å�ˆã€�CUCMã‚¯ãƒ©ã‚¹ã‚¿ã�Œæ··å�ˆãƒ¢ãƒ¼ãƒ‰ã�«è¨å®šã�•ã‚Œã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã�«é–¢ä¿‚ã�ªã��ã€�ã�“ã�®LSCã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«æ‰‹é †ã�Œé�©ç”¨ã�•ã‚Œã�¾ã�™ã€‚SBDã�¯ã€�CUCMãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³8.0(1)ä»¥é™�ã�®ä¸€éƒ¨ã�§ã�™ã€‚ã�“ã‚Œã‚‰ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®CUCMã�§ã�¯ã€�ITLãƒ•ã‚¡ã‚¤ãƒ«ã�«CUCMãƒ‘ãƒ–ãƒªãƒƒã‚·ãƒ£ã�®CAPFã‚µãƒ¼ãƒ“ã‚¹ã�®è¨¼æ˜Žæ›¸ã�Œå�«ã�¾ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã�“ã‚Œã�«ã‚ˆã‚Šã€�é›»è©±æ©Ÿã‚’CAPFã‚µãƒ¼ãƒ“ã‚¹ã�«æŽ¥ç¶šã�—ã�¦ã€�ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«/ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚„ãƒˆãƒ©ãƒ–ãƒ«ã‚·ãƒ¥ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã�ªã�©ã�®è¨¼æ˜Žæ›¸æ“�ä½œã‚’ã‚µãƒ�ãƒ¼ãƒˆã�§ã��ã�¾ã�™ã€‚ 

ä»¥å‰�ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®CUCMã�§ã�¯ã€�è¨¼æ˜Žæ›¸æ“�ä½œã‚’ã‚µãƒ�ãƒ¼ãƒˆã�™ã‚‹ã�Ÿã‚�ã�«ã€�ã‚¯ãƒ©ã‚¹ã‚¿ã‚’æ··å�ˆãƒ¢ãƒ¼ãƒ‰ã�«è¨å®šã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�—ã�Ÿã€‚ã�“ã‚Œã�¯ä¸�è¦�ã�«ã�ªã‚‹ã�Ÿã‚�ã€�802.1Xèª�è¨¼ã�¾ã�Ÿã�¯AnyConnect
VPNã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆèª�è¨¼ã�®é›»è©±IDè¨¼æ˜Žæ›¸ã�¨ã�—ã�¦LSCã‚’ä½¿ç”¨ã�™ã‚‹éš›ã�®éšœå£�ã�Œè»½æ¸›ã�•ã‚Œã�¾ã�™ã€‚

CUCMã‚¯ãƒ©ã‚¹ã‚¿å†…ã�®ã�™ã�¹ã�¦ã�®TFTPã‚µãƒ¼ãƒ�ã�§show 
itlã‚³ãƒžãƒ³ãƒ‰ã‚’å®Ÿè¡Œã�—ã�¾ã�™ã€‚ITLãƒ•ã‚¡ã‚¤ãƒ«ã�«CAPFè¨¼æ˜Žæ›¸ã�Œå�«ã�¾ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�™ã€‚

ã�Ÿã�¨ã�ˆã�°ã€�ãƒ©ãƒœæ¼”ç¿’CUCMã‚µãƒ–ã‚¹ã‚¯ãƒ©ã‚¤ãƒ�ao115subã�‹ã‚‰ã�®show 
itlå‡ºåŠ›ã�®æŠœç²‹ã‚’æ¬¡ã�«ç¤ºã�—ã�¾ã�™ã€‚

æ³¨ï¼šã�“ã�®ãƒ•ã‚¡ã‚¤ãƒ«ã�«ã�¯ã€�CAPFã�®FUNCTIONã‚’æŒ�ã�¤ITL 
Recordã‚¨ãƒ³ãƒˆãƒªã�Œã�‚ã‚Šã�¾ã�™ã€‚

æ³¨ï¼šITLãƒ•ã‚¡ã‚¤ãƒ«ã�«CAPFã‚¨ãƒ³ãƒˆãƒªã�Œã�ªã�„å ´å�ˆã�¯ã€�CUCMãƒ‘ãƒ–ãƒªãƒƒã‚·ãƒ£ã�«ãƒã‚°ã‚¤ãƒ³ã�—ã�¦ã€�CAPFã‚µãƒ¼ãƒ“ã‚¹ã�Œã‚¢ã‚¯ãƒ†ã‚£ãƒ–ã�«ã�ªã�£ã�¦ã�„ã‚‹ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�™ã€‚ã�“ã‚Œã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�[Cisco
Unified Serviceability] > [Tools] > [Service Activation] > [CUCM Publisher] > [Security] 
ã�«ç§»å‹•ã�—ã€�æ¬¡ã�«[Cisco Certificate Authority Proxy Function Service] 
ã‚’ã‚¢ã‚¯ãƒ†ã‚£ãƒ–ã�«ã�—ã�¾ã�™ã€‚ã‚µãƒ¼ãƒ“ã‚¹ã�Œé�žã‚¢ã‚¯ãƒ†ã‚£ãƒ–åŒ–ã�•ã‚Œã€�ã‚¢ã‚¯ãƒ†ã‚£ãƒ–åŒ–ã�Œå®Œäº†ã�—ã�Ÿå ´å�ˆã�¯ã€�[Cisco
Unified Serviceability] > [Tools] > [Control Center - Feature Services] > [Server] > [CM 
Services] 
ã�«ç§»å‹•ã�—ã€�CUCMã‚¯ãƒ©ã‚¹ã‚¿å†…ã�®ã�™ã�¹ã�¦ã�®TFTPã‚µãƒ¼ãƒ�ã�§Cisco
TFTPã‚µãƒ¼ãƒ“ã‚¹ã‚’å†�èµ·å‹•ã�—ã�¦ITLãƒ•ã‚¡ã‚¤ãƒ«ã‚’å†�ç”Ÿæˆ�ã�—ã�¾ã�™ã€‚ã�¾ã�Ÿã€�Cisco
Bug ID 
CSCuj78330ã�Œè©²å½“ã�—ã�¦ã�„ã�ªã�„ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

æ³¨ï¼šå®Œäº†ã�—ã�Ÿã‚‰ã€�ç�¾åœ¨ã�®CUCMãƒ‘ãƒ–ãƒªãƒƒã‚·ãƒ£CAPFè¨¼æ˜Žæ›¸ã�Œãƒ•ã‚¡ã‚¤ãƒ«ã�«å�«ã�¾ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’ç¢ºèª�ã�™ã‚‹ã�Ÿã‚�ã�«ã€�CUCMã‚¯ãƒ©ã‚¹ã‚¿å†…ã�®ã�™ã�¹ã�¦ã�®TFTPã‚µãƒ¼ãƒ�ã�§show
itlã‚³ãƒžãƒ³ãƒ‰ã‚’å®Ÿè¡Œã�—ã�¾ã�™ã€‚

 
<#root>

 ITL Record #:1

 

 ----

 

BYTEPOS TAG LENGTH VALUE

 

------- --- ------ -----

 

1 RECORDLENGTH 2 727

 

2 DNSNAME 2

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuj78330


 

3 SUBJECTNAME 64 CN=CAPF-7f0ae8d7;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US

 

4 FUNCTION 2 CAPF

 

5 ISSUERNAME 64 CN=CAPF-7f0ae8d7;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US

 

6 SERIALNUMBER 16 64:F2:FE:61:3B:79:C5:D3:62:E2:6D:AB:4A:8B:76:1B

 

7 PUBLICKEY 270

 

8 SIGNATURE 256

 

11 CERTHASH 20 C3 E6 97 D0 8A E1 0B F2 31 EC ED 20 EC C5 BC 0F 83 BC BC 5E

 

12 HASH ALGORITHM 1 null

 
 
 ITL Record #:2 
 ---- 
BYTEPOS TAG LENGTH VALUE 
------- --- ------ ----- 
1 RECORDLENGTH 2 717 
2 DNSNAME 2 
3 SUBJECTNAME 59 CN=ao115pub;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US 
4 FUNCTION 2 TVS 
5 ISSUERNAME 59 CN=ao115pub;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US 
6 SERIALNUMBER 16 6B:99:31:15:D1:55:5E:75:9C:42:8A:CE:F2:7E:EA:E8 
7 PUBLICKEY 270 
8 SIGNATURE 256 
11 CERTHASH 20 05 9A DE 20 14 55 23 2D 08 20 31 4E B5 9C E9 FE BD 2D 55 87 
12 HASH ALGORITHM 1 null 
 
 ITL Record #:3 
 ---- 
BYTEPOS TAG LENGTH VALUE 
------- --- ------ ----- 
1 RECORDLENGTH 2 1680 
2 DNSNAME 2 
3 SUBJECTNAME 71 CN=ITLRECOVERY_ao115pub;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US 
4 FUNCTION 2 System Administrator Security Token 
5 ISSUERNAME 71 CN=ITLRECOVERY_ao115pub;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US 
6 SERIALNUMBER 16 51:BB:2F:1C:EE:80:02:16:62:69:51:9A:14:F6:03:7E 
7 PUBLICKEY 270 
8 SIGNATURE 256 
9 CERTIFICATE 963 DF 98 C1 DB E0 61 02 1C 10 18 D8 BA F7 1B 2C AB 4C F8 C9 D5 (SHA1 Hash HEX) 
This etoken was not used to sign the ITL file. 
 
 ITL Record #:4 
 ---- 



BYTEPOS TAG LENGTH VALUE 
------- --- ------ ----- 
1 RECORDLENGTH 2 717 
2 DNSNAME 2 
3 SUBJECTNAME 59 CN=ao115sub;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US 
4 FUNCTION 2 TVS 
5 ISSUERNAME 59 CN=ao115sub;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US 
6 SERIALNUMBER 16 65:E5:10:72:E7:F8:77:DA:F1:34:D5:E3:5A:E0:17:41 
7 PUBLICKEY 270 
8 SIGNATURE 256 
11 CERTHASH 20 00 44 54 42 B4 8B 26 24 F3 64 3E 57 8D 0E 5F B0 8B 79 3B BF 
12 HASH ALGORITHM 1 null 
 
 ITL Record #:5 
 ---- 
BYTEPOS TAG LENGTH VALUE 
------- --- ------ ----- 
1 RECORDLENGTH 2 1652 
2 DNSNAME 2 
3 SUBJECTNAME 59 CN=ao115sub;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US 
4 FUNCTION 2 System Administrator Security Token 
5 ISSUERNAME 59 CN=ao115sub;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US 
6 SERIALNUMBER 16 48:F7:D2:F3:A2:66:37:F2:DD:DF:C4:7C:E6:B9:CD:44 
7 PUBLICKEY 270 
8 SIGNATURE 256 
9 CERTIFICATE 959 20 BD 40 75 51 C0 61 5C 14 0D 6C DB 79 E5 9E 5A DF DC 6D 8B (SHA1 Hash HEX) 
This etoken was used to sign the ITL file. 
 
 ITL Record #:6 
 ---- 
BYTEPOS TAG LENGTH VALUE 
------- --- ------ ----- 
1 RECORDLENGTH 2 1652 
2 DNSNAME 2 
3 SUBJECTNAME 59 CN=ao115sub;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US 
4 FUNCTION 2 TFTP 
5 ISSUERNAME 59 CN=ao115sub;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US 
6 SERIALNUMBER 16 48:F7:D2:F3:A2:66:37:F2:DD:DF:C4:7C:E6:B9:CD:44 
7 PUBLICKEY 270 
8 SIGNATURE 256 
9 CERTIFICATE 959 20 BD 40 75 51 C0 61 5C 14 0D 6C DB 79 E5 9E 5A DF DC 6D 8B (SHA1 Hash HEX) 
 
 ITL Record #:7 
 ---- 
BYTEPOS TAG LENGTH VALUE 
------- --- ------ ----- 
1 RECORDLENGTH 2 1031 
2 DNSNAME 9 ao115sub 
3 SUBJECTNAME 62 CN=ao115sub-EC;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US 
4 FUNCTION 2 TFTP 
5 ISSUERNAME 62 CN=ao115sub-EC;OU=TAC;O=Cisco Systems;L=Boxborough;ST=MA;C=US 
6 SERIALNUMBER 16 53:CC:1D:87:BA:6A:28:BD:DA:22:B2:49:56:8B:51:6C 
7 PUBLICKEY 97 
8 SIGNATURE 103 
9 CERTIFICATE 651 E0 CF 8A B3 4F 79 CE 93 03 72 C3 7A 3F CF AE C3 3E DE 64 C5 (SHA1 Hash HEX) 
 
The ITL file was verified successfully.

 

ITLå†…ã�®ã‚¨ãƒ³ãƒˆãƒªã�¨ã�—ã�¦ç¢ºèª�ã�•ã‚Œã�ŸCAPFã‚¨ãƒ³ãƒˆãƒªã‚’ä½¿ç”¨ã�—ã�¦ã€�é›»è©±æ©Ÿã�§è¨¼æ˜Žæ›¸æ“�ä½œã‚’å®Œäº†ã�§ã��ã�¾ã�™ã€‚ã�“ã�®ä¾‹ã�§ã�¯ã€�ãƒŒãƒ«ã‚¹ãƒˆãƒªãƒ³ã‚°èª�è¨¼ã‚’ä½¿ç”¨ã�—ã�¦2048ãƒ“ãƒƒãƒˆã�®RSAè¨¼æ˜Žæ›¸ã�Œã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã�¾ã�™ã€‚



é›»è©±æ©Ÿã�§ã€�å›³ã�«ç¤ºã�™ã‚ˆã�†ã�«LSCã�Œã�¾ã� ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã�¦ã�„ã�ªã�„ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�™ã€‚ã�Ÿã�¨ã�ˆã�°ã€�79XXã‚·ãƒªãƒ¼ã‚ºã�®é›»è©±æ©Ÿã�§ã€�[Settings]
> [4 - Security Configuration] > [4 - LSC] ã�«ç§»å‹•ã�—ã�¾ã�™ã€‚

é›»è©±æ©Ÿã�®é›»è©±æ©Ÿã�®è¨å®šãƒšãƒ¼ã‚¸ã‚’é–‹ã��ã�¾ã�™ã€‚[Cisco Unified CM 
Administration] > [Device] > [Phone] ã�«ç§»å‹•ã�—ã�¾ã�™ã€‚

å›³ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�é›»è©±æ©Ÿã�®è¨å®šã�®[CAPF 
Information]ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«æ¬¡ã�®è©³ç´°ã‚’å…¥åŠ›ã�—ã�¾ã�™ã€‚

[Certificate Operation]ã�§ã€�[Install/Upgrade] ã‚’é�¸æŠžã�—ã�¾ã�™•
[Authentication Mode]ã�§ã€�[By Null String] ã‚’é�¸æŠžã�—ã�¾ã�™•
ã�“ã�®ä¾‹ã�§ã�¯ã€�[Key Order]ã€�[RSA Key Size (Bits)]ã€�ã�Šã‚ˆã�³[EC Key 
Size 
(Bits)]ã�¯ã‚·ã‚¹ãƒ†ãƒ ã�®ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�«è¨å®šã�—ã�Ÿã�¾ã�¾ã�«ã�—ã�¾ã�™ã€‚

•

ã€Œå·¥ç¨‹ã�®å®Œäº†æœŸé™�ã€�ã�«ã€�1æ™‚é–“ä»¥ä¸Šã�®æ—¥æ™‚ã‚’å…¥åŠ›ã�—ã�¾ã�™ã€‚•



è¨å®šã�®å¤‰æ›´ã‚’ä¿�å˜ã�—ã�¦ã�‹ã‚‰ã€�[Apply 
Config]ã‚’ã‚¯ãƒªãƒƒã‚¯ã�—ã�¾ã�™ã€‚

å›³ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�é›»è©±æ©Ÿã�®LSCã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ã�Œ[Pending]ã�«å¤‰ã‚�ã‚Šã�¾ã�™ã€‚

å›³ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�é›»è©±æ©Ÿã�¯ã‚ãƒ¼ã‚’ç”Ÿæˆ�ã�—ã�¾ã�™ã€‚



é›»è©±æ©Ÿã�Œãƒªã‚»ãƒƒãƒˆã�•ã‚Œã€�ãƒªã‚»ãƒƒãƒˆã�Œå®Œäº†ã�™ã‚‹ã�¨ã€�å›³ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�é›»è©±æ©Ÿã�®LSCã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ã�Œ[Installed]ã�«å¤‰ã‚�ã‚Šã�¾ã�™ã€‚

ã�“ã‚Œã�¯ã€�å›³ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�é›»è©±æ©Ÿã�®[ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ãƒ¡ãƒƒã‚»ãƒ¼ã‚¸(Status
Messages)]ã�«ã‚‚è¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚

ç¢ºèª�

ã�“ã�“ã�§ã�¯ã€�è¨å®šã�Œæ£å¸¸ã�«æ©Ÿèƒ½ã�—ã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã‚’ç¢ºèª�ã�—ã�¾ã�™ã€‚

è¤‡æ•°ã�®é›»è©±æ©Ÿã�§ã�®LSCè¨¼æ˜Žæ›¸ã�®ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�ã€ŽSecurity
Guide for Cisco Unified Communications Manager, Release 
11.0(1)ã€�ã�®ã€ŒCAPFãƒ¬ãƒ�ãƒ¼ãƒˆã�®ç”Ÿæˆ�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ã�¾ã�Ÿã�¯ã€�LSCã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ã�¾ã�Ÿã�¯èª�è¨¼æ–‡å—åˆ—ã�«ã‚ˆã‚‹é›»è©±æ©Ÿã�®æ¤œç´¢æ‰‹é †ã‚’ä½¿ç”¨ã�—ã�¦ã€�CUCMç®¡ç�†Webã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹å†…ã�§å�Œã�˜ãƒ‡ãƒ¼ã‚¿ã‚’è¡¨ç¤ºã�§ã��ã�¾ã�™ã€‚

é›»è©±æ©Ÿã�«ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã�¦ã�„ã‚‹LSCè¨¼æ˜Žæ›¸ã�®ã‚³ãƒ”ãƒ¼ã‚’å�–å¾—ã�™ã‚‹ã�«ã�¯ã€�è¨˜äº‹ã€ŒCisco
IP 
Phoneã�‹ã‚‰è¨¼æ˜Žæ›¸ã‚’å�–å¾—ã�™ã‚‹æ–¹æ³•ã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ãƒˆãƒ©ãƒ–ãƒ«ã‚·ãƒ¥ãƒ¼ãƒˆ

ã�“ã�“ã�§ã�¯ã€�è¨å®šã�®ãƒˆãƒ©ãƒ–ãƒ«ã‚·ãƒ¥ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã�«ä½¿ç”¨ã�§ã��ã‚‹æƒ…å ±ã‚’ç¤ºã�—ã�¾ã�™ã€‚

æœ‰åŠ¹ã�ªCAPFã‚µãƒ¼ãƒ�ã�Œã�‚ã‚Šã�¾ã�›ã‚“

LSCã�®ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�«å¤±æ•—ã�™ã‚‹ã€‚é›»è©±æ©Ÿã�®ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã�«ã€ŒNo

https://www.cisco.com/c/ja_jp/obsolete/unified-communications/cisco-unified-communications-manager-version-11-0.html
https://www.cisco.com/c/ja_jp/obsolete/unified-communications/cisco-unified-communications-manager-version-11-0.html
https://www.cisco.com/c/ja_jp/obsolete/unified-communications/cisco-unified-communications-manager-version-11-0.html
https://www.cisco.com/c/ja_jp/obsolete/unified-communications/cisco-unified-communications-manager-version-11-0.html
https://www.cisco.com/c/ja_jp/obsolete/unified-communications/cisco-unified-communications-manager-version-11-0.html
https://www.cisco.com/c/ja_jp/obsolete/unified-communications/cisco-unified-communications-manager-version-11-0.html
https://www.cisco.com/c/ja_jp/obsolete/unified-communications/cisco-unified-communications-manager-version-11-0.html
https://community.cisco.com:443/t5/collaboration-knowledge-base/how-to-retrieve-certificates-from-cisco-ip-phones/ta-p/3110204
https://community.cisco.com:443/t5/collaboration-knowledge-base/how-to-retrieve-certificates-from-cisco-ip-phones/ta-p/3110204
https://community.cisco.com:443/t5/collaboration-knowledge-base/how-to-retrieve-certificates-from-cisco-ip-phones/ta-p/3110204
https://community.cisco.com:443/t5/collaboration-knowledge-base/how-to-retrieve-certificates-from-cisco-ip-phones/ta-p/3110204


valid CAPF 
serverã€�ã�¨è¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚ã�“ã‚Œã�¯ã€�ITLãƒ•ã‚¡ã‚¤ãƒ«ã�«CAPFã‚¨ãƒ³ãƒˆãƒªã�Œã�ªã�„ã�“ã�¨ã‚’ç¤ºã�—ã�¾ã�™ã€‚CAPFã‚µãƒ¼ãƒ“ã‚¹ã�Œã‚¢ã‚¯ãƒ†ã‚£ãƒ–ã�«ã�ªã�£ã�Ÿã�“ã�¨ã‚’ç¢ºèª�ã�—ã€�TFTPã‚µãƒ¼ãƒ“ã‚¹ã‚’å†�èµ·å‹•ã�—ã�¾ã�™ã€‚å†�èµ·å‹•å¾Œã�«ITLãƒ•ã‚¡ã‚¤ãƒ«ã�«CAPFè¨¼æ˜Žæ›¸ã�Œå�«ã�¾ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’ç¢ºèª�ã�—ã€�é›»è©±æ©Ÿã‚’ãƒªã‚»ãƒƒãƒˆã�—ã�¦æœ€æ–°ã�®ITLãƒ•ã‚¡ã‚¤ãƒ«ã‚’å�–å¾—ã�—ã�¦ã�‹ã‚‰ã€�è¨¼æ˜Žæ›¸æ“�ä½œã‚’å†�è©¦è¡Œã�—ã�¾ã�™ã€‚é›»è©±æ©Ÿã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£è¨å®šãƒ¡ãƒ‹ãƒ¥ãƒ¼ã�«CAPFã‚µãƒ¼ãƒ�ã‚¨ãƒ³ãƒˆãƒªã�Œãƒ›ã‚¹ãƒˆå��ã�¾ã�Ÿã�¯å®Œå…¨ä¿®é£¾ãƒ‰ãƒ¡ã‚¤ãƒ³å��ã�¨ã�—ã�¦è¡¨ç¤ºã�•ã‚Œã‚‹å ´å�ˆã�¯ã€�é›»è©±æ©Ÿã�Œã‚¨ãƒ³ãƒˆãƒªã‚’IPã‚¢ãƒ‰ãƒ¬ã‚¹ã�«è§£æ±ºã�§ã��ã‚‹ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�™ã€‚

LSCï¼šæŽ¥ç¶šã�«å¤±æ•—ã�—ã�¾ã�—ã�Ÿ

LSCã�®ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�«å¤±æ•—ã�™ã‚‹ã€‚é›»è©±æ©Ÿã�®ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã�«ã€ŒLSC:
Connection 
Failedã€�ã�¨è¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚ã�“ã‚Œã�¯ã€�æ¬¡ã�®ã�„ã�šã‚Œã�‹ã�®çŠ¶æ…‹ã‚’ç¤ºã�—ã�¦ã�„ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ITLãƒ•ã‚¡ã‚¤ãƒ«ã�®CAPFè¨¼æ˜Žæ›¸ã�¨ç�¾åœ¨ã�®è¨¼æ˜Žæ›¸ã�Œä¸€è‡´ã�—ã�ªã�„å ´å�ˆã€�CAPFã‚µãƒ¼ãƒ“ã‚¹ã�¯ä½¿ç”¨ä¸ã�§ã�™ã€‚•
CAPFã‚µãƒ¼ãƒ“ã‚¹ã�Œå�œæ¢ã�¾ã�Ÿã�¯é�žã‚¢ã‚¯ãƒ†ã‚£ãƒ–åŒ–ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚•
é›»è©±æ©Ÿã�Œãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯çµŒç”±ã�§CAPFã‚µãƒ¼ãƒ“ã‚¹ã�«åˆ°é�”ã�§ã��ã�¾ã�›ã‚“ã€‚•

CAPFã‚µãƒ¼ãƒ“ã‚¹ã�Œã‚¢ã‚¯ãƒ†ã‚£ãƒ–ã�«ã�ªã�£ã�¦ã�„ã‚‹ã�“ã�¨ã‚’ç¢ºèª�ã�—ã€�CAPFã‚µãƒ¼ãƒ“ã‚¹ã‚’å†�èµ·å‹•ã�—ã€�ã‚¯ãƒ©ã‚¹ã‚¿å…¨ä½“ã�§TFTPã‚µãƒ¼ãƒ“ã‚¹ã‚’å†�èµ·å‹•ã�—ã€�é›»è©±æ©Ÿã‚’ãƒªã‚»ãƒƒãƒˆã�—ã�¦æœ€æ–°ã�®ITLãƒ•ã‚¡ã‚¤ãƒ«ã‚’å�–å¾—ã�—ã�¦ã�‹ã‚‰ã€�è¨¼æ˜Žæ›¸æ“�ä½œã‚’å†�è©¦è¡Œã�—ã�¾ã�™ã€‚å•�é¡Œã�Œè§£æ±ºã�—ã�ªã�„å ´å�ˆã�¯ã€�é›»è©±æ©Ÿã�¨CUCMãƒ‘ãƒ–ãƒªãƒƒã‚·ãƒ£ã�‹ã‚‰ãƒ‘ã‚±ãƒƒãƒˆã‚ãƒ£ãƒ—ãƒ�ãƒ£ã‚’å�–å¾—ã�—ã€�åˆ†æž�ã�—ã�¦ã€�ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®CAPFã‚µãƒ¼ãƒ“ã‚¹ãƒ�ãƒ¼ãƒˆã�§ã�‚ã‚‹ãƒ�ãƒ¼ãƒˆ3804ã�§å�Œæ–¹å�‘é€šä¿¡ã�Œè¡Œã‚�ã‚Œã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã‚’ç¢ºèª�ã�—ã�¾ã�™ã€‚ã��ã�†ã�§ã�ªã�„å ´å�ˆã�¯ã€�ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�®å•�é¡Œã�Œç™ºç”Ÿã�—ã�¦ã�„ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

LSCï¼šå¤±æ•—

LSCã�®ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�«å¤±æ•—ã�™ã‚‹ã€‚é›»è©±æ©Ÿã�®ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã�«ã€ŒLSC:
Failedã€�ã�¨è¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚[Phone Configuration] 
Webãƒšãƒ¼ã‚¸ã�«ã€�[Certificate Operation Status: Upgrade Failed: User Initiated Request 
Late/Timedout] 
ã�Œè¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚ã�“ã‚Œã�¯ã€�æ“�ä½œã�Œæ™‚é–“ã�¨æ—¥ä»˜ã�«ã‚ˆã�£ã�¦å®Œäº†ã�—ã�Ÿã�“ã�¨ã‚’ç¤ºã�—ã�¾ã�™ã€‚æœŸé™�ã�Œåˆ‡ã‚Œã�¦ã�„ã‚‹ã�‹ã€�é�ŽåŽ»ã�®æ—¥ä»˜ã�§ã�™ã€‚å°‘ã�ªã��ã�¨ã‚‚1æ™‚é–“å¾Œã�®æ—¥ä»˜ã�¨æ™‚åˆ»ã‚’å…¥åŠ›ã�—ã�¦ã�‹ã‚‰ã€�è¨¼æ˜Žæ›¸ã�®æ“�ä½œã‚’å†�è©¦è¡Œã�—ã�¦ã��ã� ã�•ã�„ã€‚

LSC:Operation Pending

LSCã�®ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�«å¤±æ•—ã�™ã‚‹ã€‚é›»è©±æ©Ÿã�®ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã�«ã€ŒLSC:
Connection Failedã€�ã�¨è¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚[Phone 
Configuration]ãƒšãƒ¼ã‚¸ã�«[Certificate Operation Status: Operation Pending] 
ã�Œè¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚[Certificate Operation Status: Operation Pending] 
ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ã�Œè¡¨ç¤ºã�•ã‚Œã‚‹ç�†ç”±ã�¯ã�•ã�¾ã�–ã�¾ã�§ã�™ã€‚ã�Ÿã�¨ã�ˆã�°ã€�æ¬¡ã�®ã‚ˆã�†ã�ªæ©Ÿèƒ½ã�Œã�‚ã‚Šã�¾ã�™ã€‚

é›»è©±æ©Ÿä¸Šã�®ITLã�Œã€�è¨å®šã�•ã‚Œã�ŸTFTPã‚µãƒ¼ãƒ�ã�§ç�¾åœ¨ä½¿ç”¨ã�•ã‚Œã�¦ã�„ã‚‹ITLã�¨ç•°ã�ªã‚‹ã€‚•
ç ´æ��ã�—ã�ŸITLã�«é–¢ã�™ã‚‹å•�é¡Œã�“ã�®çŠ¶æ…‹ã�Œç™ºç”Ÿã�™ã‚‹ã�¨ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯ä¿¡é ¼ã�§ã��ã‚‹ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ã‚’å¤±ã�„ã€�é›»è©±ã�§ITLRecoveryè¨¼æ˜Žæ›¸ã‚’ä½¿ç”¨ã�™ã‚‹ã‚ˆã�†ã�«å¼·åˆ¶ã�™ã‚‹ã�«ã�¯ã€�CUCMãƒ‘ãƒ–ãƒªãƒƒã‚·ãƒ£ã�‹ã‚‰ã‚³ãƒžãƒ³ãƒ‰utils
itl reset 
localkeyã‚’å®Ÿè¡Œã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã‚¯ãƒ©ã‚¹ã‚¿ã�Œæ··å�ˆãƒ¢ãƒ¼ãƒ‰ã�®å ´å�ˆã�¯ã€�ã‚³ãƒžãƒ³ãƒ‰utils
ctl reset 
localkeyã‚’ä½¿ç”¨ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚æ¬¡ã�«ã€�CUCMã�®CLIã�‹ã‚‰ç ´æ��ã�—ã�ŸITLã‚’è¡¨ç¤ºã�—ã‚ˆã�†ã�¨ã�—ã�Ÿã�¨ã��ã�®è¡¨ç¤ºä¾‹ã‚’ç¤ºã�—ã�¾ã�™ã€‚ITLã‚’è¡¨ç¤ºã�—ã�¦utils
itl reset 
localkeyã‚³ãƒžãƒ³ãƒ‰ã‚’å®Ÿè¡Œã�—ã‚ˆã�†ã�¨ã�—ã�Ÿã�¨ã��ã�«ä¸�å…·å�ˆã�Œç™ºç”Ÿã�—ã€�2ç•ªç›®ã�®ã‚¨ãƒ©ãƒ¼ã�Œè¡¨ç¤ºã�•ã‚Œã‚‹å ´å�ˆã�¯ã€�Cisco
Bug ID 
CSCus33755ã�®ã‚¨ãƒ©ãƒ¼ã�§ã�‚ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚CUCMã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�Œè©²å½“ã�™ã‚‹ã�‹ã�©ã�†ã�‹ã‚’ç¢ºèª�ã�—ã�¾ã�™ã€‚

•

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus33755


TVSã�®éšœå®³ã�ŒåŽŸå› ã�§ã€�é›»è©±æ©Ÿã�Œæ–°ã�—ã�„LSCã�®èª�è¨¼ã�«å¤±æ•—ã�™ã‚‹ã€‚•
é›»è©±æ©Ÿã�¯MICè¨¼æ˜Žæ›¸ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã�Œã€�é›»è©±æ©Ÿã�®è¨å®šãƒšãƒ¼ã‚¸ã�®[Certificate
Authority Proxy Function (CAPF) Information]ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�§ã€�[Authentication 
Mode]ã�Œ[Existing Certificate (Precedence to 
LSC)]ã�«è¨å®šã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

•

é›»è©±æ©Ÿã�ŒCUCMã�®FQDNã‚’è§£æ±ºã�§ã��ã�¾ã�›ã‚“ã€‚•

æœ€å¾Œã�®ã‚·ãƒŠãƒªã‚ªã�§ã�¯ã€�é›»è©±æ©Ÿã�ŒCUCMã�®FQDNã‚’è§£æ±ºã�§ã��ã�ªã�‹ã�£ã�Ÿå ´å�ˆã�«ãƒã‚°ã�«è¡¨ç¤ºã�•ã‚Œã‚‹å†…å®¹ã‚’ã‚·ãƒŸãƒ¥ãƒ¬ãƒ¼ãƒˆã�™ã‚‹ã‚ˆã�†ã�«ãƒ©ãƒœç’°å¢ƒã‚’è¨å®šã�—ã�¾ã�™ã€‚ç�¾åœ¨ã€�ãƒ©ãƒœã�¯æ¬¡ã�®ã‚µãƒ¼ãƒ�ã�§ã‚»ãƒƒãƒˆã‚¢ãƒƒãƒ—ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³11.5.1.15038-
2ã‚’å®Ÿè¡Œã�™ã‚‹CUCMãƒ‘ãƒ–ãƒªãƒƒã‚·ãƒ£ã�Šã‚ˆã�³ã‚µãƒ–ã‚¹ã‚¯ãƒ©ã‚¤ãƒ�

•

Windows 2016 Serverã‚’DNSã‚µãƒ¼ãƒ�ãƒ¼ã�¨ã�—ã�¦ã‚»ãƒƒãƒˆã‚¢ãƒƒãƒ—ã�™ã‚‹•

ãƒ†ã‚¹ãƒˆç”¨ã�«è¨å®šã�•ã‚Œã�ŸPUB11 
CUCMã‚µãƒ¼ãƒ�ã�®DNSã‚¨ãƒ³ãƒˆãƒªã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ãƒ©ãƒœå†…ã�®é›»è©±(8845)ã�®ã�„ã�šã‚Œã�‹ã�«LSCã‚’ãƒ—ãƒƒã‚·ãƒ¥ã�—ã�¦ã�¿ã�Ÿã€‚[Certificate
Operation Status: Operation 
Pending]ã�Œã�¾ã� è¡¨ç¤ºã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�™ã€‚



é›»è©±æ©Ÿã�®ã‚³ãƒ³ã‚½ãƒ¼ãƒ«ãƒã‚°ã�§ã€�è¨å®šã�•ã‚Œã�ŸDNSã‚µãƒ¼ãƒ�ã‚¢ãƒ‰ãƒ¬ã‚¹ã�«ã‚¯ã‚¨ãƒªãƒ¼ã‚’è»¢é€�ã�™ã‚‹å‰�ã�«ã€�é›»è©±æ©Ÿã�Œãƒãƒ¼ã‚«ãƒ«ã‚ãƒ£ãƒƒã‚·ãƒ¥(127.0.0.1)ã�¸ã�®ã‚¯ã‚¨ãƒªãƒ¼ã‚’è©¦è¡Œã�™ã‚‹ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�™ã€‚

 

0475 INF Mar 12 15:07:53.686410 dnsmasq[12864]: query[A] PUB11.brianw2.lab from 127.0.0.1 
0476 INF Mar 12 15:07:53.686450 dnsmasq[12864]: forwarded PUB11.brianw2.lab to X.X.X.X 
0477 INF Mar 12 15:07:53.694909 dnsmasq[12864]: forwarded PUB11.brianw2.lab to X.X.X.X 
0478 INF Mar 12 15:07:53.695263 dnsmasq[12864]: reply PUB11.brianw2.lab is NXDOMAIN-IPv4 
0479 INF Mar 12 15:07:53.695833 dnsmasq[12864]: query[A] PUB11.brianw2.lab from 127.0.0.1 
0480 INF Mar 12 15:07:53.695865 dnsmasq[12864]: cached PUB11.brianw2.lab is NXDOMAIN-IPv4 
0481 WRN Mar 12 15:07:53.697091 (12905:13036) JAVA-configmgr MQThread|NetUtil.traceIPv4DNSErrors:? - DNS unknown IPv4 host PUB11.brianw2.lab 
 
++ However, we see that the phone is not able to resolve the FQDN of the CUCM Publisher. This is because we need to configure the DNS entry for PUB11 on our DNS server. 
 
0482 ERR Mar 12 15:07:53.697267 (12905:13036) JAVA-configmgr MQThread|cip.sec.TvsProperty:? - Failed to resolve Tvs Ipv4 Address with hostname PUB11.brianw2.lab 
 
++ Afterwards, we see the CAPF operation fail. This is expected because we do not have a DNS mapping for PUB11. 
 
0632 NOT Mar 12 15:07:55.760715 (12905:13036) JAVA-configmgr MQThread|cip.sec.CertificateProperty:? - CertificateProperty.setCertificate() authMode=CAPF_AUTH_MODE_NULL_STR authorizationString=null theReason=CAPF_REASON_AUTO 
0633 NOT Mar 12 15:07:55.761649 (322:17812) SECUREAPP-RCAPF_START_MODE: Start CAPF - mode:[1]([NULL_STR]), reason:[1]([AUTO]) no auth-str 
0634 NOT Mar 12 15:07:55.761749 (322:17812) SECUREAPP-CAPF_CLNT_INIT:CAPF clnt initialized 
0635 NOT Mar 12 15:07:55.761808 (322:17812) SECUREAPP-CAPFClnt: SetDelayTimer - set with value <0> 
0636 ERR Mar 12 15:07:55.761903 (322:17812) SECUREAPP-Sec create BIO - invalid parameter. 
0637 ERR Mar 12 15:07:55.761984 (322:17812) SECUREAPP-SEC_CAPF_BIO_F: CAPF create bio failed 
0638 ERR Mar 12 15:07:55.762040 (322:17812) SECUREAPP-SEC_CAPF_OP_F: CAPF operation failed, ret -7 
0639 CRT Mar 12 15:07:55.863826 (12905:13036) JAVA-configmgr MQThread|cip.sec.CertificateProperty$1:? - LSC: Connection failed 
 
++ What we would expect to see is something similar to the following where DNS replies with the IP address that is associated with the FQDN of CUCM. After configuring a AAAA record in DNS for PUB11, we now see the below result in the console logs. 
 
4288 INF Mar 12 16:34:06.162666 dnsmasq[12864]: query[A] PUB11.brianw2.lab from 127.0.0.1 
4289 INF Mar 12 16:34:06.162826 dnsmasq[12864]: forwarded PUB11.brianw2.lab to X.X.X.X 
4290 INF Mar 12 16:34:06.164908 dnsmasq[12864]: reply PUB11.brianw2.lab is X.X.X.X 
4291 NOT Mar 12 16:34:06.165024 (12905:13036) JAVA-configmgr MQThread|cip.sec.TvsProperty:? - Resolve Tvs Ipv4 Address to X.X.X.X from hostname PUB11.brianw2.lab

 

æ¬¡ã�®é›»è©±æ©Ÿã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã�§ã€�é›»è©±æ©Ÿã�ŒPUB11.brianw2.labã‚’è§£æ±ºã�§ã��ã�ªã�„ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�™ã€‚ã��ã�®å¾Œã€�ã€ŒLSC:
Connection failedã€�ãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚



ä¸�å…·å�ˆ:

Cisco Bug ID 
CSCub62243:LSCã�®ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�Œæ–ç¶šçš„ã�«å¤±æ•—ã�—ã€�ã��ã�®å¾ŒCAPFã‚µãƒ¼ãƒ�ã�Œãƒ•ãƒªãƒ¼ã‚ºã�™ã‚‹

æ‹¡å¼µä¸�å…·å�ˆã�®è€ƒæ…®äº‹é …ï¼š

Cisco Bug ID 
CSCuz18034:LSCã�Œã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã�Ÿã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆã�¨æœŸé™�åˆ‡ã‚Œã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ã�®ãƒ¬ãƒ�ãƒ¼ãƒˆã�Œå¿…è¦�

é–¢é€£æƒ…å ±

æ¬¡ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�§ã�¯ã€�AnyConnect 
VPNã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆèª�è¨¼ã�¨802.1Xèª�è¨¼ã�®ã‚³ãƒ³ãƒ†ã‚ã‚¹ãƒˆã�§ã�®LSCã�®ä½¿ç”¨ã�«é–¢ã�™ã‚‹è©³ç´°ã‚’èª¬æ˜Žã�—ã�¾ã�™ã€‚

AnyConnect VPN é›»è©± - IP Phoneã€�ASAã€�ã�Šã‚ˆã�³ CUCM 
ã�®ãƒˆãƒ©ãƒ–ãƒ«ã‚·ãƒ¥ãƒ¼ãƒ†ã‚£ãƒ³ã‚°

•

Identity-Based Networking Services: IP Telephony In IEEE 802.1X-Enabled Networks Deployment 
and Configuration Guide

•

LSCè¨å®šã�®é«˜åº¦ã�ªã‚¿ã‚¤ãƒ—ã‚‚ã�‚ã‚Šã�¾ã�™ã€‚ã�“ã�®ã‚¿ã‚¤ãƒ—ã�§ã�¯ã€�LSCè¨¼æ˜Žæ›¸ã�ŒCAPFè¨¼æ˜Žæ›¸ã�§ã�¯ã�ªã��ã‚µãƒ¼ãƒ‰ãƒ‘ãƒ¼ãƒ†ã‚£ã�®èª�è¨¼å±€ã�«ã‚ˆã�£ã�¦ç›´æŽ¥ç½²å��ã�•ã‚Œã�¾ã�™ã€‚

è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€ŒCUCMã‚µãƒ¼ãƒ‰ãƒ‘ãƒ¼ãƒ†ã‚£CAç½²å��ä»˜ã��LSCã�®ç”Ÿæˆ�ã�¨ã‚¤ãƒ³ãƒ�ãƒ¼ãƒˆã�®è¨å®šä¾‹ã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ãƒ†ã‚¯ãƒ‹ã‚«ãƒ« ã‚µãƒ�ãƒ¼ãƒˆã�¨ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆ â€“ Cisco Systems•

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCub62243
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz18034
https://www.cisco.com/c/ja_jp/support/docs/security/anyconnect-secure-mobility-client/116162-trouble-anyconnect-vpn-phone-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/anyconnect-secure-mobility-client/116162-trouble-anyconnect-vpn-phone-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/anyconnect-secure-mobility-client/116162-trouble-anyconnect-vpn-phone-00.html
https://www.cisco.com/site/us/en/products/security/identity-services-engine/index.html
https://www.cisco.com/site/us/en/products/security/identity-services-engine/index.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/118779-configure-cucm-00.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/118779-configure-cucm-00.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/118779-configure-cucm-00.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/118779-configure-cucm-00.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html


翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


