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NTY R bL—ADOH - NAT

ST Y R R L—Z @ P : VPN
NTA—XANDEE

FL®IC

CORFIXYNTR, /N7 Y N NL—A#EEEEA L TCisco I0S-XE®Y 7 R I I F DF—4&
NANTY NNL—AERFTBHECOVTHBALET,

Bl R SR
BEH



ROBERICETDHBAN BB N HRENET,

Ny NNL—ABEEE. QFP(Quantum Flow Processon) X— AN —F 4 T T Y N T #—
L E®DCisco IOS-XE/N—2 3 3. 10D 1) 1) —A ( ASR1000, ISR4000. ISR1000, Catalyst
1000, Catalyst 8000, CSR1000v, & & U'Catalyst 8000v/!) —X)I—R%BE ) THEATEET
o —MHEEEIE. CiscoIOS-XEY 7 RV I TP Z#RITTBHASRIO0 J—ATF7IVr—>ary—E
A —RE & Catalyst> ) —XRA Y FTCRYR—KREnEH A,

A NTY NML—AMEERE. ASR1000 ) —XIL—Z2 LOEREBA 2 —TIA(AA
GigabitEthernetO TR EIEL EB A, ChiE, COAMRX—T I A RIZEEEhD/N\NT Y
NAQFPTAEENABZEWVWEHTT,

FERTZAVR—ZF K
CORFIXNDBEHRIE, ROVYTRIITEN—RIITON—CAVIZETVTVET,

« Cisco IOSXEY 7 hJ T T 1) 1J—A3.10S(15.3(3)S) LAk



« ASR1000>J—X)L—24&

CORFIXDNOBEHRIE. REDTRRRICHZITNAALCETVWTHERENELEZ, COR
FIAXRNTEATEZINTOTNARR, JUTB (F7AIK ) RETHERZRBLTLE
T ZEBPORY RND—0TR, FBAVVRICKDTRCDAEMNHIEEEZ +IHIEL T
<EEL,

BER#H

NSTND1—FT 4 TFICREZIR, REBER, $D2VEEEDOVIRNIITOFRESLKLE
DEEZRETDICIE., SATLAHRONT Y RYESBYENZBREITILENHV) EFT, Cisco
IOSXENTY NNL—A#EER, COZ—XICHISELET, Chid, FHIOOT4 U JICERE
N, I—"HYERORXREOISAICETVWTINTY RZCEOTOLAOHBEF Y TFYTD1EH
CERAEhD 71— I)LRE—T7AHARZRHLET,

ZRNROD
ROBE, COKF1XY R THATHHATEATS AEOTERLTUET,

17115.10.2 SIED/1 g0y faiyL falsl 172.16.20.2
17215101 187168 20.1 172.16.201

1921563101
- A —— e

Local hort ASR1K |05 Router Ramota host

FERPONTY RRL—A

NTYNNL—ABEOFERAZRITLEHIC, COEIPare2ETERAEATVWSHTRE, O—
HINIT—9AF—32172.16.10.2 (ASRIKDE# ) # S UE— RNKARN72.16.202A0,
ASR1KE® 1 > & —7 I A4 AGigabitEthernet0/0/1 L ® A J175 @ T M Internet Control Message
Protocol(ICMP)RZ 7 4 Y DO KL —ARICDWVWTEHBALET,

RD2DDOFIET, ASRIKED/NTY RZERNL—ATEZET,

1.ASRIKTRL—RATBINTY NELER N T4V ORBIRTZLEHIC, 7SV RNTH—A
NDEBERFEFNY T EBAMICLET,

2. path-trace & 7= [&Feature Invocation Array(FIANN L —RAA 7> 3> #EFERAL T, 7Y K7
2—LONTY NNL—RZBMICLET,

DAY DAZ—RHAAR
CORFIXVROARETHICERL TVWT, CLIDIAY VRB—RAA RO I H

EBBERF. ROVAYIAZ—RAM RZSRLTILKEEY, ZCTR, VI OERS% %
HRPTRHZHBETRLET, UEOEIZ I DTN ODVWTHLLLHAL, REHOEHKLC



BULLEBREZERALTVASZEZMAELTSEZL,

1. 7Y N7 A—LOFZB{EEHRELET,

<#root>
debug platformcondition ipv4 10.0.0.1/32 both

--> matches in and out packets with source
or destination as 10.0.0.1/32

debug platformcondition ipv4 access-list 198 egress

--> (Ensure access-1ist 198 is
defined prior to configuring this command) - matches egress packets corresponding
to access-1list 198

debug platformcondition interface gig 0/0/0 ingress

--> matches all ingress packets
on interface gig 0/0/0

debug platformcondition npls 10 1 ingress

--> matches MPLS packets with top ingress
Tabel 10

debug platformcondition ingress

--> matches all ingress packets on all interfaces
(use cautiously)

TS5YRNTA—LZEEERELEER. ROCLION REZFEALTTSY N7+ —L%H%
BB LET,

<#root>

debug platformcondition start

2NTYRNRNL—AZRELERT,

<tfroot>

debug pl at form packet-trace packet 1024



-> basic path-trace, and automatically stops
tracing packets after 1024 packets. You can use "circular" option if needed
debug pl at form packet-trace packet 1024 fia-trace -
> enables detailed fia trace, stops
tracing packets after 1024 packets
debug pl at form packet-trace drop [code <dropcode>]

-> if you want to trace/capture only
packets that are dropped. Refer to Drop Trace section for more details.

7 . BABIDCisco IOS-XE 3.x U —ATlk. NTY RNL—AMEEZEETD-OHIC,
debug platform packet-trace enable AN > RESETTF, Cisco IOS-XE 16.xJ 1) —AT
. COBBERTEICRYEL I,

NL—ANYT77Z2UFLTNTYRRL—RZUEY NFTBICE, ROONZRZAHDLE



EE

<#root>
cl ear platform packet-trace statistics

--> clear the packet trace buffer

T7Z2YRT7F—LOREENTY NRL—AREOEAZIVTIE2INY RERDEBYTT

o

<#root>
clear platformcondition all

--> clears both platformconditions and the packet trace configuration

show Y > R

LREOON RZBALER, 7Y RN —LOREBENTY NRL—ADREZHREL T,
DEBRBIRAI>TVBR L ZBFELET,

<#root>
show pl atform conditions

--> shows the platform conditions configured

show pl at f orm packet-trace configuration

--> shows the packet-trace configurations

show debuggi ng

--> this can show both platform conditions and platform packet-trace configured

NL—ARRERFYTFrEniNTY NERREID IV RERICRLET,

<#root>
show pl at f orm packet-trace statistics

--> statistics of packets traced

show pl at f orm packet-trace sumary



--> summary of all the packets traced, with input and
output interfaces, processing result and reason.

show pl at form packet-trace packet 12

-> Display path trace of FIA trace details for the 12th packet in the trace buffer

729 RNT7#—LOFRGENETNY TOEML

NNy NNL—AMEEE, RENEFNYTAOTIANTIF v E2FEALT. RL—AKERO
N7y RERELET. REREFNYILVTTANTIF v TR, ROZHECESUTRS
TAVORTANRUSITERT,

- ZOR3L

IP7 RLAEXAY

« Access Control List (ACL; 727+tA 3> ~O—J)L VAK)
s A2 =TIMARA

c NZT74YOOFE (ANTEGFEEHD)

ChosDfRBE. NTYRNCT AN B ZBRIBDEMEZAI VT ZERELET,

COBITHERAENBDNT 74V UTRE., 172.16.10.2H 5172.16.20.2NDICMP/NTY RO AN FH
ATTZYRNTF—LICRDFENETNY T Z2BHMIILET, 2FV, NL—ARTBRFT 1
VORERLET, CORNT TV IZBRIDICE, EXRETEBZFTVIVEFERATEEY,

<#root>
ASR1000#
debug platformcondition

?

egress Egress only debug

feature For a specific feature

ingress Ingress only debug

interface Set interface for conditional debug
ipvé4 Debug IPv4 conditions

ipv6 Debug IPv6 conditions

start Start conditional debug

stop Stop conditional debug

COPITRE, RERTRIIE, FHEZERIBDLEDICTIEAVARNERAEZIAET,

<#root>
ASR1000#

show access-|list 150



Extended IP access Tist 150
10 permit icmp host 172.16.10.2 host 172.16.20.2
ASR1000#

debug platformcondition interface gig 0/0/1 ipv4
access-list 150 ingress

FENEFNYITZRHBEITDICE. KOO REAHDLET,

<tfroot>
ASR1000#

debug platformcondition start

ECRBENAEFNYTA T ZANTIOF Y ZELETLEEMIC TSI, debug
platform condition stopANY > RZA DL ET,



REENTVWARRHENETNY T 74N REZRRIBICE. ROONV RZAHDLET,

<{froot>
ASR1000#

show pl atform conditions

Conditional Debug Global State:

Start

Conditions Direction
______________________________________________________________________ |_________
GigabitEthernet0/0/1 & IPV4 ACL [150] ingress
Feature Condition Format Value

_______________________ |_______________________ | o
ASR1000#

ENTRE, ROBRERFCNAXTICERAETATLERT,

<ttroot>

access-1list 150 permit icmp host 172.16.10.2 host 172.16.20.2

debug platformcondition interface gig 0/0/1 ipv4 access-list 150 ingress
debug platformcondition start

NTY RRL—ADOERL



111}
o

EF:2otwoiarTlRk, Ny ATV EOE—FT2a Il OV TEHLLH
LET, TOMOAT 3DV TRE, CORFIAIXINOERTHALET,

NTYRRNL—ARR, MBAVE—TIAAERBAVE—TIAA (K RILA2R=TIA
ARBRBT IO EAA UV E—TIAABE ) DALFTHR—REhTVET,

NTYRRL—ADOCLIBXZRICRLET,

<#root>
ASR1000#
debug pl at form packet-trace

?
copy Copy packet data
drop Trace drops only
inject Trace injects only
packet Packet count
punt Trace punts only



<{froot>

debug pl atform packet-trace packet <pkt-size/pkt-num [fia-trace | summary-only]
[circular] [data-size <data-size>]

COOXRYROF—D—ROBAZRICRLET,
* pkt-num:Packet Numberld, EIRICHIFENDNTY NORABZEELET,

« summary-only : YY) —F—ROINF Y TF Y EhBDKRSICEELEFT. F7FI)ILKT
&, BYV—F—REBENAT—ROAENFF ¥ T7FrEhnEd,

s fia-trace : 777> 3> T, NATF—ZBRICMATFIANL—AZERXRITLET,

+ data-size : NAF—R/NY 77 DY A X%2,048 ~ 16,384/\1 N THETEET, 774
L& 2,048 /54 R TT

<#root>

debug pl atform packet-trace copy packet {in | out | both} [L2 | L3 | L4]
[ size <num byt es>]

COOXRROF—D—ROFAZRICRLET,

« infout: AE—92NTY N70O—07HME (ADTREFED ) ZEBELET,

« L2334 NTY NOOE—ZRKIBDEMEBETEET, LAV TF7AILND
BATY,

« size: AE—92FVTY ROBABEEETETT, T7FINEBATITY KT,

ROBITRE., RERETFNYTATZANTIOFYTERENENT 749 00ONTY MNL
—AZBEMCTREHICFERATAHIINRZRLET,

<tfroot>
ASR1000#

debug pl at form packet-trace packet 16

NTYNRL—ADOREZHEZDTHICE., ROINRZAHNLFET,

<tfroot>



ASR1000#

show pl at f orm packet-trace configuration

debug pl at form packet-trace packet 16 data-size 2048

show debuggingd~X > RZ AL T,
EOHBZRRIDEETEET,

<ffroot>
ASR1000#

show debuggi ng

| OSXE Condi ti onal Debug Confi gs:

Condi tional Debug G obal State:

Condi ti ons

G gabi t Ethernet0/0/ 1
| OSXE Packet Traci ng Confi gs:

Feature Condition For mat

Feature Type Subnode

| OSXE Packet Tracing Configs:

T72YRNT7A—LEZHREFNYTENTY NNL—AG

Direction

& 1 PV4 ACL [ 150] i ngress

debug pl atform packet-trace packet 16 data-size 2048

=
axX



EIXRTOTTZYRTA—LTFNYITERHE, NTYRRL—ARE., BXRTENT Y S
NL—RAEREZV' T T3, clear platform condition all IX > RZA DL E T,

ENTRE, NTYRRL—RZBMCTRLEHIC, CAETICRORET—XFEAE AT
£

<#froot>

debug pl at form packet-trace packet 16

NTY MRL—AICET 2 HDZHFDOHIR

ZEE. FET7ILRE, NMTYRNCERBGTAIINRZERAIBRAI VI ZERLET, LEX
l&. debug platform condition interface g0/0/0 egressik. /NT Y "4 22 —7 T 4 Ag0/0/0D H
HAFIAICEIZELEEZBIC—HULELBAEND L EZEKRLET, TOLEH, AODSTFORAY



RETITHhNBDIXNTONTY NLEFRDODINET,

A NTYRRML—RACAIZRHZFEALT, TEBLETZTETEROHZT—XZH
BIZLZlm<HRLERT, HAFKMHZEATETRIN, FIRBBEIEBELTES
W,

NTY NRL—ADEROERT



E 20tV a>TR, NARL—AFBEMNTHEZ L ZRRELTLERT,

NTYRRL—ATR, RDIDDLARILDA VARG AV HFRBEETNET,

s FHIOTA2T
s NTYRNZEDERN
s NTYKRNZEDODINATF—2A

5DDICMPER/NT Y M#172.16.10.2H 5172.16.20.2IC %k FE B FERE., NTY MRNL—R
DERERTIBDEHICAODIANY RZFEATEEY,

<#root>
ASRL1000#

show pl at form packet-trace statistics



Packets Traced: 5

I ngress
I nj ect
For war d
Punt

Dr op
Consunme

O O O ur o

ASR1000#

show pl at f orm packet-trace sumary

Pkt

I nput Qut put State Reason
0

G 0/0/1 G0/0/0 FWD

1 G 0/0/1 G0/0/0 FWD
2 G 0/0/1 G0/0/0 FWD
3 G 0/0/1 G0/0/0 FWD
4 G 0/0/1 G0/0/0 FWD
ASR1000#

show pl at f orm packet-trace packet O

Packet: 0
CBUG ID: 4
Summary
I nput . G gabitEthernet0/0/1
Qut put . G gabitEthernet0/0/0
State : FWD
Ti mest anmp
Start : 1819281992118 ns (05/17/2014 06: 42: 01. 207240 UTQ)
St op : 1819282095121 ns (05/17/2014 06:42:01. 207343 UTQ)
Path Trace
Feature: |PV4
Sour ce : 172.16.10.2
Destination : 172.16.20.2
Pr ot ocol o1 (1CQwP)

ASR1000#



EBFBEOONYRE, ENTYRONTY NRL—RZRTIBHEERIHFTY. Z
DHITE, BL—AENERAONT Y RFRRENET,

chsolars., SEONTY RARNL—AEN, AWMV E—TI(AR, WHAE—-T14
A RE, BRONARNL—AZHERETEXT,

H#RE T

B %

NTY K&, BAA Y ER—TIAABHATRIANKY FICEBREE D &LS5I1C, BED
EOICATD 21— T1F1—A2TEnET,

NTY NET72D0—F142070€yHFP)ASI—7OYHRP) (O bO=)
TL=2 )N REhET,

INTY NEFPTROYZ7EhET, ROVZOEBAHOFMZFANSDICIE, FIANL—A
DROP ||[Z#E179% A, JO—NIROAYTHIORZFERATEID., EEETF—E2NATNY T
EERALET,

Bt |INT Y M, ICMP pingERXRBESALNTY NEEONT Y NTOEARICHBE IE




ED

NTY RNL—ABKEBEHROHDICH Dingress I R Einjecth I Rk, AL Z—T T4
ABBHTADENENTY MO ROA=ILT L= S8FAEThENTY MCEREFRRISL
TVWET,

FIARL—A

FIAR, NTY M ADFELERGHITEEENS EE(Z, Quantum Flow Processor(QFP) A
Packet Processor Engine(PPE)IC& 2 TIEXEITE N D HMEEDQ U AN ZRFLE T, #eEld. Y
IUICBRAEhZRET—RICEIVTVET, LEN 2T, FIANL—ARRE., N7 Y NOMEH
CATLZBBIZDNTY AO7O0—ZBHBIBDDICKILEET,

FIATNTY RRL—RAZBMCTRICR,. RORET—ZZBRAITILEN HWET,

<#root>
ASR1000#

debug pl at form packet-trace packet 16 fia-trace

NTY NRL—ADEROKRT



E ORIV 3IVTR, FIARL—AFBMTHRZEZRRELTVRT, iz, R
EONTY RRL—AOAX Y RZEMEZZREETDE, NV TT7VTENREENTY
NRL—AQFE@ENFOVTEND IS, —BORNZ T4V IOZBE, XEELTRNL—RA
FRILBENBYNET,

B3> THALELSIC, FIANL—RAZEMICITREOICERATHIIAN RZAADLE
%, 172.16.10.24' 5172.16.20.2IC52DICMPNT Y R ZIEELE T,

<#root>
ASR1000#

show pl at f orm packet-trace sumary

Pkt Input Output State Reason
0 Gio/0/1 Gi0/0/0 FWD
1 Gio/0/1 Gi0/0/0 FWD
2 Gio/0/1 Gi0/0/0 FWD
3 Gio/0/1 Gi0/0/0 FWD



4 Gi0/0/1 Gi0/0/0 FWD

ASR1000#

show pl at form packet-trace packet 0

Packet: 0O CBUG ID: 9
Summary
Input : GigabitEthernet0/0/1
Output : GigabitEthernet0/0/0
State : FwD
Timestamp
Start : 1819281992118 ns (05/17/2014 06:42:01.207240 UTO)
Stop : 1819282095121 ns (05/17/2014 06:42:01.207343 UTC)
Path Trace
Feature: IPV4
Source : 172.16.10.2
Destination : 172.16.20.2
Protocol : 1 (ICMP)
Feature: FIA_TRACE
Entry : 0x8059dbe8 - DEBUG_COND_INPUT_PKT

Timestamp : 3685243309297

Feature: FIA_TRACE
Entry : 0x82011a00 - IPV4_INPUT_DST_LOOKUP_CONSUME
Timestamp : 3685243311450

Feature: FIA_TRACE
Entry : 0x82000170 - IPV4_INPUT_FOR_US_MARTIAN
Timestamp : 3685243312427

Feature: FIA_TRACE
Entry : 0x82004b68 - IPV4_OUTPUT_LOOKUP_PROCESS
Timestamp : 3685243313230

Feature: FIA_TRACE
Entry : 0x8034f210 - IPV4_INPUT_IPOPTIONS_PROCESS
Timestamp : 3685243315033

Feature: FIA_TRACE
Entry : 0x82013200 - IPV4_OUTPUT_GOTO_OUTPUT_FEATURE
Timestamp : 3685243315787

Feature: FIA_TRACE
Entry : 0x80321450 - IPV4_VFR_REFRAG
Timestamp : 3685243316980

Feature: FIA_TRACE
Entry : 0x82014700 - IPV6_INPUT_L2_REWRITE
Timestamp : 3685243317713

Feature: FIA_TRACE
Entry : 0x82000080 - IPV4_OUTPUT_FRAG
Timestamp : 3685243319223

Feature: FIA_TRACE
Entry : 0x8200e500 - IPV4_OUTPUT_DROP_POLICY
Timestamp : 3685243319950

Feature: FIA_TRACE
Entry : 0x8059aff4 - PACTRAC_OUTPUT_STATS
Timestamp : 3685243323603

Feature: FIA_TRACE
Entry : 0x82016100 - MARMOT_SPA_D_TRANSMIT_PKT
Timestamp : 3685243326183

ASR1000#



AB—TIAAICEERITSNEFIAOFI VD

TS5YRNTA—LZRBEREFNY T EEMCTRDE, FHEFEFNY THBEEE L TFIAICEME
hET, 1VE—T7IAATORBOBEIEFICETVT, KBTI 22 BERETIHEN
HYET, FEAF, BEINATZP RLAESZENATZ RLADEESSEZZKHET 1IN ZXTHERATS
PENHDILBETT,

ROEAF, ABFATEBCE>TVRTTY NTF—LFRERETFTNY TN T HFIAOEEE
DIEFZRLTVET,

<tfroot>
ASR1000#

show pl atform hardware qf p active interface if-name G gabitEthernet 0/0/1

Ceneral interface information
Interface Name: G gabitEthernet0/0/1
Interface state: VALID
Platforminterface handle: 10

QFP interface handle: 8

Rx uidb: 1021

Tx uidb: 131064

Channel : 16

Interface Rel ationships

BGPPA/ QPPB i nterface configuration information
I ngress: BGPPA/ @PPB not configured. flags: 0000
Egress : BGPPA not configured. flags: 0000

i pv4_i nput enabl ed.

i pv4_out put enabl ed.

| ayer2_i nput enabl ed.
| ayer 2_out put enabl ed.
ess_ac_i nput enabl ed.

Features Bound to Interface:

2 GC FlIA state

48 PUNT | NJECT DB

39 SPA/ Marnot server

40 et her net

11FM

31 icnp_svr

33 ipfrag_svr

34 ipreass_svr

36 ipvfr_svr

37 ipvevfr_svr

12 CPP | PSEC

Protocol O - ipv4_input

FI A handl e - CP:0x108d99cc DP: 0x8070f 400
| PV4_| NPUT_DST_LOOKUP_I SSUE (M
| PV4_I NPUT_ARL_SANITY (M

CBUG_| NPUT_FI A



DEBUG_COND_| NPUT_PKT

| PVA_| NPUT_DST_LOOKUP_CONSUME (M

I PV4_| NPUT_FOR_US_MARTI AN (M

| PV4_I NPUT_| PSEC CLASSI FY

| PV4A_I NPUT_I PSEC_COPROC_PROCCESS

| PV4_I NPUT_| PSEC_RERUN_JUWP

| PV4A_I NPUT_LOOKUP_PRCCESS (M

| PVA_I NPUT_I POPTI ONS_PRCCESS (M

| PV4A_I NPUT_GOTO_QOUTPUT_FEATURE (M
Protocol 1 - ipv4_output

FI' A handl e - CP: 0x108d9a34 DP: 0x8070eb00
| PV4_QUTPUT_VFR
MC_QUTPUT_CGEN_RECYCLE (D)

| PV4_VFR_REFRAG (M

| PVvA_QUTPUT_I PSEC_CLASSI FY

| PV4A_QUTPUT_I PSEC_COPROC_PRCCESS

| PV4A_QUTPUT_I PSEC_RERUN_JUMP

| PV4_QUTPUT_L2_REWRI TE (M

| PVA_QUTPUT_FRAG (M

| Pv4_QUTPUT_DROP_PCLICY (M
PACTRAC_OUTPUT_STATS
MARMOT _SPA D TRANSM T_PKT

DEF_| F_DROP_FIA (M

Protocol 8 - layer2_input

FI' A handl e - CP: 0x108d9bd4 DP: 0x8070c700
LAYER2_INPUT_SIA (M

CBUG_| NPUT_FI A

DEBUG_COND_| NPUT_PKT

LAYER2_| NPUT_LOOKUP_PRCCESS (M
LAYER2_| NPUT_GOTO_QOUTPUT_FEATURE (M
Protocol 9 - layer2_output

FI' A handl e - CP: 0x108d9658 DP: 0x80714080
LAYER2_QUTPUT_SERVI CEW RE (M
LAYER2_QUTPUT_DROP_PCLI CY (M
PACTRAC_QUTPUT_STATS
MARMOT _SPA D TRANSM T_PKT

DEF_| F_DROP_FIA (M

Protocol 14 - ess_ac_i nput

FI' A handl e - CP: 0x108d9ba0 DP: 0x8070cb80
PPPCE_CET_SESSI ON

ESS_ENTER_SW TCHI NG
PPPCE_HANDLE_UNCLASSI FI ED_SESSI ON
DEF_| F_DROP_FIA (M

Q' pEth Physical Information
DPS Addr: 0x11215eb8

Submap Tabl e Addr: 0x00000000
VLAN Et hertype: 0x8100

QCS Mode: Per Link

ASR1000#



-=n

7E:CBUG_INPUT_FIAE DEBUG_COND_INPUT_PKTIE, JL—ZRIZEBREE N TVDFHM
ETFNY TREBEICHIELET,

NL—RENIENTY NOE DT

COtEIZAVTHATSILSIC, RL—REAENTY REOAE—BLTE T TEET, X
DFlE. AHDFME(172.16.10.2 ~ 172.16.20.2)ICHK2,048/N4 NONT Y h2AE—F B HFE%
RUTVWERT,

HEBEZEMIORY RERICRLET,

<#froot>
ASR1000#

debug pl at form packet-trace copy packet input size 2048



E o OE—EchaNTY oA Xk, 16 ~ 2,048/N1 NOEE T,

OAE—&EnENTY NES 2733, ROOAN RZAHDLET,

<#froot>
ASR1000#

show pl at form packet-trace packet 0

Packet: 0O CBUG ID: 14

Summary

Input : GigabitEthernet0/0/1

Output : GigabitEthernet0/0/0

State : FwWD

Timestamp
Start : 1819281992118 ns (05/17/2014 06:40:01.207240 UTO)
Stop : 1819282095121 ns (05/17/2014 06:40:01.207343 UTO)

Path Trace

Feature: IPV4



Source 1 172.16.10.2
Destination : 172.16.20.2

Protocol : 1 (ICMP)
Feature: FIA_TRACE
Entry : 0x8059dbe8 - DEBUG_COND_INPUT_PKT

Timestamp : 4458180580929
<some content excluded>

Feature: FIA_TRACE
Entry : 0x82016100 - MARMOT_SPA_D_TRANSMIT_PKT
Timestamp : 4458180593896

Packet Copy In

a4934c8e 33020023 33231379 08004500 00640160 0000ff01 5fl6acl0 020laclO
01010800 1fd40024 00000000 000184d0 d980abcd abcdabcd abcdabcd abcdabcd
abcdabcd abcdabcd abcdabcd abcdabcd abcdabced abcdabcd abcdabcd abcdabced
abcdabcd abcdabcd abcdabcd abcdabced abcd

ASR1000#

NL —ADHIBR
ROYZ7RL—AW, CiscolOSXEY 7RI ITFVI—ASMMLBETHERATEEY, ROV
NENTY REXHLTORNT Y RRL—RAZEHICT D OBEOEEHBRIROEEY T

« A72arT, BFEOROAY FI—RICH/TINT Y NORSHBEEETEET,

c ROV TARVREF VY TF¥IREHIC, JO-NLEEEEEA 2 E—T I AEMS
LTHEATERT,

« ROYTARYRFFTFrER. NTY hOFGTEELS, ROV 7EKETFZNL—A
ITREEERLET, EEL, RBEEFABLEY ., ROTFNYTATYTOFENS DY) 2R
HLEWITREHIC, YIV—F—&, FTLTF—2, BIENTYREF Y TFY IS
EBFTEERY,

ROYTEZATONTY RRL—RAZBEMCTRILEHICFEATAIANY REXZRIZRLET,

<tfroot>

debug pl at form packet-trace drop [code <code- numnp]

BEEI— RIEFEFEIDER LU T, show platform hardware gfp active statistics drop detail A< > R®
HAOCKRTRENET,

<#root>

ASR1000#



show pl atform hardware qf p active statistics drop detai

I D
Global Drop Stats Packets Octets
60
IpTt1Exceeded 3 126
8
Ipv4Aci 32 3432

kAOYZRL—RZFUF0H

172.16.10.2A'5172.16.202IChZ 7 1 ¥ %2 ROY 793 IZIE. ASRIKDGig 0/0/014 > X —7
IARICRODACLZBERALET,

access-1list 199 deny ip host 172.16.10.2 host 172.16.20.2
access-1list 199 permit ip any any
interface Gig 0/0/0

ip access-group 199 out

O—ALKRARDASUE—RKARNADRNS 74 90% ROYTITDACLEREL EIRET, &
OROYINL—AREEERALET,

<ffroot>

debug platformcondition interface Gg 0/0/1 ingress

debug platformcondition start

debug pl atform packet-trace packet 1024 fia-trace

debug pl at form packet-trace drop

172.16.10.2H 5172.16.20.2lC5DDICMPERNNT Y REZEELE T, KICTRTLDIC, EERN
L—ARKACLICE > TREENZDCNSONTYREFYTFYLET,

<tfroot>



ASR1000#

show pl at form packet-trace statistics

Packets Summary

Matched 5
Traced 5

Packets Received

Ingress 5
Inject O

Packets Processed

Forward O
Punt 0

Dr op 5

Count Code

5 8

Consume 0

ASR1000#

show pl at f orm packet-trace sumary

Cause

| pv4Ac

Pkt Input Output State Reason

0 Gio/0/1 Gi0/0/0 DROP 8 (Ipv4AcT)
1 Gio/0/1 Gi0/0/0 DROP 8 (Ipv4AcT)
2 Gio/0/1 Gi0/0/0 DROP 8 (Ipv4AcT)
3 Gio/0/1 Gi0/0/0 DROP 8 (Ipv4AcT)
4 Gio/0/1 Gi0/0/0 DROP 8 (Ipv4AcT)
ASRI1K#
debug pl atform condition stop

ASRI1K#
show pl at form packet-trace packet 0

Packet: 0 CBUG ID: 140

Summary

Input : GigabitEthernet0/0/1

Output : GigabitEthernet0/0/0
State . DROP 8 (1 pvdAcl)

Timestamp

Start : 1819281992118 ns (05/17/2014 06:42:01.207240 UTO)
Stop : 1819282095121 ns (05/17/2014 06:42:01.207343 UTC)
Path Trace

Feature: IPV4

Source 1 172.16.10.2

Destination : 172.16.20.2

Protocol 1 (ICMP)



Feature: FIA_TRACE

Entry : 0x806c7eac - DEBUG_COND_INPUT_PKT

Lapsed time: 1031 ns

Feature: FIA_TRACE

Entry : 0x82011c00 - IPV4_INPUT_DST_LOOKUP_CONSUME
Lapsed time: 657 ns

Feature: FIA_TRACE

Entry : 0x806a2698 - IPV4_INPUT_ACL

Lapsed time: 2773 ns

Feature: FIA_TRACE

Entry : 0x82000170 - IPV4_INPUT_FOR_US_MARTIAN
Lapsed time: 1013 ns

Feature: FIA_TRACE

Entry : 0x82004500 - IPV4_OUTPUT_LOOKUP_PROCESS
Lapsed time: 2951 ns

Feature: FIA_TRACE

Entry : 0x8041771c - IPV4_INPUT_IPOPTIONS_PROCESS
Lapsed time: 373 ns

Feature: FIA_TRACE

Entry : 0x82013400 - MPLS_INPUT_GOTO_OUTPUT_FEATURE
Lapsed time: 2097 ns

Feature: FIA_TRACE

Entry : 0x803c60b8 - IPV4_MC_OUTPUT_VFR_REFRAG
Lapsed time: 373 ns

Feature: FIA_TRACE

Entry : 0x806db148 - OUTPUT_DROP

Lapsed time: 1297 ns

Feature: FIA_TRACE

Entry : 0x806a0c98 - IPV4_OUTPUT_ACL

Lapsed time: 78382 ns

ASR1000#

NL—RADEAENT b

AT IONBRONNNTY ML —ABBER, CiscolOSXEY 7 R T 71 —A3.120
T, N (A RO=LTL—2IEN RENEFPTEEENAINT YN ) BLVA DT
ON(AMO=ILTL—=2DSFPICAVPITORNENBDNTYN)YNTYRNERNL—ARTSB
HIZEBMENEL L,



FENVRMRL—ARE, ROV RL—RERRIC, JO-NILEHEELEEA>2—7
IAAZRHEN B TERBELERT, LEL, BANL—RAZHETEIICE, ZH2E
BIDXENBYVET,

ASR1KA S B%#EE)L — R (ZpingZ 1T L 12 & E Dpunt nject packet trace & L FiDFIZRICRLET .

<#froot>

ASR1000#

debug platformcondition ipv4 172.16.10.2/32 both



ASR1000#

debug platformcondition start

ASR1000#

debug pl at form packet-trace punt

ASR1000#

debug pl at form packet-trace inject

ASR1000#

debug pl at form packet-trace packet 16

ASR1000#

ASR1000#ping 172.16.10.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.10.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 14/14/15 ms
ASR1000#

CCT, punt BRUnjecttracerDFEREZERTEE T,



<#root>

ASR1000#

show pl at f orm packet-trace sumary

Pkt I nput Qut put State Reason

0 I NJ. 2 G0/0/1 FWD

1 G 0/0/1 internal 0/0/rp:0 PUNT 11 (For-us data)
2 I NJ. 2 G0/0/1 FWD

3 G 0/0/1 internal 0/0/rp:0 PUNT 11 (For-us data)
4 I NJ. 2 G0/0/1 FWD

5 G 0/0/1 internal 0/0/rp:0 PUNT 11 (For-us data)
6 I NJ. 2 G0/0/1 FWD

7 G 0/0/1 internal 0/0/rp:0 PUNT 11 (For-us data)
8 INJ. 2 G0/0/1 FWD

9 G 0/0/1 internal 0/0/rp:0 PUNT 11 (For-us data)
ASR1000#

show pl at form packet-trace packet 0

Packet: O CBUG I D: 120
Summary
| nput D INJ. 2
Cut put : G gabitEthernet0/0/1
State . FWD
Ti mest anmp
Start : 115612780360228 ns (05/29/2014 15:02:55.467987 UTC)
St op : 115612780380931 ns (05/29/2014 15:02:55. 468008 UTC)
Path Trace
Feature: |PV4
Sour ce » 172.16.10. 1

Destination : 172.16.10.2
Pr ot ocol 1 (1 aw)



ASR1000#
ASR1000#

show pl at f orm packet-trace packet 1

Packet: 1 CBUG ID: 121

Sunmmary

I nput : G gabitEthernet0/0/1

Cut put : internal 0/0/rp:0
State : PUNT 11 (For-us data)

Ti mest anmp

Start : 115612781060418 ns (05/29/2014 15:02: 55. 468687 UTC)
St op : 115612781120041 ns (05/29/2014 15:02:55. 468747 UTC)
Path Trace

Feature: |PV4

Sour ce : 172.16.10.2

Destination : 172.16.10.1

Pr ot ocol o1 (1 CQwP)

IOSdELFTSD N b4 VP22 P bV —RBEEVUDFR vy F 2 TICLB3 5T v b b L —RDIER (17.3.10 4 )

NTY NNL—ABEEIEE S ICHBRE N, Cisco IOSXED J—R17.3.1TIOSAE kB DBINOST A A ZRETE LI EEE T
BNTYNIHLT, BMORNL—ABRERHBLET,

Iosdkay 7 b L—2R

COMBEIRICKY) . N7 Y NRL—ANIOSAIZILRE N, 10SIRFTO/NT Y N RO Y 7 (@& iEshow ip trafficd H h THE &
h2)_EI2ERERBTEDLSICHEVELL, IOSHRAY T RL—AZBMNC TR LEHICENORERSLEHYEE A, X
2. FEBFIVIOHAIS—HFERTIOMMIZ&K 2T RAY 7ENizUDPNT Y hOBIZERLET,



<#root>

Router#debug platform condition ipv4 10.118.74.53/32 both
Router#debug platform condition start

Router#debug platform packet-trace packet 200

Packet count rounded up from 200 to 256

Router#
Router#show plat pack pa 0
Packet: 0 CBUG ID: 674
Summary
Input : GigabitEthernetl
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start : 17756544435656 ns (06/29/2020 18:19:17.326313 UTO)
Stop 1 17756544469451 ns (06/29/2020 18:19:17.326346 UTC)
Path Trace
Feature: IPV4(Input)
Input : GigabitEthernetl
Output : <unknown>
Source : 10.118.74.53
Destination : 172.18.124.38
Protocol : 17 (ubP)
SrcPort 1 2640
DstPort : 500

I0Sd Path Flow: Packet: 0 CBUG ID: 674
Feature: INFRA
Pkt Direction: 1IN
Packet Rcvd From DATAPLANE

Feature: IP
Pkt Direction: 1IN
Packet Enqueued in IP layer

Source : 10.118.74.53
Destination : 172.18.124.38
Interface : GigabitEthernetl

Feature: IP
Pkt Direction: IN
FORWARDED To transport layer

Source : 10.118.74.53
Destination 1 172.18.124.38
Interface : GigabitEthernetl

Feature: UDP
Pkt Direction: IN

DROPPED
UDP: Checksum error: dropping

Source : 10.118.74.53(2640)



Destination : 172.18.124.38(500)

IOSd B s 2 b L—2R

NTYy NNL—ANHRE A, NARL—REF7ORNINRBEBIRRENET, Chik, NTY RI0Sdh s RESh, XV
RO—VICAFTHIFBTEEENDEHTT, IOSAHAINARNL—ABBEF Y 7 F Y I2LHICEMORERFIHXEH ) FE
Ao W—BZNS5HEIENBSSHNTY NOBANARL—AOHIZERICRLET,

<#root>

Router#show platform packet-trace packet 2
Packet: 2 CBUG ID: 2

1 OSd Pat h Fl ow

Feature: TCP
Pkt Direction: OUTtcpO: O SYNRCVD 172.18.124.38:22 172.18.124.55:52774 seq 3052140910 OPTS 4 ACK 2346

Feature: TCP
Pkt Direction: OUT

FORWARDED
TCP: Connection is in SYNRCVD state
ACK 1 2346709419
SEQ : 3052140910
Source 1 172.18.124.38(22)

Destination : 172.18.124.55(52774)
Feature: IP
Pkt Direction: OUTRoute out the generated packet.srcaddr: 172.18.124.38, dstaddr: 172.18.124.55

Feature: IP
Pkt Direction: OUTInject and forward successful srcaddr: 172.18.124.38, dstaddr: 172.18.124.55

Feature: TCP
Pkt Direction: OUTtcpO: O SYNRCVD 172.18.124.38:22 172.18.124.55:52774 seq 3052140910 OPTS 4 ACK 2346

Summary
Input : INJ.2
Output : GigabitEthernetl
State : FwD

Timestamp



Start : 490928006866 ns (06/29/2020 13:31:30.807879 UTC)

Stop 1 490928038567 ns (06/29/2020 13:31:30.807911 UTC)
Path Trace
Feature: IPV4(Input)
Input : internal0/0/rp:0
Output : <unknown>
Source 1 172.18.124.38
Destination : 172.18.124.55
Protocol : 6 (TCP)
SrcPort 1 22
DstPort : 52774
Feature: IPSec
Result : IPSEC_RESULT_DENY
Action : SEND_CLEAR

SA Handle : O
Peer Addr : 172.18.124.55
Local Addr: 172.18.124.38

LFTSA7 v b b L =2

LFTS(Linux Forwarding Transport Service)ik, CPPA'S/N> h&ENi=/NNT Y R ZIOSIAAD T 7 U r—2 a2 IlERX T2 M52 AR
—RNXHAZAXALTT, LFTSNTY NRL—RAOBEEHRICK Y, NARNL—AOHBHICKRETBINT Y NO ML —REHEA B

ENhELE, LFISRL—ABERZERE I HICEMOBREIHEHVEHA NETCONFP7UT—>avIitN NEhiE/NT
Y ROLFTSML—ADOHEHBIZRICRLET,

<#root>

Router#show plat packet-trace pac 0

Packet: 0 CBUG ID: 461
Summary
Input : GigabitEthernetl
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start 1 647999618975 ns (06/30/2020 02:18:06.752776 UTC)
Stop 1 647999649168 ns (06/30/2020 02:18:06.752806 UTC)
Path Trace
Feature: IPV4(Input)
Input : GigabitEthernetl
Output : <unknown>
Source : 10.118.74.53
Destination : 172.18.124.38
Protocol : 6 (TCP)
SrcPort : 65365
DstPort : 830

LFTS Path Flow. Packet: O CBUG | D: 461



Feature: LFTS

Pkt Direction: IN
Punt Cause : 11
subCause : 0

A—YERIANVNRLEICAT Yy PPV —RARE—2U2 9 F U5 (ASRI0007 7y b 74 —LDS)

CiscoIOSXEU ) —A17.3.1Tld, I—HYEEXT7 1IN RXUDRAA V7 TZARTZOF Y ICESIKNTY NOEBED 71 —ILRERE
FTRIHLWNTY RV FUIANZALEASRICORBRT7 7 I UICEBMENELE, ChiZ&kY), BEOLALILINY X —iEiE
CEFENBVT A=) RICESLKEFHEBNT Y NIYFUINTREICEYET, XOFIE, LASBT7ORNINLAYRE—HL5D
2681 NDFAT Y MDA SHEBZ2NA MDI—HYER/NZ—20x4D2E —HTHUDFEEEZRLTVET,

udf grekey header outer 13 26 2
ip access-1ist extended match-grekey
10 permit ip any any udf grekey 0x4D2 OxFFFF
debug plat condition ipv4 access-Tist match-grekey both

debug plat condition start
debug plat packet-trace pack 100

Nyy b br—xXDfH

SOt arvTR, NTYRRL—ABENRZ TN 1—F 1T ICRIAIBIZEVS DPBNALET,

Ny b bL—XDHF: NAT

COBITE, AVE—TIAAORERRY NT—0F RLAZH|NAT)IE. O—HILHY 7T XY N(172.16.10.0/24)D
ASRIK(GigO/O/O)DWANA > 2 —T I 4 ATHREENET,

Gigo/0/0f > 8 —7 T 4 ATEMNAT)E N 3172.16.10.2A 5172.16.202AD RS 74 Y 9B NL—RT B EHILERAE D, 7
SYRNTA—LAFZFHENTY RNL—ADREZXRICRLET,

debug platform condition interface Gig 0/0/1 ingress
debug platform condition start



debug platform packet-trace packet 1024 fia-trace

5DDICMPNNT Y KAV R —T T A AY—ANATREZFERAL T172.16.10.20 5172.16.20.2IC x5 hEBE. NTY N R L
—ADERIEIAXDELSIZBRYET,

<#root>

ASR1000#

show pl at f orm packet-trace sumary

Pkt Input Output State Reason
0 Gi0/0/1 Gi0/0/0 FWD
1 Gi0/0/1 Gi0/0/0 FWD
2 Gi0/0/1 Gi0/0/0 FWD
3 Gi0/0/1 Gi0/0/0 FWD
4 Gi0/0/1 Gi0/0/0 FWD
ASR1000#

show pl at form packet-trace statistics

Packets Summary
Matched 5
Traced 5
Packets Received
Ingress 5
Inject O
Packets Processed
Forward 5

Punt 0

Drop 0
Consume 0

ASR1000#

show pl at f orm packet-trace packet 0



Packet: 0O CBUG ID: 146

Summary

Input : GigabitEthernet0/0/1

Output : GigabitEthernet0/0/0

State : FwWD

Timestamp

Start : 3010217805313 ns (05/17/2014 07:01:52.227836 UTO)
Stop : 3010217892847 ns (05/17/2014 07:01:52.227923 UTO)
Path Trace

Feature: IPV4

Source : 172.16.10.2

Destination : 172.16.20.2

Protocol 1 (ICMP)

Feature: FIA_TRACE

Entry : Ox806c7eac - DEBUG_COND_INPUT_PKT

Lapsed time: 1031 ns

Feature: FIA_TRACE

Entry : 0x82011c00 - IPV4_INPUT_DST_LOOKUP_CONSUME
Lapsed time: 462 ns

Feature: FIA_TRACE

Entry : 0x82000170 - IPV4_INPUT_FOR_US_MARTIAN
Lapsed time: 355 ns

Feature: FIA_TRACE

Entry : 0x803c6af4 - IPVA_INPUT_VFR

Lapsed time: 266 ns

Feature: FIA_TRACE

Entry : 0x82004500 - IPV4_OUTPUT_LOOKUP_PROCESS
Lapsed time: 942 ns

Feature: FIA_TRACE

Entry : 0x8041771c - IPV4_INPUT_IPOPTIONS_PROCESS
Lapsed time: 88 ns

Feature: FIA_TRACE

Entry : 0x82013400 - MPLS_INPUT_GOTO_OUTPUT_FEATURE
Lapsed time: 568 ns

Feature: FIA_TRACE

Entry : 0x803c6900 - IPV4_OUTPUT_VFR

Lapsed time: 266 ns

Feat ure: NAT

Direction : INto QUT

Action . Transl ate Source
O d Address : 172.16.10.2 00028
New Address : 192.168.10.1 00002

Feature: FIA_TRACE

Entry 1 0x8031c248 - IPVA_NAT_OUTPUT_FIA

Lapsed time: 55697 ns

Feature: FIA_TRACE

Entry : 0x801424f8 - IPV4A_OUTPUT_THREAT_DEFENSE
Lapsed time: 693 ns



Feature: FIA_TRACE
Entry : 0x803c60b8
Lapsed time: 88 ns
Feature: FIA_TRACE
Entry : 0x82014900
Lapsed time: 444 ns
Feature: FIA_TRACE
Entry : 0x82000080
Lapsed time: 88 ns
Feature: FIA_TRACE
Entry : 0x8200e600
Lapsed time: 1457 ns
Feature: FIA_TRACE

IPV4_MC_OUTPUT_VFR_REFRAG

IPV6_INPUT_L2_REWRITE

IPV4_OUTPUT_FRAG

IPV4_OUTPUT_DROP_POLICY

Entry : 0x82017980 - MARMOT_SPA_D_TRANSMIT_PKT
Lapsed time: 7431 ns
ASR1000#

Ny b bb—204 : VPN

ZOFITIE., ASRIKECisco IOSIL—Z DB TH A REVPNR ORI ZFEHAL T, 172.16.10.0/24 (O—HLB LTV E—~OH T
ZYN) &172.16.20.024 (A—ALBLTUE—ROHBTZY N ) OBERNBIRNZ 71 v U ERELET,

Gig0/0/14 > 8 —7 T AT172.16.10.24 5172.16. 202 ARNBVPNRN ST 1 Y U ERL—RAF B -HICERE D, 75V b
TA—LRHBEENTY RRL—ADREZRICRLETS,

debug platform condition interface Gig 0/0/1 ingress
debug platform condition start
debug platform packet-trace packet 1024 fia-trace

5D MICMP/NT Y KRH172.16.10.28' 5172.16.20.2I- 3 E& ., ZDOHITIFASRIKECisco IOSIL—RBOVPNRN > ZI)LIC & > THE
FEhTVET, NMTYRRL—RAOHARKROESY TT,



EFNTYRMRL=—ATR, NTY MOBSLIZERE NS ML — AR DOQFP Security Association ( SA ; ¥ 217«
TFIYSI—2a> )N\ RINRENRET, Chik, IPScVPNORIEZRNZ TN 1—F 14U LTELVSANES
BICERAENTWDR L EMRTHIBRICKRIEET,

<#root>

ASR1000#



show pl at f orm packet-trace sumary

Pkt Input Output State Reason
0 Gi0/0/1 Gio/0/0 FwD

1 Gi0/0/1 Gio/0/0 FwD

2 Gi0/0/1 Gi0o/0/0 FwD

3 Gi0/0/1 Gi0o/0/0 FwD

4 Gi0/0/1 Gi0o/0/0 FwD

ASR1000#

show pl at f orm packet-trace packet O

Packet: 0 CBUG ID: 211

Summary

Input : GigabitEthernet0/0/1

Output : GigabitEthernet0/0/0

State : FwD

Timestamp

Start : 4636921551459 ns (05/17/2014 07:28:59.211375 UTCO)
Stop : 4636921668739 ns (05/17/2014 07:28:59.211493 UTO)
Path Trace

Feature: IPV4

Source : 172.16.10.2

Destination : 172.16.20.2

Protocol 1 (ICMP)

Feature: FIA_TRACE

Entry : 0x806c7eac - DEBUG_COND_INPUT_PKT

Lapsed time: 622 ns

Feature: FIA_TRACE

Entry : 0x82011c00 - IPV4_INPUT_DST_LOOKUP_CONSUME
Lapsed time: 462 ns

Feature: FIA_TRACE

Entry : 0x82000170 - IPV4_INPUT_FOR_US_MARTIAN
Lapsed time: 320 ns

Feature: FIA_TRACE

Entry : 0x82004500 - IPV4_OUTPUT_LOOKUP_PROCESS
Lapsed time: 1102 ns

Feature: FIA_TRACE

Entry : 0x8041771c - IPV4A_INPUT_IPOPTIONS_PROCESS
Lapsed time: 88 ns

Feature: FIA_TRACE

Entry : 0x82013400 - MPLS_INPUT_GOTO_OUTPUT_FEATURE
Lapsed time: 586 ns

Feature: FIA_TRACE

Entry : 0x803¢c6900 - IPV4_OUTPUT_VFR

Lapsed time: 266 ns

Feature: FIA_TRACE

Entry : 0x80757914 - MC_OUTPUT_GEN_RECYCLE

Lapsed time: 195 ns

Feature: FIA_TRACE



Entry : 0x803c60b8
Lapsed time: 88 ns

Feature: |PSec

- IPV4_MC_OUTPUT_VFR_REFRAG

Resul t : | PSEC_RESULT_SA

Action . ENCRYPT
SA Handle : 6

Peer Addr : 192.168.20.1
Local Addr: 192.168.10.1

Feature: FIA_TRACE
Entry : 0x8043caec
Lapsed time: 9528 ns
Feature: FIA_TRACE
Entry : 0x8043915c
Lapsed time: 355 ns
Feature: FIA_TRACE
Entry : 0x8043b45c
Lapsed time: 657 ns
Feature: FIA_TRACE
Entry : 0x8043ae28
Lapsed time: 888 ns
Feature: FIA_TRACE
Entry : 0x80436f10
Lapsed time: 2186 ns
Feature: FIA_TRACE
Entry : 0x8043b45c
Lapsed time: 675 ns
Feature: FIA_TRACE
Entry : 0x82014900
Lapsed time: 1902 ns
Feature: FIA_TRACE
Entry : 0x82000080
Lapsed time: 71 ns
Feature: FIA_TRACE
Entry : 0x8200e600
Lapsed time: 1582 ns
Feature: FIA_TRACE
Entry : 0x82017980
Lapsed time: 3964 ns
ASR1000#

- IPV4_OUTPUT_IPSEC_CLASSIFY

- IPV4_OUTPUT_IPSEC_DOUBLE_ACL

- IPV4_IPSEC_FEATURE_RETURN

- IPV4_OUTPUT_IPSEC_RERUN_JUMP

- IPV4_OUTPUT_IPSEC_POST_PROCESS

- IPV4_IPSEC_FEATURE_RETURN

- IPV6_INPUT_L2_REWRITE

- IPV4_OUTPUT_FRAG

- IPV4_OUTPUT_DROP_POLICY

- MARMOT_SPA_D_TRANSMIT_PKT

NTYRRNL—ANY 77 EQFPDRAMZHE TR -0, RELCKABBXEVBEHEATREXATVERIERELTSEZL,



NTA—=XAANDELERF, BB 2TVWBINTY RNL—AAT 23 VICK2TEABYET, NTY MRL—RRK, I—H%
EORBEII—HITBINTYRRE, RL—RENENTYNOEENTA—XVAICOAFELET, NTYRNML—REREL
TFVYTFrIREHRAFMIREETNZEE, VY—ANOEENKRESZYET,

ORNZTINZ1—F42JEREIC. RE77O0-F2HRKAL, FNYITRRICEI>TRIAT NI BELCOHK, LVUFEMBENL
—AFTAVEBNITIONRETT,

QFPDRAMMEAEIR., ROXTHETEET,

BEEXAE = (FHA N~y F)+17 9 b (H 2V — YA X+ NRAT—4 94 X+aE-H (1 X)




o BEHIERO A —/N—Ay FF2KBIC, ¥2 Y —H A X(F128BICEAEENTVWETH, "2F—49 4 X&aK—
A4 A I—YHIRETEET,

BEE B

e CiscoASRI000Y Y — A7 UHF =23 )—AN—RYITbrD2F7AYTaFalb=a HA RNy y b bL—R

e CiscoASR1000V Y —AH—ERIL—4ATONXTry b oy T

e Y2ADTF o HhNMHKR—bEFEYBR—FR



https://www.cisco.com/c/en/us/td/docs/routers/asr1000/configuration/guide/chassis/asrswcfg/Packet_Trace.html
https://www.cisco.com/c/en/us/td/docs/routers/asr1000/configuration/guide/chassis/asrswcfg/Packet_Trace.html
https://www.cisco.com/c/en/us/td/docs/routers/asr1000/configuration/guide/chassis/asrswcfg/Packet_Trace.html
https://www.cisco.com/c/en/us/support/docs/routers/asr-1000-series-aggregation-services-routers/110531-asr-packet-drop.html?referring_site=smartnavRD?referring_site=smartnavRD
https://www.cisco.com/c/en/us/support/docs/routers/asr-1000-series-aggregation-services-routers/110531-asr-packet-drop.html?referring_site=smartnavRD?referring_site=smartnavRD
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