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Select Directory Groups
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Retrieve Groups... 22 Groups Retrieved
) Name a  Group SID Group Type
[ securitydemo netUsersiCloneable Domain Controllers  S-1-5-21-4256060796-2224852120-3583718073-522  GLOBAL
secuntydemo netUsers/Contractors. 8-1-5-21-4256060796-2224852120-3583718073-2615  GLOBAL
) securitydemo netUsersDev $-1-5-21-4256060796-2224852120-3583718073-2622  GLOBAL
u} net oy 8-1-5-21-4256060796-2224852120-3583718073-1103  GLOBAL
2 securiydemo netUsersiDoctors 8-1-5-21-4256060796-2224852120-3583718073-2620  GLOBAL
Admins 81521 18073-512  GLOBAL
81-521 20-3583718073-515  GLOBAL
81-5-21 3583718073-516  GLOBAL
(5] £1-521 20-3583718073-514  GLOBAL
securitydemo netUsers/Domain Users $-1-5-21-4256060796-2224852120-3583718073-513  GLOBAL
secuntydemo netUsersEmployees 8-1-5-21-4256060796-2224852120-3583718073-1154  GLOBAL
(4 secunitydemo netUsersiFaculty 8-1-5-21-4256060796-2224852120-3583718073-2619  OLOBAL
[ securitydemo nettUsersiGroup Polkcy Creator Owners §-1-5-21-4256060796-2224852120-3583718073-520  GLOBAL
secuntydemo netUsers/HR $-1-5-21-4256060796-2224852120-3583718073-2617  OLOBAL
securitydemo netUsersMurses 8-1-5-21-4256060796-2224852120-3583718073-2621  GLOBAL
secuntydemo netUsers/PCl 8-1-5-21-4256060796-2224852120-3583718073-2629  GLOBAL
securitydemno netUsersiProd 8-1-5-21-4256060796-2224852120-3583718073-2624  GLOBAL
81521 3583718073-525  OLOBAL
secuntydemo netUsers/OA 8-1-5-21-4256060796-2224852120-3583718073-2623  OLOBAL
O nett §-1-5-21-4256060796-2224852120-3583718073-521 GLOBAL
) secuntydemo netUsersiSales 8-1-5-21-4256060796-2224852120-3583718073-2616  GLOBAL
4 securitydemo netUsersiStudents 8-1-5-21-4256060796-2224852120-3583718073-2618  GLOBAL
? Cancel

X 12.

TIN—=TZ&74L 7 ~UHSER

9. RIC, BERWHFOSMARA Y MTEBMTSR Ay O—Z%EELEY, [7ONM5—
(Providers) ] -> [Active Directory] ICT8IL T, 1ER LSRR A v b &iRELE T,

» Home Live M~ Providers

Active Directory = Agents APl Providers SPAN  Syslog Providers  Mapping Filters

Active Directory
JEdt o= add  XMDelete  JjONodeView  ggAdvanced Tools v  Scope Mode

[] Join Point Name Active Directory Domain
AD-Sec-Demo securitydemo.net

= 13.
AD SI/RA ¥ b DiRE

10. AD &1I/R1 > b TDC Z@&MULi=S. [FO/XA 45— (Providers) ]-> [TV RKRA v T7O-7T
(Endpoint Probes) ] DIEISERLET., TV RR4 > bM7O-T#EEZ. AD SHIIEICEENICER
ISR, IRTODA—HYEyIYa v TABBCEICRTINET, I—YLEEO71 YL TVWSD,
FRA-—TFDOMAC PRLRAEOS N—=VgVhHEREINET, COMEZFERTZICIE. TVRKRTY
FTHR—b 445 BB TZVENHDET, FMC H TR SA4/NE. I—DELETIVT4TTH
Zh. FEEFULTWSHADENEZITRZZENTEET,

onnector » Home Live Session MZCEOEIEE Subscribers  » Ce

Active Directory  Agents APl Providers SPAN  Syslog Providers  Mapping Filters ~ Endpoint Probes

Endpoint Probes

Endpoint probes check if leamed logged-in users are still present on their respective endpoints we senvice
Is enabled by default

@ Enabled

Disabled

reset (D)

= 14.
IVRRAvbTO-T
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M. NNy 7IDD/REEERLET., [[EFEEAR (History interval) | Z9 B TANTZE, Xy T ID
H—EXHNOY 1 VigHheBEGARSEEEREIAEESNET., —A. [1—TtEyviavoI—-—IJYv
%4 A (User session aging time) | #1EE€3%¢L. TVRRA VYN TO-T TRy Y avhHiiiah
BRWSHIC, - Dy Y aveEiiEs oRMIEEINE T,

r ~ Providers

Active Directory  Agents  APIProviders SPAN  Syslog Providers  Mapping Filters  Endpoint Prol

Connec! tion Whitelisted Domains PassivelD Groups Advanced Settings
e
I3~ PassivelD Settings

* History interval | 10 | minutes (1-99)

* User session aging time | 24 | hours (1-24)

O Use NTLMv! protocol
@® Use NTLMv2 protocol

Note: Changes apply only for new connections:

& 15.
Iy o7 1D DFRE

12.I1SE & AD D& 2 FRIRT 2= DFIEEMICE VN D2AHDETH, FRTZ7O0—TD¥ 1 7P AD
RAA>oOTA VARV EDY —RICL>TERDEYT, I5LEATVavIiCoWTIE, BIETHRA
bia_o

AD & B/ RY NEREDRTE

Windows Event Forwarding (WEF) (&, I§EL/OL I Y TUE—RNY—ZANSARY N EZZEFELTRET S
ENTEZHFED Windows Y—EZXTY, 1RV NOEHEA VI TY MRISOEBERERTIAN, Y2101 —
AT—RATlE. MBE ADRIEICEVWTA—FEIP7RLADY Y EVJIBHRE AT —Z7IVIBRAETRET 5L
T, ARV MNOERENFICERELRREZRLZLUET, 1RXVNRATIE, AXYNILYYTHS 1 DU LEDY—
DY TRV T auyIR—Iv EUTHET ZRENHBDET, el Y—NITEEBIT R/ RV NFTRIUT
VavERETSEREEBEICHEIZHLENHDET., 1RV NI WinRM BHTEEFEShS7/8), OJEEY
Jho 7 EEBMTBNEFH D EFFA, WEF [ Windows FI)IL—7 RUY— AT xzo b (GPO) ZFERALT
EICHETEET, SHBICDULTIE. https://blogs.technet.microsoft.com/jepayne/2015/11/23/monitoring-
what-matters-windows-event-forwarding-for-everyone-even-if-you-already-have-a-siem/ #£8B L T< 72

=Y AN

ISE-PIC & AD D&

CDIETIZL. ISE/PIC & FMC ##i& 9 DRICAIgEIR AD EAA TV a VICDWTEHALET., ADA VT T AT
VFvDUHAXEFEARTZ7O-—TD747ICHUT. UFICRIAEEFEATEZY, B, FRIS70-7
X, BEEOFMHCL> TBIRENET,
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%= 5. ISE-AD EAHR—F IRV YT R
HAF ISE 2.4 [C#&& & |ISE 2.4 ([ h | WMI (5D I—Yzvhk
hi= wMmi I—vzzvh (SBBDOYU—2R

THEEFE)

DC D ERZER v v v v

A~y % DC [CEXL T, DC TER v v v v

ARV % DCICEREL T, Av/\—=H—/C  N/A v N/A v

TER

ARY NEAYN—B—NICEELT, AV - - v v

IN—H— /)N TER

'CSCvj41029 D f=&, ISE/PIC /\—/ 3 2.3p5, 2.4p3 #HFALET,
WMIZ70—7& ULTHEA : WMI 24 L T DC = EiEZES

ERY—N\

ISE-PIC
24

\_ AD3 )

X 16.
DC OEZER

ISE [ WMI ZNLTDC EEIEEEL. DCOEFAVFAARYMIEFLET., COEHEARITISE 1.3 TEA
Eh. ADAIYI7SARNSIFvDEDC TWMI 2RETDZDENHDE UM, ISE 2.1 BIE. WMI OREILIEE
[CEEICHEDFELIE. WMI OBREFIBIZXDESD TT,

1. TISE-PIC @ Active Directory R XA VY ADEIN] DATY 7 7 TEBLT- AD SHI/RA v h&iREL
F9., [/\y 27 ID (passive ID) | # 7IC#& L. [DC MEM (AddDCs) 122V v LEY, DC %
BIRLT. [OK]ZV Vv I LET,
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Add Domain Controllers

1 Selected
Domain DC Host Site
securitydemo net AD10.securitydemo net Site50

£4 securitydemo net AD11.securitydemo.net Site60
securitydemo.net AD12 securitydemo.net Site60
securitydemo.net AD2 securitydemo.net Site10
securitydemo net ad3 securitydemo.net Site20
secuntydemo net ad4 secuntyderno net Site20
securitydemo.net ADS securitydemo.net Site30
securitydemo.net ADB securitydemo.net Site30
secuntydemo.net AD7 securitydemo net Sited0
securitydemo net ADS8 securitydemo net Sited0
securitydemo.net ADY securitydemo.net Site50
securitydemo.net de1.securitydemo net Site10
N »
{ cancel J

®17.
RAA YOy O—ZDEM

2. WERDC Z#EBINT S &, [PassivelDR XA« >~ hO—3 (PassivelD Domain Controllers) 1 J X k
AICKREINET., BMLADC ZFRL T, [WMI DFRE (ConfigWMI) 120Uy o ULET,

AwaDeactory  Agenis  APIProdders SPAN  Syslog Providers  Mspping Filers  EndpointProbes
Comnecson  WhteksledOomains __ PassweD_  Omups  Adwnted Sesogs

PassivelD Domain Controllers

18elected RowsPage | v [ n 0o 1Tckal Rows
TR @ K: BTain  ASSOCS  UseBnstogApent  ConsgVAL  AddAGHRL
% Domain DC Host Ste 1P Adgress Monior Using

@ securpsmone ADYY $custydema n Seb0. 108011 e

X 18.
WMI DERE

3. [WMI ®3&FE® (Config WMl in process) ] EWS XAy E—IMNRRENET,

.";Z- Config WML in process...

Configuration of WMI has begun and will take some time.
Status will be shown on completion. Run in background?

X 19.
WMI EREFRD Ay z—

© 2020 Cisco and/or its affiliates. All rights reserved. 16/38 R—



CDRATFYTTIE. NI TSSOV RTRODTZ IV avhARITENET,

a) ISE TERAZEN2 WM 2547 D ID (76A64158-CB41-11D1-8B02-00600806D9B) % DC L
JZRMUD 2 DDIEFT (HKEY_CLASSES_ROOT\CLSID\ & & U
HKLM\Software\Classes\Wow6432Node\CLSID\) (CEEMMLET. chickh. WMI FHEEa Y R—
XYNATIU M EFIL (DCOM) ICL>TEMBRTZ TV r—a v ELTREEINET,

b) Windows 7H 7Y ~C DCOM %{EHT 57-HDERZHZELET,

c) [AY v RKDEIT (Execute Methods) | KUV [V E—MDEMIL (Remote Enable) [ #EREZHMICL
T. WMl ZJE—FTHERATSERZRELXT.

d) A—HaA Ry AT Y—F— ELUHECOM A—HJ)L—FIEMULT. Windows 7 ATV kI
tF21VTA ARV NOTDOHRBPBMD 7 L REZNELET,

e) Windows 774 7V 4 —)LDiXET. ISE L DBEZHFAILET,
4. BETOCVANTT TS E, BIIAYE—IHIRRENET,

Successfully configured 1/1 DC

[N

X 20.
WMI SREMIND Ay £—

5. COBAT. ISE/PIC D[54 7t y3> (Live Sessions) | BEEICIEEL T, ZFL TS AD KX
AoOOFA VARV NERRTEZET,

¥ Hor Live Sessions EENSGHGED

Refresh
< Refresh B ExportTo~
Action Endpoint 1D Identity P Address User Domain Name User NetBIOS Provider AD User Resolved Identities AD User Resolved DNS
x dpoint IL ntity | IPAddre v v AD UserR d Identitie od DI
Show Actions  10.100.1.12 nurset 10.100.1.12 securitydemo.net WMl 1 net Cl CN=Users,DC: DC=net
Show Actions  10.60.1.4 Administrator 106014 securitydemno.net SECURITYDEMO Agent WMl net C N=Users, DC: DC=nat
ISE 24707
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70O0—7& LT WMI %24 : Windows Event Collector (WEC) & L TE{THhd) DC £E#8

OddDC
A A
‘ ) Odds\

AD9 AD11 EH

A

& = =
AD11 A o

AD1 ADS5

ISE-PIC / J— \
24 A XY =
= ) L)
Lo

AD4  AD2

\ )
ol PBa)

AD10 ADS8

—

—
=
Lo

AD6

X 22.
A~RY K% DC ([CERIZL T, DC TEH

CDIVFVATIH, IRTORAAYOOATAVARY NTERB SO H. WEC EULTIEEELIER XSOy
FO—ZICERESINET., COAETIZISE/PIC /IN—U a3V 22 PBENIVETYT, ADAYITTANSIFYHRDT
NTHDDC TWMI ZRELLBLTH, BERZHRTEET. WMI DFREFIEIIXDESED T,

1. FFRYIC. BIRLE=DC % WEC EULTHRELET,

a) DC TEHEIOVYRZ7OY7h%HEZ. Windows Event Collector 1—7F 1 ') 571 %{EFR L T WEC
H—EXEZBYHICLET, AMICT DDA KiF Twecutilgcl T3, 7OV T MARRE N
5. [IYes] EAHULZET,

b) H—NDYE—MEEEZFAL T, Windows 7 74 7 I A — )L THELR— b, 2 < ICIE. WIinRM
1—-F4 VT4 2FRALEY, BBOYYR7OYZ7RT, Twinrmqgel EADLES, TO1—
F4 YT 41F WinRM U ZF—DIERREFIC, H—ERICTHT BT ILNRILASRERADOY—EXTY VIR
WEABERLET,

il Administrator: CAWindows\System32\cmd exe

¥ 23.
WinRM DERE
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c) [ARYbEa1—7 (EventViewer) JICBELET., ERIORA VT, [HWTRIV TV 3y
(Subscriptions) 12H/2Uv o L. [ 7RI U723 >DfERK (Create Subscription) | Z3&iR L
9,

Event Viewer (Local)
b [ Custom Views

Actions

b L& Windows Logs Status  Type Source Co... Destinat)
» B Applicniong and Services Lo i Open Saved Log...
EXSuars W Create Custom View...
Open Saved Log... Y
Create Custom View... Import Custom View...
Import Custom View... Create Subscription...
ipti View »
» G Refresh
H Hep »
»

Adds an event subscription.

24.
Windows Y7 29U 7Y 3 v DIER

d) H$7RIU7vavgzANULES., [OU%5E5%E (Destinationlog) 1 T77Uor—v 3y
(Application) | F7zl& T XF A (System) 1 ICERET Z2MNELHDFEFT, COBITIE. HTRY
D7oaviaA47ERERIAVEL—7IE [FAREIh/EExTIYEa1—% (Source computer
initiated) ] ICRR>TWET, [AVE21—7TIL—TDi&EIR (Select Computer Groups) | &7 Vv ¥
LT, AVEa2—97I—TF3E%42DDC zEMLET, [OK|Zo Vv I ULET,

Subscription name: |Even DC Logins ]
Description: ~
Destination log: [Application v
Subscription type and source computers
v sted
i f [ ‘

® Source computer initiated l Select Computer Groups... I

Source computers in the selected groups must be configured through policy or

local config: to this P and receive the subscription.
Events to collect: | Selectbvents.. -
Configure advanced settings: | Advanced.. |

(o ][ cmen ]

B 25.
Y72V Toay F7O/NFT«
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Select the certification authonties to be used to authenti
Issued To Issued By Expiration Date  Fri

26.
DC =Y TR T3 vIEM

e) KIS, [IRY NDIEIR (SelectEvents) 127Uy LT, IRTDARYNLARNIILZHERLET,
[OJEGL (Bylog) |07 4Ly &2 )T 4 (Security) JICZEELZXY., EAFRIICIE 4624,
4768, 4769, BL U 4770 DA XY N ID T7Z4IIWF VI TEZT, [OK] 27UV I LET,

Logged: [Any time v

Event level: (] Critical [_] Waming (] Verbose

[ Emor [V Information
@ Bylog Eventlogs:  [Security =
O Bysource  Event sources: | =

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
exclude critena, type a minus sign first. For example 1.3,5-99,-76

[ <Al Event IDs> |
Task:ﬂegoty:l [+
Keywords: I El
User: [<All Users> ]
Computer(s):  [<All Comp |

[ ok [ concel |

K& 27.
YTRoVToay o9x) 7415
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f) ®RRIC. FEREZTI/H. [FHERTE (Advanced) |27 Y v 7 LT, [EE&/ME (Minimize
Latency) | ZBEIRLETF. [OK]ZZ Uy I LTHS., £LS5—E[OK]ZJ UV I LET,

Subscription Properties - Odd DC Logins X
Subscription name: Od’d Dt Lo;r’:;ﬁ
Description:
e Advanced Subscription Settings -

Event Delivery Optimization:
Normal
Minimize Bandwidth

® Minimize Latency

Protocol: ‘VHTTP 3 vl

——
oK | | Cancel ‘

Configure advanced settings:

X 28.
YT VT3V OFMERE

g) WEC O WinRMH—EZXNDC DEFaVTAARNYMNITIVERATZSELSICTSICIE. WEC D
wevtutilgl security ODH AN SRDITZIAE—FI2MENHDET, ChiF, 1 XybhOJ V—5—
TIN—=TDH—EXTIYIINILTT, HBATICXFS (A;;0x15;NS) MEFhTLWRWNMESIF. X
DATY T THERTZHIC. AERBED)IA VF TTROXFIDERICHAMUET., ZDXFF
[C&>T. XY NT—U H—EX 7HUY N (WinRMTHER) [CHRAED 77 XENEMSh. &
FaUFqaAXRY AT HRIERENET,

& 29.
EFAVTAOJICT7IERTZIDDEF2IUTA TV Y/NILOOE—

2. GPO %##HLT. ELALWEC [CARY N EEET DL DT DC #_ELET.
a) JI—7RIVV—2A-F4UT4%i2ELT. AVE2—50UEFIVYILET, [CORASY
IC GPO Z{EpELTZ ZICY 493 % (Create a GPO in this domain, and link it here) 1] 22U w4
LEd., iz T[OK] 2o )y LET, WEC H—/NICA XY h%2E5%T % DC IARTICTD
GPO ZE|DEHTEY,
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HULEB LT GPO ZiR&EL TH S, [AvE21—% (Computer) ] -> [/RY — (Policies) ] ->
[BEFTY7L—b (Admin Templates) ] -> [Windows JY/R—% ¥k (Windows Components) ]
-> [4 XY hEgiE (Event Forwarding) | -> [¥—5'y MY TR UT Y aryIRx—IvDRE
(Configure target subscription manager) [ ICBEIL T, §—T v s TRV T3y Ix—
Vv EZBELEYT, KIC[H—/IXFRL X (Server Address) | 74 —JLKIC
[Server=http://<fqdnofsubscriptionserver>:5985/wsman/SubscriptionManager/WEC] & A7
LEY,

YTR0V T3 yRR=—IvICLBEFaVT4 ARXVYNTIOERZFALET, ATV 71D
g) CAE—ULIXFINZTE/IIEET, [OAvE21—% (Computer) ] ->[/RYU ¥ — (Policies) ]
-> [BEBF>Y7L—bk (Admin Templates) ] -> [Windows J¥Y/R—%X ¥k (Windows
Components) ] -> [41 RX¥ hO% % —E X (Event Log Service) |1 ->[tF 215+ (Security) ]1->
(A7t AD&KE (Configure log access) ] IC#&L T, AE—LU7 O:BAG:SYD {T=E4D F17F
9,

GPO (XD &LSICHRD T,

Event Forwarding

[ Evont Forwarding
Outacoctedon 872018 125455 PM B
e

O.BAG STD (A- 40005 STA- 5 BAYA.Ox1-S-1 522 STIHA DI NS)

& 30.
GPO OHE

e)

3. ISE/PICTI&. WEC TWMI ZREIT 2DLEHLH D XTI, WMI DFRE (.

IARTHDDC TYI—TRUY—HEHFIhBE, WEC TIEELRTEE (PFVr—yavEEy
ATFA) TRAAMAYOATAVARY MHBERRESNDELDICRDET,

TWMI Z70—7¢&LTE

B : WM Z#EHALTDC 2 EZEEHRI OFIBEICKEVNET,

© 2020 Cisco and/or its affiliates. All rights reserved.
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ISE-PICT—Yx Vb : I—Yxy MEERALTDC 2HEER

ERY—N

ISE-PIC
2.4

\_ AD3 )

& 31.
DC %= E#E1R

RAASAYOOTFA VAR BMEIIARTRASM YAy MO—ZCEEESNET, ISE-PICT—IU vV MNE, VD
E—MFEEFO—AITRASMY DAY O—ZBRICA VA N=ILENh, QA VARV NZERLT
ISE/PIC /—RICHERZELET., COFEIZXDESDTY,

1. TISE-PIC ® Active Directory R XA ADSH1 ODRAFTv 7 7 TEB LT AD Si/R1 v M Z4REL
x93, /Sy 7 ID (passive ID) | ¥ 7IC#&1L. [DC ®EM (AddDCs) 122Uy LEY, DC %
BIRLT. [OK]ZVUv I LET,

Add Domain Controllers
1 Selected
Domain DC Host Site
securitydemo.net AD10 securitydemo net Site50
v securitydemo.net AD11 securitydemo.net Site60
securitydemo net AD12 securitydemo.net Site60
securityderno.net AD2 securitydemo net Site10
securitydemo net d3 securitydemo net Site20
securitydemo net ad4 securitydemo net Site20
‘securitydemo.net ADS securitydemo net Site30
securitydemo.ne t ADB securitydemo net Site30
ecuritydemo.net AD7 securitydemo.net Site40
uritydemo net ADS securitydemo net Site40
securitydemo net AD9 securitydemo net Site50
securitydemo.net dc1 securitydemo.net Site10
A
€D @D

X 32.
RAA YOy cO—ZDEM
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2. WERDC #BINY % &, [PassivelDR A4 >~ dv kO—73 (Passive ID Domain Controllers) ] U X b
AICKRREINET.,. BERITZ20EHNHS DC ZFBIRLT., [T—IY v bDEM (Add Agent) 120 Yy
JULFEY,

3. I—YxzVhrDRYTFPYTT, I—VzvhEg, I—IzVhEALAVRAM=ILTZRANDTLEMR
AL V% (FQDN) . LUV I—V VY FDA VYA M= ILICHERERZF D7 HIO Y bOI—HHEN
2T7—R (RAAVEEEHNEELL) ZANLET, [EA (Deploy) 127Uy o LET,

Agents
& Deploy New Agent &
Register Exsting Agent 3
Name*  Member!
Descripton
HostFOON ™ MEMBERSERVER1 securitydemo net
User Name * administrator
L Show Password
Coinca Y e
33.

I—JzVhDREELEA

4., I—IzvhrHEASZSNDE, ISE/PIC (=IO 4 LT, T—Y Y D MSI (Microsoft
Installer) 7 74 )L AE—B LA VYAM=ILLET, COEEFHCLZBEERIHDEHDEFEA, 1IE
BICAVAM=ILENdE, A VAMN—ILEATOTSAD—EICT—Vz Y MBRRSINET,

= Pogemsadfeawes  [=[CHEE

-’3:\ v [E » Control Panel » Programs » Programs and Features v O] Lieav(n Programs and Features P J

Control Panel Home .
Uninstall or change a program

View installed updates

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
& Tum Windows features on or
off

Organize v = v ®
sl Sprogrmfromthe [y ime 2 Publisher Installed On
@ Cisco ISE PassivelD Agent Cisco Systems, Inc. 5/4/2018
& Microsoft Visual C++ 2008 Redistributable - x64 9.0.30... Microsoft Corporati 2/6/2018
7] Microsoft Visual C++ 2008 Redistributable - x86 9.0.30... Microsoft Corp 2/6/2018
& vMware Tools VMware, Inc. 2/6/2018

<] m | >

‘j Currently installed programs Total size: 943 MB
kx 4 programs installed

34.
ISEPICT—Y v bhDAYRAE—IL
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5. ISE-PIC T—Y x>y bOO—AILEEEOY 7 71 JLIE. Program Files/Cisco/Cisco ISE PassivelD
Agent THHERRTE X T,

Home Share View v o
'o-_- - 1T !71. « Frog;lmﬁlu(xs&) » Cisco » Cisco ISE PassivelD Agent v QI Search Cisco ISE PassivelD Ag P}
3¢ Favorites Name Date modified Type Size
I Desktop |_| CiscolSEPICAgent 5/4/2018220PM  Text Document 0Ke
48 Downloads % logdnet.dil R 12/15/2016 345 PM  Application extens. 298 KB
. Recent places = logdnet AML Document 1,498 KB
_| nodes File 1KB
'8 | PICAgent 12/15/2016 3:45 PM  Application 47KB
™ This PC X | P
| PICAgent.exe.config 12/15/2016 3:45PM  CONFIG File 2KB
S Network
6 items =
35.

ISE/PIC I—Y Y hNDEREELOT 7 71 ILDIHF

6. CORFAT, I—Yx YV MDEREEZHT. DC LTEITESNTWBIGEIE. ISE/IPICOD [Z4 7ty 3
v (Live Sessions) | BEICEEL T, BEL TSR AD RASYOOTA VARV NE2RTTEET,

Live Sessions 3

» 3 »

Refresh
T Refresh 3 ExpontTo v
Action Endpoint ID  Identity IP Address User Domain Name User NetBIOS Provider AD User Resolved Identities AD User Resolved DNS
x v v
ShowActions 10100112 nursel 10100112 secuntydemo.net WMl 1 net C \CN=Users,DC: DC=net
ShowActions 106014 Administrator 106014 securitydemo.net SECURITYDEMO Agent WMl net Cl Users,D DOC=net

& 36.
ISES«470AY
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ISE-PIC T—Y x> b : DCICA Y A =)L E . Windows Event Collector (WEC) & U TR{TH®D DC ZE1R
$BHBI—-IzVh

0ddDC
4 N
BEfRT— NN = =
e B\ o g T
— Gl AD9  AD11 =
of T E
& = =
AD11 A A
AD1 AD5
\_ J
7 I_:‘ N
@\ﬂ ‘ % 0
ISE-PIC 4 )
2.4
a1 N = =
e = A A —
A AD4  AD2 =
AD12 A
9 ) = = ADG
A A
AD10  ADS
\ J

& 37.
A4 ~R> % DC |CERE L T. DC TE1R

COVFYIYATIEE, IXRTORAASMYOOATAVARY MTERSN/-O07H, WEC EULTIBELLER ALY OY
FNO—SICEREINFET, ISE-PICT—Y Y MERUDCICA YA RN=ILEN. ThoDARY NZEHLTISE
J—RICHEHREELEY, COFBIRIIXODESEDTT,

1. IZ7O0—7& LT WMI %A : Windows Event Collector (WEC) & U TE{TH® DC 2B DR
FyT1E2ICE-T. EELE DC AD Windows 1 XY NEskERELET,

2. ISE/PIC H—/\T, EDDC ICT—VYz Y hEAVAM=)LLTHNS, TISE-PICTI—Y Vb :IT—
Uz M EFERALTDC Z2EEER] ODRTY 71~ 4(1C{E>THEL DC #EHLET,

3. COBETI—YIYIMDEREREHAT. DC LTEITESNTWBIHFEIE. ISE/IPICD [Z4 72y Y3y
(Live Sessions) | EIEICEEIL T, BELTWB AD RASMYOOATA VARV NE2RRTEET,

QUGN Live Sessions 3

[ R
T Refresh B BpotTo~
Action EndpointID  Igentity 1P Address User Domain Name: User NetBIOS .. Provider AD User Resolved Identities AD User Resolved DNS
x
ShowActions 10100111 nurset 10100111 securitydemo net SECURITYDEMO  Agent nursel @securitydemo net CN=Nurse1,CN=Users,DC=securitydemo,0C=net
ShowActions 10100112 peit 10100112 SECURITYDEMO NET SECURITYDEMO  WMiAgent pelt @securitydemo net CN=Pcit CN=Users,DC=securitydemo,0C=net

[ 38.
ISE Z470%
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https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/guide-c07-742017.html#WMIasprobeMonitoringofDCrunninga
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/guide-c07-742017.html#ISEPICagentDirectlymonitoringDCus
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/guide-c07-742017.html#ISEPICagentDirectlymonitoringDCus
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/guide-c07-742017.html#ISEPICagentDirectlymonitoringDCus

ISE-PIC T—Y Vb : AVIN—Y—/)NICA Y A h—)L&h, Windows Event Collector (WEC) & L TE{THD
DC 2ERIZI—Yzz Vb

OddDC

4 N AD
= Odds ADg I

AD1 AD5

AV IN—1 AD11

EvenDC
e
=y TRV ) )
s : A
\_ AV IN—2 AD12 J . . ADG

AD10 AD8

X 39.
ARV KM% DCICEREL T, AV/INN—H—/)\TEH

RALSvoOQTFA VARV MNITARTWEC EULTEELIERAS YOy FO—F (XS E 9, ISE-PIC T—
Uz b, AVN—HY—NICHEIZEIFETIVAM=ILEN, WEC DARY NZERUTISE /—KRICER

ZBULET., ChICED. DCEAFICI—YVz Vb ZA VAR —ILUBLSTHARY M ZERTEEY, COFIRE
/k@tabbfg_o

1. IZ7A—7¢ LT WMI %#{EHA : Windows Event Collector (WEC) & L TE{TH®d DC #E581 DX
FwT1E2ICHE-T. EEELI=-DC AD Windows A XY NERZEZRTFELE T,

2. ISE/PICH—NT, AYN=HY—NICI—JzYbEAYAP—ILLTH,S, TSE-PICT—Y Vb :
I—Jxzvb%FERALTDC ZEEERI ORXTv 71~ 4IC{E>TWECDC ZEHLE Y.

3. CORBETI—VTYMDEREZHAT. AVIN—H—NLETEITEINTWBIERIEL ISEPICD [Z147
w3 (Live Sessions) | BIEICEH L T, ZFHUL TS AD RAAM OO A VARV NEFRRT
2ET,

T Refresh 3 BxportTo v

Action Endpoint ID  Identity IP Address User Domain Name user NetBIOS Provider AD User Resolved Identites AD User Resolved DNS

ShowActions 1080607  admint 1060607 securitydemo net SECURITYDEMO WM admint @securitydemo net CN=admin 1,CN=Users DC=securitydemo,OC=net

Show Actions  10.60.1.3 Administrator 106013 securitydemo net SECURITYDEMO  Agentwml

ShowActions  1060.1.1 Administrator 106011 securitydemo.net SECURITYDEMO WM net  ©

& 40.
ISE 24707
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https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/guide-c07-742017.html#WMIasprobeMonitoringofDCrunninga
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/guide-c07-742017.html#ISEPICagentDirectlymonitoringDCus
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/guide-c07-742017.html#ISEPICagentDirectlymonitoringDCus
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/guide-c07-742017.html#ISEPICagentDirectlymonitoringDCus

FMC D&E &S
RDIETIE, ISE/PIC HSI1—HEIP7RLADIY Y EVJIEHR%ESY 7> O—K L. Active Directory —/\H 5

A-—HYP1—YIN—TDT7—I9XR—2%5 IV YO—RFBLSICFMC ZRELEY. FMC TR ELZDO—EDTE
BARESNET. THICED. NGFW TI—HR—RDOT7 7 £ RFIHOBANRELET.

=] <
IA—H#I—-xTVh, I—HI—Jxoh,
TSI—>x> bk ISE TSI—YxIVh,
ISE
% P kel
\ f
= =
Firepower Management Center
LDAP & 7zI3& Active Directory
v TFq T H— dA—HI—-IxT Vb,
ANBELVRST TSI—CxT Vb, E Rtk St I %
1 YINR—2D ISE
B
= R rrr—"
\ sy 5749 IR=2D
N <
EEHRT /N1 v kT—=o
X 41.

AD & U ISE & D FMC &fE

Firepower Fi3ET& % AD L)L A &, FMC & AD H— I\ DEHIRRERT -HICFERENE I, FMC Tl
AI—HYEyIyaVBERNFTIAINT 24 BERESNET, COEILX. UTTERTZLILAZRET DI ETE
ECTEXFJ, FMC Tld, I—H T ELICRDBHREAYTF—I BB INET,

« LDAP 1—H%
. R
o BFA-ILTERLZR
o EBPY
. BEERES
7O RHIEARY V—ICRELTEATEZ I —FORABIT. FMC EFIICL>TERBDET,

FMC (Z pxGrid Z/ U T ISE/PIC &£EHEL, 12—ty 3 uh 5 TrustSec [BHRICES T, EELIBHREIRMHEL
9, SGTH V28T NSOBERIE. 2 — S 74 v 7ICRY V—%BRATBRICEEICERIIEET, DR
FAAYMEERBUEEBATIE, BETR—IAD SGTAFMC 727 EARY V—THR—rENTWET, pxGrid
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E. YROADBNINTIV Y2 /YTRISATEENRATHD, RT—F TN TEF1T7RBT—IREVRATA
sLTrOrsiEiteshEz L,

FL&BHEIIC
e FHALBWI—Y5A4 ATV NZEET BH7/HICIF. FMC & ISE/PIC H—/N\DEZ|ZREAS ESLENH D
9.

e FMCODEFIEXBTATUYTATAY—ERICRERBR— M ZRORICRLET,

AD LIJLA TCP 389 7 M\ v K : JEEEE1L
TCP 636 77 RI\U VK : BEE1{L
HRAY I A XA[gE

ISE/PIC TCP 5222 7 kX ¥ R : pxGrid &5

TCP 8910 ¥V hINU YV R : pxGrid —#F¥ U v O— K

AD L JLADTE
1. FMC T[YXF A (System) ] -> [#& (Integration) ]1->[LJLA (Realm) 1 DJEICEIRL 9,
2. FILWLILAZEERT BICIE. [FFLWLILA (NewRealm) 122Uy LEY,

3. [FFLWLILADIEN (Add New Realm) 1Ry 77w 7T, ROHAARZAVICKE>T714—ILRICA
ALET,

a) [®&HT (Name) ] & [ERBR (Description) 1 ANUL. [#4 7 (Type) 1% TAD] ICERELET.

b) [AD 754 <Y KXA Y (AD Primary Domain) ] ICId—EBDORXAAL Y ZANLET,

c) [ADZ&m1—%4% (AD Join username) ] & [/NXT—K (password) ]lE. AD LILAICEINYT 5%
ICERAENET, AD RASMVICRAAY AVE2—59 7HOY MEERT 2DICHRRBIERISNE
TY., I—HRIRLEMBICTIHELHDET,

d [F«4LZbkYU1—44% (Directory username) ] & [/AXT7—K (password) ]ICid. BEEYT 51—
HEA—HYIIN—T2HmIBMEDICHRBERZF > AT 7Aooy hoO7 4 ViEHREANLE
¥, I—HRIITLEMBICTIVLENAHDET., T, FPROFIEEELOT 1 ViEH=ER

TZXY,

e) [X—ZDN (BaseDN) ]l&. FMC A1 —HYF—4DREZHIBT 2 —NLDFa LI MUY —
Tg-o

f)  [Z)L—7 DN (Group DN) ](x. FMC B IL—7FT—49 DREZRIBT B —NLEDF« LI KUY
U_Ta_o

Q) [XY/\— (Member) | ¥ I—E®D A /\— (Unique Member) | BEDT I —TEHLIEETE
9,
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Add New Realm

Name *

Description

Type *

AD Primary Domain *
AD Join Username
AD Join Password
Directory Username *
Directory Password *
Base DN *

Group DN *

Group Attribute

Security_Demo

AD ¥
securitydemo.net
administrator@securitydemo.net
ALl L L]
administrator@securitydemo.net
AL LI

DC=securitydemo,DC=net

QCN-Users,bc-securitydemo,oc-

Member e

ex: domain.com
ex: user@domain
| Test AD Join_)

ex: user@domain

ex: ou=user,dc=cisco,dc=com

ex: ou=group.dc=cisco,dc=com

* Required Field

OK || cancel |

& 42.
LW AD LILADEM

4. [OK]| &2 Vv I LET,

5. COBRT. ADTA4LYMUBRER=JICUFAMLI I ENET, [T« L2 MY DIEM (Add
directory) 122 Uv o LEY,

6. RD74—ILRICFHMEEHRZANLET.
a) [RABMA/NPFZ KL R (Hostname/IP Address) 1 7 « —JL KICIL. Active Directory KA >V k
O—SORAMZELEFIPTZRLRAZANLET, BELARZEETZHEE. COT714—ILRT

IRANBZEETDIVENHDET,

b) FMC & DC BDEFmGICHERTZ2R—MN2ZEETEET, BELINBRWVERDIZEIE. T7A4ILNT
389 [CRRESINZ T,

c) FMC & DC oiEEnrEE{r 7O a)Lid. TSTARTTLS] F7/=l& TLDAPS] ICERETEZT, B
B UBENESIE. TNONE] ICHRELET.

d) BES{tzERTBZESEEF. DCOSSL (EXxa7 VY4 ybh LA4T) dEHELIEETCEET,

e) EHRETANTBICIE. [TA (Test) ]#22Uvyo ULExY., FMC (X LDAP 7 T YU %H—/VTEEL
E5EULFET., InNDEIT D E. TAMEIMIITY,
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43.
DC D&

7. [OK]Z22 Vv o LZET,

8. [RfF (Save) |27 Vv I ULET., LILAYTR-JICRNDET, COXR—IT. REITILERFA
RUTLILAZBICLET. ThiCkD. AD DBME LV I—YPI-—HJIL-TDFovO—-KRH
AMEEICIRD XY,

9. LILAZIREL. [1—Y D& >0O—K (User Download) 1 ICBEILET., ZZT. FMCICLST
AD RAA YD STRTDI—F LTI —THEENICTVYO— RSN 2ERTEET, FOV
O—RDOWRICTZA—HETIN—TIIEETELT., FMC DN T A—I VR ERALIEZICIE. &Y
T2A—HETIN—T2TANF IV TTEHLabEDLET,

Security_Demo O comn

Orctory _swsim Cortror e (NIRRT

|
gi i!i
| b

44.
AD A—HETIN—=TDT74IINFTIVYT

10. # 7> O— R OREBRZICEBIEHDAYIIA X TEET,
1. [{R%E (Save) 122 VUv oI LEY,
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ISE%#IDY—XEUTERE

1. FMC »' pxGrid 27U T ISE/PIC L R2(ICBETEDLSICTILENHDET, ZDI&HICE.

FERA

EDEHEBREEITIVNENHDET, FMC SIBHEDSRR (CA) &£ UTISE/PIC #EAT 3 &

T, REICChEZXR{TTZEY,

2. ISE/PIC T, [ 7 X% Z4J\ (Subscribers) ] -> [EEBHZE (Certificates) ] ICEEILT. XD 7 4 —ILK

ICABLET,

a) [MEDER (Iwantto) | ROV FF IV T, [B—DIREDOER GEHAEELEXRAL)

(Generate a single certificate (without a certificate signing request)) | A 7Y a3 v %#&IRLE T,

b) FMC QIFFHZ(CEID K TS [HiEE (CN) (Common Name (CN)) | Z#ANLE T, EETEH%E]

fott

MTEEXY. FMC RICER S N thDFEERE LB S 2D %ZE T 27T, CN DITHEIC pxgrid-

ERFBZENTEET,

c) EHAZEDOAR—ZXERS pxGrid SFAETF Y 7L — b 2R R LCIRETZ X9, FMC SEBAZI(CIZ.
clientAuth HiBR X —DFEREEZSHZIVELH D FT., 5 THIVES, HOHEF—DFREZS

HdILFTEFTEA

d) CNIZFMC @ FQDN A& FhTLWRWEE, SEEEICEMT S [ 7Yz MBS (SAN)

(Subject Alternative Name (SAN) ) |1 #{EETHEETE XY,

e) [fBAZEDSF v >0O—K#Zx (Certificate Download Format) ] KOw 74> 1) X N T, [Privacy

Enhanced Electronic Mail (PEM) F2XDiEBHE. PKSCB PEM e+ — (

AREF—VZE0)

(Certificate in Privacy Enhanced Electronic Mail (PEM) format, and key in the PKCS8 PEM format

(including certificate chain)) 1 Z&RL £,
f) MWBEX—OBES/NRT—READNLET.
g) [fER (Create) 120 Uv oI LZET,

21 Subscribers

All Clients Web Clients Capabilities Live Log Sefttings Certificates Permissions
_—

Generate pxGrid Certificates

Iwantto*  Generate a single certificate (without a certificate signing request)
Common Name (CN) * fmev securitydemo net
Description

Certificate Template  PxGrid_Certificate_Template @

Subject Alternative Name (SAN)

Certificate Download Format*  Certificate in Privacy Enhanced Electronic Mall (PEM) format, key in PKCS8 PEM format (including certificate chal v
Certificate Password ™ sesssees
CONfirm Password®  sssssses] I

Connected to pxGrid ISE-PIC-24 securitydemo net

X 45.
FMC pxGrid sERRZ D4R
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3. SNV RILD zip 774N IV O—RTBLEHODRY T7y THERRENEFT., CONVKRILE
RELVUTEBALEY., FMC IS UL TER S NZFIAEPF— & —#EIC. ISE—EXTERINSIL—
N CA &7 CA (FBEE/R) DiIFAZEZzMHERETE XY,

=3
OO [ » cisco » Downloads » 1525721661229 certzp [ |[ Searcn 1525721661225 cert 3p
Organize v Extract all files -
= S Name T pressed 51 Py d Raty D
B Desktop. ) AddTrustExternal CARoot_cer No
8 Downloads C3) Certficate ServicesEndpointSubCA-.. No 26
1. Recent Places () CentificateSenvicesNodeCA-ISE-PIC... KB N 2
-z L) CertificateSenvicesRootCAISE-PIC-... KB N %
) fmev.securitydemo.net_cer KB No 2
4 Libraries __ fmcv.securitydemo.net_key K8 No
+ Documents () SSL.comDVCA_cer ecur KB No
o Music () USERTrustRSACertificationAuthorit...  Secunty Certificate KB N

SERRE/NY RILOAR

4. [V TR 54 )\ (Subscribers) ]-> [8%F (Settings) 1 DIBICEIRLE T, [pxGrid 327E (pxGrid

Settings) ] T [HTUWEAEXR—XDT7H VY b ZBFMICEFET S (Automatically approve new
certificate-based accounts) |DF v IRy I RZAVICLET, ZhickD. ISE/PIC H—/\(&
FMC h\5 OEEEKiZ BERIICARE TE XTI,

jentit nr

Subscribers B

All Clients Web Clients Capabilities Live Log Semms Certificates Permissions

PxGrid Settings

[] Automatically approve new certificate-based accounts
[JJ Allow password based account creation

use oefautt - (EERD

Test

Connected o pxGrid ISE-PIC-24 securitydemo.net

X 47.
pxGrid DETE

5. FMC T[YXT A (System) ]-> [#%& (Integration) | ->[7A4FTY T4 T4 Y —2RX (ldentity
Sources) | DIBICBIRLE T, [7A1TVYT14T4 H—ER T Y> (ldentity Services Engine) | %
Uy ILET,
6. ®REINE74—ILRIC. ROFFEMHBEHRZANLET,
a) pxGrid Ay MO—ZDTZA4IYYUYRIARNG/NIP PRLRE, FETEAVTURIMNG/NIPZRL %
ABDLET
b) pxGrid H—/X®D CA ROy 7% o> T, [+]88B8%2 27V vy 2 LTpxGrid Ay hO—5DJ)L—k CA %
A VR—=FLEY, [ (Browse) 127Uy I LT. ATy 73 THHELEZAITICEBELE
T, CDT AT T pxCGrid JL— b CAFERAZEZERL T, COFMRAZOEFIZANILET,
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D) |5 « Downiords » 1525721661229 cen 2
Organize v New foldes g« [
& Favontes fhae
I Desitop L AddTrustbrtermalCARoot cer
18 Downloads L) Certficate SenvicesEndpointSubCA-ISE-PL..
B Recent Places £3) CerticateServicesNode CA-SE-PIC-24_cer
-2 L) CertficateServicesRootCAISE-PIC-24_cer
o o fmovsecurtydemo.net cer
4 Lbnies L fmev.secuntydemo net_key
3 Documents 3 SLcomDVCA cer
& Music ) USERTrustRSACertificationAuthonty,_cer
e Prctures
B Videos >
2 -
P — Import Trusted Ceruficate Authority
Name:
1™ Computer
o amce e = ' | Certficate Data or, choose a file: | Browse,,
File name: CeificateSenicesRootCAISE-PIC-24 v Al Fles (09 =
oo (e ]

I Enceypted, and the password is:

LConesl _

48.
pxGrid JL— FEERAZE DA ~R— K

Import Trusted Certificate Authority ? %

Name: | pxGrid_foot

Certificate Data or, choose a file: l Browse.,

----BEGIN CERTIFICATE-----

>

WOYODA 1MDQXMIQYNDAaMDQXMIA
KUNIcnRpZmijY XRIFNIcnZp Y 2V2IF vb3QgQOEQL SBIUOUtUEIDL TIOMIICTIAN
BokghkiGOWOBAQEFAAOCAGBAMIICCOKCAQEASTKBKAgkMIM22BvaSkokMKEtHWMR
7tVCTIO3FcCwaHUXalerRzrCiSRWhmDnphXs7z1cbktg
LXSQWIOXUFOZ70ZVISFL1P9Gfad/SaP2PhXDNzBIC 2izykbjgnUxKpxBTUF 372E
PKKSONFIEMIXSPhIIRUZNCVrHAAIGSSWPMR42nXDUGX G 7ijly ASLEUrMaXr 38
FBIFQCEGttYfIcl/MrONZQQIRUsLhx+HGFVooC6XchsQeqzZChjsH+qus909znmps
J76WaiHU+axILV7 AUBLAtNHzHayE 1X9Bd8owbbee+sIOxe TIAChQ77cXJsQ@HaY
QSSVPKXUOWbGVWIBY T87kuSpue7Kbw-+t97bHCpoBIRWBHG/pPdcpMsVw YMSIFAQ

m

QQtIEKRPfOXIUVBaHSgk
n7fLanfrWP4ELECAWEAANCMEAWHQYDVROOBBYEFG}45dS 10VUMmMOyksRSerb66
bcFwMA4GA 1UdDWEB/wQEAWICBDAPBGNVHRMBABEBT ADAQH/MADGCSGSIb3DQEB
CwUAA4ICAQCZeh1arA4/kOEAOQo9QEZ 1)b3cNC2ICEIUa8tdVtwDOPRLDE2XMIGE
WNRMM36pofHRKt/ 1t9V2W+Speo7wGSfayUDgS2XPYL+MzbBL/WIdY ThSKTASHPSF
3ROUKrSBId3ZIUH 1WAZKZBASPTmoPJEeHIPaBnWSjrasax9ZTV3/WhGe 14cQwl) -

Encrypted, and the password is:

|  save || cancel |

49.
pxGrid JL— FFEBAZE D A VR— b

c) ISE 2.2 LIf&E, I RTD pxGrid BEIFEF 174 pxGrid Fv¥ XILATIThhET, DFH. MnT
/=R 50—ESF Uy O—REIRTERIMAES TIEL < pxGrid SIAE=FEHAL TRESINE T,
KIC, [MNT #—/X CA (MNT Server CA) ] 7 4 —IL RTLEEDFIEER L pxGrid SERAEZ %8R L
ia_o
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d) [FMC H—/\iFBAZ (FMC Server Certificate) ] 7«4 —IL RDIE&EICH B [+1BBEZ I U I LET,
[REFAZE T —% (Certificate Data) ] D##(ICH % [£8R (Browse) | %% v LT, FMC PEM ZERH
EZBIRLET, [¥— (Key) 1DHEICH S [£8R (Browse) 122y o LT, FMCPKCS#8 F+—
EFRINLET, TOT74—ILRICWEBEXF—DNRT—KREADLET. [R%E (Save) 127Uy oL
IR

Add Known Internal Certificate ? X

Name:  FMCv-pxGrid_Cert

Certificate Data or, choose a file: Browse..

-----BEGIN CERTIFICATE-----
MIIE4jCCAsqAWIBAQIQCESWM)dPTpm7KCcORSMINDANBgkghkiGIOwWOBAQSFADAS
MTowOAYDVQQDDDFDZXI0aWZpY 2F0ZSBTZXJ2aWNIcyBFbmRwhb2ludCBTdWIgQOEQ
LSBIUOUtUEIDL TIOMB4XDTE4MDUWNIESMzQXN 10XD TIwMDUWNJESMzQxN 10wIDEe
MBwGA 1UEAWWVZm1jdiSzZ WN1cmiDe WRIbWSBubmvOMIIBIjANBgkghkiGOwWOBAQEF
AAOCAQBAMIIBCOKCAQEAKtdcM+BlyP7cQd+uhW 3kul+ WM2MIS/HANtOski4K s+
YK682Z2V ALbwSOPQKESIUY0Cxwns YP3fVR7 TKgepzMKGUZh YH7wuAS/GZ0SfOmm
KyW2jCpa9gHEItcsGKGOL Vyst3EXrtVnbc Ypluc9KU314Vb 1hHzbvnhOrmwlieeA
b(]C_.i48TRD3?11AM4y 1+I:,Q'§+bsaj\‘/SN_2§ErndODth72rPFchF1K38{]fXCngty -

Key or, choose a file: | Browse.. J

~----BEGIN ENCRYPTED PRIVATE KEY-----
MIIESjA0BgoghkiGOwOBDAEDMBOEFIAEUTKzZe+Wi2 TnZripgoQmQ44gAgITIAASC
BMj9gsOuLbtQE77R70R0S2xh YkoQnQuiopfNPAgPd) 11rvkyQkbBwfgOxFDI/ TVA
1zjrXZDSmUmir IndSyE+Vnlbvat 7ygmlSbmti+Rh4iBkkeFwnVtNCICvIBFpzIzAU
NfzUSIQZb6VNABIS6gQOS70Q3U20ZIXEISSY +I9RZAIVZ+KS4g69SDYZXXWtd7G
7VwnixK+QODEYMX8INL2AYRY/fGK2qEPs+Dzpl6 XOKWOKRPVPAI7U+SNFCZF M6
r4EF7FjvChyEF4AILZ74eMyvOdEd14ySmRtGMGDPDP/2R 1IKZGBOEUCH3f4efHYHf
3MO7ekwygVUCTqC4sauafqFNNISRUOg+erakxityoL gikKNRot 1SmoSNmveIHYS
vauZd—HmdSsPKKXZRleBfevad*WﬁSAQQbGV%NePMLqu(Td)AmB?bG -

il »

LmJ »

v Encrypted, and the password is:  eeeessee T
-~

| save || cancel |

X 50.
pxGrid IC& > THEE Nz FMC SFlRE S £ — DA YR— b~

e) ISERXRYPMIT—U7405E, 8ESNIIPVA7RL ROy D1 —FF—5DHEFT o VO—R
T5LS5ICFMC ICEERUETT,

Cisco CSI  Realms BGLLGERIESE  eStreamer  Host Input Client  Smart Software Satellite

Identity Sources

Service Type None | [ Identity Services Engine | User Agent |

Primary Host Name/IP Address *  jse.pic-24.securitydemo.net

Secondary Host Name/IP Address

pxGrid Server CA * pxGrid_root v @
MNT Server CA * pxGrid_roof| v ©
FMC Server Certificate * FMCv-ﬁGrid_Cert v @
ISE Network Filter ex. 10,89.31.0/24, 192.168.8.0/24, ..

* Required Field | Test |

X 51.
FMC & ISE/PIC D& DERTE
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f) [FAK (Test) |/ R¥>vE2IUvIFTBE, ISE/IPIC H—IN\AD¥EFEETANTEET,

Status

i ISE connection status:
Primary host: Success

~ Additional Logs

Primary host: -
test: ISE connection. 3
Preparing ISE Connection objects... -
IConnecting to ISE er
Beginning ect
ICapturad Jabberwerx I
_reconnection_thread starts

Captured Jabberwerx 109:2018-05-07T19:40:02 [ INFO]:

Il

J7719:40:02 [

pxgrid ction init done fully
Captured Jabberwerx 10g:2018-05-07T19:40:02 [ INFO):
testing connecting to host ise-pic-24.securitydemo.net -
—T—
¥ 52.

ISE #t& T R b

g) TAMYERIILES. [ (Analysis) ]1->[21—% (Users) 1->[7Z T« 7ty ay (Active
Sessions) |DIEICEIRT DL, RAAYOOATAVARY MHRRRENET,

verview (ORI ¢ vio Int
Context Explorer  Connections v Intrusions v Files v *  Users > Active Sessions _ Vulnerabies v Comrelation»  Custom»  Lookup»  Search

Active Sessions
Lable Yiew of Active Sessions » Active Sesmons

» Search Constraints (£ Search)

£ 53.
FMCa1—Y 7U974EF74 41XV K

X Y R root@firepower:~# adi_cli session
RRNTBIEHTELT,
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Oisabled Columns

ZEALT. FMCCLI @ Sudo E—RMSF7ITF4 7Ly avzE

36/38 XR—Y



I1—YIDZR#ITBLIICT IV ERRY O—2RE

1. [RYU— (Policies) ]->[7Z X4l (Access Control) ] -> [74 TV T4 T« (ldentity) ] ICiEH)
LT. ERLWLWAKRYY— (New Policy) 122Uy LET,

2. [&8] (Name) ] &{EE T [ERBA (Description) | Z#AHLTH S, [{R%F (Save) |20 Vv I LET,
3. [##FIL—ILDEM (AddNewRule) 122Uy LT, PFATYT4T4IL—ILE2BRELET,

4. [&77 (Name) |ZAALET, [B% (Enabled) | 74 —=ILRDF v IRy I R EAVICUIEEZE
T. [727> 3> (Action) ] & /Xy o TEBEE (Passive Authentication) | ICEREUL XTI,

5. [LILAEERTE (Realm&Settings) ] ICEBELET., [LILA (Realm) | KAV FFT IV U X RMMS,
[Security_Demo AD] LILA%EIRLEY, [EBM (Add) ]2 Uy I LZEY,

Add Rule

Name Rulel ¥ Enabled Insert  into Category v Standard Rules v

Action  Passive Authentication v Realm: Security_Demo (AD)  Aut

Zones Networks VIANTags  Ports

Realm * Security_Demo (AD) vi?

Use active authentication if passive or VPN identity cannot be established

* Required Field

5

ATV T4T4IL—ILDEM

6. [/RU— (Policies) ] ->[7 7 X#l#H (Access Control) ]->[7 %t X&lf#l (Access Control) ]I
BELT, 77X RV —%HREELET,

7. [7A4TYT14T74MRY— (ldentity Policy) 1227V vy o LT., ROy TFIVYRARIERY I—F
EFEIRLET, [OK]ZV UV I LET,

Identity Policy

X 55.
ID 7R —miBm
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8. ALF7ZZtEARYY—RT. UL—ILDEM (AddRule) 124Uy o LET, FovO—KRLEI—Y
ETIN—T%FERATEDLSICTBICIE, [2— (Users) ] IC#EENL T, [{ERAIRER K AA >
(Available Domains) ] A5 [Security_Demo] #i#RL £, hickbh. [FIETgERI—Y
(Available Users) ] U Z MHRREh, FIHhS5EZEITIZI—HEEIRTEET,

Add Rule 2 x
Name Test Access Rule ¥ Enabled Insert  into Mandatory .
Action 7 Allow et a8t

Zones Networks  VLAN Tags m Applications  Ports URLs  SGT/ISE Attributes Inspection Logging Comments

Available Realms € Available Users € Selected Users (2)

4 Search by name or value 4 sal & security_Demo/sales1 8
@ special 1dentities @ security_demo/~ & security_Demo/sales2 o
@ security_Demo g sales

~
&
- | Add to Rule
Add Cancel

FIOEARI—ADIA—FTAFTVT 47T 14 DEM

9. &M (Add) &= Uvwo LZE9,
10. [fR%F (Save) |22 Uy o LEY,
1. COER%E FTD ICERALE T,

FL&o

FEEDEH D, FMC-ISE pxGrid-AD #8952 T, A—HIAVFF A MR L THIE T 2 /-0p D1 HkEE
HEEEICERHEEINhET, £, TOVYV1—Y3aVEHRITNAXTBIET, INRERIEED S KRER
Active Directory R AL VP74 LA MRBICDHINT B ENTEET,
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