Configuration d'IPSec depuis un Client VPN
Cisco (Solaris) 3.5 sur un concentrateur VPN
3000
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Introduction

Ce document explique comment configurer le client VPN 3.5 pour Solaris 2.6 pour la connexion a
un concentrateur VPN 3000.

Conditions préalables

Conditions requises

Avant d'essayer cette configuration, veuillez vous assurer que vous remplissez les conditions
préalables suivantes .

- Cet exemple utilise une clé pré-partagée pour 'authentification de groupe. Le nom d'utilisateur
et le mot de passe (authentification étendue) sont vérifiés par rapport a la base de données
interne du concentrateur VPN.

- Le client VPN doit étre correctement installé. Référez-vous a Installation du client VPN pour
Solaris pour plus de détails sur l'installation.

- La connectivité IP doit exister entre le client VPN et l'interface publique du concentrateur VPN.
Le masque de sous-réseau et les informations de passerelle doivent étre définis
correctement.



//www.cisco.com/univercd/cc/td/doc/product/vpn/client/nonwin35/user_gd/install.htm
//www.cisco.com/univercd/cc/td/doc/product/vpn/client/nonwin35/user_gd/install.htm

Components Used

Les informations dans ce document sont basées sur les versions de logiciel et matériel suivantes :

- Client VPN Cisco pour Solaris 2.6 version 3.5, image 3DES. (nom de l'image : vpnclient-
solaris5.6-3.5.Rel-k9.tar.2)

- Type de concentrateur VPN Cisco : 3005 Bootcode Rev : Altiga Networks/VPN Concentrator
Version 2.2.int_9 Jan 19 2000 05:36:41 Software Rev : Cisco Systems, Inc./VPN série 3000
Concentrator Version 3.1.Rel 06 aolt 2001 13:47:37

Les informations présentées dans ce document ont été créées a partir de périphériques dans un
environnement de laboratoire spécifique. All of the devices used in this document started with a

cleared (default) configuration. Si vous travaillez dans un réseau opérationnel, assurez-vous de
bien comprendre I'impact potentiel de toute commande avant de |'utiliser.

Conventions

Pour plus d'informations sur les conventions des documents, référez-vous aux Conventions
utilisées pour les conseils techniques de Cisco.

Configuration

Cette section vous fournit des informations pour configurer les fonctionnalités décrites dans ce
document.

Remarque : Pour en savoir plus sur les commandes utilisées dans le présent document, utilisez
I'outil de recherche de commandes (clients inscrits seulement).

Diagramme du réseau

Ce document utilise la configuration réseau indiquée dans le diagramme suivant :

10.48.66.5
10.48.66.109
— Public Private
y VPN 3000 Concentrator
VPN Client

Remarque : pour que le client VPN 3.5 se connecte au concentrateur VPN, vous devez disposer
de la version 3.0 ou ultérieure sur le concentrateur.

Configurations

Création d'un profil utilisateur pour la connexion
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Les profils utilisateur sont stockés dans le répertoire /etc/CiscoSystemsVPNIlient/Profiles. Ces
fichiers texte ont une extension .pcf et contiennent les parametres nécessaires pour établir une
connexion a un concentrateur VPN. Vous pouvez créer un nouveau fichier ou en modifier un
existant. Vous devez trouver un exemple de profil, sample.pcf, dans le répertoire des profils. Cet
exemple suit I'utilisation de ce fichier pour créer un nouveau profil nommé toCORPORATE.pcf.

[cholera]: ~ > cd /etc/CiscoSystensVPNC i ent/Profiles/
[cholera]: /etc/CiscoSystensVPNC ient/Profiles > cp sample.pcf toCORPORATE.pcf

Vous pouvez utiliser votre éditeur de texte préféré pour modifier ce nouveau fichier,
toCORPORATE.pcf. Avant toute modification, le fichier ressemble a ce qui suit.

Remarque : si vous voulez utiliser IPSec sur la traduction d'adresses de réseau (NAT), I'entrée
EnableNat dans la configuration ci-dessous doit indiquer « EnableNat=1 » au lieu de «
EnableNat=0. »

[ mai n]

Descri pti on=sanpl e user profile
Host =10.7.44.1

Aut hType=1

G oupNanme=nonkeys
Enabl el SPConnect =0
| SPConnect Type=0

| SPConnect =

| SPComand=

User name=chi nchi m
SaveUser Passwor d=0
Enabl eBackup=0
BackupServer =
Enabl eNat =0

Cert St ore=0

Cert Nane=

Cert Pat h=

Cert Subj ect Nane=
Cert Seri al Hash=00000000000000000000000000000000
DHG oup=2

For ceKeepAl i ves=0

Référez-vous a Profils utilisateur pour obtenir une description des mots clés du profil utilisateur.

Pour configurer correctement votre profil, vous devez connaitre au minimum vos valeurs
équivalentes pour les informations suivantes.

- Nom d'héte ou adresse IP publique du concentrateur VPN (10.48.66.109)
- Nom du groupe (RemoteClient)
- Mot de passe du groupe (cisco)
- Nom d'utilisateur (joe)
Modifiez le fichier avec vos informations afin qu'il soit similaire a ce qui suit.

[ mai n]

Descri pti on=Connection to the corporate
Host=10.48.66.109

Aut hType=1

GroupName=RemoteClient

GroupPwd=cisco


//www.cisco.com/univercd/cc/td/doc/product/vpn/client/nonwin35/user_gd/profile.htm

Enabl el SPConnect =0
| SPConnect Type=0

| SPConnect =

| SPCommand=
Username=joe
SaveUser Passwor d=0
Enabl eBackup=0
BackupServer =

Enabl eNat =0

Cert St ore=0

Cer t Nanme=

Cert Pat h=

Cert Subj ect Nane=
Cert Seri al H.sh=00000000000000000000000000000000
DHGr oup=2

For ceKeepAl i ves=0

Configuration du concentrateur VPN

Procédez comme suit pour configurer le concentrateur VPN.

Remarque : En raison de l'espace limité, les captures d'écran ne montrent que des zones
partielles ou pertinentes.

1. Attribuez le pool d’adresses. Pour attribuer une plage d'adresses IP disponible, pointez un
navigateur sur l'interface interne du concentrateur VPN et sélectionnez Configuration >
System > Address Management > Pools. Cliquez sur Add. Spécifiez une plage d'adresses IP
qui ne sont en conflit avec aucun autre périphérique du réseau
interne.

VPN 3000
Concentrator Series Manager

Thes zection lets you confipure TP Address Pocls

Chek the Add button to add a pool entry, or select a pool and chck Modify or Delete

IP Pool Entry Actions

Modity

Daleta

i

2. Pour indiquer au concentrateur VPN d'utiliser le pool, sélectionnez Configuration > System >
Address Management > Assignment, cochez la case Use Address Pools, puis cliquez sur

Apply.



VPN 3000
Concentrator Series Manager

stem | Address Management | Assignment

Thus section presents Address Assionment options. Each of the follown

Check to use the IP addrd
userfgroup configuration,
Use Address from Authentication ™ Check to use an IP addre

Server

Use DHCP T Check to use DHCF to of

Check to use internal addy
client.

Use Client Address

Use Address Pools

—{Falicy harmg o
kit — Apply | Cancel
HEEHMVIDnibor g

3. Ajoutez un groupe et un mot de passe. Sélectionnez Configuration > User Management >
Groups, puis cliquez sur Add Group. Entrez les informations correctes, puis cliquez sur
Ajouter pour soumettre les informations.Cet exemple utilise un groupe nommé «
RemoteClient » avec le mot de passe « cisco

This section lals you add & group. Check the Inhert? box to <8t & field that you wanl 1o defaull fo the ba
Inhenl? box and enter a new value to overide base group values

lieriity | General ) IPSec | Client FW | PPTPALZTP |
R _ _____ |dentity Parameters
| Mriade | Vel i — Desobees
Gmw m:. RemoteClient ;ErI[E'r A unlgue name for the group
Passwiord | veees Enter the password for the group
Umwj:- wwend] -;verlrg,l thi Qroup’s password
Type intemal IExternal groups are configured on an exdemal aulhentication server

jang configured on the VEN JU00 Concantrator Senes's ntemal Dals

Add | | Cancel |

4. Dans l'onglet IPSec du groupe, vérifiez que I'authentification est définie sur
Interne.



Configuration | e ———
—interfaces Configuration | User Management | Groups | Modify RemoteClien

[riitasriansgsmerd Check the Inherit? bozx 1o set a field that you want to default to the base grou
_mi valie to overnde base group values
—users
He-Administration IPSec Parameters
Attribute Value Inherit?
IPSec SA| ESP-IDES-MDS = =
IEE Peer Identity :
"if'a.ﬁdatiunul If supported by cerificate J V
IEE Keepalives| ¥ ~
Heauthentication!
on Rekey = 2
Tunnel Type|| Remote Accass = | =
Remote Access Parameter
Group Lock| [ WV
Auﬂ‘mnticaﬁunﬂ Internal - | =

5. Dans l'onglet Général du groupe, vérifiez que IPSec est sélectionné comme protocole de
tunnellisation.

= Configuration General Paramet]
——inlerfaces Attribute Value Inherit?
mngmm Access Hum‘sl[—Na Restrictions- »|| *  |Select the
—Sazedrom Simultaneous I.ug;ins[h ¥  |Enter the 1
—sers Minimum Password Length|[¢ ¥  |Enter the 1
Py Allow Alphabetic-Only| _ o [Enter whe
-{EHMonitoring Passwords be added
Idle Timeuul:!lEEl VM |{mnutes) ]
Maximum Connect Time|[0 B |toioutes):
FilterE =MNone= - ¥  |Enter the §
Primary DIVS | ¥ |Enter the]
Secondary DIVS|| ¥ |Enter the ]
Primary WIIS|| ¥ |Enter the ]
Secondary WINS|| ¥  |Enter the ]
[~ PPTP
Tunneling Protocols ; :EI"ESE I~ |Selectthe
M L2TP over IPSec
Cherls te

6. Pour ajouter I'utilisateur au concentrateur VPN, sélectionnez Configuration > User
Management > Users, puis cliquez sur
Add.



Configuration | User Management | Users

This section lets vou configure users.

Click the Add button to add a user, or select a user and click Modify or Delete.

Current Users Actions

|E|Eui1|:ud-3 ooz
tmcs-B00

Modity

7. Entrez les informations correctes pour le groupe, puis cliquez sur Apply pour soumettre les

informations.
A
—inferfaces
—SSyslem Chick the Inherit? box to set a field that you wanl 1o defauit to the group value. Uncheck the In
—EHEarv e graup values.
—EhAddress Managemnent .
oY PYTIEI R dentty [General liPSec I PETRAZTE BN
—EEFTE ; Identity Parameters
L 7TP — T T I e b sl ot e o
—E|PSec ' i
=EHF Routing . User Hame;|]j-:-e Enter a unigue user name
Pasawurd revnnann :Entlar the usar's password. The passward must satisfy the
Verify | [ssvenns [Veiity fhe user's password

Group|  RemoteClient 1 | Enter the group to which this user belongs.

IFM:lres.s5|_f Enter the IP address assigned 1o this user
‘Subnet Maﬂf.|— Enler the subnel mask assigned 1o this user.
Fillesable Event Log '
i | Apply | Canceal |
—Syslem Stalus
—EesEl0NS
—S-Satlstice
Y 4 - -
Vérification

Connexion au concentrateur VPN

Maintenant que le client VPN et le concentrateur sont configurés, le nouveau profil doit fonctionner
pour se connecter au concentrateur VPN.

91 [cholera]: /etc/Ci scoSystensVPNC i ent > vpnclient connect toCORPORATE
Cisco Systenms VPN Client Version 3.5 (Rel)

Copyright (C 1998-2001 Cisco Systens, Inc. Al Rights Reserved.

Cient Type(s): Solaris



Runni ng on: SunOS 5.6 Generic_105181-11 sun4u

Initializing the I PSec |ink.

Contacting the security gateway at 10.48.66.109
Aut henti cati ng user.

User Authentication for toCORPORATE. ..

Enter Usernane and Password.

User nane [Joe]:

Password []:

Contacting the security gateway at 10.48.66.109
Your link is secure.

| PSec tunnel information.
Client address: 10.20.20.20
Server address: 10.48.66.109
Encryption: 168-bit 3-DES

Aut henti cati on: HVAC- MD5

I P Conpressi on: None

NAT passthrough is inactive.
Local LAN Access is disabled.

nZ
Suspended

[cholera]: /etc/Ci scoSystensVPNC i ent > bg
[1] vpncl i ent connect toCORPCRATE &
(The process is made to run as background process)

[cholera]: /etc/CiscoSystensVPNClient > vpnclient disconnect

Cisco Systems VPN Client Version 3.5 (Rel)

Copyright (C) 1998-2001 Cisco Systens, Inc. Al Rights Reserved.
Client Type(s): Solaris

Runni ng on: SunOS 5.6 Generic_105181-11 sun4u

Your |PSec link has been disconnected.

Di sconnecting the | PSEC |ink.

[cholera]: /etc/C scoSystensVPNO i ent >

[1] Exit -56 vpncl i ent connect toCORPORATE

[cholera]: /etc/Ci scoSystensVPNC i ent >

Dépannage

Cette section fournit des informations que vous pouvez utiliser pour dépanner votre configuration.

Déboguages

Pour activer les débogages, utilisez la commande ipseclog. Un exemple est présenté ci-dessous.

[cholera]: /etc/Ci scoSystensVPNC i ent > ipseclog /tmp/clientlog

Déboguer sur le client lors de la connexion au concentrateur

[cholera]: /etc/CiscoSystensVPNC i ent > cat /tmp/clientlog



1 17:08:49.821 01/25/2002 Sev=Infol/4
Started vpnclient:

Cisco Systems VPN Client Version 3.5 (Rel)
Copyright (C) 1998-2001 Cisco Systens, Inc.
Client Type(s): Solaris

Runni ng on: SunOS 5.6 Generic_105181-11 sun4u

2 17:08:49.855 01/25/2002 Sev=Infol/4
Started cvpnd:

Cisco Systems VPN Client Version 3.5 (Rel)
Copyright (C) 1998-2001 Cisco Systens, Inc.
Client Type(s): Solaris

Runni ng on: SunOS 5.6 Generic_105181-11 sun4u

3 17:08:49.857 01/25/2002 Sev=Info/4
Del ete internal key with SPlI=0xb0f0d0cO

4 17:08:49.857 01/25/2002 Sev=Info/4
Key del eted by SPI 0xbOf 0d0cO

5 17:08:49.858 01/25/2002 Sev=Infol/4
Del ete internal key with SPl=0x637377d3

6 17:08:49.858 01/25/2002 Sev=Infol/4
Key del eted by SPI 0x637377d3

7 17:08:49.859 01/25/2002 Sev=Infol/4
Del ete internal key with SPl=0x9d4d2b9d

8 17:08:49.859 01/25/2002 Sev=Info/4
Key del eted by SPI 0x9d4d2b9d

9 17:08:49.859 01/25/2002 Sev=Info/4
Del ete internal key w th SPlI=0x5facd5bf

10 17:08:49.860 01/25/2002 Sev=Info/4
Key del eted by SPI 0x5facd5bf

11 17:08:49.860 01/25/2002 Sev=Info/4
| PSec driver already started

12 17:08:49.861 01/25/2002 Sev=Info/4
Del eted all keys

13 17:08:49.861 01/25/2002 Sev=Info/4
Del eted all keys

14 17:08:49.862 01/25/2002 Sev=Info/4
| PSec driver already started

15 17:08:49.863 01/25/2002 Sev=Info/4
| PSec driver already started

16 17:08:49.863 01/25/2002 Sev=Info/4
Del eted all keys

17 17:08:50.873 01/25/2002 Sev=Info/4
Begi n connection process

18 17:08:50.883 01/25/2002 Sev=Info/4
Est abli sh secure connection using Ethernet

19 17:08:50.883 01/25/2002 Sev=Infol4

Attenpt connection with server "10.48.66.109"

CLI / 0x43900002

Ri ghts Reserved

CVPND/ 0x4340000F

Ri ghts Reserved

| PSEC/ 0x43700013

| PSEC/ 0x4370000C

| PSEC/ 0x43700013

| PSEC/ 0x4370000C

| PSEC/ 0x43700013

| PSEC/ 0x4370000C

| PSEC/ 0x43700013

| PSEC/ 0x4370000C

| PSEC/ 0x43700009

| PSEC/ 0x43700014

| PSEC/ 0x43700014

| PSEC/ 0x43700009

| PSEC/ 0x43700009

| PSEC/ 0x43700014

CM 0x43100002

CM 0x43100004

CM 0x43100026



20 17:08:50.883 01/25/2002 Sev=Info/6 | KE/ 0x4300003B
Attenpting to establish a connection w th 10.48.66. 109.

21 17:08:51.099 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP QAK AG (SA, KE, NON, ID, VID, VID, VID) to
10. 48. 66. 109

22 17:08:51.099 01/25/2002 Sev=Infol/4 | PSEC/ 0x43700009
I PSec driver already started

23 17:08:51. 100 01/25/2002 Sev=Infol/4 | PSEC/ 0x43700014
Del eted all keys

24 17:08:51.400 01/25/2002 Sev=Info/5 | KE/ 0x4300002F
Recei ved | SAKMP packet: peer = 10.48.66. 109

25 17:08:51.400 01/25/2002 Sev=Infol4 | KE/ 0x43000014
RECEI VI NG <<< | SAKMP OQAK AG (SA, KE, NON, ID, HASH WVID, VID, VID,
VI D) from 10. 48. 66. 109

26 17:08: 51.400 01/25/2002 Sev=Infol/5 | KE/ 0x43000059
Vendor | D payl oad = 12F5F28C457168A9702D9FE274CC0100

27 17:08:51.400 01/25/2002 Sev=Info/5 I KE/ 0x43000001
Peer is a G sco-Unity conpliant peer

28 17:08:51.400 01/25/2002 Sev=Info/5 I KE/ 0x43000059
Vendor | D payl oad = 09002689DFD6B712

29 17:08: 51.400 01/25/2002 Sev=Infol/5 | KE/ 0x43000059
Vendor | D payl oad = AFCAD71368A1F1C96B8696FC77570100

30 17:08: 51.400 01/25/2002 Sev=Infol/5 | KE/ 0x43000001
Peer supports DPD

31 17:08: 51.400 01/25/2002 Sev=Infol/5 | KE/ 0x43000059
Vendor | D payl oad = 1FO7F70EAA6514D3BOFA96542A500301

32 17:08:51.505 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP QAK AG *(HASH, NOTI FY: STATUS_I NI TI AL_CONTACT)
to 10.48. 66. 109

33 17:08:51.510 01/25/2002 Sev=Info/5 | KE/ 0x4300002F
Recei ved | SAKMP packet: peer = 10.48.66. 109

34 17:08:51.511 01/25/2002 Sev=Infol4 | KE/ 0x43000014
RECEI VI NG <<< | SAKMP OAK TRANS *(HASH, ATTR) from 10. 48. 66. 109

35 17:08:51.511 01/25/2002 Sev=Info/4 CM 0x43100015
Launch xAut h application

36 17:08:56.333 01/25/2002 Sev=Infol/4 CM 0x43100017
xAut h application returned

37 17:08:56.334 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP OQAK TRANS *(HASH, ATTR) to 10.48.66. 109

38 17:08:56.636 01/25/2002 Sev=Info/5 | KE/ 0x4300002F
Recei ved | SAKMP packet: peer = 10.48.66. 109

39 17:08:56.637 01/25/2002 Sev=Infol4 | KE/ 0x43000014
RECEI VI NG <<< | SAKMP OQAK TRANS *(HASH, ATTR) from 10. 48. 66. 109



40 17:08:56.637 01/25/2002 Sev=Info/4 CM 0x4310000E
Established Phase 1 SA. 1 Phase 1 SAin the system

41 17:08:56.639 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP OQAK TRANS *(HASH, ATTR) to 10.48.66. 109

42 17:08:56.639 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP OQAK TRANS *(HASH, ATTR) to 10.48.66. 109

43 17:08:56.645 01/25/2002 Sev=Info/5 | KE/ 0x4300002F
Recei ved | SAKMP packet: peer = 10.48.66. 109

44 17: 08: 56. 646 01/25/2002 Sev=Infol4 | KE/ 0x43000014
RECEI VI NG <<< | SAKMP OQAK TRANS *(HASH, ATTR) from 10. 48. 66. 109

45 17:08:56. 646 01/25/2002 Sev=Info/5 | KE/ 0x43000010
MODE_CFG REPLY: Attribute = | NTERNAL_| PV4_ADDRESS: |,
val ue = 10. 20. 20. 20

46 17:08:56. 646 01/25/2002 Sev=Info/5 | KE/ 0x4300000D
MODE_CFG REPLY: Attribute = MODECFG UNI TY_SAVEPVWD: |,
val ue = 0x00000000

47 17:08:56. 646 01/25/2002 Sev=Info/5 | KE/ 0x4300000D
MODE_CFG REPLY: Attribute = MODECFG UNI TY_PFS:
val ue = 0x00000000

48 17:08:56. 646 01/25/2002 Sev=Info/5 | KE/ 0x4300000E
MODE_CFG REPLY: Attribute = APPLI CATI ON_VERSI ON,

value = Cisco Systens, Inc./VPN 3000 Concentrator Series
Version 3.1.Rel built by vmurphy on Aug 06 2001 13:47: 37

49 17:08:56.648 01/25/2002 Sev=Info/4 CM 0x43100019
Mode Config data received

50 17:08:56.651 01/25/2002 Sev=Info/5 I KE/ 0x43000055
Received a key request fromDriver for |P address 10.48. 66. 109,
GW 1P = 10. 48. 66. 109

51 17:08: 56.652 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP CAK QM *(HASH, SA, NON, ID, ID to 10.48.66.109

52 17:08: 56.653 01/25/2002 Sev=Info/5 I KE/ 0x43000055
Received a key request fromDriver for |P address 10.10.10. 255,
GWIP = 10. 48. 66. 109

53 17:08: 56. 653 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP CAK QM *(HASH, SA, NON, ID, ID to 10.48.66.109

54 17:08:56.663 01/25/2002 Sev=Info/5 | KE/ 0x4300002F
Recei ved | SAKMP packet: peer = 10.48.66. 109

55 17:08: 56.663 01/25/2002 Sev=Infol4 | KE/ 0x43000014
RECEI VI NG <<< | SAKMP QAK | NFO *(HASH, NOTI FY: STATUS_RESP_LI FETI ME)
from 10. 48. 66. 109

56 17:08:56.663 01/25/2002 Sev=Info/5 | KE/ 0x43000044
RESPONDER- LI FETI ME notify has val ue of 86400 seconds

57 17:08:56.663 01/25/2002 Sev=Info/5 I KE/ 0x43000046
This SA has already been alive for 6 seconds, setting expiry

to 86394 seconds from now

58 17:08: 56.666 01/25/2002 Sev=Infol/5 | KE/ 0x4300002F



Recei ved | SAKMP packet: peer = 10.48.66. 109

59 17:08: 56.666 01/25/2002 Sev=Infol4 | KE/ 0x43000014
RECEI VI NG <<< | SAKMP QAK QM *(HASH, SA, NON, ID, ID,
NOTI FY: STATUS_RESP_LI FETI ME) from 10. 48. 66. 109

60 17:08:56.667 01/25/2002 Sev=Info/5 I KE/ 0x43000044
RESPONDER- LI FETI ME notify has val ue of 28800 seconds

61 17:08:56. 667 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP CAK QM *(HASH) to 10.48.66.109

62 17:08:56.667 01/25/2002 Sev=Info/5 | KE/ 0x43000058
Loadi ng | Psec SA (Message | D = 0x4CEF4B32 OUTBOUND SPI =
Ox5EAD41F5 | NBOUND SPI = OxE66C759A)

63 17:08: 56. 668 01/25/2002 Sev=Info/5 | KE/ 0x43000025
Loaded OUTBOUND ESP SPI: Ox5EAD41F5

64 17:08: 56.669 01/25/2002 Sev=Info/5 | KE/ 0x43000026
Loaded | NBOUND ESP SPI: OxE66C759A

65 17:08:56.669 01/25/2002 Sev=Info/4 CM 0x4310001A
One secure connection established

66 17:08:56.674 01/25/2002 Sev=Info/5 | KE/ 0x4300002F
Recei ved | SAKMP packet: peer = 10.48.66. 109

67 17:08:56.675 01/25/2002 Sev=Infol4 | KE/ 0x43000014
RECEI VI NG <<< | SAKMP QAK QM *(HASH, SA, NON, ID, ID,
NOTI FY: STATUS_RESP_LI FETI ME) from 10. 48. 66. 109

68 17:08:56.675 01/25/2002 Sev=Info/5 | KE/ 0x43000044
RESPONDER- LI FETI ME notify has val ue of 28800 seconds

69 17:08:56.675 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP CAK QM *(HASH) to 10.48.66.109

70 17:08:56.675 01/25/2002 Sev=Info/5 I KE/ 0x43000058
Loadi ng | Psec SA (Message | D = 0x88E9321A OQUTBOUND SPI =
0x333B4239 | NBOUND SPI = 0x6B040746)

71 17:08:56.677 01/25/2002 Sev=Infol/5 | KE/ 0x43000025
Loaded OUTBOUND ESP SPI: 0x333B4239

72 17:08:56.677 01/25/2002 Sev=Infol/5 | KE/ 0x43000026
Loaded | NBOUND ESP SPI: 0x6B040746

73 17:08:56.678 01/25/2002 Sev=Infol/4 CM 0x43100022
Addi ti onal Phase 2 SA established.

74 17:08:57. 752 01/25/2002 Sev=Infol4 | PSEC/ 0x43700014

Del eted all keys

75 17:08:57.752 01/25/2002 Sev=Infol4 | PSEC/ 0x43700010

Created a new key structure

76 17:08:57.752 01/25/2002 Sev=Infol4 | PSEC/ 0x4370000F

Added key with SPlI =0x5ead41f5 into key li st

77 17:08:57. 753 01/25/2002 Sev=Infol4 | PSEC/ 0x43700010

Created a new key structure

78 17:08:57. 753 01/25/2002 Sev=Infol4 | PSEC/ 0x4370000F



Added key with SPlI =0xe66c759a into key |i st

79 17:08:57. 754 01/25/2002 Sev=Infol/4 | PSEC/ 0x43700010
Created a new key structure

80 17:08:57. 754 01/25/2002 Sev=Infol/4 | PSEC/ 0x4370000F
Added key with SPI =0x333b4239 into key list

81 17:08:57. 754 01/25/2002 Sev=Infol/4 | PSEC/ 0x43700010
Created a new key structure

82 17:08:57. 755 01/25/2002 Sev=Infol/4 | PSEC/ 0x4370000F
Added key with SPlI =0x6b040746 into key |i st

83 17:09: 13. 752 01/25/2002 Sev=Info/6 | KE/ 0x4300003D
Sendi ng DPD request to 10.48.66.109, seg# = 2948297981

84 17:09: 13. 752 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP QAK | NFO *( HASH, NOTI FY: DPD_REQUEST)
to 10.48. 66. 109

85 17:09: 13. 758 01/25/2002 Sev=Info/5 | KE/ 0x4300002F
Recei ved | SAKMP packet: peer = 10.48.66. 109

86 17:09: 13. 758 01/25/2002 Sev=Infol4 | KE/ 0x43000014
RECEI VI NG <<< | SAKMP QAK | NFO *(HASH, NOTI FY: DPD_ACK)
from 10. 48. 66. 109

87 17:09:13.759 01/25/2002 Sev=Info/5 | KE/ 0x4300003F
Recei ved DPD ACK from 10. 48. 66. 109, seq# recei ved = 2948297981,
seq# expected = 2948297981

debug on the client when di sconnecting

88 17:09: 16.366 01/25/2002 Sev=Info/4 CL1/ 0x43900002
Started vpnclient:

Cisco Systems VPN Client Version 3.5 (Rel)

Copyright (C) 1998-2001 Cisco Systens, Inc. Al Rights Reserved.
Client Type(s): Solaris

Runni ng on: SunOS 5.6 Generic_105181-11 sun4u

89 17:09: 16. 367 01/25/2002 Sev=Infol/4 CM 0x4310000A
Secure connections term nated

90 17:09: 16.367 01/25/2002 Sev=Infol/5 | KE/ 0x43000018
Del eting | Psec SA: (OUTBOUND SPI = 333B4239 | NBOUND SPI = 6B040746)

91 17:09: 16. 368 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP QAK | NFO *(HASH, DEL) to 10.48.66.109

92 17:09: 16.369 01/25/2002 Sev=Infol/5 | KE/ 0x43000018
Del eting | Psec SA: (OUTBOUND SPI = 5EAD41F5 | NBOUND SPI = E66C759A)

93 17:09: 16.369 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP QAK | NFO *(HASH, DEL) to 10.48.66.109

94 17:09: 16.370 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP QAK | NFO *(HASH, DEL) to 10.48.66.109

95 17:09: 16.371 01/25/2002 Sev=Infol/4 CM 0x43100013
Phase 1 SA del eted cause by DEL_REASON RESET_SADB.
0 Phase 1 SA currently in the system



96 17:09: 16.371 01/25/2002 Sev=Info/5
Initializing CVPNDrv

CM 0x43100029

CM 0x43100035

97 17:09:16. 371 01/25/2002 Sev=Info/6

Tunnel to headend devi ce 10.48. 66. 109 di sconnect ed:
duration: 0 days 0:0:20

98 17:09:16. 375 01/25/2002 Sev=Info/5

Initializing CVPNDrv

99 17:09: 16
Recei ved | SAKMP

100 17:09: 16.
Attenpted i ncomi
connections are

101 17:09: 17.
Del ete interna

102 17:09: 17
Del ete interna

103 17:09: 17
Del ete interna

104 17:09: 17.
Del ete interna

105 17:09: 17
Del eted all keys
106 17:09: 17

| PSec driver alr

107 17:09: 17
Del eted all keys
108 17:09: 17

| PSec driver alr

109 17:09: 17
Del eted all keys
110 17:09: 17.

| PSec driver alr

111 17:09: 17.
Del eted all keys

377 01/25/ 2002
packet: peer

377 01/25/2002 Sev=Warni ng/2
ng connection from 10. 48. 66. 109.

not al |l owed.

372 01/ 25/ 2002

Sev=Info/5

= 10. 48. 66. 109

Sev=Infol/ 4

key with SPI=0x6b040746

372 01/ 25/ 2002

Sev=Infol/ 4

key with SPI=0x333b4239

373 01/25/2002

Sev=Infol/ 4

key w th SPlI =0xe66c759a

373 01/25/2002

Sev=Infol/ 4

key w th SPlI =Ox5ead41f5

373 01/25/2002

374 01/ 25/ 2002
eady started

374 01/ 25/ 2002

375 01/25/ 2002
eady started

375 01/25/2002

375 01/25/ 2002
eady started

376 01/25/2002

Sev=Infol/ 4

Sev=Infol/ 4

Sev=Infol/ 4

Sev=Infol/ 4

Sev=Infol/ 4

Sev=Infol/ 4

Sev=Infol/ 4

Débogues sur le concentrateur VPN

Sélectionnez Configuration > System > Events > Classes pour activer le débogage suivant en cas

d'échec de connexion d'événement.

- AUTH - Gravité du journal 1-13

- IKE - Gravité du journal 1-6

- IPSEC - Gravité du journal 1-6

CM 0x43100029

| KE/ 0x4300002F

| KE/ 0x83000061
| nbound

| PSEC/ 0x43700013

| PSEC/ 0x43700013

| PSEC/ 0x43700013

| PSEC/ 0x43700013

| PSEC/ 0x43700014

| PSEC/ 0x43700009

| PSEC/ 0x43700014

| PSEC/ 0x43700009

| PSEC/ 0x43700014

| PSEC/ 0x43700009

| PSEC/ 0x43700014



s et This sechion lets you configure special handling of specific event classes.
—Fansgement Prolocals Click the Add button te add an event class, or select an event class and chek Mod

—General Click here to confipure peneral event parameters.

—Trap Destinafians Configured
——Syming Servers Event Classes  Actions
——SMTF Servers
—Email Becients
IKE

E
:

—[EHser Management Modity
Delata

EE
'

Vous pouvez afficher le journal en sélectionnant Monitoring > Event Log.

Informations connexes

- Page d'assistance des concentrateurs VPN Cisco 3000
- Page d'assistance du Client VPN 3000 Series Cisco

- Page d'assistance |IPsec

- Support technique - Cisco Systems



//www.cisco.com/en/US/products/hw/vpndevc/ps2284/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2276/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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