Recopile el paquete DART para Secure Client
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Introduccion

Este documento describe DART, una herramienta para recopilar datos de solucién de problemas
de Cisco Secure Client para el analisis de Cisco TAC. El asistente de DART se ejecuta en el
dispositivo que ejecuta Cisco Secure Client y se puede iniciar desde Secure Client, o por si
mismo sin Secure Client.

Prerequisites

Requirements

Cisco recomienda tener conocimientos de estos temas:

+ Cisco Secure Client 5.x
+ Dispositivo de seguridad adaptable (ASA)
» Firepower Threat Defense (FTD)

Componentes Utilizados

La informacion de este documento se basa en los siguientes sistemas operativos:

* Windows:
« MacOS
* Linux

La informacion que contiene este documento se cred a partir de los dispositivos en un ambiente



de laboratorio especifico. Todos los dispositivos que se utilizan en este documento se pusieron en
funcionamiento con una configuracion verificada (predeterminada). Si tiene una red en vivo,
asegurese de entender el posible impacto de cualquier comando.

Procedimiento

Instalacion
Hay dos formas de instalar DART en los terminales. Podemos instalarlo utilizando paquetes
preimplementados manualmente en el PC de destino o puede implementarse desde ASA/FTD

configurandolo bajo la "politica de grupo" asignada.

Paquetes preimplementados

Paso 1. Descargue el paquete de preimplementacién de Secure Client segun el sistema operativo
desde el sitio Cisco Software.

<=3 LINUX

= — MacOsS

<= WINDOWS

Descargar el paquete Secure Client

Paso 2. Instalandolo manualmente en diferentes sistemas operativos.
DART para Windows:

1. Extraiga el paquete anterior a la implementacion.


https://software.cisco.com/download/home/286330811/type

Search dart

& Extract all

Name Date m
Last month
MR cisco-secure-client-win-5.1.242-predeplay-k8 22-03-2024 13:44 Compress Open
Open with
Open in new tab
Open in new window
Share
Extract AlL..
Pin to Quick access
Pin to Start
Add to Favorites
Compress to ZIP file
Copy as path Ctrl +5hif+C
Praoperties Alt+Enter

Share with Skype

Show more options

Extraccion de paquete predesplegado

2. Haga clic en el instalador DART MSI.

Today
@ seup 04-2024 09:39
I cetup 21-04-2024 09:39
B cisco-secure-client-win-5.1. 2519 -zta-predeploy-kd 21-04-2024 05:39
cisco-secure-client-win-5.1.242-umbrella- predeploy-k9
cisco-secure-client-win-5.1.2.42- posture- predeploy-ks
I cisco-secure-client-win-5.1.2.42-sbl-predeploy-k9
! cisco-secure-client-win-5.1 2.42-nvm-predeploy-k3
cisco-secure-client-win-5.1.2.42-iseposture- predeploy-k0
& cisco-secure-client-win-5.1.242-nam-predeploy-ki
& cisco-secure-client-win-5.1.2.42-core-vpn- predeploy-kd [i Wi 5 Installer .
B cisco-secure-client-win-5.1.2.42-dart-predeploy-k 21-04-2024 09:39 Windows Installer ...
= Item type: Windaws Installer Package
cisco-secure-client-win-1.182.3-thousandey ede Authins: Cisco Systens, Ine
Tithe: Installation Diatabase
. seup Subject: Cisco Secure Client - Diagnostics and Reparting Tool
A SmartNET contract is required for support - Cisco Secure Client -
W Frofiles Diagnastics and Reporting Tool

Diate d: 21-04-2024 09:39
Size: Ma

instalador MSI

3. Cumplir con las instrucciones en pantalla para la instalaciéon de DART.




r
"M Cisco Secure Client - Diagnostics and Reporting Tool Setup

Welcome to the Cisco Secure
Client - Diagnostics and
Reporting Tool Setup Wizard

The Setup Wizard will allow you to change the way Cisco
Secure Client - Diagnostics and Reporting Tool features are
installed on your computer or even to remove Cisco Secure
Client - Diagnostics and Reporting Tool from your computer.
Click "Mext" to continue or "Cancel" to exit the Setup Wizard.

L

Siguiente para continuar




]ﬂ Cisco Secure Client - Diagnostics and Reporting Tool Setup

Completing the Cisco Secure
Client - Diagnostics and
Reporting Tool Setup Wizard

Click the "Finish" button to exit the Setup Wizard.

B =

Instalacion finalizada

DART para MacOS:

1. Haga doble clic en el archivo de instalacion de DMG y, a continuacion, en Cisco Secure Client.pkg .



< dart ats

Favourites MNaime
AirDrop
& cisco-secure-client-macos-5.1.2.42-predeploy-k9.dmg
Recents
Applications
Nacktan

[3 cisco Secure Client 5.1.2.42

stfuen]rs ® Introduction

CIsCo

Ciseo Secure Client.pkg

Cisco Secure Client

m =2 v h & O~ Q
Date Modified Size Kind
Today at 10:04 AM 137.1 MB Disk Image

w Install Cisco Secure Client

Welcome to the Cisco Secure Client Installer

software.

You will be guided through the steps necessary to install this

o]
Instalar el paquete Secure Client
2. Lealalicenciay continte seguin corresponda.
< dart 88 = M =2 v 1 @ O Q
Favourites Mame ~ | Date Modified Size Kind
AirDrog = ‘ =
GACR & cisco-secure-client-macos-5.1.2.42-predeploy-k9.dmg Today at 10:04 AM 137.1 MB Disk Image
Recents
v Applications
BARLEAR w Install Cisco Secure Client
&) cisco Secure Client 5.1.2.42
Software Licence Agreement
Supplemental End User License Agreement
@ Introduction
IMPORTANT: READ CAREFULLY
® Licence

Cisco Secure Client.pkg

Cisco Secure Client

dias
CiIsco

Read Licence

L By choking accept of sing tha Cisco Technology, you_agrea that such use i gavemed by ;:

in To continue installing the software you must agree to the terms of the
i software licence agreement.

Click Agree to continue or click Disagree to cancel the installation and quit
the Installer.

Print... Save... Eo_Back_

Continu_e_

Acepto continuar

3. Marque la Diagnostic and Reporting Tool y hagaclic en Continue .



< dart Bl & . h O @~ Q

Favourites Name ~ | Date Modified Size Kind
AirDrop
X & cisco-secure-client-macos-5.1.2.42-predeploy-k9.dmg Today at 10:04 AM 137.1 MB Disk Image
Recents

Applications

Nacktan W Install Cisco Secure Client a

3 cisco Secure Client 5.1.2.42
Custom Install on "Macintosh HD"

|
|

Package Name Action Size
dfrar]n, “ Introduction :
CIsco @ Licence AMP Enabler !
@ Destination Select l + Diagnostics and Reporting Tool Install 7.6 MBI
L]

Installation Type

Cisco Secure Client.pkg

ThousandEyes Endpoint Agent
Zero Trust Access Skip 54.9 MB

Space Required: 76 MB Remaining: 300.14 GB

Installs the module that enables Zero Trust Access.

Cisco Secure Client

alea]n
CISCO

Instalar DART

4. Cumplir con las instrucciones en pantalla para la instalacion de DART.

4 dart el = W= e o @O @~ Q
Favourites Mame ~  Date Modified Size Kind
AirDrop
b & cisco-secure-client-macoes-5.1.2.42-predeploy-k9.dmg Today at 10:04 AM 137.1 MB Disk Image
Recents
Applications
& Install Cisco Secure Client a

Diaskinn

Cisco Secure Client 5.1.2.42
The installation was completed successfully.

atf e “ Introduction
CISCO @ Licence
@ Destination Select

@ |Installation Type

| LIS R | The installation was successful.
B/ Smmary The software was installed.

Cisco Secure Client

]
(o B-Y o o]

Instalacion finalizada

DART paralLinux:

1. Descomprima el paquete de preimplementacion de Linux usando el comando:



tar xvzf cisco-secure-client-linux64-5.1.2.42-predeploy-k9.tar.gz

Untar linux pkg

2. Acceda a/cisco-secure-client-linux64-5.x/dart y ejecute dart_install.sh .

Instalar DART

3. Acepte los términos del acuerdo de licencia parainstalar DART.



Aceptar acuerdo

4. Después de lainstalacion, se puede acceder aDART y Secure Client desde:

Application > Internet > Cisco Secure Client Application > Internet > Cisco Secure Client - DART

Implementacion desde ASA/FTD

Las cabeceras como ASA y FTD proporcionan funcionalidad paraimplementar varios médul os anyconnect como dart, vpngina, ampenabler,

etc., en el termina cuando €l usuario se conectaauna VPN de acceso remoto.
FTD

Si esta gestionando FTD desde FMC o FDM, consulte esta guia paraimplementar DART y otros médulos en el FTD mediante la politica de

grupo.
ASA

Configure anyconnect modules value dart en la seccion webvpn de la politica de grupo de destino.

group-policy NAME_OF_GROUP_POLICY 1internal group-policy NAME_OF_GROUP_POLICY attributes dns-server valu

Establezca una conexion correcta con el ASA/FTD.

Desplécese hasta Settings > VPN > Message History para ver |os detalles sobre los médul os que se descargaron.


https://www.cisco.com/c/es_mx/support/docs/network-management/remote-access/216495-configure-anyconnect-modules-for-remote.html

@ Cisco Secure Client

o Oecure Client

Virtual Private Network (VPN)

Preferences Statistics Route Details Firewall | Message History

Diagnostics

22-04-2024

15:42:24 Ready to connect.

15:42:39 Contacting x.x.x.x

15:42:44 User credentials entered.

15:42:44 Establishing VPN session...

15:42:45 The Cisco Secure Client - Downloader is performing update checks...
15:42:45 Checking for profile updates...

15:42:45 Checking for product updates...

15:42:53 Downloading Cisco Secure Client - DART 5.1.2.42 - 100 % |

15:42: ecking for customization updates...

15:42:53 Performing any required updates...

15:42:58 The Cisco Secure Client - Downloader update checks have been completed.
15:43:03 Establishing VPN - Initiating connection...

15:43:03 Establishing VPN session...

15:43:03 Establishing VPN - Examining system...

15:43:03 Establishing VPN - Activating VPN adapter...

15:43:04 Establishing VPN - Configuring system...

15:43:04 Establishing VPN...

15:43:04 Connected to XXx.X

Descargar modulo

Recopilacién del paquete DART

Windows:

Paso 1. Inicie DART desde el ment Inicio o desde Cisco Secure Client.

Clear




dart

& m Work Apps Documents Web Settings People Folders

Best match

Cisco Secure Client Diagnostics and
- -
@ Reporting Tool l

App
Cisco Secure Client Diagnostics and

Search work and web Reporting Tool

App
Q, Dart - Programming language

Q, dartpad Gon

Q_ darty Run as administrator
Open file location
Pin to Start
Pin to taskbar

Uninstall

s 20231106-000952083 AnyConnect
DART - Update

Menu Inicio

or



Cisco Secure Client — X
®

n AnyConnect VPN:

p Ready to connect.

XX XX

stlianlns
cisco
Cliente seguro de Cisco

Paso 2. Haga clic en Diagnostics (Diagnostico) para recopilar los registros de DART.

@ Cisco Secure Client - X

' I ' I ' |
asco Oecure Client

Status Overview Status Overview
AnyConnect VPN
AnyConnect VPN (Disconnected) -
Network Bytes Sent: 0
Bytes Received: 0
T H :00:
ISE Posture Wne:Conaeced 0800 oo
Client Address (IPv4): Mot Available
. Client Address (IPv6): Not Available
Secure Endpoint Server Address: Not Available
Session Disconnect: None
Umbrella Network (Connected) ~
Name: XYZ
1P Address: 192.168.1.8
Security: Secured
Signal Strength: (-61 dBm)
ISE Posture (Compliance Unknown) ~
. Latest Scan Start Time: Mon Apr 22 08:21:51 2024
Collect diagnostic information for all
installed components. Secure Endpoint (Connected) A
Protection Status: Connected

Iniciar diagnéstico

Paso 3. Sigalas instrucciones que aparecen en pantalla para recopilar el paguete DART.



Cisco Secure Client - DART X

__ Next i Cancel

DART - Sguiente

Paso 4. Seleccione la opcidn Predeterminado para guardar el paquete DART en €l escritorio y hagaclic en Next .



Cisco Secure Client - DART 4

© Default - Bundle will be saved to Desktop

) Custom

Clear All Logs

Opciones de creacion del paquete

Paso 5. Windows comienza a procesar y recopilar registros.



Cisco Secure Client - DART *

=

Procesando registros

Paso 6. Después del procesamiento, € paquete DART se guarda en €l escritorio de forma predeterminada.



Cisco Secure Client - DART X

Cemoiowae | e

Dart creado

MacOS

Paso 1. Inicie DART desde Mac Launchpad o Cisco Secure Client haciendo clic en Generating Diagnostics Report .



-4

Cisco Secure Client - DART

Mac Launchpad

or

About Cisco Secure Client oo

. - n atfusn]ns
o 4 ® © ® Cisco Secure Client EIRE

Preferences...

F3 ~

|| Generate Diagnostics Report | ARyL-onmact VRN

c...2.42-predeploy-k9.dmg Connected to
Show Cisco Secure Client Window

Disconnect
2 Show Statistics Window ¥ S

-« Show Notifications
|+ Show Status Menu

ISE Posture:
Hide Cisco Secure Client H GCompliant.
Hide Others CEH MNetwork access allowed. Scan Again
- I T
Quit Cisco Secure Client 3% Q
Umbrella:
Locations Umbrella is active.

Cliente seguro de Cisco

Paso 2. Seleccione las opciones de registro adicionales paraincluir los registros heredados y del sistema segun los requisitosy hagaclic en Run .



@ ¢ Cisco Secure Client - DART

Welcome to the Diagnostic and Reporting Tool (DART).

DART is a tool that helps to bundle the appropriate log files and
diagnostic information that can be used for analyzing and debugging the
Cisco Secure Client.

Inr
CISCO

Bundle Options:
Enable Bundle Encryption

Encryption Password

Additional Log Options:

Include Legacy - Cisco AnyConnect Secure Mobility Client Logs

Include System Logs

Run

Opciones de registro adicionales

Paso 3. MacOS comienza a procesar y recopilar registros.



@® Cisco Secure Client - DART

Processing Application logs...

NI
CISCO

Cancel

Procesando

registrosPaso 4. Después del procesamiento, € paquete DART se guarda en €l escritorio de forma predeterminada.



® ¢ Cisco Secure Client - DART

The bundle was created successfully on your Desktop.

NIl
CISCO

Finish

Paguete DART creado

Linux

Paso 1. Desplécese hasta /opt/cisco/secureclient/dart/ y ejecute Interfaz de usuario dartui. gréfica para DART que se abre en la pantallay haga

clicen Next .



|root@localhost dart]#

root@localhost dart]#
[root@localhost dart]# ./dartuil

|

Cisco Secure Client - DART 5.1.2.42 - o x

Diagnostic and Reporting ol I I l I
Tool (DART) CISCO

DART is a tool that helps to bundle the appropriate
log files and diagnostic information that can be used
for analyzing and debugging the Cisco Secure Client.

This wizard will guide you through the steps required
to create the diagnostic bundle. To continue, click
Next.

2> Next @ Cancel

lanzamiento de DART

Paso 2. Seleccione Typical la opcién de paquete para recopilar registros e informacion de diagnéstico y haga clic Next como se muestraen la

imagen.



[root@localhost dart]#
[root@localhost dart]# ./dartui

Cisco Secure Client - DART5.1.242 - @ X |

T
CISCO

Bundle Creation Option

Select a bundle option.

() Typical

Typical log files and diagnostic
@ information will be included in the bundle.

(Bundle will be saved to Desktop)

() Custom I

Choose which log files and diagnostic
information to be included in the bundle.

&- Back 2> Next @ Cancel

Opci6n de paquete

Paso 3. Hagaclic en Finish y € paguete DART se guardara en el escritorio de forma predeterminada, como se muestra en laimagen.



Cisco Secure Client - DART 5.1.242 - 0O X

NIy
CISCO

Bundle Creation Result

The bundle was created successfully in /home/calo/
Desktop/DARTBundle_0421_0125.zip.

Back ‘ ->> Finish ‘ ® Cancel

Paquete DART creado

Troubleshoot

En esta seccion se brinda informacidn que puede utilizar para resolver problemas en su configuracion.

Consulte esta guia para correlacionar e identificar eficazmente los registros de DART para resolver |os problemas relacionados con Secure

Client.


/content/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html

Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



