Ejemplo de Configuracién de Tunel IPsec entre
PIX 7.xy VPN 3000 Concentrator
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Informacioén Relacionada

Introduccién

Este documento proporciona una configuracion de ejemplo de como establecer un tunel VPN
IPsec de LAN a LAN entre un PIX Firewall 7.x y un Cisco VPN 3000 Concentrator.

Consulte Ejemplo de Configuracién de PIX/ASA 7.x Enhanced Spoke-to-Client VPN con
autenticacion TACACS+ para obtener mas informacion sobre el escenario en el que el tunel LAN-
a-LAN entre los PIX también permite que un Cliente VPN acceda al PIX spoke a través del PIX
hub.

Consulte Ejemplo de Configuracién de Tunel IPsec de LAN a LAN de PIX/ASA 7.x a un Router
1OS para obtener mas informacion sobre la situacidén en la que se encuentra el tunel de LAN a
LAN entre el PIX/ASA y un Router 10S.

Prerequisites

Requirements

Asegurese de cumplir estos requisitos antes de intentar esta configuracion:


http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008046f307.shtml
http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008046f307.shtml
http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a00805e8c80.shtml
http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a00805e8c80.shtml

- Este documento requiere una comprension basica del protocolo IPSec Consulte Introduccion
al Cifrado IPSec para obtener mas informacién sobre IPsec.

Componentes Utilizados

La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.

- Cisco PIX 500 Series Security Appliance con la version de software 7.1(1)
- Concentrador VPN 3060 de Cisco con version de software 4.7.2(B)
Nota: PIX 506/506E no soporta 7.x.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Para configurar PIX 6.x, consulte_Tunel IPSec de LAN a LAN entre el Concentrador VPN 3000 de
Cisco y Ejemplo de Configuracion de Firewall PIX.

Convenciones

Consulte Convenciones de Consejos Técnicos de Cisco para obtener mas informacién sobre las
convenciones sobre documentos.

Configurar

En esta seccidn encontrara la informacién para configurar las funciones descritas en este
documento.

. Confiqure el PIX
. Configurar el concentrador VPN 3000

Nota: Utilice la herramienta Command Lookup (s6lo para clientes registrados) para obtener mas
informacion sobre los comandos utilizados en esta seccion.

Diagrama de la red

En este documento, se utiliza esta configuracion de red:


http://www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a0080094203.shtml
http://www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a0080094203.shtml
http://www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_configuration_example09186a00800949d2.shtml
http://www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_configuration_example09186a00800949d2.shtml
http://www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_configuration_example09186a00800949d2.shtml
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/RPF/register/register.do
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Configure el PIX

PIX

Pl X7#show running-config
Saved

PI X Version 7.1(1)

1
host nane PI X7
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
names

!
!--- Configures the outside interface of the PIX. !---
By default, the security level for the outside interface
is 0. interface Ethernet0

nameif outside

security-level 0

ip address 10.1.1.1 255.255.255.0

1
!--- Configures the inside interface of the PIX. !--- By
default, the security level for the inside interface is
100. interface Ethernetl

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0

1

!--- Defines the IP addresses that should not be NATed.
access-list nonat extended permit ip 192.168.1.0
255.255.255.0 172.16.0.0 255.255.0.0
access-|ist outside extended permit icnp any any




!--- Defines the IP addresses that can communicate via
the IPsec tunnel. access-list 101 extended permit ip
192.168.1.0 255.255.255.0 172.16.0.0 255.255.0.0

access-list OUT extended pernit ip any any

pager lines 24

ntu outside 1500

ntu inside 1500

no fail over

asdm i mage fl ash:/asdm 504. bi n

no asdm hi story enabl e

arp timeout 14400

nat (inside) O access-list nonat

access-group QUT in interface outside

route outside 0.0.0.0 0.0.0.0 10.1.1.2 1

!--—- OQOutput is suppressed. !--- These are the IPsec

parameters that are negotiated with the client. crypto
ipsec transform-set my-set esp-aes-256 esp-sha-hmac
crypto map mymap 20 match address 101

crypto map mymap 20 set peer 172.30.1.1

crypto map mymap 20 set transform-set my-set

crypto map mymap interface outside

!--- These are the Phase I parameters negotiated by the
two peers. isakmp enable outside

isakmp policy 10 authentication pre-share

isakmp policy 10 encryption aes-256

isakmp policy 10 hash sha

isakmp policy 10 group 2

isakmp policy 10 lifetime 86400

!--- A tunnel group consists of a set of records !---
that contain tunnel connection policies. The two
attributes !--- are General and IPsec. Use the remote

peer IP address as the !--- name of the Tunnel group. In
this example 172.30.1.1 is the peer IP address. !---
Refer to Tunnel Group for more information. tunnel-group
172.30.1.1 type ipsec-121

tunnel-group 172.30.1.1 ipsec-attributes
pre-shared-key *

!I-—- Output is suppressed. ! : end Pl X7#

Configurar el concentrador VPN 3000

Los concentradores VPN no estan preprogramados con direcciones IP en sus configuraciones de
fabrica. Debe utilizar el puerto de la consola para configurar las configuraciones iniciales que son
una interfaz de linea de comandos (CLI) basada en menus. Consulte Configuracion de
Concentradores VPN a través de la Consola para obtener informacién sobre cdmo configurar a

través de la consola.

Después de configurar la direccién IP en la interfaz Ethernet 1 (privada), puede configurar el resto
con la CLI o a través de la interfaz del explorador. La interfaz del explorador admite HTTP y HTTP

a través de Secure Socket Layer (SSL).

Estos parametros se configuran a través de la consola:

- Hora/Fecha: la hora y la fecha correctas son muy importantes. Ayudan a garantizar que las
entradas de registro y de contabilidad sean exactas y que el sistema pueda crear un

certificado de seguridad valido.

- Interfaz Ethernet 1 (privada): la direccién IP y la mascara (de la topologia de red

172.16.5.100/16).


http://www.cisco.com/en/US/docs/security/asa/asa70/configuration/guide/vpngrp.html#wp1045173
http://www.cisco.com/univercd/cc/td/doc/product/vpn/vpn3000/3_5/getting/gs2inst.htm#1007934
http://www.cisco.com/univercd/cc/td/doc/product/vpn/vpn3000/3_5/getting/gs2inst.htm#1007934

Ahora se puede acceder al concentrador VPN a través de un navegador HTML desde la red
interna. Refiérase a Uso de la Interfaz de Linea de Comandos para la Configuracién Rapida para
obtener informacion sobre como configurar el VPN Concentrator en el modo CLI.

Escriba la direccion IP de la interfaz privada desde el navegador web para habilitar la interfaz
GUI.

Haga clic en el icono guardar los cambios necesarios para guardar la memoria. El nombre de
usuario y la contrasefna predeterminados de fabrica son admin, que distingue entre mayusculas y
minusculas.

1. Inicie la GUI y seleccione Configuration > Interfaces para configurar la direccién IP para la
interfaz publica y el gateway
predeterminado.

Save Heeded] Refresh@

Thiz secnen lets von configure the WP 2000 Concentrator's network interfaces and power supphes

In the tabls belowe, or m the prcture, select and choke the mterface you want to confpure:

| Interface | Status  IF Address [Subnet Mask| MAC Address |[Default Gateway
[Ethemet | Private) | TP 72.16.5.100255.255.0.0 [00.03.A0.8% BF DO

|Ethernet 2 (Public) |  UP 72.30.1.1 [255.255.0.0 [00.03.A089.EF.D1[172.30.1.2
|Ethemet 3 (Foternal) Mot Configured 0.0.0.0 l0.0.0.0

|D:‘-_55 Server|s) IDHS cerver Mot Configured
|DXS Domain Wame

» Fower Supplies

2. Seleccione Configuration > Policy Management > Traffic Management > Network Lists > Add
or Modify para crear las listas de red que definen el trafico que se cifrara.Agregue aqui las
redes locales y remotas. Las direcciones IP deben reflejar las de la lista de acceso
configurada en el PIX remoto.En este ejemplo, las dos listas de red son remote_network y
VPN Client Local
LAN.


http://www.cisco.com/en/US/products/hw/vpndevc/ps2286/products_getting_started_guide_chapter09186a00801f0dff.html

Conliguration | Policy Management | Trallic Management | Network Lists | fodi

Moty & configured Metarotk List Chck on Generate Loeal List to generste a netwaork hat based on routmg entmes on the
Privats nterface.

Mame «f the Fetweorl List vou are addmg. The name must be
UL,
s Enter the Metararks and Wildeard masks usmg the following
192.166.1.0/0.0.0.255 - format nonaonaen (eg 10010000000 0. 255 2557
= Mote: Enter a wildeond mask, which is the reverse of a
submnet mask, A wildoard mask has 12 @ bt positiens to
ignore, Oz in bet posibions te match. For example,

List IMame |ramn1E_netm:-rk

HNetwork List 10101070 0.0 255 =all 10.10. 1. 290 addresses
¢ Bach Metworlk and Wildcard mask perr mosl be enltered on
a smgle lne
= o The Wildeard mask may be ometted o the natural Wildeard
_.l LIJ mask 15 bo be used
Apply | Concel |  GenertelLocailist |

Configuration | Policy Management | Traffic Management | Netwwork Lists | Maod

Doy a configured Metweorle List Chck on Generate Local List to generate a networle st based on routing entnes on the
Prvare interface.

Meame of the Meterark List wou ars addmgz The name most be
e

+ Enter the Metworlcs and Wildoard masks usimg the followmg
fonmat: nueannaan Ceg. 10 10000000 235 255).

+ Maote: Enter a wildeand mask, which is the reverse of a
subnet mask. 4 wildcard mask has 15 in bt posibons to
grere, Oz i bt posdons to match, For example,

Network List 10101000 00255 = &l 10,10, 1 ann addresses,
= Each Metwors and Wildcard mask par must be entsred an
a single line
= + The Wildcard mask may be ormtted i the natural Wildcard
_,rl mazk iz to be uzed

List Name [P Client Local LAM [Diefauli)

i72.15.0.0,/0.0.255,255 [=]

[ <]

sopty | Cancel |  Generatslocallist |

3. Seleccione Configuration > System > Tunneling Protocols > IPSec LAN-to-LAN > Add para
configurar el tunel IPsec LAN-to-LAN. Haga clic en Apply (Aplicar) cuando
termine.Introduzca la direccién IP del par, las listas de red creadas en el paso 2, los
parametros IPsec e ISAKMP y la clave previamente compartida.En este ejemplo, la direccidon

IP del peer es 10.1.1.1, las listas de red son remote_network y VPN Client Local LAN, y
cisco es la clave previamente
compartida.



Mdeodibp an [P=Zee LA -to-LAK connection.

Enahle Check to enable tig TAD -to-LAN connectan
Mame |_E~31 bqter the narme for tus LA M -to-LAR connection.
Interface | Ethernet 2 (Puklic) (172.30.1.1) j Select the interface for thiz LA -to-LAT connection
: 5 i - =5 Ly W §
B T m Chooze the type of LAT-50-LAN connection. An Cviginate-

Oy connechon may have maltple peers specfied belowr.

10.1.1.1 =]

Entar the remate pear [P addresses for thiz LAT o LATT
Peers commechon Cripimaie-Only commechon may specili up & #n
peer IF addreszes Eater one [P address per ms

El
|h|nnE Uze Prashorad keys) j Select the dipral certdicate to use.

Digital
Certificate
Certificate T Entre certficate cham

Transuiission @ Tdentiy certificate only Chaose how be send the dipital certificate to the IKE peer,

Preshared Key |:ia|:|:| Ebnter the preshared key bor tus LAW-to-LAD cennection
Authentication | ESFSHAMKAC-150 j Specily the packet authenbicanon mechanism o wss.
Encryption |;‘-‘~ES-25E 'I Specty the snoryphon mechanise 1o use.
TETE Proposal | [FE-AESERE-SHA j Select the THE Proposal to use for this TAM-to-LAM conneciion.
- =1 Choose the ey to apply to the tratfie thar iz teaneled through tus
| e =l Lat-4o-LAN comnechon
Check to let FIAT-T compankle [PSec peers establish thus TAT-
IPSec INAT-T [ to-LAN connection through a FIAT dewce. Yoo must alze enable
[FZec over HAT-T under FIAT Transparency.
Bandwidth Policy Im Che asc_tl'l.n: bandwidsh policy to apply to tais LATT-to-LAINT
comechon
Rtiae | Hone j Chaose the rowting mechausm to vee Parameters helow are

ignored if Metwork Autodiscovery is chosen,

Local Metwork: IFa LaF-to-LAT HAT mule 15 uaed, thas = the Translated Herwork address

3 Specdy the local network address lst or the IF ad<dress and
wildzard mask Sor thes LAR-20-LAN comnection

Network List |'JFM Client Local LAM (Defaul]

It Address | Note: Enter a wildzand masl, which is the reverse of a
subnet mask. & wnldoerd mack has 12 in bt postions to Jgnare,
Wildeard Mask | Oz m bt posflons to match For example, 10 10,100 000 255 =

all 10,101 .m0 addreszes.

Bemwote Metworke I a LA -10-LANT AT ade 15 used, thiz = the Beraote Hetwork address.

Specty the remote neterori address hist or the [P address and

Hetwork List | remots, nawark d wildzard mask: Sor thes LAY -30-LAN comnechon
IT' Address | Mote: Enter a wildeand maslk, which is the reverse of a
subnet mask. & wnldcerd mack bas 1z in it postons to ignors,
Wildeard Mask | Oz n bt posiaons o match For example, 10010 100000255 =

all 10,10, 1. nan addrezses.
Apply I Cancel I

4. Seleccione Configuration > User Management > Groups > Modify 10.1.1.1 para ver la
informacion de grupo generada automaticamente.Nota: No modifique esta configuracién de

grupo.



Check the Inhent? bosx b sel a Geld that sou wanl to default 1o the base group valus. Unchecle the Inherit? oz and enter a new

rehe to overnde bage group valies

[idertie] ldentity Parameters
Avtribuate Value Description
Crromp -
Name |1 01.11 Enter a ugus name for the proug.
Password |”““'““'““m Enter the password for the group
Venfy |“““"““”"‘"“"““““"‘ W enby the group's password,
Hxéerna! groups are configured on an external authenhcabon server (e g EADITEY
T Intzrnal 'I
FpejnEma Pigrnad groups are configured on the VEIT 3000 Cencentrator's Internal Darabase
Apphy | Cancal |
L] ny
Verificacion

Use esta seccidn para confirmar que su configuracién funciona correctamente.

- Verifigue el PIX

. Verifigue el concentrador VPN 3000

Verifigue el PIX

La herramienta Output Interpreter Tool (clientes registrados solamente) (OIT) soporta ciertos

comandos show. Utilice la OIT para ver un analisis del resultado del comando show.

- show isakmp sa —Muestra todas las asociaciones de seguridad (SA) IKE actuales en un par.
El estado MM_ACTIVE indica que el modo principal se utiliza para configurar el tunel VPN
IPsec.En este ejemplo, el Firewall PIX inicia la conexién IPSec. La direccién IP del par es

172.30.1.1 y utiliza el modo principal para establecer la conexion.
Pl X7#show isakmp sa

Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1
1 | KE Peer: 172.30.1.1

Type L2L Rol e initiator

Rekey > no State MM_ACTIVE

- show ipsec sa —Muestra la configuracion utilizada por las SAs actuales. Verifique la direccion
IP par, las redes accesibles en los extremos remotos y locales y la transformacion fijada que

se utiliza. Hay dos ESP SA, uno en cada direccion.
Pl X7#show ipsec sa
interface: outside

Crypto map tag: mymap,

seq nhum 20, local addr: 10.1.1.1

access-list 101 permt ip 192.168.1.0 255.255.255.0 172.16.0.0 255.255.0.0

local ident (addr/mask/prot/port):
remote ident (addr/mask/prot/port):

(192.168.1.0/255.255.255.0/0/0)
(172.16.0.0/255.255.0.0/0/0)


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://www.cisco.com/en/US/docs/security/asa/asa71/command/reference/s4_711.html#wp1213977
http://www.cisco.com/en/US/docs/security/asa/asa71/command/reference/s3_711.html#wp1203196

current_peer: 172.30.1.1

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4

#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 4, #pkts conp failed: 0, #pkts deconp failed: O
#send errors: 0, #recv errors: O

local crypto endpt.: 10.1.1.1, remote crypto endpt.: 172.30.1.1

path mu 1500, ipsec overhead 76, nedia mu 1500
current outbound spi: 136580F6

i nbound esp sas
spi: OxF24F4675 (4065281653)
transform esp-aes-256 esp-sha-hmac
in use settings ={L2L, Tunnel,}
slot: 0, conn_id: 1, crypto-map: nmynmap
sa timng: remaining key lifetinme (kB/sec): (3824999/28747)
IV size: 16 bytes
replay detection support: Y
out bound esp sas:
spi: 0x136580F6 (325419254)
transform esp-aes-256 esp-sha-hmac
in use settings ={L2L, Tunnel,}
slot: 0, conn_id: 1, crypto-map: nmynmap
sa timng: remaining key lifetinme (kB/sec): (3824999/28745)
IV size: 16 bytes
replay detection support: Y

Utilice los comandos clear ipsec sa y clear isakmp sa para restablecer el tunel.

Verifique el concentrador VPN 3000

Seleccione Monitoring > Statistics > IPsec para verificar si el tunel ha aparecido en el VPN 3000
Concentrator. Esto contiene las estadisticas para los parametros IKE e IPsec.



Reset gF Reatore SR efreshif

IEE (Phase 1) Statistics IPSec (Phase 2) Statistics

Active Tunnels 1 Active Tonnels [ 1]

Total Tunnels 1 Total Tunnels [ 1]

Heceived Bytes S7ED Hecerved Bytes E

Sent Bytes 5576 Sent Hytes 448

Received Packeis 3! Heceived Packets 4

sent Paclcets J Nent Pacloets 4

HReceived Packets Dropped 0 Eeceived Packets Dropped 0

sent Packets Dropped (| Received Packets Dropped (Anti-Heplay), 0O

HReceived Notilies 32 Sent Packets Dropped 0

Sent Motilies 104 Inbound Authentications 4

HReceived Phase-2 Exchanges 1 Failed Inbvund Authentications 0

Sent Phase-2 Exchanges 0 Outhound Authentications 4

Invalid Phase-2 Exchanges Received 0 Failed Quthound Authentications 0

Invalid Fhase-2 Exchanges Sent 0 Decoyptions 4

Hejected Received Phase-2 Exchanges 0 Failled Decryptions 0

Eejected Sent Phase-2 Exchanges 0 Encryptions S

TPhase-2 SA Delete Requests Feceived 0 Failed Encryptions 0

Fhase-2 8A Delete Requests Sent 0 System Capahaity Failores 0

Imitiated Tunnels 0 Mo-84A Fallures 0

Failed Initiated Tunnels 1] Protocol Use Failures 0
Failed Remote Tunnels 1]
Authentication Failores 0
Decryption Fallores 0
Hash Validation Failures 0
Svstem Capahility Failures 0
No-8A Failures 0

Puede supervisar activamente la sesion en Monitoring > Sessions. Aqui puede restablecer el tunel
IPsec.



Maonitoring | Sessions Sunday, 19 Februany HbG 17:23:03
Resetg# Restore ERefresh@

Thiz screen shewes sratisncs for sessions. To refresh the stanstics, click Refresh Select a Grounp to flter the geszionz. For mers
mformation on a session, clck on that session's name.

Crroup |—A— =]

Seesion Summary

Active Active Total il Percent
LaM-tn- Hemote Artive Artive L i . d Session I'ut:al_
B Concurrent Active Concwrrent | Cumulative
LAY Access | Management | Sessions . . Load . .
Sessi Sessi Sessi . . Sezzions  Load sinee . Sessions Sessions
- EESIONS . BEFIONE BESIDNSE SINCE slnee since Stats Stats Ll Limit since Stats
since Stats since Stats | Stats Reset Stats Reset Reset Stats Reset
BHesel Hesel Eeset Eeset
1 0| 0 1 | o 1 1.00% we [ 2

NAC Session Summary
Accepted since | Hejected since | Exempted since NHon-responsive Hold-off since M/A since Stats

Stats Heset Stats Heset Stats Heset since Stats Reset Stats Heset Reset
| Artre | Total | Aot | Total | Actve | Taotal | At Taotal | Actme | Total | Actwe | Tatal
| [ o [ o | o [ o | o 0 [ o o | 0 0 o | o
LAN-to-LAN Sessions [ Bemote Access Seazions | Management Sessions |
Connecton Name TP Address | Protocal Encryption | Login Time  Duration |F!:|.'1'1=:: Tx |H_',-‘|:F:£ Hx
Test 10111 [IFSec/LAN-to-LAM | AES-256 |Feb 15170201 00602 | 443 448
Remote Access Sessions [ LAN-12-LAMN Sessions | Management Sessions |
) Assigned [P Address Protorol | Login Time | Client Type | Bytes Tx | NAC Hesult
e Fublic IT* Address s Encryption | Duration Yersion | Bytes Bx | Posture Token
| Mo Eemote Access Sessions
Management Sessions [ LAM-to-LAN Sessions | Bemete Access Sessicns |
| Admanistrator IP Address Protaocal Encryption | Login Titne | Duration
|adimin 172.16.1.1 HTTF IDES-168 S5Lv3 [Tan 01 05:45:00 I0:11-30
Troubleshoot

En esta seccidn encontrara informacion que puede utilizar para solucionar problemas de
configuracion.

. Solucion de problemas de PIX
. Solucién de problemas del concentrador VPN 3000
- PFS

Solucién de problemas de PIX

La herramienta Output Interpreter Tool (clientes registrados solamente) (OIT) soporta ciertos

comandos show. Utilice la OIT para ver un analisis del resultado del comando show.

Nota: Consulte Informacién Importante sobre Comandos Debug antes de utilizar los comandos
debug.



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

Los comandos debug en PIX para los tuneles VPN son:

- debug crypto isakmp —Depura las negociaciones ISAKMP SA.
- debug crypto ipsec —Depura las negociaciones de SA IPSec.

Solucién de problemas del concentrador VPN 3000

Al igual que los comandos debug en los routers Cisco, puede configurar las clases de eventos
para ver todas las alarmas. Seleccione Configuration > System > Events > Classes > Add para
activar el registro de clases de eventos.

Seleccione Monitoring > Filterable Event Log para supervisar los eventos habilitados.


http://www.cisco.com/en/US/docs/security/asa/asa71/command/reference/d1_711.html#wp1670262
http://www.cisco.com/en/US/docs/security/asa/asa71/command/reference/d1_711.html#wp1670158

Select Filter Options

Ewent Class All Classes
TH
AUTHDBG
SUTHDOECODE
Chent TP Address |I] 0.o.n Events/Page |1|ZIIZ| 'I
Group |—.l"J — j Direction | Dldestbo Mewest j

tea | wa| | ww| Getlog | Sevelog| Clearlog |

1 NBf19/2006 19:17:00.080 SEY=% THKEDBG/64 RPT=33 10.1.1.1
IEE Peer included IKE fragmentation capabilicy £lags:
Hain Mode: True

Aggre==sive Mode: Tru=

3 mE 195006 1F: 1700750 SEV=4 THE 119 RPFT=23 10.1.1.1
Group [10.1.1.1]
FHASE 1 CUOHPLETELDR

4 02192006 17:17:00,7350 SEV-4 AUTHS22 BPT-23 10.1.1.1
Use=r [10.1.1.1] Growp [10.1.1.1] connect=d, S===ion Type: IPSec/LAN-to-LABH

5 0292006 1717 00.750 SEV=4 AUTH/#4 RPT=23
LiMN-cvo-LAN cunnel to bheadend device 10.1.1.1 connected

6 D3/19/2006 17:17:01.020 SEV-5 IKE/S35 RPT-23 10.1.1.1

Group [10.1.1.1]

Bazeivad retorte IF Proxy 3ubner dars in I Payload:

Lddreas 192.168,.1.0, Haak 255,255.255.0, Protoeol O, Port O

9 02/19/2006 17:17:01.020 SEV=-5 IKE/S34 BPT-23 10.1.1.1
Group [10.1.1.1]
Bacelwvad locsl IP Froxy Subnec daca in ID Payload:

Iddress 172.16.0.0, Amsk 2E55.255.0.0, Protocol O, Fort 0O

L

12 02192006 17:17:01.020 5EV=5% IKEf66 HPT=13 10,.1.1.1
Group [10.1.1.1]
IEE ERemote Peer configuced Lor SA: LEL: Teat

13 02/19/2006 17:17:01.350 SEV-4 IFEf4% BPT-3 10.1.1.1
Croup [1D0-.1.1.1]

Jecuricy negotiacion complete Lor LAN-co-La¥ Group (10.1.1.1)
Reaponder, Inbound SPL = OX136580L6, Outhound SPI = OXIZ49T4675

16 027192006 17:17:01.350 SEV-4 IKE/120 RPT-3 10.1.1.1
Group [10.1.1.1]
PHASE 2 CONPLETED (m=Qdid=6bi735cd)

| _wa| o> | pri]

PF

En las negociaciones de IPSec, Perfect Forward Secrecy (PFS) garantiza que cada clave



criptografica nueva no esté relacionada a cualquier clave anterior. Active o desactive el PFS en
ambos peers de tunel; de lo contrario, el tunel IPsec de LAN a LAN (L2L) no se establece en el
PIX/ASA.

PFS se inhabilita de forma predeterminada. Para habilitar PFS utilice el comando pfs con la
palabra clave enable en el modo de configuracidn de politica de grupo. Para inhabilitar PFS,
ingrese la palabra clave disable (inhabilitar).

host nane( confi g- group- pol i cy) #pfs {enable | disable}

Para quitar el atributo PFS de la configuracién en ejecucion, ingrese la forma no de este
comando. Una politica de grupo puede heredar un valor para PFS de otra politica de grupo.
Ingrese la forma no de este comando para evitar heredar un valor.

host nane( confi g- group- pol i cy) #no pfs
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