Configuracion dela posicion de Il SE en VPN de
acceso remoto AnyConnect en FTD
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I ntroduccion

Este documento describe como configurar Firepower Threat Defence (FTD) version 6.4.0 para exponer alos
usuarios de VPN frente aldentity Services Engine (ISE).

Prerequisites
Requirements

Cisco recomienda que tenga conocimiento sobre estos temas:

* VPN de acceso remoto AnyConnect
» Configuracion de VPN de acceso remoto en el FTD
* ldentity Services Enginey servicios de estado

Componentes Utilizados

Lainformacion que contiene este documento se basa en estas versiones de software:

» Software Cisco Firepower Threat Defense (FTD), versiones 6.4.0

 Software Cisco Firepower Management Console (FMC) versiéon 6.5.0

» Microsoft Windows 10 con Cisco AnyConnect Secure Mobility Client version 4.7
* Cisco Identity Services Engine (ISE) versién 2.6 con parche 3

Lainformacion que contiene este documento se cred a partir de los dispositivos en un ambiente de
laboratorio especifico. Todos los dispositivos que se utilizan en este documento se pusieron en
funcionamiento con una configuracion verificada (predeterminada). Si tiene unared en vivo, asegUrese de
entender el posible impacto de cualquier comando.

Configurar



Diagramadered y flujo detréfico
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1. El usuario remoto utiliza Cisco Anyconnect parael acceso VPN a FTD.
2. El FTD enviauna solicitud de acceso RADIUS para ese usuario a | SE.

3. Esa solicitud llega ala politica denominada FT D-VPN-Postur e-Unknown en ISE. ISE envia una
aceptacion de acceso RADIUS con tres atributos:

* cisco-av-pair = url-redirect-acl=fyusifovredirect - Este es el nombre de lalista de control de acceso
(ACL) que se define localmente en el FTD, que decide el trafico que se redirige.

* cisco-av-pair = url-
redirect=https://ip: port/portal/gateway?sessionl d=Sessionl dValue& portal=27b1bc30-2e58-11€9-
98fb-0050568775a3& action=cpp: URL alaqueseredirige al usuario remoto.

* DACL =PERMIT_ALL_IPV4 TRAFFIC - ACL descargable Este atributo es opcional. En esta
situacion, todo € trafico esta permitido en DACL)

4. Si seenvialaDACL, seintercambia RADIUS Access-Request/Access-Accept para descargar €
contenido de laDACL

5. Cuando €l tréfico del usuario VPN coincide con la ACL definidalocalmente, se redirige a portal de
aprovisionamiento de clientes de | SE. ISE aprovisiona el modulo de estado de AnyConnect y el modulo de
conformidad.

6. Unavez instalado el agente en el equipo cliente, busca | SE con sondeos autométicamente. Cuando se


https://ip:port/portal/gateway?sessionId=SessionIdValue&portal=27b1bc30-2e58-11e9-98fb-0050568775a3&action=cpp
https://ip:port/portal/gateway?sessionId=SessionIdValue&portal=27b1bc30-2e58-11e9-98fb-0050568775a3&action=cpp

detecta | SE correctamente, se comprueban |os requisitos de estado en el terminal. En este g emplo, e agente
compruebasi hay software antimalware instalado. A continuacién, envia un informe de estado a | SE.

7. Cuando | SE recibe el informe de estado del agente, | SE cambia el estado de estado de esta sesion y activa
el tipo de RADIUS CoA Push con nuevos atributos. Esta vez, se conoce el estado de posturay se aplica otra
regla
» Si el usuario cumple con la normativa, se enviaun nombre de DACL que permite el acceso completo.
» Si e usuario no cumple con lanormativa, se enviaun nombre de DACL que permite el acceso
limitado.

8. El FTD eliminalaredirecciéon. FTD envia Access-Request para descargar DACL desde ISE. LaDACL
especificase asociaalasesion VPN.

Configuraciones

FTD/FMC

Paso 1. Crear un grupo de objetos de red para | SE y servidores de correccion (si 1os hay). Navegue hasta
Objetos > Administracion de objetos > Red.

Edit Network Object

Name |IEE_F'5|"¢

Description

Network ¥ Host ' Range ' Netws
192,168.15.14

Allow Overrides [




Paso 2. Crear ACL de redireccion. Navegue hasta Objetos > Administracion de objetos > Lista de acceso
> Extendida. Hagaclic en Add Extended Access List y proporcione el nombre de Redirect ACL. Este
nombre debe ser el mismo que en el resultado de la autorizacién de | SE.

New Extended Access List Object

Hame .hrusierudirqcﬂ
Entries (0)

Mo records to display

Allow Overrides [T

Paso 3. Agregue entradas de ACL de redireccion. & Haga clic en € boton Add (Agregar).&€™ Bloquee €
tréfico aDNS, ISE y alos servidores de correccion para excluirlos de la redireccion. Permitir el resto del
tréfico, esto activalaredireccion (las entradas de ACL podrian ser més especificas si fueran necesarias).



Add Extended Access List Entry

Action: X Block al
Logging: | Default =]
Log Level: | informational =]
Log Interval: : Sec.

il Network ML .
Available Networks & (%] Source Networks (1) Destinat
| 4, Search by name or value | == any-ipva G | = se

= any =
é any-ipvd

ﬂ any-ipve ;:3 nt;;
! enroll.cisco.com e
=2 IPv4-Benchmark-Tests — Destination
8 1Pv4-Link-Local

= 1Pva-Multicast

== 1Pv4-Private-10.0.0.0-8

8 1Pv4-Private-172.16.0.0-12

i ;I Enter an IP address | [ Add ] IEnter an
Edit Extended Access List Object

Name fyusifovredirect

Entries (4)
1 X Block B any Al Any # DN
= ¥ Block 52 any-ipva Any = ISE_PSN Any
3 X EBlock !_ any-ipv4 Any i RemediationServers
4 «” Allow @ any-ipvd Any ,ﬂ any=ipvd Any

Allow Overrides [

Paso 4. Agregue nodos PSN de | SE. Navegue hasta Objetos > Administracion de objetos > Grupo de
servidores RADIUS. Hagaclic en Agregar grupo de servidores RADIUS, luego indique el nombre,
active todas las casillas de verificacion y hagaclic en el icono mas.



Edit RADIUS Server Group

Name:™* ISE

Description:

Group Accounting Mode: Single |-r

Retry Interval:* 10 (1-10
Realms: v

¥ Enable authorize only

V' Enable interim account update

Interval:™® 24 (1-12

V' Enable dynamic authorization

Port:* 1700 (1024

RADIUS Servers (Maximum 16 servers)

No records to display

[

Paso 5. En la ventana abierta, proporcione ladireccion IP PSN de I SE, laclave RADIUS, seleccione
Specific Interfacey seleccione lainterfaz desde la que se puede alcanzar | SE (estainterfaz se utiliza como
origen del trafico RADIUS) y, a continuacién, seleccione Redirect ACL, que se configurd anteriormente.



New RADIUS Server

IF Address/Hostname:™*

192.168.15.13

ogt Defense Platform Serting

Authentication Port: * 1812
Key:* Iy
Confirm Key:* sesssenee
Accounting Port: 1813
Timeout: 10

Connect using: " Routing | Specific Interface @

ZONE-INSIDE
Redirect ACL: ‘ fyusifovredirect |

[ Save

Paso 6. Crear conjunto de direcciones para usuarios de VPN. Navegue hasta Objetos > Administracion de
objetos > Pools de direcciones > Pools | Pv4. Haga clic en Add 1 Pv4 Poolsy rellene los detalles.



Edit IPv4 Pool

MName™

IPvd Address Range™

Mask

WPN-172-Poal

172.16.1.10-172.16.1.20
Format: ipaddr-ipaddr e.g., 10§2.1.1-10.72.1.150

255.255.255.0

Description

Allow Overrides [

@ Configure device overrides in the address pool object to aveid IP address conflicts in case of object
is shared across multiple devices

Override (0)

-

| save || cancel ]|

Paso 7. Cree el paguete de AnyConnect. Navegue hasta Objetos > Administracién de objetos > VPN >
Archivo de AnyConnect. Hagaclic en Agregar archivo de AnyConnect, proporcione el nombre del
paquete, descargue el paquete de Descarga de software de Cisco y seleccione € tipo de archivo Imagen de

cliente de Anyconnect.

Edit AnyConnect File

Name:*

File Name:™

File Type:™

ACAT

anyconnect-win-4.7.01076-wabdeploy-k9

AnyConnect Cliant Image

Description:



https://software.cisco.com/download/home

Paso 8. Navegue hasta Objetos de certificado > Administracion de objetos > PK1 > Inscripcion de
certificado. Hagaclic en Add Cert Enrollment, proporcione el nombrey elija Self Signed Certificate en
Enrollment Type. Haga clic en la ficha Parémetros de certificado y proporcione CN.

Add Cert Enrollment

Namea*™

Description

Certificate Parameters  Key Revocation

Enrollment Type: Self Signed Certificate i

- Common Name (CN) is mandatory for self-signed certificate that is used in Remote Access VPN, To
~ configure CN, please nawvigate to 'Certificate Parameters' tab.

Allow Owverrides




Add Cert Enrollment

Name™* vpn-cert

Description
CA Information ‘ Certificate Parameters | Key Revocation
Include FQDN: Use Device Hostname as FQDN

Include Device's IP Address:| 10.48.26.99

Commen Name (CN): vpn-cert.example.com

Organization Unit (OU):

Organization (OQ): example
Locality (L):

State (ST): Krakow
Country Code (C): PL

Email (E):

] Include Device's Serial Number

Allow Overrides ]

Paso 9. Inicie el asistente para VPN de acceso remoto. Navegue hasta Devices > VPN > Remote Accessy
haga clic en Add.



Overview  Analysis  Policies HGUIREE Objects AMP Intelligence

Device Management MAT VPN * Remote Access Qos Platform Settings FlexConfig Certificates

Hame Status Last Modified

Add a new configuration
Paso 10. Proporcione el nombre, marque SSL como protocolo VPN, elija FTD que se utiliza como
concentrador VPN y haga clic en Next.

Remote Access VPN Policy Wizard

ﬂ- Policy Assignment 2] Connection Profile > 3 AnyConnect > 4] Access & Certificate > 5) Summary

Targeted Devices and Protocols

This wizard will guide you through the required minimal steps to configure the Remote Access WPN policy i Before You Start
with a new user-defined connection profile,
Bafore you start, ensy
configuration elements

= complete Remote Scce:
Nome: EmployesFH

Authentication Serv

Configure Realm or
Groyg to authenticate v

Drescription:

AnyConnect Client P

wPH Pratecols: W gs T ipsec-ikEve
Make sure you ha
Targeted Devices: Availlable Devices Selected Devices package for WPN Clien
yvou have the relgvant |
2 192,158.15,11 ] to dewnload it during th

Device Interface

Interfaces should be al
on targeted devices so
used AS A Security 2
group to enable VPN ac

Paso 11. Proporcione el nombre del perfil de conexidn, seleccione Authentication/Accounting Servers,
seleccione € pool de direcciones que se configurd previamente y haga clic en Next.

Nota: No seleccione € servidor de autorizacion. Activa dos solicitudes de acceso para un anico
usuario (una con la contrasefia de usuario y la segunda con la contrasefia de cisco).



Remote Access VPN Policy Wizard
(1] » O ¢

Conneckion Profile:

Connection Frofiles specfy the tunnel group polides for a VPR connection, These polices petain to creating the tunined
itzalf, how 284 is accomplished and how addresses are assigned. Thay also include user attributes, which are definad in
group palcies.

Connestion Profile .EMW
Hame:™

This A if eonfipured B8 8 CORRBCESn HiEE, i el b ciie 05 CONNGET B2 the VPN Qs

Authentication, Authorization & Accownting [AA):
Specily the mathod of authantication [AAA, centificates or beth), and the AAA servers that will be vsed far VPH

connactions.
Authentication Mathod: A Only |=
Authentication Servers® | 126 - p- [fealm ar RADIUS)
Authorizstien Server: Use same suthertication sercs|™ | @ [RADIUS]
Bzeaunting Server: | I5E - b [RADIUE]

Client Address Assignmant:
Cliwrt [P address can be assigned from ASA server, DHCP server and [P address pools. When multiple options are
. 1P mddress assignmant is tied in the order of 88 server, DHCP server and [P address poal.
[ use ass Server (RADIUS only)
[ Wge DHCP Servers
8 use 1P Address Pasls

14 Address wPH-172-Peel 1
17v6 Addrass &
Graup Palbsy:
& group policy is & collection of user-arented i ttributes which are ignad to client whan & VEN connection is

astablishad. Salect or create 8 Group Policy abject.

Grawp Dalisy:® DiltGmPalicy > O
Edit Greup Palicy

Paso 12. Seleccione el paguete de AnyConnect que se configurd anteriormente y haga clic en Next.

Remote Access VPN Policy Wizard

Remaote AnyConnech Outsids  yrpe B Inside
User l'ICIlvl:nl; [Atasmat h VPN Device

B

asb

AnyConnect Client Image

The WFN gateway can automatically download the latest AnyConnect package to the dient device when the |
connection is infiated. Minimize connection setup time by choosing the appropriaste OS for the selacted package.

Download AnyConnect Client packages from Cisco Software Download Center.
Show Re-order buttons

¥ aca? anyconnect-win-4.7.01076-webdeploy-kS... | windows -




Paso 13. Seleccione lainterfaz de la que se esperatrafico VPN, seleccione Certificate Enrollment que se

configurd anteriormente y haga clic en Next.

Remote Access VPN Policy Wizard

WFN connections.

(1) Policy Assignment > (2) Connection Profile > (3) AnyConnect 4 JEWEERRSLUIEI N () Summary

[ T.T

MNetwork Interface for Incoming VPN Access

Select or create an Interface Group or a Security Zone that contains the network interfaces users will access for

Interface group/Secunty Zone:™

EOHE-QUTSIDE il * i

¥ Enable OTLS an member interfaces

Device Certificates

a certificate which 15 used to authen

Certificate Enroliment:®

Device certificate (also called Identity certthcate) identihes the VPN gateway to the remote access clients, Select
Locanber Bl ooy

wpn-ceErt r nﬂ

Access Control for VPN Traffic

Frovm AAA gerver are shil apphed fo

1= Enroll the salected cortsheate object an the target devices

Al decrypiad traffie in tha VPN tunnel is subjected to tha Accsss Contral Palicy by default, Salect this option to
bypase decrypled traffie from the Accass Contral Policy.

ypass Access Contral palicy for decrypted traffic (sysopt permit-vpn)
Thid spfisn a2 Bhe Accazs Conbred Poliey in fian, bub VPR Glbes AC

P riv ACL snd suthorzsiion ACL dowaloaded

P brafhic

Paso 14. Compruebe la pagina de resumeny hagaclic en Finalizar.



Remote Access VPN Policy Wizard

(1) Pulcyﬁsslgnment)@tunnecﬂun?mﬂe >@mm>@m&mﬂm e

Summary

Remaote Access YPN Policy Configuration

Firepower Managerment Canter will configure an RA VPN Palicy with the following settings

Name:

Davice Targete:

Connection Profile:
Connection Alins:

A

Authentication Method:

Authentication Server:

Authorization Server:
Accounting Server:
Address Assignment:
Address fram AlA
DHOP Servers:
Address Pools (1Pva):
Addrass Pools (IPvE):
Group Policy:
AnyConnect [mages:
Intarface Objecte:

Device Certificates:

ErnployesVEN
& 152.188.15.11
EmployesVFH
EmployesVEN

A8A Only
w8 1SE
= 15e
s 1SE

.,"_-'“ WPN-172-Pool
= ofitGrpPalicy
@ acar

@ ZONE-OUTSIDE

[T vpnecert

Additional Configuration Requ

After the wizord completes,
configuration needs to be comph
work on all device targets.

i Access Control Policy Upda
An Access Confrol rule must |
allew VPN traffic an all targete:

) NAT Exemplion

If NAT s enabled on the targ
yeu must define a NAT Poiic
VPN traffic.

iy DHS Configuration

Te resolve hostname speci
Sarvers or CA Servers, configl
FlaxCanfip Padicy an the target

i Port Configuration
SEL will ba enabled on port 44!
Please ensure that these parts
in &AT Podicy or other ser
deploying the configuration.

¢, Network Interface Configur

Make sure to add interface f
devices to SecurityZone ol
OUTSIDE

Paso 15. Implemente la configuracién en FTD. Haga clic en Deploy y seleccione FTD que se utiliza como

concentrador VPN.



Platform Settings FleceConfig Certificates

Device Management NAT VPN * Remote Access QoS
Emplﬂ‘}'EEVPN Deploy Policies Version:2020-02-02 09:15 PM

Enter Descripticn
) Device Inspect Interruption  Type Group

Current Vers

FTD

[ comnection profite [ Ay e o

2020-02-02 05

Default WEBVFNGroup

EmployeeVPi

Selacted dewvices: 1

ISE

Paso 1. Ejecutar actualizaciones de estado. Vayaa Administration > System > Settings > Posture >
Updates.

Daplay




Posture Updates
(®) Web
* Update Feed URL

Proxy Address

Proxy Port

() Offline

hittps://www.cisco.com/web/secure/spa/posture-update.xml

HH MM S35

[} Automatically check for updates starting from initial delay 20 = |49 = | 18 ~ every

Sav

[{¥]

| Update Now || | Reset

v Update Information

Last successful update on 2020/02/02 20:44:27 ;

Last update status since ISE was started

Cisco conditions version 257951.0.0.0

Cisco AV/AS support chart version for windows 227.0.0.0

Cisco AVIAS support chartversion for Mac OSX  148.0.0.0

Cisco supported OS version 49.0.0.0

Paso 2. Cargue e médulo de cumplimiento. Vaya a Directiva > Elementos de directiva > Resultados >
Aprovisionamiento de cliente > Recur sos. Haga clic en Agregar y seleccione Recur sos de agente del

sitio de Cisco

Last update attempt at 2020/02/02 20:44:



Download Remote Resources

[[] Name « Description

[ AgentCustomizationPackage 1.1.1.6 This is the NACAgent Customization
[ ] AnyConnectComplianceModuleOSX 3.6.11682.2 AnyConnect OS X Compliance Modul
I AnyConnectComplianceModuleOSX 4.3.972.4353 AnyConnect OSX Compliance Modul
[] AnyConnectComplianceModuleWindows 3.6.11682.2 AnyConnect Windows Compliance M
AnyConnectComplianceModuleWindows 4.3.1053.6145 AnyConnect Windows Compliance M
] CiscoTemporalAgentOSX 4.8.03009 Cisco Temporal Agent for OSX With C
[] CiscoTemporalAgentWindows 4.8.03009 Cisco Temporal Agent for Windows
[] complianceModule 3.6.11428.2 NACAgent ComplianceModule v3.6.1
[] MACComplianceModule 3.6.11428.2 MACAgent ComplianceModule v3.6.1
H MacOsXAgent4.9.4.3 MNAC Posture Agent for Mac OSXv4.9
[] MacOsXAgent4.9.5.3 MNAC Posture Agent for Mac OSXv4.9
[] MacOsxSPWizard 1.0.0.18 Supplicant Provisioning Wizard for M:
[J MacOsxSPWizard 1.0.0.21 Supplicant Provisioning Wizard for M
[] MacOsxSPWwizard 1.0.0.27 Supplicant Provisioning Wizard for M:
[J MacOsXSPWizard 1.0.0.29 Supplicant Provisioning Wizard for M:
[] MacOsxXSPWizard 1.0.0.30 Supplicant Provisioning Wizard for M:
ﬂ T Y o LT T S R . o WY U o . TN S SR SR ¥ ¥ p—— —" Y}

http:/icisco.com/go/anyconnect

Paso 3. Descargue AnyConnect de Cisco Software Download y carguelo en ISE. VayaaDirectiva >

Elementos de directiva > Resultados > Aprovisionamiento de cliente > Recur sos.

Hagaclic en Add y seleccione Agent Resour ces From L ocal Disk. Elija Cisco Provided Packages en
Category, seleccione € paquete de AnyConnect del disco local y haga clic en Submit.


https://software.cisco.com/download/home

Agent Resources From Local Disk = Agent Resources From Local Disk
Agent Resources From Local Disk

Category | [cisco Provided Packages ] @

anyconnect-win-4.7.01076-webdeploy-k9.pkg

i Browse...

¥ AnyConnect Uploaded Resources

MName & Type Version Descripton

AnyConnectDesktopWindows 4.7.10...  AnyConnectDesktopWindows 4.7.1076.0 AnyConnect S5ecu

Gance

Paso 4. Crear perfil de postura de AnyConnect. Vayaa Directiva > Elementos de dir ectiva > Resultados >
Aprovisionamiento de cliente > Recur sos.

Hagaclic en Agregar y seleccione Perfil de postura de AnyConnect. Rellene el nombrey el protocolo de
posicion.

Bajo * Server name rulesput * y put any dummy |P address under Discovery host.

ISE Posture Agent Profile Seflings > AC_Posture_Profile

"Mame: || ac posture Profie
Descriplio




Parameter Value Motes Description
PRA refransmission time 170 e 2::3:: the agent retry period if
Discovery host | 1.2.3.4 The server that the agent shou

* Server name rules

needto be blank by default to farce
admin to enter a value, ™ means agent
will connect to all

Alist of wildcarded, comma-5e
agent can connectto. E.g. *.ci

Call Home List

List of IP addresses, FQDMs with or
without port must be comma-separated
and with colon in between the IP
address/FODM and the port. Example:
IPaddress/FQDN.Port (Port number
should be the same, specified in the
Client Provisioning portal)

Alist of IP addresses, that defi
will try to conmect to if the PSM |
S0Me reason.

Back-off Timer

secs

Entervalue of back-off timer in
seconds, the supported range is
between 105 - 6003,

Anyconnect agent will continue
targets and previously connect
max ime limitis reached

Paso 5. Vaya aDirectiva > Elementos de directiva > Resultados > Aprovisionamiento de cliente >
Recursosy creela configuracion de AnyConnect. Haga clic en Agregar y seleccione Configuracién de
AnyConnect. Seleccione el paquete AnyConnect, proporcione el nombre de la configuracion, seleccione el
maodulo de cumplimiento, verifique la herramienta de diagnostico e informes, seleccione el perfil de

posturay haga clic en Guardar.



* Select AnyConnect Packagg AnyConnectDesktopWindows 4.7.1076.0
* Configuration Nameg}| AC CF 47

Description:

Y

DescriptionValue

* Compliance Mudul{l AnyConnectComplianceModuleWindows 4.3.1012

AnyConnect Module Selection
ISE Posture v
VPN[V]
Network Access Managerd |
Web Securitd_]
AMP Enabler_]
ASA Posturel_]
Network Visibilitd_]
Umbrella Roaming Securityd |

Start Before Logon[_|
Diagnostic and Reporting TGOl' I

Profile Selection

* |ISE Postu rt‘ AC_Posture_Profile I
VPN

Metwork Access Manager
Web Security

AMP Enabler

Network Visibility

Umbrella Roaming Security
Customer Feedback

Paso 6. Navegue hasta Policy > Client Provisioning y cree Client Provisioning Policy. Hagaclic en Edit y
luego seleccione Insert Rule Above, proporcione el nombre, seleccione OSy elija AnyConnect
Configuration que se cred en €l paso anterior.



bl jgentin

Policy Sets  Profiling Posture  Client Provisioning ¥ Palicy Elameants

Chent Provisioning Policy

Define e Chent Provisioning Policy 1o determing what users will receie wpon login and user session initaton
Far Agent Configuration: version of 2gent, agent profile, agent compliance madule, and'or agen! customizaion package
For Native Supplicant Configuration: wizard profile andior wizard. Drag and drop nules ta change the order.

-
Rule Hame Identity Groups Operating Syslems Other Conditions Rasults
|E AC_47_Win Ariy Windews All Condion{s) AC_CF_4T
i 05 Ay Appla 05 Al Condetion]s) Cisoo-ISE-NSP
Android I Anmy Android Condtion|s) L Cisco-13E-NSP
Windows I Amy Windews All Condtion(s) CiscoTemporaligentii
ndows 4.7 00135 And
WinSFWizard 2.5.0.1
And CiscodSE-NSP
B wacos [ AmY Wac 03X Condtion{s) { CiscoTemporalagento
SX 4700135 And
MacOsXSPWizard
2.1.0.42 And Cisco-ISE-
NEP
Chromebook I Any Chrome 03 Al Condltion{s) Ciseo-ISE-Chrame-
MEF

Paso 7. Cree la condicion de postura en Politica > Elementos de politica > Condiciones > Condicién >
Condicién > Condicion anti-malwar e. En este gemplo, se utiliza"ANY _am_win_inst" predefinido.



cisco ldentity Services Engine Home » Context Visibility » Operations » Ad

Policy Sets  Profiling Posture  Client Provisioning | «Policy Elements

Dictionaries  ~ Conditions b Results

Library Conditions Anti-Malware Conditions

Smart Conditions

; Edit :[::-Add |__§‘_']Dup||:ate ¥ Delete

Time and Date

_ Mame Description
Profiling
O |ANY_am_win_inst Any AM installation check on
~ Posture (0 ANY_am_win_def Any AM definition check on W
(0 ANY_am_mac_inst Any AM installation check on
Anti-Malware Condition PP
L] ANY_am_mac_def Any AM definition check on M

Anti-Spyware Condition
Anti-Virus Condition
Application Condition
Compound Condition
Disk Encryption Condition
File Condition

Firewall Condition

Paso 8. Navegue hasta Politica > Elementos de politica > Resultados > Postura > Acciones de
remediacion y cree remediacion de postura. En este giemplo, se omite. La accién de remediacion puede
ser un mensaje de texto.

Paso 9. Navegue hasta Palitica > Elementos de Politica > Resultados > Postura > Requisitosy cree
Requisitos de Postur a. Requisito predefinido Se utiliza Any_ AM_Installation_Win.



asce  loentity Senvices Engine

Haome

» Conbexd Visibality

¥ Operations

Policy Sets  Profiling  Posture  Client Provigioning | - Policy Elements
Dictionaries  » Conditions | ~Resulls

¢ Authentication

¥ Administration

» Work Canters

Requirements
+ Authorization Mame Operating Systems Compliance Module Pogture
Tiissage Tert Only Conditions Remediation Adicns
Aol Any_&¢_Definitlon_Mac Hac 05X 3x or eadlier AnyConnad
any&DefRemadiationMa
:
Any_AS_Installation_Mac Mac 05X 3 or eadier AnyConned
= Remediation Actions - -
Message Text Only
Any_AS_Definition_kac Mac OSK 31 o earlier AnyConnue
AryASDeRemediationlda
+ Client Provisioning c
Any_AM_Installation_Win Windows All 4.1 or later AnyConnad
Massage Text Only
Any_AM_Definition_Win Windaws All 4.3 0F later AnyConned
AnyAMDeRemediatoniyi
n
Any_AM_installation_iac Mae 05X 4.1 0f laler AppConnEd
Massage Ted Only
Any_AM_Dafinition_Mac Wac OSX 4. or later AnyConned

AnyAMDefRemedialionhd

Paso 10. Cree politicas de postura en Politicas > Postura. Se utiliza la politica de estado predeterminada
para cualquier comprobacion de AntiMaware parael SO Windows.

'4':1',“:!:',' ety Services Engme

Policy Seis  Profiling Client Prowisioning  » Polioy Elemants

Posture Policy

Dhafirs thie Postune Polsoy by oonfigureng fules bassd on pensting system snd’or other conditions.

m e —

Gamtuy Policy Opticen Rule Marma Identisy Orowps Operating Syiberm Compliaros Rlodule Papure Type Crher Conddiany
2 Paligy Optisas  Dwfaut_Antiblabsars_Policy Ay Mac 05X 4% ox lwler AnyConngct

_Msn
2 Policy Ogticna  Defaull_AntiMabwars_Policy Ay Mao DEX 4 x o Imin Tarnpor| Agant

Mlac semponal

B Policy Options  Dafauh_AntiMabware_Policy ~ Any Windews All &x e Itnr AnyCennee

Win
2 Polioy Options  Cefasitl_AntiMabware_Palicy Arvy ‘Windgws All 4.x or later Tempor| Agecd

_Win_femrgorm|
[« Palicy Optiens  Dwfauli_Apphs_Policy_Mao vy MacDSX & o |mier AnyConnecd

Paso 11. Navegue hasta Politica > Elementos de politica > Resultados > Autorizacion > ACL
descargablesy cree DACL paradiferentes estados de estado.

En este ggemplo:

. DACL de estado desconocido: permite €l traficoaDNS, PSNy HTTPy HTTPS.

. DACL de condicién no conforme: deniega el acceso alas subredes privadas y permite
anicamente el tréfico de Internet.

. Permitir todas las DACL: permite todo € trafico para el estado de cumplimiento de condicion.



Downloadable ACL List = PostureNonCompliantl
Downloadable ACL

* Name | PostureUnknown

Description

IPversion & |pyga O |pyg © Agnostic

* DACL Content permit udp any any eq domain
permit jp any host 192.168.15.14
permit {cp any any eq 80
permiticp any any gq 443

Downloadable ACL List > New Downloadable ACL
Downloadable ACL

*Name | PostureNonCompliant

Description

IPversion & |pya C |pve © Agnostic

* DACL Content deny ip any 10.0.0.0 255.0.0.0
deny ip any 172.16.0.0 255.240.0.0
denyip any 192.168.0.0 255.255.0.0
permitip any any




Downlosdable ACL List = New Downloadable ACL

Downloadable ACL

" Name | permitall

Description

IF version f='|p~.,~4 r.vaE. FAgn:.«stic i

* DACL Content | 123488 permit jp any amy
7891011
121314
151817
181920
212223
242528
272829
303132
333435

¢ Chedk DACL Syntax

Paso 12. Cree tres perfiles de autorizacion paralos estados Postura desconocida, Postura no conformey
Postura conforme. Para hacerlo, navegue hasta Politica > Elementos de Politica > Resultados >
Autorizaciéon > Perfilesde Autorizacion. En el perfil Posture Unknown, seleccione Posture Unknown
DACL, verifique Web Redirection, seleccione Client Provisioning, proporcione un nombre de ACL de
redireccion (que se configuraen FTD) y seleccione el portal.



Authorization Profiles = New Authorization Profile
Authorization Profile

*Name || FTD-VPN-Redirect

Description

* Access Type || ACCESS_ACCEPT

Network Device Profile aels Cisco | v | B

Service Template [

Track Movement [~ ;

Passive |dentity Tracking [~ ;

+ Common Tasks

¥ DACL Name PostureUnknown

M web Redirection (CWA, MDM, NSP, CPP) (i

Client Provisioning (Posture) -

+ Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PostureUnknown
cisco-av-pair = urkredirect-ad=fyusifovredirect

ACL

fyusifovredirect

valu E

cisco-av-pair = urkredirect=https://ip:portf portal/ gateway?sessionld=SessionldVakuef&portal=27b1bc30-2258-11e9-98fb-00505687 7 Sa3Bacti

En € perfil Posture NonCompliant, seleccione DACL paralimitar el acceso alared.



Authorization Profiles > New Authorization Profile
Authorization Profile

*Name | | FTD-VPN-NonCompliant

Description

*Access Type [ACCESS_ACCEPT v

Network Device Profile a= Cisco | v | £

Service Template [~

Track Movement G

Passive ldentity Tracking [~ ;

w» Common Tasks

[V DACL Name PostureNonCompliant v

= Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PostureNonComphlant

En el perfil Posture Compliant, seleccione DACL para permitir €l acceso completo alared.



Authorization Profiles = Mew Authorization Profile

Authorization Profile

* Name || PermitAl |

Description
" Access Tw'i | accEss accepT - |
MNetwork Device Profile & Cisop |+ | B

Service Template |
Track Movement [T .

Passive |dentity Tracking l- .
L)

* Common Tasks

¥ pacL Name PermitAll v,

 Attributes Details

Access Type = ACCESS_ACCEPT
DACL = Permital

Paso 13. Cree Politicas de Autorizacion en Politica > Conjuntos de Paliticas > Predeter minado > Politica
de Autorizacién. Como condicion se utiliza Estado de posturay Nombre de grupo de tinel VPN.



'él.',',g'lé' kdentity Services Endgine Haoma ¥ Conlext Visibility » Oparations = Policy ¥ Adminiztration

Folicy Sels Prodilimg Fosiure Chient Provizioning ¥ Folicy Elements

@  Defaut Detaull policy set

¥ Authentication Policy (3)
¥ Authorization Policy - Local Exceptions

» Authorization Policy - Global Exceptions

W Authorization Policy (18)

Results

Status  Rule Name Conditions Prodiles S

E Session PostureStalus EQUALS Compliam

FTD-VPH-Posture-Compliant = Parmitall +*
@ = AND E Cigoo-VFHNI000-CVPHZ000MAS AP -Tunnel-Group-

Mame EQUALS EmployeayvPFhl

T:g Session Fosturestatus EQUALS MonCompliam

APN-Posture-NonComo * ETD-VPH-MeaCompliant +
@  Fro-vPn-Postire-NonCompliant | AND Cisco-VPHI000-CYPN000MSAPIT - Tunnek-Group- 2 LLELL

Mame EQUALS EmployeaviFh

E Session PostureStatus EQUALS Unkndwn

FTD-VPM-Posture-Unknown = FTD-VPH-Redirect +
@ AND E‘ Cisoo-YPFHI000 CVPN200ASAPLIE T -Tunnel-Group-

Name EQUALS EmployeaVPh

Verificacion
Utilize esta seccion para confirmar que su configuracion funcione correctamente.

En ISE, el primer paso de verificacion esRADIUS Live Log. Vaya a Operaciones > Registro de actividad
de RADIUS. Aqui, € usuario Alice esta conectado y se selecciona la politica de autorizacion esperada.

il idenbty Services Engine

i v Paolicy » Adminkiration ¥ Work Canters

=RADUS | Thesat-Centic HAC Live Legs ¢+ TACACE & Tr b Adaps wtad Conbol  Rapord

Lives Legs  Live Seasicns

Mipconfigured Supplicants Mtinconfigured Mebwork Devices RADN S Drops O Client Stopped Responding
Rudrash | Mivis

o Febesh ) Feet Bepesl Counts B8 Experi To =

Time: Stabs Detnis wepen identiy Endpoint D Endpeant Fr Autherscat Authorizat Aushonzati P Agdness
" -:I ” - s - B . " " " -
Fak 53, 2020 07:13:-31 .92 [ ] o o alicetaining & 0000 25 S0 Sl Windewni10 Crafaul x> Default > FTOWPH-R T2 181,10
Fab B3, 2020 07 13:28.74 8 a FACSACLEIEE
Fab: 53, 2020 07:132:20.T) B E slice@taining & OO0 29 SC Sac Pl Wingdoan10 Cafal »> Dwlauit »» FTOWVPH-R
|

Last Upduted: Mon Fab 0F 2020 03 16:30 GMT+0100 (Central Exfopenn Snndard Tire]

La politica de autorizacién FTD-VPN-Posture-Unknown coincide y, como resultado, FTD-VPN-Profile se
enviaaFTD.



Overview

Ewvent 5200 Authentication succeeded
Username alice@training.example.com
Endpoint Id 00:0C:28:5C:54:96 &

Endpoint Profile Windows10-Workstation
Authentication Policy Default == Default

Authorization Policy Default »» FTO-VPMN-Posture-Unknown
Autherization Result FTO-VFM-Redirect

Authentication Details

Source Timestamp 2020-02-03 07:13:20.738
Received Timestamp 20200203 07:13:29.738
Policy Server fyusifow-26-3

Ewvent 5200 Authentication succeeded
Username alice@training. example.com

Estado de estado pendiente.

NAS IPwvd Address 192.188.15.15
NAS Port Type Wirtual
Authorization Profile FTD-VPMN-Redirect
Posture Status Pending
Response Time 2385 milliseconds

L a seccién Resultado muestra qué atributos se envian al FTD.



Result

Class CACS:000000000000c0005237 o8 18: fyusifov-26-3/388 580500/45

cisco-av-pair url-redirect-acl=fyusifovredirect

url-redirect=https:/ffyusifov-28-3. example.com: 8443/ portal
gatewayTsessionld=000000000000c0005237cB1a&

Elsco-av-pair portsl=27h1 be20-2e58-1123-95fb-0050 588 T TSa2Aaction=copa

token=0d30f1 cdf40e83038a7ad8a228803112
cisco-av-pair ACS: CiscoSecure-Defined-ACL=#ACSACL#-|P-Posture Unknown-5e37414d
cisco-av-pair profile-name=Windows10-Wordstation
LicenseTypes Base and Apex license consumed

En FTD, paraverificar laconexion VPN, SSH a equipo, gecute system support diagnostic-cli y luego
show vpn-sessiondb detail anyconnect. A partir de esta salida, verifique que los atributos enviados desde
| SE se apliquen para esta sesion VPN.

<#froot>
fyusifov-ftd-644#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

User nane al i ce@r ai ni ng. exanpl e. com
Index 12
Assigned I P 172.16.1.10
Public IP : 10.229.16.169
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium
Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHAl
Bytes Tx 15326 Bytes Rx : 13362
Pkts Tx 10 Pkts Rx . 49
Pkts Tx Drop : @ Pkts Rx Drop : @
Group Policy : DfltGrpPolicy
Tunnel Group : Enpl oyeeVPN

Login Time : ©07:13:30 UTC Mon Feb 3 2020

Duration ! @h:06m:43s

Inactivity : 0h:00m:00s

VLAN Mapping : N/A VLAN . none
Audt Sess ID : 000000000000c@005e37c81a

Security Grp : none Tunnel Zone : @

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1



AnyConnect-Parent:

Hashing

TCP Dst Port :

Idle TO Left :

Bytes Rx
Pkts Rx

Pkts Rx Drop :

Public IP
Hashing

TCP Src Port :
. userPassword
Idle TO Left :

Auth Mode

Bytes Rx
Pkts Rx

Tunnel ID 12.1
Public IP 10.229.16.169
Encryption ! none
TCP Src Port : 56491
Auth Mode : userPassword
Idle Time Out: 3@ Minutes
Client 0S : win
Client 0S Ver: 10.0.18363
Client Type : AnyConnect
Client Ver : G
Bytes Tx : 7663
Pkts Tx : 5
Pkts Tx Drop : @
SSL-Tunnel:
Tunnel ID 12.2
Assigned IP 172.16.1.10
Encryption : AES-GCM-256
Ciphersuite ECDHE-RSA-AES256-GCM-SHA384
Encapsulation: TLSv1.2
TCP Dst Port : 443
Idle Time Out: 3@ Minutes
Client 0S : Windows
Client Type SSL VPN Client
Client Ver
Bytes Tx : 7663
Pkts Tx : 5
Pkts Tx Drop : @

Filter Name

DTLS-Tunnel:
Tunnel ID
Assigned IP
Encryption
Ciphersuite
Encapsulation:
UDP Dst Port :
Idle Time Out:
Client 0S
Client Type
Client Ver
Bytes Tx
Pkts Tx
Pkts Tx Drop :

Filter Nanme

| SE Post ure:
Redirect URL :
Redirect ACL :

12.3
172.16.1.10

: AES256
: DHE-RSA-AES256-SHA

DTLSv1.0
443
30 Minutes

: Windows

: DTLS VPN Client
: Cisco AnyConnect VPN Agent for Windows 4.7.01076
: 0
: 0

0

Pkts Rx Drop :
. #ACSACL#-IP-PostureUnknown-5e37414d

Public IP
Hashing

UDP Src Port :
. userPassword
Idle TO Left :

Auth Mode

Bytes Rx
Pkts Rx

Pkts Rx Drop :

#ACSACL#- | P- Post ur eUnknown- 5e37414d

https://fyusifov-26-3. exanpl e. com 8443/ port al / gat enay?sessi onl d=000000000000c0005e37c8:

fyusi fovredirect

fyusifov-ftd-644#

. none

443

23 Minutes

sco AnyConnect VPN Agent for Wndows 4.7.01076

0
0

0

10.229.16.169
SHA384

56495

23 Minutes

: Cisco AnyConnect VPN Agent for Windows 4.7.01076
: 592
7

0

10.229.16.169
SHA1

59396

29 Minutes

12770

: 42

0



Se pueden verificar las politicas de aprovisionamiento de clientes. Vaya a Oper aciones > I nfor mes >
Terminalesy usuarios > Aprovisionamiento del cliente.

P LS ity Servic [
m;t identity Services Engine

Wi Bty = Cparslians b Paligy » Adrrsmnfratian

b RADNUS  Treest-CenticMAC Live Logi  # TACACS & Troobleihoo! ¢ Adaplive Heftwod Contnad | Repert
@

Frpost 3 - Chent Provisioning 6

Froen 2020-02-03 00:00:00.0 8o 2020-02-03 DB 14:07.0

+ My Reporis B
= Aoperts
v Audit
Logged At Server Event [:] dentity 3] Endpoini D
v Darvine Administration rode j -
¢ DisgnoaBcs 20200203 0808 4 Fyumii i 28-3 Cinern prowiiioring wotoieded I alscettaining sxampls com 0000 35 50 L4564

4
= Endpaints mnd Uiers _I

AR SRR SUMMERy

Cument Actee Sl

El informe de estado enviado desde AnyConnect se puede comprobar. Vaya a Oper aciones > | nfor mes >
Terminalesy usuarios > Evaluacion de estado por terminal.



alaln Hentity Services Engine

CISco Home b Context Visibility

» RADIUS  Threat-Centric NAC Live Logs ¥ TACACS ¢ Troubleshot

[
Posture Assessment by End
Export Summary by P
From 2020-02-03 00:00:00.0 to 20z
¥ My Reports 0
- Heports
k Audit
Logged At St
b Dewvice Administration
X Ty 7]
¥ Diagnostics 20200203 08:07:5...

J

= Endpoints and Users

Authentication Summary
Client Provisioning
Current Active Sessions
External Mobile Devic. ..
Manual Certificate Pro. ..
FassivelD

Posture Assessment by ...

Fosture Assessment by ...

Para ver més detalles sobre €l informe de estado, haga clic en Detalles.



ahals.  dentity Services Engine

Posture More Detail Assessment

From 2020-01-04 00:00:00.0 to 2020-02-03 08:13:38.0
Generated At: 2020-02-03 08:13:27.37

Client Details

Usarname m
Mac Address 00:0C
IF address 1721
Location All Lo
Session ID 0000l
Client Operating System Winde
Client NAC Agent AnyCi
FRA Enforcement 0
CoA Recei
PRA Grace Time 0
PRA Interval 0
PRA Adtion MN'A
User Agreement Status MNotEr
System Mame DESH
System Domain n/a

System User admin

User Domain DESKTOP-I

A\ Installed

AS Installed

AM Installed

Windows De

Posture Report

Peatung Statud

Laggeid AL

Posture Policy Details
Polcy HName Enforcemant Type

Shatus Passad Condbons

| Defauli_Antiklashesre_Policy_Win Any_AKL_Iratablaticn_Win klandatory

Faned arm_inst_va_ANY_wendor

Unavez recibido el informe sobre ISE, se actualiza €l estado. En este g emplo, e estado de estado es

compatible y CoA Push se activa con un nuevo conjunto de atributos.



Time Status Details Hep

Feb 03, 2020 05:07.52.05

Feb 03, 2020 08:07.50.03... n
Feb 03, 2020 07:13:25.74

D D D D

Feb 03, 2020 07:13:29.73

Last Updated: Mon Feb 03 2020 09:10:20 GMT+0100 {Central European 5i:



Overview

Ewvent

Username

Endpoint Id

Endpoint Profile

5205 Dynamic Authorization succeeded

10.55.218.19 &

Authorization Result

Permitall

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Endpoint Id

Calling Station Id
Audit Session Id
Network Device
Device Type
Location

MAS IPv4 Address

2020-02-03 16:58:39.887

20200203 16:58:39.687

fyusifow-28-2

5205 Dynamic Authorization succeeded
10.55.218.19

10.55.218.19
000000000000e0005e2385132

FTD

All Device Types

All Locations

192.163.15.15

Authorization Profile

Posture Status

Permitall

Compliant

Response Time

2 milliseconds




Uno de los problemas comunes, cuando hay un tunel de escupir se configura. En este g emplo, se utilizala
directiva de grupo predeterminada, que establece tuneles paratodo el trafico. En caso de que solo se tunelice
tréfico especifico, 10s sondeos de AnyConnect (enroll.cisco.com y host de deteccion) deben pasar através
del tanel, ademés del tréfico al SE y otros recursos internos.

Para verificar la politica de tunel en FMC, primero, verifigue qué politica de grupo se utiliza parala
conexiéon VPN. VayaaDevices > VPN Remote Access.

Owerview Analysis  Policies Objects | AMP Inteligence

Device Management NAT VPN * Remote Access r QoS Platform Settimgs FlaxCaonfig Certificates

EmployeeVPN

TS TN T P Access Interfaces  Advanced

Mame ARA Group Policy
Default WEBVPNGroup Authenticat i DftGrpPolscy
Authorization: 1SE (RADIUS)

ISE (RADIUS)

L uego, navegue hasta Objetos > Administracion de objetos > VPN > Politica de grupo y hagaclic en
Politica de gr upo configurada para VPN.



Edit Group Policy
Name:™ DfltGrpPolicy

Description:

=TGN AnyConnect  Advanced

Domain List:

* |dentidad NAT

Otro problema comun, cuando €l tréfico de retorno de los usuarios de VPN se traduce con €l uso de una
entrada de NAT incorrecta. Para solucionar este problema, laidentidad NAT debe crearse en un orden

apropiado.

VPN Protocols 1Pv4 Split Tunneling: Allow all traff
IP Address Pools ) : e —
Baiiian IPv6E Splt Tunneling: Allow all traff
DHS/WINS Split Tunnel Network List Type: © Standard A
ISDE Tunnelng Standard Access List:
DNS Reguest Split Tunneling
DNS Requests: ‘Send DNS re:

Primero, verifique las reglas NAT para este dispositivo. Navegue hasta Devices > NAT y luego hagaclic en

Add Rule paracrear unanuevaregla.



Overview Analysis Policies gERUEE Objects

Device Management NAT VPN + QoS Plat

D 11

&8 Filter by Device

=3 Direction Type Source Destinc
Interface Ob... Interfa

¥ MNAT Rules Before

En laventana abierta, en la pestafia Objetos de interfaz, seleccione Zonas de seguridad. En este gemplo,
laentradaNAT se creade ZONE-INSIDE aZONE-OUTSIDE.



I Add NAT Rule

MAT Rule: Manual NAT Rule ¥ Insert: In Category v N
Type: Static v | ™ Enable
Description:
N B CaG=-Re-=c Translation PATPool Advanced
Available Interface Objects & Source Interface Objects (1) Destinat
I | & search by name | & ZONE-INSIDE B & zone
23 ZONE-INSIDE
I saa ZONE-OUTSIDE I Add to ‘
Source
Add to ‘
Destination

En la pestaiia Tranglation, seleccione los detalles del paquete original y traducido. Como esidentidad NAT,
el origeny el destino se mantienen sin cambios:



Edit NAT Rule

MAT Rule: W I

Type: Static v | ¥ Enable

Description:

v Interface Objects " Translation I PAT Pool  Advanc

Original Packet

| Original Source:* any
| COriginal Destination: Address
WPN_Subnet

Original Source Port:

Criginal Destination Port:

En la pestafia Advanced, margue las casillas de verificacion como se muestra en estaimagen:



Edit NAT Rule
NAT Rule: Manual NAT Rule W Insert:
Type: Static v | W Enable

Description:

Interface Objects  Translation  PAT Pool

In Category

r Translate DNS replies that match this rule
r Fallthrough to Interface PAT(Destination Interface)
™ 1pve

I~ net to Net Mapping

¥ Do not proxy ARFP on Destination Interface

¥ perform Route Loakup for Destination Interface

I Unidirectional



Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



