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CUWN 8.2 WLC and FC AP - EoGRE Tunnel Gateway
Deployment Guide

WLC EoGRE Tunneling

Ethernet over GRE (EoGRE) is a new aggregation solution for aggregating Wi-Fi traffic from hotspots. This solution enables customer
premises equipment (CPE) devices to bridge the Ethernet traffic coming from an end host, and encapsulate the traffic in Ethernet



packets over an IP GRE tunnel. When the IP GRE tunnels are terminated on a service provider broadband network gateway, the end
host’s traffic is terminated and subscriber sessions are initiated for the end host.

CARWAR Data
EoizRE

CAPWAP Control

ASR 1K

Benefits of Tunneling in General
* Client can maintain IP address and policy across heterogeneous access networks with different technologies and/or vendors.
* Bypass MAC address scaling limitation of the L2 switch connecting to the WLC.
 Lawful Intercept (LI)

The EoGRE Tunneling offers the following benefits for mobile operators:
* Reduces network congestion by reducing OpEx and increasing network efficiency by offloading 3G and 4G traffic.
* Provides access to 3G and 4G core in spite of a lack of weak cell signal, leading to subscriber retention.

» Lowers CapEx on per user basis or bandwidth basis in dense metro environments.

The EoGRE tunneling offers the following benefits for wireline and Wi-Fi operators:
* Provides WiFi security and subscriber control.
* Delivers scalable, manageable, and secure wireless connectivity.
* Enables new revenue-sharing business models.

* Delivers a WiFi platform that offers new location-based services.

The EoGRE tunneling offers the following benefits for subscribers:
* Provides enhanced quality of experience to subscribers on WiFi networks.
* Provides unified billing across access networks.
* Provides mobility across radio access technologies—3G or 4G to WiFi and WiFi to WiFi.
* Provides multiple options within the Wi-Fi platform, thereby enabling location-based services.
* Begin with rel 8.2 EOGRE Tunneling is supported on the Dynamic interface.
* In rel 8.3 Dynamic interface with IPv6 supports only as tunnel interface.
* In rel 8.3 maximum number of dynamic interface to which IPv6 address can be assigned is 16.

* In rel 8.3 TGW supports Both IPv4 and IPv6 address format. You can create up to 10 tunnel gateways.



Supported Controller and APs

* Cisco 5500 series, WiSM-2, 7500, and 8500 series wirecless LAN controller.

* Cisco WLC 8.1 supported access points—3800, 2800, 1800, 3700, 2700, 1700, 1260, 1140, 1600, 3600, 2600, 2700, 7021, 3500,
702w, 1042N, 801, 1552, 1532, 1572.

EoGRE Tunnels System Design Options

Design 1: WLC based EoGRE Tunnel

* CAPWAP Control Path (AP-WLC)
* CAPWAP Data Path (AP-WLC)
* EoGRE Data Flow (WLC-TGW)

In this design model, a tunnel gets generated from WLC to the tunnel gateway such as ASR 1000. Begin with release 8.2, controllers
supports up to10 tunnel Gateway configurations and 10 EoGRE Tunnel Domains with 10 profile rules per each tunnel. Each profile
can also be configured with multiple realms. When realms are configured, it will be a user name followed by @. Realm is a string
after @, for example, user name@realm. Two or more tunnels can be configured for redundancy, so that when the primary or active
tunnel fails, the secondary or standby tunnel will take over the operation of the EoGRE tunnel. Intra-controller and Inter-controller
mobility is also supported with the EOGRE tunnel configuration.

IPv4 or IPv6 EoGRE Tunnel From WLC

SV P



EoGRE From the WLC

MHN's WLAN is configured for
| Central Switching

MN-Remele . H
L x MMN-Rerrmole:

L

The WLC in release 8.1 and above supports two tunnel type configurations on the northbound interface:
1 IP/GRE as defined in PMIPv6 (RFC 5213) — L3
2 Ethernet over GRE — L2

N

Note  In this deployment guide, only EoGRE tunnel is discussed.

Only one type of tunnel is supported per WLAN. EoGRE is supported on either open or 802.1x based WLANs. Tunneled clients
support EAP-SIM or EAP-AKA mode only. Other authentication modes are not supported by the tunneled clients.

When open SSID WLAN is used, either all local/simple or all tunneled clients are supported but cannot be mixed on the same WLAN.
However, 802.1x authenticated simple or tunneled EoGRE clients are supported on the same WLAN.

Prior to Release 8.3, only WLANS configured for Open and WPA2-802.1X were supported.

Itis now possible to assign EOGRE Tunnel Profiles to WLANS configured for Internal WebAuth and WPA2-PSK. WLANs configured
with WPA2-PSK / WPA2-802.1X and Internal WebAuth are also supported.

Based on authentication, clients will be separated into local or tunneled mode. The WLC supports two types of user’s traffic such as
Remote-Tunneled and Local on the same WLAN.

Local users traffic is defined as traffic that is locally bridged by the WLC.

Remote-Tunneled user traffic is defined as traffic of remote-tunnel users and is tunneled by the WLC to a TGW.
AAA override for EOGRE users is supported. Tunnel gateway can also act as AAA proxy.

If AAA Override is enabled on the controller for EOGRE EAP authenticated clients:

* WLC parses Access Accept and looks for MPC-Protocol-Type, such as EOGRE, GTPv2 or PMIPv6.

« If the Protocol-Type AVP exists, WLC looks for all parameters related to that tunnel-type. The static profile is ignored and the
AAA provided parameters are used to setup tunnel.



* If AVP is not present, WLC uses static profile on WLC to determine tunnel type based on the realm extracted from user name.

« If some of the parameters are not present, the authentication fails. For example, if everything is present except T-GW IP, then
the client authentication fails.

« If the MPC-Protocol-Type is None, then it will be simple IP.

Some of the attributes that can be returned by the AAA server are: User-Name, Calling-Station-1d, gw-domain-name, mn-service,
cisco-mpc-protocol-interface, and eogre vlan_id.

Redundancy of the EOGRE Tunnels

Two or more tunnels can be configured for redundancy, so that when the primary or active tunnel fails, the secondary or standby
tunnel will take over the operation of the EOGRE tunnel. Keep-alive messages are sent periodically and the periodicity is configurable,
that is, how many keep-alives can be missed before tunnel is considered as down. This is a global command and is applicable for all
types of tunnels. In EOGRE tunnels design, DTLS ICMP packets are sent to the tunnel gateway. When EoGRE tunnel is created,
ICMP echo request packet is sent to tunnel gateway. After receiving, ICMP echo response is sent back updating the tunnel gateway
status.

When primary tunnel fails, the clients will de-authenticate and dis-associate from the primary WAG. If a secondary WAG is available,
the controller will establish a secondary tunnel and reconnect to the secondary WAG, if the secondary tunnel is configured as shown
in the following example. After secondary tunnel is established, the remote-client devices will re-authenticate and re-associate to
WAG and will renew their IP addresses from the DHCP server on the secondary WAG. Clients will remain connected to the secondary
WAG even if the primary WAG comes back on line.

e

CIsSCO
Controller EoGRE General
General | GEann
Inventory
Interfaces Interface Name management
Interface Groups

Heartbeat Interval{Seconds) _6IZI

Multicast

Max Heartheat Skip Count  [3 |
b Network Routes i b

b Redundancy Add New Domain
¥ Internal DHCP Server Add New TGW Bl N I i
¥ Mobility Management TE-Name: [ | TEW-1 s =
i TGW IF Address | 1
} TGW-2 (Monme W
b NTP _Add | Add
b COP TGW List
b PMIPVE Domain List
T li Total
> E‘“I::E'"g Mame 1P Address Status  Clients Active
Eo Mame TGW-1 TGW-2 Gateway
Profil . ASR1K-PR 10.10,200.5 UP ] [~ |
Stk domaind ASR1K-PR ASR1K-SEC None a
b IPVE w—p ASR1K-SEC 10.10.201.5 P 0 [~ |



EoGRE Tunnel DHCP Option-82 Design

The DHCP option-82 for EOGRE clients is inserted at the WLC in the bridge mode. The DHCP request packets from the clients are
punted up to the controller as with any other DHCP packets. In the controller, based on the client type, the EOGRE clients are handled
specially. For EOGRE clients, the DHCP option-82 configurations are picked from the Tunnel Profile data base. The global DHCP
configurations have no impact on EoGRE clients.

The DHCP code in controller inserts DHCP option-82 parameters based on the tunnel profile configurations. Also, the EoOGRE tunnel
header information is added in the controller. The controller assembles the complete DHCP packet along with EOGRE tunnel headers
and sends out on the tunnel.

The configuration commands gives flexibility to configuring option-82 format, delimiter character, remote-id, and circuit-id. The
remote-id and circuit-id can be easily configured by providing up to a maximum of five different parameter-ids supported. The
parameters entered will overwrite the previously entered configurations. If no parameters are input, the remote-id and circuit-id will
be erased and no parameter for that field will be sent.

Configuration commands

config tunnel profile eogre <profile name> dhCP-Opt-82 enable / disable

config tunnel profile eogre <profile name> dhCP-Opt-82 format binary / ascii

config tunnel profile eogre <profile name> dhCP-Opt-82 delimiter <delimiter character>

config tunnel profile eogre <profile name> dhCP-Opt-82 remote-id <Paramater ID - 1> <Paramater ID - 2> <Paramater

ID - 3> <Paramater ID - 4> <Paramater ID - 5>

config tunnel profile eogre <profile name> dhCP-Opt-82 circuit-id <Paramater ID - 1> <Paramater ID - 2> <Paramater

ID - 3> <Paramater ID - 4> <Paramater ID - 5>

Figure 1: DHCP Option-82 Configuration From the GUI Interface

. I:Il : lll . Saye Tonfiguration | Bing | Logout | Eafresh
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i I
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Configuring WLC EoGRE Tunneling

To configue EoGRE tunnel, perform the following steps:

Procedure
Step 1 To configure EoGRE feature, create SSID.
Step2  From the WLC main menu, choose WLANS and click Go.
CONTROLLER WIRELESS SECURITY MANAGEMEMNT COMMANDS HELPF FEEDBACK
WLANs
Current Filter: Mane [Shangs Filter] [Clear Filter) Create New - % :
WLAN ID Type Profile HName WLAN 51D Admin Status Security Policies
] 1 WLAN POD2-PSK POD2-PSK Enabled [wea2][aushipSk)] -]
Step 3 Create a WLAN with the naming convention, for example, POD4-EoGRE, and then click Apply.
WLANS > New __<Back | Apply |
Type WLAN -
Predile Masme PODN-EcGRE
SSID FODM-EcGRE
1] F -
Step4  On the General tab, map the WLAN to management interface or begin with rel 8.2 choose a Management or a Dynamic

Interface.
Note  See section below on changes in configuration option in release
8.2



WLANS WiLAME > Edit "POD4-E0GRE’ C=mack | [ Apply |

* WLANMS
WLaAMI
b Advanced Profile Mame POD4-EQGRE i
Type WA
381D PODA-EQGRE Wi
Status 1 enabled

Sacurity Paolicas PO
iModificstions done under security tab will sppesr after spplying the dhanges )

Radia Palicy all -
é’:}m‘;?;ﬂm.‘.;. mansgement -
Rutcarcian. P nabiea
Broadcast 5510 7] Erabled
bAS-I0 POD4-WLE

Step 5 On the Security tab, set Layer 2 Security to None, and then click Apply.
i-'-.'LANs- > Edit 'PODX-EcGRE' < Back

Ganerst | Securty | QoS | Poior-Mapeing | Advanced |
Laver 2 | Layer3 | AAAServers |

Layer 2 Securty & Mone -
MAC Filtering® [T
Fast Transition
Fast Transtion |

Configuring WLC EoGRE tunnel parameters

™ N '
EoGRE Tunnel
General
Configuration Profile Creation Define Profile Rules | i S
[ex: Define TGWS,
Heartbeat.. etc) o )

N

Note EoGRE tunnel configuration can be performed through GUI or CLIL.

Support for IPv6 addresses on the TGW in rel 8.3



In Release 8.3, support is added for client IPv6 traffic and IPv6 address format for the EOGRE tunnel gateway. Client IPv6 traffic is
supported on both IPv4 and IPv6 EoGRE tunnels. A maximum of 8 different client IPv6 address supported per client. Cisco WLCs
send all the client IPv6 addresses that they have learned to the Accounting server in the accounting update message. All RADIUS or
Accounting messages exchanged between Cisco WLCs and tunnel gateways or RADIUS servers are outside the EOGRE tunnel.

To configure the WLC EoGRE tunnel through GUI, perform the following steps:

Procedure

Step 1 Assign a tunnel gateway address:
a) From WLC main menu, choose CONTROLLER > Tunneling > EoGRE.

b) Set Heartbeat Interval to 60 seconds.
The controller sends keep alive every 60 seconds. If the TGW does not reply after three keep alive pings, then controller
decides that the TGW is down.

¢) Set Max Heartbeat Skip Count to 3.
The number of skip count decides how many times the TGW can skip consecutive replies, before the controller knows
the TGW is down.

d) Add TGW Name, for example, ASR1K.
e) Add TGW IP Address, for example, 10.10.200.5.

Sape Corfiguration | Fing Logowt Baefrexh

HANAGEHENT COMMANDS HELP FEEDBACK i Hoeme

Controller EQQRE General

Gemeral
Inventory
Interfaces

Irtnrface Mame mqﬂlu!fﬂ;\ﬁﬁ;ﬁl
Interface Groups

Hearthest Interval(Sesonds) 60

Multicast
Max Hesrtbaat Ship Count 3 “ﬁp
F Metwork Routes
b Redundancy Add New Domaln
¥ Add Mewr TGW
4 Mobility Comain Hama dormaind]
MManagement TaWw MNamas ASRIK
TaW-1 Mone
Foris Taw 1P Addrere 10.10.700.%
TawW-2 Mona
F NTP Add | =
Lo ndd |
A TGW List S
b PHIPVE Dromain List
= Tunneling [Tpese. 10 Addeess Shatss  Toksl Chents o
Lk AFRLE D10, 2005 WP L] -] M TGW L w2 Gatemay
Brofil
demumd ASR1E ATRIE a

b IPve

f) Begin with release 8.3 add TGW IPv6 Address, for example 2001::1010::1010.
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Save Configuration
ol l i l I -

CIsSCO

Controller EoGRE General
General Apply | Default |
Icons
Inventory Interface Mame ranagement b
Interfaces

Heartbeat Interval{Seconds) 60
Interface Groups

. Max Heartbeat Skip Count 3
Multicast P

-

Network Routes
Add New TGW

¥ Redundancy

, Internal DHCP ToW:Nams (AsRiK ]
Server TGW IP Address [2001::1010::1010 fjem—

d mgﬁgg;ment Add
Ports TGW List

P NTP

g) Add a Domain Name, for example, domain4.

h) Select the tunnel gateway TGW-1 as ASR1K, and click Add. If the tunnel gateway is reachable, then the state should
show UP under the TGW List.

EoGRE General
Apply Cufault |

Ingerfnte Hame mansgemant

Heartbaat Interval{Seconds) 60

Max Hearibeat Skip Count 3
Add MNew Domain
Add New TGW
Damain Name domaind
TEW Name
TOwW-1 ASRLIK
TOW 12 Address \
TEW-2 Nona  w
Add "
| Add |
TGW List e
/I}nmaln List
Hadrae 1P Addrass Stwbus Tobsl Chants
Active
ASE 1K 10.10.2000.5 us o ﬂ MNamie w1 TG =3 Gateway

Domain represents a virtual collection of one or more tunnels used for redundancy purposes. As mentioned previously,
up to 16 tunnels can exist in one single domain. If one tunnel fails, the traffic will be redirected to another TGW.

Step2  Create a tunnel profile:
a) From WLC main menu, choose CONTROLLER > Tunneling > Profiles.
b) Configure the Profile Name, for example, pod6, and click Add.
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MONITOR  WLAN: CONTROULER  WIRELESS  SEOURITY  MANAGEMEMT COMMANDS  HELP FEEDSACK

Controfler Profiles
General
Inventery Profile List Add Hew
IntarTces Prafits Hama WLAN 1D [Mappad} E Hame podh i
Intarfach Groupd Copr of L
Hulticast R

¥ Network Routes

¥ Redundancy

¥ Internal DHCP Server

» Mobility Management
Parts

F NTP

» COP

» PHIPYE

EglRl

m:*

The profile name appears in the Profile List.

Profiles
Profile List
Profile Name WLAN IDs (Mapped)
pode Mone B

Step3  Define a tunnel profile rule:

a) Click the profile (pod6) that you created.

b) To map a specific realm to the profile, enter the realm name such as user name@realm. To match any Realm, use *
( * means all realms are accepted).

¢) Choose Tunnel Type as EOGRE.

d) Set VLAN to 0.

e) Choose Gateway Domain as domain4.

f) Click Add.

|Tunnel Profile > Edit

Rule  Tunnel Parsmeters

Prafila Harme Eedd

Raalm = Tunnal Type EoGRE « VLAN © Gatevay Domsin  domaind «

g) Click Apply to apply the rule to the profile.

12



Tunnel Profile > Edit

“Rule | Tunnel Parameters

Profila Name pad 6

Reslm =

_hdd

Haealm

Tunnel Type EaGRE -

<Back | Apply

VLAN © Gateray Domsin  damaisd

Gateway Domasn

dormaind n

Step4  Add/ Associate the tunnel profile to WLAN:

a) From the WLC GUI, go to WLAN on which enabling EOGRE (POD4-EoGRE) tunnel.
b) On the Advanced tab, in the Tunneling area, select the Tunnel Profile as pod6.

| Gunersl | Secrity: | QoS | PolScr-Miping | Advanced g

— NATRA
Central Ads Ensbled
Lyne
Lyne Server Ditabled =

11k
Asgisted Riaming Predsction Optimization
Hieghbor List
rpighbor List Dual Band

Enatied
Enabied
Enabled

T TP FToamng
PHIF

PHIP Mibilty Typd
PHIP WAL Type Hexadesimal
PHIP Profife i

PHIP Realm
Universal AP Admin Suppart

Universal &P Admin o
11w BSS Transithon Support

BSS Transition
Déassnriation Lmminent
Désassociation Timen(0 1o 3000 TETT) 100
o d Rsaming O aticn Timer(d 1o 40 TETT) 40
Tumnsling
Tesnreel Profise podb f

Step 5 To verify if the tunnel is properly configured, from WLC main menu, choose CONTROLLER > Tunneling > Profiles

and see if the profile name is set to the correct WLAN.

In this example, the ASR1K is pre-configured for EOGRE tunnel and a DHCP pool. For your reference, the tunnel

configuration on ASRIK is shown below.
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ip dhcp pool IPv4-EOGRE

network 10.55.55.0 255.255.255.0
default-router 10.55.55.1
dns-server 171.70.168.183
domain-name cisco.com

lease 0 0 10

interface Loopback0
ip address 11.11.11.11 255.255.255.255
]

interface Tunnell

mac-address 0000. 5e00.5213

ip address 10.55.55.1 255.255.255.0
no ip redirects

load-interval 30

tunnel source Gigabitethernet0,/0/0.200
tunnel mode ethernet gre ipv4d

[ ]

interface Gigabitethernet0/0/0

no ip address

‘HEQDE‘IEK‘IQH 4duto

interface GigabiteEthernetr0/0/0.200
encapsulation dotlqQ 200
ip address 10.10.200.5 255.255.255.0

Note  The sample configs are for the
Ipv4.

Connect a wireless client to the SSID, for example, POD4-EoGRE. You get an IP address from 10.55.55.0 subnet, which

is configured on the ASR1K.

Status: Connected Turn Wi-Fi Off

Wi-Fi is connected to PODX-EoGRE and has

the IP address 10.55.55.62. *

Network Name:  PODX-EoGRE -

/_ Ask to join new networks

Known networks will be joined automatically.
If no known networks are available, you will
have to manually select a network.
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You can also verify that the client is associated through EOGRE tunnel by running show client detail command on your
POD WLC.

(PODZ-wLC) >show client detail be:f6:bl:11:7F:23
client mac Addrtss......,......,........,......,. bB:fa:bl:11:7F:23
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Typical Deployment: WLC EoGRE Topology

In this typical EOGRE deployment configuration, two users MN1 and MN2 are connected to Realm @att.com and two other users
MN3 and MN4 are connected to Realm @att.net. When the users MN1 and MN2 connect, they must be on the VLAN1 and TGW1
and users MN3 and MN4 must connect to VLAN2 and TGW?2 as shown in the following figure. In this setup, two profiles with one
realm in each are created and mapped to TGW1 and TGW?2 accordingly in the same domain.
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Tumnel Profile: masppod to WLAN

Inres

; EoGRE
att.com Vian-1 TGW1 TGW
att.com Vian-1 TGW1

att.net Vian-2 TGwW2
att.net WVian-2 TGW2

MM S@matt net

MM ZEbatl com
i .,£ ;  MNAEatLme
et 4

MHN Tidatt.com

EoGRE
TGW?2

To configure WLC EoGRE, perform the following steps:

Procedure

Step 1 Create tunnel gateways and configure heartbeats:

a) From WLC main menu, choose CONTROLLER > Tunneling > EoGRE.
b) Set Heartbeat Interval to 60 seconds.

c) Set Max Heartbeat Skip Count to 3.

d) Set TGW-1 and TGW-2 with appropriate IP addresses.

Controller EoGRE General
General
__Apply | Default |
Inwentory
Interfaces

Inberface Name

MARSQEEnt

Interface Groups
Multicat
b Netveork Routes
¥ Redundancy

Heartbeat [ntereal{ Seconds) 60 k3

Max Heartheat Ship Count | 3

andd Neve TGW
¥ Internal DHCP Server Domain Name

TEW Name bgwz W

¥ Maobllity Management e TGW-1
Parts TEW IF Address 3550000 &
TiEW-2
¥ NTE _Add | -
k COP TGW List S
b PMIPVG M
" Tatal
Tunmeling Hame IF Address status  Clients
EsGRE Name
Frafiled gl 9.9.59.400 COWM O =
darmnl
kPG

Aclid Nawe Domaln

dom1 &
Ctgel
Mane
TEW-1 ToW-2
tawl

Adlive
Gateway

Hona

To configure EoGRe heart-beat from CLI:
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Step 2

Step 3

config tunnel eogre heart-beat interval 30

config tunnel eogre heart-beat max-skip-count 3

To configure EOGRE tunnel from CLI:

config tunnel eogre gateway add tgwl ipv4-address 9.9.89.100

config tunnel eogre gateway add tgw2 ipv4-address 9.9.90.100

Configure EOGRE Tunnel Domain.

Figure 2: GUI configuration of Domain dom1 with tgw1 and tgw2.

Add New Domain

Doarmain Name :.:inrnl. ‘_
TGEW-1 Mone | .
TGEW-2 tgwl &

Add towz

Domain List

Active

Gateway

To create tunnel domain from CLI:

config tunnel eogre domain create doml
config tunnel eogre domain add doml tgwl
config tunnel eogre domain add doml tgw2

Create profiles and add rules:

a) Configure a profile, for example, prof-att.
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Save Configuration Ping Logout
afisr]n RIRH D EERTI NERa

CISCO HMONITOR  WLANS TROLLER  WIREL SECURITY MANAGEMENT COMMANDS HELP
Controller Profiles

General

Inventory Profile List Add MNew f
Interfaces Profila Mara WLAN IDs [Mappad) Profile Hame .PIDF"Itt
Interface Groups

Multicast profl Hona [~ ]
z Add
Network Routes prof-att Hone a |

Redundancy \

Mability
Ma Fi 80 e ent

Copy of |Mone |

v

4

Paorts
F NTP
F CDP
F PMIPwE

Tunneling
EocGRE
Profilas

b) From the WLC GUI, create realm att.com for VLANTI and att.net for VLAN2 on domain dom1 and apply them to
profile prof-att.

Tunnel Profile > Edit <Back |  nApply |

Profile Hame prof-stt

flealm |att.net '

Tunnel Type EoGREV‘ WLAN |2 Gateway Domain rdnm:l. v.__

Add |

Tunnel Type Gatosway Domain
EoGRE domil

EoGRE doml

To create profiles and realms from CLI:

config tunnel profile create prof-att

config tunnel profile rule add prof-att realm-filter att.com eogre vlan 1 doml
config tunnel profile rule add prof-att realm-filter att.net eogre vlan 2 doml
config tunnel profile rule add profl realm-filter * eogre vlan 0 doml

Note  * means wild card to catch everyone not belonging to any other rules; it is last in the order and will drop users
on VLAN 0.



Step 4

Configure the tunnel parameters.

The following figure shows a sample configuration from GUI of tunnel parameters with AAA proxy GW enabled and and

DHCP option-82 enabled.
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To configure DHCP option82 from CLI:

config tunnel
config tunnel
config tunnel
config tunnel

config tunnel

profile
profile
profile
profile

profile

eogre

eogre

eogre

eogre

eogre

prof-att DHCP-Opt-82 format Binary

prof-att DHCP-Opt-82 delimiter

prof-att DHCP-Opt-82 enable

prof-att DHCP-Opt-82 circuit-id ap-ethmac flex-group-name ap-group-name

profl DHCP-Opt-82 remote-id ap-name ap-location

To configure gateway as AAA proxy from CLI:

config tunnel profile eogre prof-att gateway-radius-proxy enable

config tunnel profile eogre prof-att gateway-radius-proxy accounting enable
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Step5  Map the profile to a WLAN.

Figure 3: Mapping the profile “prof-att’ to WLAN
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To map the profile to WLAN2 from CLI:
config wlan tunnel profile profl 2

config wlan enable 2

Design 2: FlexConnect AP based EoGRE Tunnel

* CAPWAP Control Path (Flex AP-WLC)
* EoGRE Data Path (Flex AP-TGW)
* Once tunnel is established, data flows from FC AP directly to the TGW.
In this design, direct tunneling from the AP offers data and control planes separation from the controller and the AP. The central data

throughput is limited only by the capacity of the core network with optimal data-path routing towards the core of the network. The
inter/intra controller mobility is not supported but client can still roam in the same FlexConnect group in Locally Switched mode.

20



EoGRE From the
FlexConnect AP

EoGRE-on-AP requires the AP
to be in FlexConnect mode +

WILAN configured for Flax
“Local Switching".

* FlexConnect AP — EoGRE is supported on Open and 802.1x based WLANS.

* 802.1x authenticated “simple” and “tunneled” EOGRE clients are supported on the same WLAN.
* Based on authentication, clients are separated into local or tunneled mode.

* Tunneled clients support EAP-SIM or EAP-AKA modes.

* Open SSID WLAN supports either all local or all tunneled clients.

* AAA override for EOGRE users is supported.

* Tunnel GW can also act as AAA proxy.

* Flex Connect AP supports TGW failure detection and switch over to alternate TGW.

* TGW supports Fault Tolerance with Active/Standby mode.

* Inter and Intra Controller mobility is supported in connected FlexAP mode.

* In Stand-Alone mode, mobility supported only within FlexConnect group tunnel GW can be configured as AAA and Accounting
proxy.
* Tunnel GW supports “Configurable” DHCP Option-82.

* Flex Connect doesn’t support IPv6 addresses in 8.—8.3 releases.

Basic Flex AP EoGRE Configuration

When configuring Flex AP with EoOGRE tunnel:
 Same tunnel configurations apply to WLC or FC AP tunnels when profile is applied on the WLAN.
* When FC AP is in Locally Switched mode, the FC AP gateway tunnel automatically applies.
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* Clients connected to Local Mode AP communicates through the WLC-TGW tunnel.
* Clients connected to FC AP communicates through the FC AP-TGW tunnel.

* Client selection is also impacted by the AAA or Profile override.

"\
~, 2. Tunnel Gateway creation .
1. EoGRE Tunnel 3. Domain Creation pushed to &. Define ?F;sjif:::f;e
Heart beat Configuration Flex AP Profile Rules WLAN
check goes from FC AP to 4. Profie Creation
TGW 5. DHCP option-82 & Gateway-
=y as-AAA proxy Configuration

N

Note In redundancy tunnel configuration mode, the keep-alive pings will be sent from every FC AP that is
configured in the EOGRE tunnel mode.

Typical Deployment: Flex Connect AP - EoGRE Topology

In this typical FC AP -EoGRE tunnel deployment configuration, two users MN1 and MN2 are connected to Realm @att.com and
two other users MN3 and MN4 are connected to Realm @att.net. When users MN1 and MN2 connect, they should be on the VLANI1
and TGW1 and users MN3 and MN4 should connect to VLAN-2 and TGW2 as shown in the following figure. In this setup, two
profiles with one realm in each will be created and mapped to TGW 1 and TGW?2 accordingly in the same domain. In this deployment
scenario, the tunnel will be setup directly between FlexConnect AP in a Locally switched mode and TGW 1 and TGW2; all data traffic
will flow bypassing the controller.

Tunnel Profile mapped to WLAN

Irerer B0Z2. 10 Gantenasny
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att.net Vian-2 TGW2
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et

22



A

Note In this configuration, EOGRE tunnel TGW, Domain, Profile Rules, and Realms are setup exactly in the
same manner as in the deployment scenario with WLC-EoGRE. The only change is FC AP is setup in the
Locally Switched mode.

1 Configure AP to FlexConnect Local Switching.

nmir
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Note  Only FlexConnect Local Switching option has to be configured on the FG AP or FC Group to enable
FC AP-TGW tunnel. Other WLC EoGRE configurations will apply to FC AP-EoGRE settings.

Tunneling Source Changes in Release 8.2

Prior to releases 8.2, for all Tunnels, e.g. EOGRE, PMIPV6 etc., only management interface could be used as the tunnel end point.
In release 8.2 a capability was added to specify a tunnel source other than management interfaces so that data traffic and management
traffic in the network can be segregated in different network segments. Also, this is required to support the IPv6 addresses on dynamic
interface. In controller release 8.2:

* There are 4094 L3 interfaces available for configuration.

* Admin is able to configure the dynamic interface as the tunnel endpoint for tunnels like EOGRE

* There are no changes in the configuration for any features with the exception of tunneling protocols mentioned above.
* [Pv6 addresses on dynamic interface are not be supported in 8.2.

» AP Manager cannot be enabled on the L3 interface, which is hosting a tunnel (EoGRE, PMIPv6 and so on).
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« All Controllers including vWLC and 2500 are supported.

In Release 8.2, all 4094 interfaces are L3 dynamic interfaces (if IPv4 is configured as IPv6 then it is not supported on these interfaces
in 8.2) for all types of supported controllers except vVWLC, for which only 512 L3 interfaces will be supported. If [P address is not
configured, they remain as L2 interface. These L2 interfaces are not used as client interfaces in this release to avoid change in the
behavior of the controller already deployed in the field, upgrade or downgrade scenario, and DHCP Support (Supporting DHCP using
the L2 parameter instead of L3 parameter in Option 82 to get the IP on that L2 interface). Based on the requirements these L2 interfaces
may be used as client interfaces in subsequent releases.

Feature Configuration Step-by-Step

There is no new CLI requirement for supporting L3 interface as such. In releases prior to 8.2, user cannot select any configured
interface as tunnel end point other than management. New CLI, for configuring the global interface to be used as tunnel end point,
will be required. This configuration will be separate for different types of tunnels e.g. EOGRE, PMIPv6 and so on.

For details on configuring PMIPv6 tunnels please refer to the following Deployment Guide http://www.cisco.com/c/en/us/support/
docs/wireless/5500-series-wireless-controllers/113686-pmipv6-config-00.html

Configuring EoGRE Tunnel from CLI

config tunnel eogre interface <interface-name>
Show Command:

show tunnel eogre summary

Configuring PMIPv6 Tunnel from CLI

config pmipvé interface <interface-name>

Show Command:
show pmipv6é mag globals

Configuring EoGRE Tunnel from GUI

On the controller general interface when configuring Interface name choose other than Management interface.
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Troubleshooting commands

Existing interface/application related debugs will be reused. Below are the debugs and show commands to be used for packet flow,
tunnel and IPv6 related issues.

Debugs:

debug arp all/detail/error/message enable/disable
debug packet logging enable all
debug pm rules enable/disable
debug ipv6 neighbor-binding
debug ipv6 address-learning
debug system printk

debug Tunnel eogre

debug Tunnel errors/events

Show commands:

debug fastpath dump vlandb
debug fastpath dump portdb

show system route

show arp kernel
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Show Commands

Show Commands on WLC

Show tunnel eogre summary

show tunnel eogre gateway summary

show tunnel eogre domain summary

show tunnel profile summary

show tunnel profile detail <profile name>
show ap eogre domain <ap-name>

Show ap eogre gateway <ap-name>

Show Commands on AP

show dotll eogre-tunnel domain summary
show dotll eogre-tunnel gateway summary
show capwap reap associations

show capwap client detailrcb

Example Configuration of the EoGRE Feature

CLI Summary Steps on ASR 1K

enable

configure terminal

interface interface-name

ip unnumbered loopback interface-name or ip address ip-address
tunnel source interface-type interface-number

(For simple IP mode) mac-address H.-H.H

tunnel mode ethernet gre ipv4 or tunnel mode ethernet gre ipv6

(Optional) tunnel vlan vlan-id

=2 RN A7 I N R S

end

Sample Configuration on ASR 1K

aaa new-model

!

aaa group server radius AAA SERVER CAR

server-private 5.3.1.76 auth-port 2145 acct-port 2146 key cisco
!
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aaa authentication login default none

aaa authentication login ISG_ PROXY LIST group AAA SERVER CAR

aaa authorization network ISG PROXY LIST group AAA SERVER CAR
aaa authorization subscriber-service default local group AAA_SERVER _CAR
aaa accounting network PROXY TO CAR

action-type start-stop

group AAA SERVER CAR
!

aaa accounting network ISG_PROXY LIST start-stop group AAA SERVER CAR

!
Intelligent Wireless Access Gateway Configuration Guide
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Example: Configuring the EOGRE Feature

aaa server radius dynamic-author

client 5.3.1.76 server-key cisco

auth-type any

ignore server-key

I

ip dhep excluded-address 172.16.254.254

!

ip dhcp pool ISG_SIMPLE 1P

network 172.16.0.0 255.255.0.0

default-router 172.16.254.254

domain-name cisco.com

!

policy-map type control EOGRE L2 ISG

class type control always event session-start

2 authorize aaa list ISG_ PROXY LIST password cisco identifier mac-address
4 set-timer [IP. UNAUTH_TIMER 5

!

class type control always event service-start

1 service-policy type service identifier service-name

2 collect identifier nas-port

!
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interface Loopback0Q

ip address 9.9.9.9 255.255.255.255

interface GigabitEthernet1/0/0

ip address 192.168.0.9 255.255.255.0
negotiation auto

!

interface GigabitEthernet1/0/0.778
description "to ASRSK GGSN"
encapsulation dot1Q 778

ip address 172.16.199.9 255.255.255.0

!

interface Tunnel10

description "EoGRE Tunnel for Simple IP subscribers"
mac-address 0000.5¢00.5213

ip address 172.16.254.254 255.255.0.0

no ip redirects

tunnel source 172.16.199.9

tunnel mode ethernet gre ipv4

service-policy type control EOGRE L2 ISG
ip subscriber 12-connected

initiator unclassified mac-address

initiator dhcp

interface Tunnel 100

description "IPv4 EoGRE Tunnel for PMIP/GTP subscribers"
ip unnumbered LoopbackO

tunnel source GigabitEthernet1/0/0

tunnel mode ethernet gre ipv4

tunnel vlan 100

service-policy type control EOGRE L2 ISG
ip subscriber 12-connected

initiator unclassified mac-address

initiator dhcp

!

interface Tunnel200

description "IPv6 EoGRE Tunnel for PMIP/GTP subscribers"

ip unnumbered Loopback0
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tunnel source 2001:161::9

tunnel mode ethernet gre ipv6

tunnel vlan 200

service-policy type control EOGRE L2 ISG
ip subscriber 12-connected

initiator unclassified mac-address

initiator dhcp

!

mcsa

enable sessionmgr

!

ipv6 mobile pmipv6-domain D1
replay-protection timestamp window 255
Ima LMA 5K

Intelligent Wireless Access Gateway Configuration Guide
OL-30226-06 47

Service Provider WiFi: Support for Integrated Ethernet Over GRE
Example: Configuring the EOGRE Feature
ipv4-address 192.168.199.1

!

ipv6 mobile pmipv6-mag M1 domain D1
sessionmgr

role 3GPP

address ipv4 9.9.9.9

interface Tunnel100

interface Tunnel200

Ima LMA 5K D1

ipv4-address 192.168.199.1

encap gre-ipv4

!

ntp master

!

gtp

information-element rat-type wlan
interface local GigabitEthernet1/0/0.778
apn 1
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apn-name gtp.com

ip address ggsn 172.16.199.1

fixed link-layer address 00ab.00cd.00ef
default-gw 20.100.254.254 prefix-len 16
dns-server 20.100.254.254

dhep-server 20.100.254.254

!

end

You can use the following commands to check and show subscriber session information:
show ip dhcp sip statistics

show subscriber statistics

show subscriber session

show ipv6 mobile pmipv6 mag binding
show gtp pdp-context all

show interface tunnel-name

References

Refer to the Intelligent Wireless Access Gateway (IWAG) Configuration Guide.

30


http://www.cisco.com/c/en/us/td/docs/routers/asr1000/configuration/guide/chassis/IWAG_Config_Guide_BookMap.html

©2015 Cisco Systems, Inc. All rights reserved.



ol I Il l P Americas Headquarters Asia Pacific Headquarters Europe Headquarters

Cisco Systems, Inc. Cisco Systems (USA) Pte. Ltd. Cisco Systems International BV
CIsCoO. San Jose, CA 95134-1706 Singapore Amsterdam, The Netherlands
USA

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the
Cisco Website at www.cisco.com/go/offices.



	CUWN 8.1 and 8.3 WLC and FC AP–EoGRE Tunnel Gateway Deployment Guide
	CUWN 8.2 WLC and FC AP - EoGRE Tunnel Gateway Deployment Guide
	WLC EoGRE Tunneling
	Supported Controller and APs
	EoGRE Tunnels System Design Options
	Design 1: WLC based EoGRE Tunnel
	Redundancy of the EoGRE Tunnels
	EoGRE Tunnel DHCP Option-82 Design

	Configuring WLC EoGRE Tunneling
	Configuring WLC EoGRE tunnel parameters
	Typical Deployment: WLC EoGRE Topology
	Design 2: FlexConnect AP based EoGRE Tunnel
	Basic Flex AP EoGRE Configuration
	Typical Deployment: Flex Connect AP - EoGRE Topology

	Tunneling Source Changes in Release 8.2
	Feature Configuration Step-by-Step
	Configuring EoGRE Tunnel from CLI
	Configuring PMIPv6 Tunnel from CLI
	Configuring EoGRE Tunnel from GUI

	Troubleshooting commands
	Show Commands
	Example Configuration of the EoGRE Feature
	References


