Internet Key Exchange (IKE) Policy Settings on
RV130 and RV130W VPN Routers

Objective

Internet Key Exchange (IKE) is aprotocol that establishes secure communication between two
networks. With IKE, packets are encrypted and locked and unlocked with keys used by two parties.

Y ou need to create an Internet Key Exchange policy before configuring aVVPN Policy. Refer to VPN
Policy Configuration on RV130 and RV130W for more information.

The objective of this document isto show you how to add an IKE profile to RV 130 and RV 130W
VPN Routers.

Applicable Devices

* RV130
* RV130W

Steps of Procedure

Step 1. Use Router Configuration Utility to choose VPN > Site-to-Site |PSec VPN > Advanced VPN
Setup from the menu on the | eft. The Advanced VPN Setup page appears.

Advanced VPN Setup

AT Traversal: Enahle
IKE Policy Tahle
Marne Lacal ID Remote D Exchange Mode | Encryption Algarithm | Authentication Algaorithm DH Group
Mo data to display

VPN Policy Table
Status Mame Palicy Type Encryption Algarithm | Authentication Algarithm | Local Remate

Mo data to display

Add Row

| Save || Cancel |

| IPSec Connection Status |

Step 2. Under the IKE Policy Table, click Add Row. A new window appears:


https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb4989-configure-advanced-virtual-private-network-vpn-setup-on-an-r.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb4989-configure-advanced-virtual-private-network-vpn-setup-on-an-r.html

IKE Policy Table
1 MNarme Local ID Rermate 1D Exchange Mode | Encryption Algorithm | Authentication Algaorithm OH Group
No data to display
| Add Row ]| Edit  |[ Delete

Step 3. Enter aname for the IKE policy in the IKE Name field.

Add / Edit IKE Policy Configuration

E{E Mame: testpolicy ]

Exchange Mode: flain -

Step 4. From the Exchange Mode drop-down menu, choose the mode in which akey exchange is used
to establish secure communication.

Add / Edit IKE Policy Configuration

Ik.E Mame: testpolicy

Exchange Mode:

[lain
Afggressive

Local

The available options are defined as follows:

» Main — Protects the identity of peersfor increased security.

» Aggressive — No protection of peer identity but provides a quicker connection.

Step 5. From Local Identifier Type drop-down menu, choose the type of identity the profile has.



Local

Lacal ldentifier Type: Lacal WWwAN IF

Local l[dentifier: IP Address

The available options are defined as follows:

» Local WAN (Internet) IP — Connects through the Internet.

* |IP Address — Unique string of numbers separated by periods that identifies each machine using
the Internet Protocol to communicate over a network.

Step 6. (Optional) If 1P Addressis selected from the drop-down list in step 5, enter the local |P
addressin the Local Identifier field.

Local

Local ldentifier Type: Local WAN IF -

E_Dcal l[dentifier: 192.165.10.1 ]

Step 7. From the Remote Identifier Type drop-down menu, choose the type of identity the profile has.

Hemote

Femaote ldentifier Type: Femate WARN [F h

Femote WWARN [F

Femaote [dentifier: F Address ),

AR Jh W h

The available options are defined as follows:

» Local WAN (Internet) IP — Connects through the Internet.



* [P Address — Unique string of numbers separated by periods that identifies each machine using
the Internet Protocol to communicate over a network.

Step 8. (Optional) If 1P Addressis selected from the drop-down list in Step 7, enter the remote IP
address in the Remote Identifier field.

Remote
Remaote ldentifier Type: Femaote WAN [P -
Femote [dentifier: 192 168 2100

Step 9. From the Encryption Algorithm drop-down menu, choose an algorithm to encrypt your
communications. AES-128 is chosen as default.

IKE SA Parameters

Encryption Algarithm:

Authentication Algarithm: 3DES

AEZS-128
Pre-Shared Key: AES-192
AES-256 |
OH Group: Groupl (768 bit) -
SA-Lifetime: 28600 Seconds (Range: 30 - 86400, Default: 23500)
Dead Peer Detection: Enable
OFD Delay: 10 (Range: 10 - 999 Default; 10)
OPD Timeout: a0 (Fange: 30 - 1000, Default: 30)

The available options are listed as follows from least to greatest security:

* DES — Data Encryption Standard.

* 3DES — Triple Data Encryption Standard.

* AES-128 — Advanced Encryption Standard uses a 128 bit key.

* AES-192 — Advanced Encryption Standard uses a 192 bit key.



» AES-256 — Advanced Encryption Standard uses a 256 bit key.

Note: AES s the standard method of encryption over DES and 3DES for its greater performance
and security. Lengthening the AES key will increase security with adrop in performance. AES-128
isrecommended as it provides the best compromise between speed and security.

Step 10. From the Authentication Algorithm drop-down menu, choose an algorithm to authenticate
your communications. SHA-1 is chosen as default.

IKE SA Parameters

Encryption Algarithm: AES-128 -
Authentication Algarithm:

Fre-Shared Key:

OH Graup: Groupl (7B8 bit) -

SA-Lifetime: 28600 Seconds (Range: 30 - 86400, Default: 23500)
Dead Peer Detection: Enahle

DFD Delay: 10 (Range: 10 - 999 Default; 10)

OPD Timeout: a0 (Fange: 30 - 1000, Default: 30)

The available options are defined as follows:

* MD5 — Message Digest Algorithm has a 128 bit hash value.

* SHA-1 — Secure Hash Algorithm has a 160 bit hash value.

* SHA2-256 — Secure Hash Algorithm with a 256 bit hash value.

Note: MD5 and SHA are both cryptographic hash functions. They take a piece of data, compact it,
and create a unigue hexadecimal output that is typically not reproducible. MD5 provides
essentially no security against hashing collisions and should only be used in a small business
environment setting where collision-resistance is not needed. SHA1 is a better choice than the
MD5 because it offers better security at negligibly slower speeds. For best results, SHA2-256 has
no known attacks of practical relevance and will offer the best security. As mentioned before,
higher security means slower speeds.

Step 11. In the Pre-Shared Key field, enter a password that is between 8 and 49 characters in length.



IKE SA Parameters

Encryption Algorithm: AES-128 -

Authentication Algorithm:  SHAA -

[F're-Shared Key: J

DH Group: Groupl (760 hit) -

SA-Lifetime: 28800 seconds (Fange: 30 - 86400, Default: 25500)
Dead Peer Detection: Enable

DFD Delay: 10 (Range: 10 - 999, Default: 10)

DPD Timeout: 30 (Fange: 30 - 1000, Default: 307

Step 12. From the DH Group drop-down menu, choose a DH group. The number of bits indicates the
level of security. Both ends of the connection must be in the same group.

IKE SA Parameters

Encryption Algorithm: AES-128 -
Authentication Algarithm:  SHA-T -

Fre-Shared Key:

DH Group: Group1 (768 bit) | v

SA-Lifetime: Group2 (1024 bit) seconds (Range: 30 - 86400, Default: 25500)
Groupb (1536 bit)

Cead Peer Detection: Enahle

OFD Delay: 10 (Range: 10 - 999 Default; 10)

OFD Timeout: a0 (Fange: 30 - 1000, Default: 30)

Step 13. In the SA-Lifetime field, enter how long the Security Association will be valid in seconds.
The default is 28800 seconds.



IKE SA Parameters

Encryption Algorithm: AES-128 -
Authentication Algorithm:  SHAA -

Pre-Shared Key:

DH Group: Groupl (760 hit) -
(SA—Lifetime: 28800 }ecunds (Range: 30 - 86400, Default: 28500)
Dead Peer Detection: Enable
DFD Delay: 10 (Range: 10 - 999, Default: 10)
DPD Timeout: 30 (Fange: 30 - 1000, Default: 307

Step 14. (Optional) Check the Enable check box in the Dead Peer Detection field if you want to
disable a connection with inactive peer. Skip to step 17 if you did not enable Dead peer Detection.

IKE SA Parameters

Encryption Algorithm: AES-128 -
Authentication Algorithm:  SHAA -

Pre-Shared Key:

DH Group: Groupl (760 hit) -

oA-Lifetime: 28800 meconds (Range: 30 - 88400, Default: 28300)
@ead Peer Detection: Enahle)

DPD Delay: 1a (Range: 10 - 999, Default: 10)

DRPD Timeout: 30 (Range: 30 - 1000, Default: 307

Step 15. (Optional) If you enabled Dead Peer Detection, enter avalue in the DPD Delay field. This
value will specify how long the router will wait to check for client connectivity.

Dead Feer Detection: Enahble

(DF'D Delay: 10 (Range: 10 - 999, Default: 10) ]

DPD Tirmeout: 30 (Range: 30 - 1000, Default: 30)




Step 16. (Optional) If you enabled Dead Peer Detection, enter avalue in the DPD Timeout field. This
value will specify how long the client will stay connected until it is timed out.

Dead Peer Detection: Enable
DFD Delay: 10 (Range: 10 - 999, Default: 10)
[DF'D Timeout: 30 (Range: 30 - 1000, Default: SDJ)

Step 17. Click Save to save changes.

IKE SA Parameters
Encryption Algorithm:
Authentication Algarithm:

Pre-Shared Key:

AES-128 ~

SHA-T -

OH Group: Groupl (763 bit) -
b Lifetime: 28800
Dead Peer Detection: Enable
DFD Delay: 10
OPD Timeout: 30
u Save Cancel Back

Seconds (Range: 30 - 86400, Default: 23800)

(Range: 10 - 939, Default: 10)

(Range: 30 - 1000, Default: 30




