Configure and Deploy AnyConnect Web Security
through ASA
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This document describes the deploying of AnyConnect web security module for client based VPN
terminating on Cisco Adaptive Security Appliances (ASA).

Prerequisites
Requirements
There are no specific requirements for this document.

Components used

This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make
sure that you understand the potential impact of any command.

Background I nformation

» Upload the Anyconnect (recommend v4.1+) image on ASA
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Cisco AnyConnect Client packages can be downloaded from the Cisco Web using the search string *AnyConmnect VPN Cent’. The regular expression is used

to match the user-agent of a browser to an image.

You can also minimize connection setup time by mowving the image used by the most commanly encountered operation system to the top of the kst.
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The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote wsers upon connection. The initial dient deployment requires ~
end-user administrative rights. The Cisco AnyConnect VPN Client supports IPsec (IKEv2) tunnel as well as S50 tunnel with Datagram Transport Layer

Security (DTLS) tunneling options.
Access Interfaces

[] Enable Ciso AnyCaonnect VPN Client access on the interfaces selected in the table below
SEL access must be enabled if you allow AnyConnect dient to be launched from a browser (Web Launch) .
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Enable Client Services

[] Bypass interface access lists for inbound VPN sessions

Mccess lists from group policy and user policy always apply to the traffic.

Certificate ...

Login Page Setting

[ ] Allows user to select connection profile on the login page. )

[[] shutdown portal login page.
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Anyconnect WebSecurity deployment through ASA

The stepsinvolved in configuration are:

» Configure Anyconnect Websecurity client profile
» Edit Anyconnect VPN group policy

Set split exclusion for Web Securityand select download Web Security client module
» Edit Anyconnect VPN group policy and select the Web Security client profile

Step 1. Configuring Anyconnect Websecurity Client profile

Navigate to Configuration >Remove Access VPN >Network (Client) Access >Anyconnect Client

Profile, click on




Add and select the AnyConnect Web Security Client Profile.

% Note: The Profile Name is hard-coded on the client side, so regardless of the name configured, the
ASA aways pushes out Websecurity_servicepr ofile.wso to the client.

% Note: Thisisadefault profile without authentication license key.
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Step 2. Edit the newly created profile to add authentication license key and customize the
configuration.
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Scanning Proxy list is currently up-to-date.
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== change requires WebSecurity service restart
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Step 3. Set split exclusion for Web Security and select download Web security client module

Edit Anyconnect VPN group policy, as shown in the image.

File View Tools Wizards Window Help 3 Frpe topic ta search N
L}
@m|c%wml@m—-m QS!\-! Q@ refresn oauck OFntward ?Hdp cisco
“ te A m i - anvfis . - == = - . - |
p;mllumgmt]! Manage VPN group polices. A VPN group is a collection of user-oriented authorization attribute /value pairs that may be stored internaly on the device or externally on a RADIUSLDAP server, The
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To enforce authorization attributes from an LDAP server you must use an LDAR attribute map.
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As shown in theimage, set up split exclusion for Web Security.
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Select download Web Security client module, as shown in the image.
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Step 4. Download Web security client profile

Edit Anyconnect VPN group policy > Client Profilesto Download > Add, now choose the created Profile

(asinStep 1)
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Click OK and apply the changes.
Verify

When you connect to Anyconnect VPN, ASA will push the Anyconnect webscurity module through VPN as
shown in the image.
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If you are already logged in, its recommended to log off and then log in back for the functionality to be

enabled.

Upgrade/Downgrade Anyconnect version

The deployment functionality remains unaltered if the version is upgraded. However, downgrade is not
possible. So, with the current example of 4.1.x, it can be upgraded to version 4.2

The stepsinvolved are as follows:

Step 1. Upload the latest Anyconnect package 4.2 to flash and replace 4.1 with latest file.

Under Anyconnect Client Softwar e > Replace, and then choose the recent imagefile.
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AnyConnect Client Images

Cisco AnyConnect Client packages can be downloaded from the Cisco Web using the search string "AnyConne

to match the user-agent of a browser to an image.

You can also minimize connection setup time by moving the image used by the most commonly encountered of
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Step 2. When you re-connect to Anyconnect VPN, ASA will push the latest Anyconnect module
through VPN with no alterationsto the web security profile.
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The AnyConnect Downloader is installing AnyConnect Secure
Mobility Client 4.2.01035. Please wait...

%4 Note: Downgrade is not supported.

Troubleshoot

This section provides information you can use in order to troubleshoot your configuration.
Using DART to Gather Troubleshooting Information:

DART isthe AnyConnect Diagnostics and Reporting Tool that you can use to collect data useful for
troubleshooting AnyConnect installation and connection problems. DART supports Windows 7, Windows



Vista, Windows XP, Mac version 10.5 and 10.6, and Linux Redhat. The DART wizard runs on the computer
that runs AnyConnect. It assembles the logs, status, and diagnostic information for Cisco Technical
Assistance Center (TAC) analysis and does not require administrator privileges.

Although DART does not rely on any component of the AnyConnect software to run, yet you can launch it
from AnyConnect, it will collect the AnyConnect log file, if it isavailable. Currently, DART is available as
astandalone installation, or the administrator can push this application to the client PC as part of the
AnyConnect dynamic download infrastructure. Once installed, the end user can start the wizard from the
Cisco folder available through the Start button.



