How to Generate and Install a Certificate on
an SMA
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Introduction

This document describes how to generate and install a certificate for configuration and use on a
Cisco Security Management Appliance (SMA).

Prerequisites

You will need to have access to run the command openssl locally.

You will need admin account access to your Email Security Appliance (ESA), and admin access to
the CLI of your SMA.

You must have these items available in .pem format:

- X.509 certificate
- Private key that matches your certificate
- Any intermediate certificates provided by your Certificate Authority (CA)

How to Generate and Install a Certificate on an SMA

Tip: It is recommended to have a certificate signed by a trusted CA. Cisco does not
recommend a specific CA. Depending on the CA you choose to work with, you may receive
back the signed certificate, private key, and intermediate certificate (where applicable) in
various formats. Please research or discuss directly with the CA the format of the file they
provide to you prior to installing the certificate.

Currently, the SMA does not support generating a certificate locally. Instead, it is possible to



generate a self-signed certificate on the ESA. This can be used as a workaround to create a
certificate for the SMA in order to be imported and configured.

Create and Export Certificate from an ESA

1. From the ESA GUI, create a self-signed certificate from Network > Certificates > Add
Certificate. When creating the self-signed certificate, it is important for "Common Name
(CN)" to use the hostname of the SMA and not of the ESA, so that the certificate can be
properly used.

2. Submit and commit changes.

3. Export the certificate created from Network > Certificates > Export Certificates. You have
two options, (1) export and save/use as self-signed certificate, or (2) download certificate
signing request (if you are needing to have the certificate signed externally): Save/Use as a
Self-Signed Certificate: Choose Export CertificatesGive it a file name (e.g. mycert.pfx) and
passphrase that will be used when converting the certificate.This will automatically prompt
you to save the file locally.Proceed to "Convert the Exported Certificate".Download
Certificate Signing Request Network > CertificatesClick on the certificate name you
created.In the "Signature Issued By" section, click Download Certificate Signing
Request...Save the .pem file locally and submit to the CA.

Convert the Exported Certificate

The certificate created and exported from the ESA will be in .pfx format. The SMA only supports
.pem format for importing, so this certificate will need to be converted. In order to convert a
certificate from .pfx format to .pem format, please use the following openssl command example:

openssl pkcsl2 -in mycert.pfx -out mycert.pem -nodes

You will be prompted for the passphrase used while creating the certificate from the ESA. The
.pem file created in the OpenSSL command will contain both the certificate and the key in .pem
format. The certificate is now ready to be configured on the SMA. Please proceed to "Install the
Certificate" section of this article.

Create Certificate with OpenSSL

Alternatively, if you have local access to run openssl from your PC/workstation, you can issue the
following command to generate the certificate and save the needed .pem file and private key into
two separate files:

openssl reqg -newkey rsa:2048 -new -nodes -x509 -days 3650 -keyout sma_key.pem -out sma_cert.pem
The certificate is now ready to be configured on the SMA. Please proceed to "Install the
Certificate" section of this article.

Additional Option, Exporting a Certificate from an ESA

Instead of converting the certificate from .pfx into .pem, as mentioned above, you can save a
configuration file without masking the passwords on the ESA. Open the saved ESA .xml
configuration file and search for the <certificate> tag. The certificate and private key will be already



in .pem format. Copy the certificate and private key for importing the same into the SMA as
described "Install the Certificate" section below.

Note: This option is only valid for appliances running AsyncOS 11.1 and older, where the
configuration file can be saved using the 'plain passphrase' option. Newer versions of
AsyncOS provide only the option to mask passphrase or encrypt passphrase. Both options
encrypt the private key, which is needed for the certificate import or paste option.

Note: If you did opt for #2 above, "Download Certificate Signing Request”, and have the
certificate signed by a CA, you will need to import the signed certificate back to the ESA the
certificate was created from prior to saving the configuration file for making a copy of the
certificate and private key. Import can be done by clicking on the certificate name on ESA
GUI and use the option " Upload Signed Certificate".

Install the Certificate on the SMA

A single certificate can be used for all services, or an individual certificate can be used for each of
the four services:

- Inbound TLS
- Outbound TLS
- HTTPS
- LDAPS
On the SMA, log into via the CLI and complete the following steps:

N

. Run certconfig.
. Choose the setup option.
. You will need to choose whether to use the same certificate for all services or to use

separate certificates for each individual service: When presented "Do you want to use one
certificate/key for receiving, delivery, HTTPS management access, and LDAPS?", answering
"Y" will only require you to enter the certificate and key once, and will then assign that
certificate to all services.If you choose to enter "N", you will need to enter in the certificate,
key, and intermediate certificate (where applicable) for each service when prompted:
Inbound, Outbound, HTTPS, and Management

. When prompted, paste the certificate or key.
. End with "." on its own line for each entry in order to indicate that you are done pasting the

current item. (See the "Example" section.)

. If you have an intermediate certificate, be sure to enter it when prompted to do so.
. Once completed, press Enter to return to the main CLI prompt of the SMA.
. Run commit to saving the configuration.

Note: Do not exit the certconfig command with Ctrl+C since this immediately cancels your
changes.



Example

mysma.local> certconfig

Currently using the demo certificate/key for receiving, delivery, HTTPS management access, and
LDAPS.

Choose the operation you want to perform:
- SETUP - Configure security certificates and keys.
[1> setup

Do you want to use one certificate/key for receiving, delivery, HTTPS management access, and
LDAPS? [Y]> ¥

paste cert in PEM format (end with '.'):

MIIDXTCCAKWgAWIBAWIJAIXVI1kArow9IMAOGCSQGSIb3DQEBBQUAMG4xXCZAJBgNV
BAYTA1VTMROwWGAYDVQQDDBF3dS5j YWxvILmMNpc2NvLMNvbTEMMAOGA1UEBwwDU1RQ
MQ4wDAYDVQQKDAVDaXNjbzEXMBUGA1UECAWOTMIYdGggQ2Fyb2xpbmEXDDAKBgNV
BAsSMA1RBQzAeFw0xXNzEXMTAXNJjA3MTRaFw0yNzExXMDgxNjA3MTRaMG4xCzAJBgNV
BAYTA1VTMROWGAYDVQQDDBF3dS5j YWxvILmMNpc2NvLMNvbTEMMAOGA1UEBwwDU1RQ IAm/Q0sVWQQ1lbZZ+MIxBegyJ0ucTmBgqqgQHhhJ
pPSO7PbevwanYVXvNR802feAWs5LYkrwgdGRxLJImHj FnMV3PbkwRPgFWQ6AD1gl2

paste key in PEM format (end with '.'):

MIIEvQIBADANBgkqgqhkiGI9wOBAQEFAASCBKcwggSjAgEAAOIBAQC] 89KXg8NOAGR/
MXLTQ7747J3zj5CLZknPglKrVSjOjjjpDRWNImPVyd/rxEsJCHCcHsYm4 + lLVEPOSuz£f0eAT
Ch5T1YsjjMgMOtC9ivi5mMQCUnWyRiyZ6qggSBME9Tper/YAAAO7PONtTpVPYyuvVx
DDmyuWGHE04baf5QEmSgvQjXOSUPN5TIOhc5/mtvD8QjD06rebUWKV3INJOR7YNrz
OmfARMXxaF+/mEj+6blSjZuGaQKBgQDSFKvYownPL6QTFhIH7B3kOLwZHk6cJUau
Zoaj7vTw7LrVJIv1B0iLPmt tEXeJgxz1lFYR8tzfn0kTxGQlnhQxXkQlkdDeqgaiLvm
0TtmHMDupj DNKCNH8yBPgB+BIA4cB+/vo23W1HMHPpGgQYWRRX /gremL7 2XFZSRnM
B8nRwK4aXwKBgB+hkwtVxB50fLIXAFEDYRNUzVgqrh2CoTzQzNH3t+dqUut2mzpjv
1mGX7yBNuSW51hgEbg3hYdgO0bLn+JaFKhjgNsas5Gzyr41+6CcSJKUUp/vwRyLSo
gbTk2w2SaXNDMOZ1No6MYPWCC6edBglMSfDe8pftInrXGXeCeZzgXqgqdBAoGAQ6Iqg
DQ24076h0Ma70Ve36+CkFgYe0sBheAZD9IUaOHG2WKc7w7QORv4Y93KuTe/1rTNu



YUW94hHb8NatrwrlAk74YpU3YVcB/3Z/BAnfxzUz4ui4KxLH5T1AHOcdo8KeaW0Z
EJ/HBL/WVUaTkGsw/YHiWiiQCGmzZ29edyvsIUsCgYEAvItx0ZBAJ443WeHajZWm
J2SLKy0KHeDxXZ0Z4CwF5sRGsmMof ILbKOOuUHjMirQ5U9HFLpcINt 11ViwwhOiZZz51
k6079mYhfrTMadL1HOTYScvuxELgow82vd]j6ggX0HVj4 fUyrrZ28MiYOMcPw6Y12
34VjKaAsxgZIgN3LvoP7aXo=

Do you want to add an intermediate certificate? [N]> n

Currently using one certificate/key for receiving, delivery, HTTPS management access, and LDAPS.

Choose the operation you want to perform:

- SETUP - Configure security certificates and keys.
- PRINT - Display configured certificates/keys.

- CLEAR - Clear configured certificates/keys.

[1>

mysma.local> commit

Please enter some comments describing your changes:
[]> Certificate installation

Changes committed: Fri Nov 10 11:46:07 2017 EST

Verify the Imported and Configured Certificate on the SMA

1. Connect to the SMA via GUI using HTTPS (https://<SMA IP or hostname>) and enter your
log-in credentials.

2. Next to the URL in the address bar on your browser, click the lock icon or information icon to
check the validity of the certificate, expiry, etc. Depending on which browser you are using,
your actions and results may vary.

3. Click on the Certification Path to check the chain of certificates.

Related Information

. Technical Support & Documentation - Cisco Systems



https://www.cisco.com/c/en/us/support/index.html
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