PIX/ASA as a Remote VPN Server with
Extended Authentication using CLI and
ASDM Configuration Example

Contents

Introduction

Prerequisites

Requirements

Components Used

Related Products

Conventions

Background Information

Configurations

Configure the ASA/PIX as a Remote VPN Server using ASDM
Configure the ASA/PIX as a Remote VPN Server using CLI
Cisco VPN Client Password Storage Configuration

Disable the Extended Authentication

Verify

Troubleshoot

Incorrect Crypto ACL

Related Information

Introduction

This document describes how to configure the Cisco 5500 Series Adaptive Security Appliance
(ASA) to act as a remote VPN server using the Adaptive Security Device Manager (ASDM) or CLI.
The ASDM delivers world-class security management and monitoring through an intuitive, easy-to-
use Web-based management interface. Once the Cisco ASA configuration is complete, it can be
verified using the Cisco VPN Client.

Refer to PIX/ASA 7.x and Cisco VPN Client 4.x with Windows 2003 IAS RADIUS (Against Active
Directory) Authentication Configuration Example in order to set up the remote access VPN
connection between a Cisco VPN Client (4.x for Windows) and the PIX 500 Series Security
Appliance 7.x. The remote VPN Client user authenticates against the Active Directory using a
Microsoft Windows 2003 Internet Authentication Service (IAS) RADIUS server.

Refer to PIX/ASA 7.x and Cisco VPN Client 4.x for Cisco Secure ACS Authentication
Configuration Example in order to set up a remote access VPN connection between a Cisco VPN
Client (4.x for Windows) and the PIX 500 Series Security Appliance 7.x using a Cisco Secure
Access Control Server (ACS version 3.2) for extended authentication (Xauth).
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Prerequisites

Requirements

This document assumes that the ASA is fully operational and configured to allow the Cisco ASDM
or CLI to make configuration changes.

Note: Refer to Allowing HTTPS Access for ASDM or PIX/ASA 7.x: SSH on the Inside and Outside
Interface Configuration Example to allow the device to be remotely configured by the ASDM or
Secure Shell (SSH).

Components Used

The information in this document is based on these software and hardware versions:

- Cisco Adaptive Security Appliance Software Version 7.x and later
- Adaptive Security Device Manager Version 5.x and later
- Cisco VPN Client Version 4.x and later

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Related Products

This configuration can also be used with Cisco PIX Security Appliance Version 7.x and later.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Background Information

Remote access configurations provide secure remote access for Cisco VPN clients, such as
mobile users. A remote access VPN lets remote users securely access centralized network
resources. The Cisco VPN Client complies with the IPSec protocol and is specifically designed to
work with the security appliance. However, the security appliance can establish IPSec connections
with many protocol-compliant clients. Refer to the ASA Configuration Guides for more information
on IPSec.

Groups and users are core concepts in the management of the security of VPNs and in the
configuration of the security appliance. They specify attributes that determine users access to and
use of the VPN. A group is a collection of users treated as a single entity. Users get their attributes
from group policies. Tunnel groups identify the group policy for a specific connections. If you do
not assign a particular group policy to a users, the default group policy for the connection applies.

A tunnel group consists of a set of records that determines tunnel connection policies. These
records identify the servers to which the servers to which the tunnel users are authenticated, as
well as the accounting servers, if any, to which connections information is sent. They also identifiy
a default group policy for the connections, and they contain protocol-specific connection
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parameters. Tunnel groups include a small number of attributes that pertains to the creation of the
tunnel itself. Tunnel groups include a pointer to a group policy that defines user-oriented attributes.

Note: In the sample configuration in this document, local user accounts are used for
authentication. If you would like to use another service, such as LDAP and RADIUS, refer to
Configuring an External RADIUS Server for Authorization and Authentication.

The Internet Security Association and Key Management Protocol (ISAKMP), also called IKE, is the
negotiation protocol that hosts agree on how to build an IPSec Security Association. Each
ISAKMP negotiation is divided into two sections, Phasel and Phase2. Phasel creates the first
tunnel to protect later ISAKMP negotiation messages. Phase?2 creates the tunnel that protects
data that travels across the secure connection. Refer to ISAKMP Policy Keywords for CLI
Commands for more information on ISAKMP.

Configurations

Configure the ASA/PIX as a Remote VPN Server using ASDM

Complete these steps in order to configure the Cisco ASA as a remote VPN server using ASDM:

1. Select Wizards > VPN Wizard from the Home

window.
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2. Select the Remote Access VPN tunnel type and ensure that the VPN Tunnel Interface is set
as
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desired.

= YPN Wizard
VPN Wizard

VPH Tunmnel Type i(Step 1 of ..)

Llse ihis wizard 10 configure new site-io-site VPR tunnels or new remote access
YPH unnels. Atunnel between two devices is called a site-1o-site tunnel and is
bidiractional. &tunnael established by calls from remote users such as

telecammiulers i called remote accass unnel

Thizwizard craates basic unnel conngurations that you can edit later using the

ASDM.
WPN Tunnel Type: e e N
Local & REmobE
" Bite-to-Site = e
WPN Remols Access
________________ Local Remuts
(¥ Remole Access; = o
VEM Tunnel Interface: outside :I

F'ri:r*l Danr.:all Help |

*-Em:rzl M.
P

3. The only VPN Client Type available is already selected. Click

Next.




[ YPN Wizard

VPN Wizard Remote Access Client (Step 2 of ..}

Remote access usars of various types can open VPN lunnals to this ASA, Select
the type of WPR client for this tunnel.

WEN Client Tvpe,

* Clsco VPN Cllent, Release 33 or higher,
or other Easy VPN Remole product

Fri:r*l Danr.:all Help |

« Back | Mext»_
|3

4. Enter a name for the Tunnel Group Name. Supply the authentication information to use.Pre-

shared Key is selected in this
example.



i& YPM Wizard %]
VPN Wizard YPH Client Tunnel Group Name and Suthentication Method (Step 3 of ...}

The ASA allows you 1o group rernote access unnel users based on cormrmon
connection parameters and client atiibutes configured in the following screens.
Llze the same tunnel group name for the device and the remote client. Select the
trpe af authentication: shared secret or cerdificate, IT cedificale, select tha cedificsta
name and the cerificate signing algarithim.

Turnmnel Group Mame: Ihill-.-allewpn

Authentication

i+ Pre-shared Key

Pre-shared Key: Iflﬁflﬂ 23

i Cartificate
Cerificate Slaning Algorthnm; |" d-510 =

Trustpoint Mama: I 3

Fri:r*l Danr.:all Help |

« Back | Next»
l.=

Note: There is not a way to hide/encrypt the pre-shared key on the ASDM. The reason is
that the ASDM should only be used by people who configure the ASA or by people who are
assisting the customer with this configuration.

. Choose whether you want remote users to be authenticated to the local user database or to
an external AAA server group.Note: You add users to the local user database in step
6.Note: Refer to PIX/ASA 7.x Authentication and Authorization Server Groups for VPN Users
via ASDM Configuration Example for information on how to configure an external AAA server
group via

ASDM.
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= YPM Wizard .EI
VPN Wizard Client Authentication {Step 4 of ...}

To autheniicate remote users using local device user database, seleci the first
option below:. You can creale user accounts in the next screen.

To use exdernal A%4 semers inslead, selectthe second option, You can selact an
existing AAA server group or create a new one using the New button below.

To manage all other A4A setiings, use Conflguration = Fealures = Properies = A=A
Setup category in the main ASDRE window.

i+ Authenticate using the local user databasa

" Authenticate using an AAA SErEr group

AAS Separ Graup I '| e

tElan:kl derhg'r-':l' | Canr:al| Help |

6. Add users to the local database if necessary.Note: Do not remove existing users from this
window. Select Configuration > Device Administration > Administration > User
Accounts in the main ASDM window to edit existing entries in the database or to remove
them from the
database.



0& YPM Wizard %]
VPN Wizard User fccounts  (Step 5 of 11)

Entar a new usernamelpasswornd into the ugar authentication database. To edit
existing entries in the database or to remove them from the database, go o
Configuration = Device Administration = Administration = Lser Accounts in the main
ASDIM winid o,

Uzerto Be Added

Llsemame: Usemame
admin
I Add == | ginstein
rriarty
docbrown
Paz=word (optional): Calete | ennifer

Caanfinm Fassword (oplionaly:

iEIackl Nartrﬂér'ri:r*l Danr.:all Help |

7. Define a pool of local addresses to be dynamically assigned to remote VPN Clients when
they
connect.



0% YPM Wizard %]
VPN Wizand Address Pool  (Step 6 of 11)

Enter a pool of laczl addresses 1o be used for assigning dynamic IP addresses to
rermnote WP clignts.

Tunnel Graup Name: hilleallewpn

Fool Mame: Itp npool ;I

Range Start Address: |1?2_1 £.1.100

Range End Address: |1 7216114989

Subnet Mask (Optional): [255.255.2650 = |

-rElan:kl derrls-'lnisl'l Ganr:all Help |

8. Optional: Specify the DNS and WINS server information and a Default Domain Name to be
pushed to remote VPN
Clients.



[ YPN Wizard

corresponding fleld blank.

Tunnel Group:

Primary DMS Server.

Secondary DNS Sarear:

FrimanWiMS Sener

Default Dormain Mames:

Secandany VNS Server:

VPN Wizard Attributes Pushed to Client {Optional) (Step 7 of 11)

Altributes vou configure below are pushed to the ¥PHN clientwhen the clienl
connects to the ASA [fyou do notwarnt an atiribute pushed fo the client, leave the

hillvalleyvpn

tElan:kl det[*L-'m:l' | Canr:al| Help |

F
aF

9. Specify the parameters for IKE, also known as IKE Phase 1.Configurations on both sides of
the tunnel must match exactly. However, the Cisco VPN Client automatically selects the
proper configuration for itself. Therefore, no IKE configuration is necessary on the client

PC.




B& YPM Wizard x|
VPN Wizard IKE Policy iStep 8 of 11)

Selectthe encryption algarithm, authentication algorithm, and Difie-Hellman aroup
forthe devices to use to negotiate an Intemet Key Exchange (KE) security
association between them. Confgurations on both sides orthe connection must
match exacthy

Encryption:

Authentication: | SHA =l

DH Group: |2 j‘

tElan:kl derﬂ}-'nlcl'l Canr:al| Help |

10. Specify the parameters for IPSec, also known as IKE Phase 2.Configurations on both sides
of the tunnel must match exactly. However, the Cisco VPN Client automatically selects the

proper configuration for itself. Therefore, no IKE configuration is necessary on the client
PC.



[ ¥YPN Wizard [ |
VPN Wizard IPSec Encryption and Muthentication (Step 9 of 11)
Select the encryption and authentication algarithms for this IPSec YPH unnel,
Configurations on both sides of the connection must match exacthy.
Encryption: |3DES =l
Authentication: | SHA =
= Back | Mexd = H:E_ righ | Cancel | Help |

11. Specify which, if any, internal hosts or networks should be exposed to remote VPN users.If
you leave this list empty, it allows remote VPN users to access the entire inside network of
the ASA.You can also enable split tunneling on this window. Split tunneling encrypts traffic
to the resources defined earlier in this procedure and provides unencrypted access to the
Internet at large by not tunneling that traffic. If split tunneling is not enabled, all traffic from
remote VPN users is tunneled to the ASA. This can become very bandwidth and processor
intensive, based on your
configuration.



= ¥PN Wizard
VPN Wizard

¥ ?" |'

|

Address Translation Exemption and Split Tunneling (Optional) (Step 10 of 11)

Hetwork Address Translation (MAT) is used to hide the intemal netwark from oulside
ugers. Wou can make exceptions to MAT to expose the entire or pant of the infarmal
nebwork 1o authenticaled remole users prolected by VPR,

To expose the entire neteork behing the most secura interface to remote VPN users

without MAT, leave the selection list blank

HostMetwork to Be Added Selected HostsMetworks:
" |P Address " Mamea = Group
Interface: |inside =1

IF address: [u 0.0.0

Mask: ﬂ

0.0.0.0

|

[el=te

L1
[peize)

[T Enable split tunneling to let remote wsars have simultaneous encrypted access to the
resources defined ahove, and unencrypied access to the intarnat,
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12. This window shows a summary of the actions that you have taken. Click Finish if you are

satisfied with your
configuration.




[ ¥YPN Wizard =
VPN Wizard Summary (Step 11 of 11)

You have created a Remote Access YPM tunnel with the following attributes

YPK Tunnel Inferface: oulside

Tunnel Group Mame: hillvalleypn

Pool of IP addresses for VPN clients: vpnpool
(72161.100-17216.1.195)

User authentication using local user database

Mew users created inthe local database; marty docbrown jennifer Diff

IPEec authentication uses pre-shared key:
ciscol 22

IKE Falicy Encryplion MuthenticationfDHGoup: 30ES FSHA S Group 2

IPSec ESP Encryption S ESP Authentication: JDES / SHA

Infermal network elements exposed o remoie VPN users withouf MAT
Ay

Splittunneling: disabled

-cEIan:k| [EnE | Finishﬂ} Canr:el| Help |

Configure the ASA/PIX as a Remote VPN Server using CLI

Complete these steps in order to configure a remote VPN Access Server from the command line.
Refer to Configuring Remote Access VPNs or Cisco ASA 5500 Series Adaptive Security
Appliances-Command References for more information on each command that is used.

1. Enter the ip local pool command in global config mode in order to configure IP address
pools to use for VPN remote access tunnels. In order to delete address pools, enter the no
form of this command.The security appliance uses address pools based on the tunnel group
for the connection. If you configure more than one address pool for a tunnel group, the
security appliance uses them in the order in which they are configured. Issue this command
in order to create a pool of local addresses that can be used to assign dynamic addresses to

remote-access VPN Clients:AsA- Al P- CLI (confi g)#i p | ocal pool vpnpool 172.16.1.100-
172.16. 1. 199 mask 255.255.255.0

2. Issue this command:AsA- Al P- CLI (confi g) #usernane marty password 12345678

3. Issue this set of commands in order to configure the specific tunnel:ASA-AIP-
CLI(config)#isakmp policy 1 authentication pre-shareASA-AIP-CLI(config)#isakmp policy
1 encryption 3desASA-AIP-CLI(config)#isakmp policy 1 hash shaASA-AIP-
CLI(config)#isakmp policy 1 group 2ASA-AIP-CLI(config)#isakmp policy 1 lifetime
43200ASA-AIP-CLI(config)#isakmp enable outsideASA-AIP-CLI(config)#crypto ipsec
transform-set ESP-3DES-SHA esp-3des esp-sha-hmacASA-AIP-CLI(config)#crypto
dynamic-map outside_dyn_map 10 set transform-set ESP-3DES-SHAASA-AIP-
CLI(config)#crypto dynamic-map outside_dyn_map 10 set reverse-routeASA-AIP-
CLI(config)#crypto dynamic-map outside_dyn_map 10 set security-association lifetime
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seconds 288000ASA-AIP-CLI(config)#crypto map outside_map 10 ipsec-isakmp
dynamic outside_dyn_mapASA-AIP-CLI(config)#crypto map outside_map interface
outsideASA-AIP-CLI(config)#crypto isakmp nat-traversal

. Optional: If you would like the connection to bypass the access-list that is applied to the

interface, issue this command:ASA- Al P- CLI (confi g) #sysopt connection pernit-ipsec Note: This
command works on 7.x images before 7.2(2). If you use image 7.2(2), issue the Asa- Al p-
CLI (confi g) #sysopt connection pernit-vpn command.

. Issue this command:ASA- Al P- CLI (conf i g) #gr oup- pol i cy hillvalleyvpn interna
. Issue these commands in order to configure client connection settings:ASA-AIP-

CLI(config)#group-policy hillvalleyvpn attributesASA-AIP-CLI(config)#(config-group-
policy)#dns-server value 172.16.1.11ASA-AIP-CLI(config)#(config-group-policy)#vpn-
tunnel-protocol IPSecASA-AIP-CLI(config)#(config-group-policy)#default-domain value
test.com

7. Issue this command:AsA- Al P- CLI (confi g) #t unnel - group hillval |l eyvpn ipsec-ra

8. Issue this command:AsA- Al P- CLI (confi g) #t unnel - group hillval | eyvpn ipsec-attributes

9. Issue this command:AsA- Al P- CLI (confi g-t unnel -i psec) #pr e- shar ed- key ci scol123

10. Issue this command:ASA- Al P- CLI (confi g) #t unnel - group hillval | eyvpn general -attributes

11. Issue this command in order to refer the local user database for authentication.Asa- Al p-
CLI (confi g-tunnel - gener al ) #aut henti cati on- server-group LOCAL

12. Associate the group policy with the tunnel groupAsa- Al P- CLI (confi g-t unnel -i psec) # defaul t -
group-policy hillvalleyvpn

13. Issue this command while in the general-attributes mode of the hillvalleyvpn tunnel-group in

order to assign the vpnpool created in step 1 to the hillvalleyvpn group.Asa- AI P- CLI (confi g-

tunnel - gener al ) #addr ess- pool vpnpoo

Running Config on the ASA Device

ASA- Al P- CLI (confi g) #show runni ng-confi g ASA Versi on
7.2(2) ! hostname ASAwAI P- CLI donmi n-nanme corp.com
enabl e password WhXYvt Kr nj XqGbul encrypted nanes !
interface Ethernet0/0 naneif outside security-level 0 ip
address 10.10.10.2 255.255.255.0 ! interface Ethernet0/1
nanei f inside security-level 100 ip address 172.16.1.2
255.255.255.0 ! interface Ethernet0/2 shutdown no naneif
no security-level no ip address ! interface Ethernet0/3
shutdown no nanmeif no security-level no ip address

i nterface Managenment 0/ 0 shutdown no naneif no security-
level no ip address ! passwd 2KFOhbNI dl . 2KYQU encr ypt ed
ftp nmode passive dns server-group Defaul t DNS donmai n- nane
corp.com pager lines 24 mtu outside 1500 ntu inside 1500
ip local pool vpnpool 172.16.1.100-172.16.1.199 nask
255.255.255.0 no failover icnp unreachable rate-limt 1
burst-size 1 no asdm history enable arp tineout 14400
timeout xlate 3:00:00 tinmeout conn 1:00: 00 hal f-cl osed
0:10: 00 udp 0:02: 00 icnp 0:00:02 tineout sunrpc 0:10:00
h323 0:05: 00 h225 1: 00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0:02:00 tineout uauth 0:05:00 absol ute
group-policy hillvalleyvpnl internal group-policy
hillvalleyvpnl attributes dns-server value 172.16.1.11
vpn-tunnel - protocol |PSec default-domain value test.com
usernane marty password 6XmywQOO9ti YnUDN encrypted no
snnp-server |ocation no snnp-server contact snnp-server
enabl e traps snnp authentication |inkup |inkdown
coldstart crypto ipsec transformset ESP-3DES-SHA esp-
3des esp-sha-hmac crypto dynam c-nap outside_dyn_map 10
set transform set ESP-3DES-SHA crypto dynam c- map
outside_dyn_nmap 10 set security-association lifetinme




seconds 288000 crypto map outside_nap 10 ipsec-isaknmp
dynam ¢ outside_dyn_nap crypto nap outside_map interface
outside crypto i saknp enabl e outside crypto i saknp
policy 10 authentication pre-share encryption 3des hash
sha group 2 lifetinme 86400 crypto isaknp nat-traversa
20 tunnel -group hillvalleyvpn type ipsec-ra tunnel-group
hillvalleyvpn general -attributes address-pool vpnpoo

def aul t-group-policy hillvalleyvpn tunnel-group
hillvalleyvpn ipsec-attributes pre-shared-key * tel net
timeout 5 ssh timeout 5 console tinmeout 0 ! class-map

i nspection_default match default-inspection-traffic ! !
policy-map type inspect dns preset_dns_map paraneters
nmessage-| engt h maxi mum 512 policy-map gl obal _policy

cl ass inspection_default inspect dns preset_dns_nap
inspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp i nspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global _policy globa
pronpt host nane cont ext

Crypt ochecksum Of 78ee7ef 3c196a683ae7a4804cel192 : end
ASA- Al P- CLI (config)#

Cisco VPN Client Password Storage Configuration

If you have numerous Cisco VPN Clients, it is very hard to remember all the VPN Client
usernames and passwords. In order to store the passwords in the VPN Client machine, configure
the ASA/PIX and the VPN Client as this section describes.

ASA/PIX

Use the group-policy attributes command in global configuration mode:

group-policy VPNusers attributes password-storage enable

Cisco VPN Client

Edit the .pcf file and modify these parameters:

SaveUser Passwor d=1 User Password= <type your password>

Disable the Extended Authentication

In tunnel group mode, enter this command in order to disable the extended authentication, which
is enabled by default, on the PIX/ASA 7.x:

asa(config)#tunnel -group client ipsec-attributes asa(config-tunnel-ipsec)#i saknp
i kevl-user-authentication none

After you disable the extended authentication, the VPN Clients do not pop-up a
username/password for an authentication (Xauth). Therefore, the ASA/PIX does not require the
username and password configuration to authenticate the VPN Clients.

Verify



1. Select Connection Entries >
New.

Attempt to connect to the Cisco ASA using the Cisco VPN Client in order to verify that the ASA is
successfully configured.

Create Shorkook
Modify. ..

Delete
Dugplicate

# YPM Client - Yersion 4.0.5 (Rel)

Connection Entries  Status Cestificates Log Oplions Help

=10 x|

Conneck bo my_remote_wpn  Cerl+0

Disconnect CErD

=

hidify

A

Deleta

Cisco SvsTems

| Haost

I Transpart

St as Defaulk Connection Entry

Impart. ., | !

Exit VPN Chent Ctr+0

4

Mok connected,

2. Fill in the details of your new connection.The Host field should contain the IP address or
hostname of the previously configured Cisco ASA. The Group Authentication information

should correspond to that used in step 4. Click Save when you are




LConnechion Entry:

LDescrption:

Huost:

M arne:

Pazsword:

# YPNClient | Create New ¥PN Connection Enkry

my_remaote_vpn

f* Group Authentication

1070102

Authentication ITranspnrt Backup Servers | Dial-Up |

i Mutual Group Authentication

kil alleywpi

HEXHEXEX

Confirm Pagsword: [+

" Cerificate Authentication

M ame:; I

[T Send T Certificate Chair

Eraze zer Pazzwaord |

Save

Canicel

finished

3. Select the newly created connection, and click

Connect.

# ¥PM Client - Yersion 4.0.5 (Rel)

Connection Entries  Status Certificates Log Options Help

=10] x|

< g wm A
23 '@ ,

Carract M Irnpaort Modify Delete
Connection E niries IEarﬂicHas I Log I

Cisco SvsTems

Connection E iy

my_remobe  vpn

4

Hiost
10.10.10.2

Transport
IPSec/UDP

Mok connected,

.

4. Enter a username and password for extended authentication. This information should match
that specified in steps 5 and




# ¥PN Client | User Authentication for “my_re x|

Enter Uzernane and Password.

Cisco SvsTems

Uszername: |rmarty

HEHEEEER

. Pazzword:

ak. %J Cancel
6

5. Once the connection is successfully established select Statistics from the Status menu to
verify the details of the tunnel. This window shows traffic and crypto
information:

# ¥PN Client | Statistics |

Addresz Information Connection Information
Clent: 172.16.1.100 Entry: my_remote_vwph
Server: 1070.70.2 Tirne: 0 day(=), 00:01.31
Bytes Crypto
Recerved 240 Enizrophion: 168-bit 3-DES
Sent; 46816 Authentication: HMAC-5HAT
Packets Tranzport
Encrypted: 332 Tranzparent Tunneling: Inactive
Decrypted: 4 Local LAM: Dizabled
Dizcarded: 137 Comprezsion: Maoke

Bypazsed: B1

Rezet |

Cloze [%

This

window shows split tunneling
information:



Local LAN Routes

......................... .

Tunnel Details | ‘R oute Details:

......................... e

# YPN Client | Skatistics

I Firewsall |

Secured Routes

MHetwaork:

Subret b ask

M etwark:

Subret Mask

0.0.0.0

0.0.0.0

Cloge |:::E

Troubleshoot

Use this section to troubleshoot your configuration.

Incorrect Crypto ACL

ASDM 5.0(2) is known to create and apply a crypto access control list (ACL) that can cause
problems for VPN Clients that use split tunneling, as well as for hardware clients in network-
extension mode. Use ASDM version 5.0(4.3) or later to avoid this problem. Refer to Cisco bug ID

CSCsc10806 (registered customers only) for more detalils.

Related Information

. Cisco ASA 5500 Series Adaptive Security Appliances

. Most Common L2L and Remote Access IPsec VPN Troubleshooting Solutions

. Cisco ASA 5500 Series Adaptive Security Appliances Troubleshoot and Alerts

. Technical Support & Documentation - Cisco Systems



https://tools.cisco.com/bugsearch/bug/CSCsc10806
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
http://www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml?referring_site=bodynav
http://www.cisco.com/en/US/products/ps6120/tsd_products_support_troubleshoot_and_alerts.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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