Cisco Catalyst SD-WAN:
Microsoft Sentinel Installation,
Configuration, and Usage Guide



Contents

Overview
Steps to ingest NetFlow data into Microsoft Sentinel

Ingesting NetFlow data through the Docker image

Ingesting NetFlow data through Filebeat and Logstash
Steps to ingest syslog data into Microsoft Sentinel

Create a Data Collection Rule
Deploy a Cisco Catalyst SD-WAN Sentinel Workbook
Steps to deploy the Cisco Catalyst SD-WAN Sentinel parser functions
Steps to deploy a Cisco Catalyst SD-WAN Sentinel analytic rule
Steps to deploy a Cisco Catalyst SD-WAN Sentinel playbook
Cisco Catalyst SD-WAN High Speed Logging (HSL) Records
Usage

Locate the workspace

Locate the workbook
Use the workbook

Limitations

References

© 2023 Ciscoand/or its affiliates. All rights reserved.

w w w

16
20
23
25
29
35
36
36

36
38

39
39

Page 2 of 39



Overview

Cisco Catalyst™ SD-WAN integration with Microsoft Sentinel brings together the capabilities of Cisco Catalyst
SD-WAN and Microsoft Sentinel, a cloud-native solution offering Security Information and Event Management
(SIEM) along with Security Orchestration, Automation, and Response (SOAR). Microsoft Sentinel empowers
organizations with security analytics, attack detection, threat visibility, proactive hunting, and efficient threat
response. With this integration, businesses can leverage the combined power of Cisco Catalyst SD-WAN and
Microsoft Sentinel to enhance their security posture.

The integration between Cisco Catalyst SD-WAN and Microsoft Sentinel, which is supported starting from

Cisco Catalyst SD-WAN release 17.10, enables security analytics and delivers valuable threat intelligence,
enabling organizations to effectively detect and respond to security incidents. By leveraging the strengths of
both solutions, this integration provides a comprehensive security solution for businesses seeking advanced
threat management capabilities.

A) To begin visualizing Catalyst SD-WAN security insights, installation of a netflow collector and syslog
collector is required. The following sections will outline the following:

B) Setting up Netflow ingestion using 2 options
a. Option 1: Download and install a docker image
b. Option 2: Installing Filebeat and Logstash manually

C) Setting up an Arc Server for Syslog ingestion

Steps to ingest NetFlow data into Microsoft Sentinel

Ingesting NetFlow data through the Docker image

To ingest NetFlow data into Sentinel through the Docker image, users simply need to download the Docker
image from Docker Hub onto their VM and execute it using Docker commands. This process installs Filebeat
and Logstash servers on their VM, which are res ponsible for receiving the NetFlow data and ingesting it into the
Sentinel workspace.

Install Docker and Docker Compose

« Install Docker Engine on your preferred operating system. For Windows and Mac OS installations, you
can choose between static binary installation or Docker Desktop.

o Link: https://docs.docker.com/engine/install/#iserver

Run the Cisco Catalyst SD-WAN Docker image

+ Openthe Filebeat input port in the firewall if it is enabled. Filebeat will receive the NetFlow data sent by
Cisco, parse the NetFlow fields, and send it to the Logstash server. The Logstash server will then ingest
the data into the specified workspace of Sentinel.

Example: firewall-cmd --zone=public --permanent --add-port=2055/udp

« Go to the Cisco_SDWAN_Netflow_Docker folder (shared in the Cisco_SDWAN_Netflow_Docker.zip
file).

© 2023 Ciscoand/or its affiliates. All rights reserved. Page 3 of 39


https://docs.docker.com/engine/install/#server

o Update the docker-compose.yml file and provide the following parameter values.
o Host machine input and output port
o Microsoft Sentinel workspace ID

o Microsoft Sentinel workspace key

: udp
1 2055
: 2055

: tep
: 9600
: 9680

+ Now open the terminal and go to the path where the docker-compose.yml file is located.
o To start Docker and run the application, execute the following command in the terminal:
o docker compose up -d
After 5 minutes, run the following command to verify the running state of the Docker container:

o docker ps

Stop the Docker execution

+ To stop the Docker execution, open the terminal and navigate to the directory where the docker -
compose.yml file is located. Then run the following command.

o docker compose down

Useful Docker commands

« docker ps: Get a list of all running Docker containers.

docker ps -a: Get a list of all running and stopped Docker containers.

docker build -t <image_name> <location of Dockerfile>: Build a Docker image.

docker system prune: Remove all Docker cache.

docker exec -it <container_id> /bin/bash: Execute commands inside the container.
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Ingesting NetFlow data through Filebeat and Logstash

To ingest NetFlow data into Sentinel using Filebeat and Logstash, you need to install and configure Filebeat and
Logstash on the VM. Once properly configured, the VM will be able to receive NetFlow data on the specified
port and ingest that data into the Sentinel workspace.

+ To install Filebeat and Logstash using APT, refer to the following sections of the Filebeat Reference:

o The APT section of Repositories for APT and YUM:
https://[www.elastic.co/quide/en/beats/filebeat/current/setup -repositories.html

o Installing Logstash: https://www.elastic.co/guide/en/logstash/current/installing-logstash.html

« To install Filebeat and Logstash for Red Hat-based Linux (YUM), see the YUM section of Repositories
for APT and YUM: https://www.elastic.co/quide/en/beats/filebeat/current/setup -repositories.html# yum

1. Install Filebeat and Logstash

+ Download and install the public signing key. Run the following command anywhere in the VM:

> sudo rpm --import https://packages.elastic.co/GPG-KEY -elasticsearch
root@localhost /]# sudo rpm --import hitps://packages.elastic.co/GPG-KEY-elasticsearch

o Add the following in your [etc/yum.repos.d/ directory in a file with a .repo suffix, for example,
logstash.repo:

o [elastic-8.x]
name=Elastic repository for 8.x packages

baseurl=https://artifacts.elastic.co/packages/8.x/yum

gpgcheck=1
gpgkey=https://artifacts.elastic.co/GPG-KEY-elasticsearch

enabled=1
autorefresh=1
type=rpm-md

[root@localhost yum.repos.d]# vi logstash.repo
[root@localhost yum.repos.d]# cat logstash.repo
[elastic-8.x]

ame=Elastic repository for 8.x packages
baseurl=https://artifacts.elastic.co/packages/8.x/yum
ppgcheck=1

opgkey=https://artifacts.elastic.co/GPG-KEY-elasticsearch
enabled=1
autorefresh=1

ype=rpm-md
[rootf@localhost yum.repos.d]# I
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¢ Install and enable Filebeat:

o sudo yum install filebeat

/]# sudo yum install fil t
fastestmirror, ct-id, search bled-repos, subscription ager

with an entitlement ver. You can u iption-manager to

more than once in the configur

installed

filebeat

+ Note: If your system does not use systemd, run sudo chkconfig --add filebeat
» Install Logstash:

o sudo yum install logstash

[reot@localhost /]# sudo yum install logstash
Loaded plugins: fastestmirror, product-id, search-disabled-repos, subscription-manager

This system is not registered with an entitlement server. You can use subscription-manager to register.

Repository logstash-8.x is listed more than once in the configuration
Loading mirror speeds from cached hostfile
s.nhanhoa. com
ellmedia.net
rs.nhanhoa. com
* updates: mil .nhanhoa. com
Resolving Dependel
--> Running tr
Package logstash ¢ E 8-1 will be installed
> Finished Dependency Resolution

Dependencies Resolved

Repository

Installing
logstash

ion Summal
Install 1 Package

Total download si.
Installed si:

Is this ok [
Downloading package:
logstash-8 86

2. Configure Filebeat to send events to Logstash
o Edit the filebeat.yml file:
> vi [etc/filebeat/filebeat.yml

« Comment out the Elasticsearch Output section.
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# output.elasticsearch:
# Array of hosts to connect to.
# hosts: ["localhost:9288" ]

# Protocol - either “http™ (default) or “https™.
#iprotocol: “https”

# Authentication credentials - either API key or username/password.
#api key: "id:api key"

#username: “"elastic”

#password: "changeme”

« Uncomment the Logstash Output section (uncomment only these two lines):
o output.logstash

hosts: [“localhost:5044”]

output. logstash:
# The Logstash hosts
hosts: ["localhost:5844" ]

# Optional SSL. By default is off.
# List of root certificates for HTTPS server verifications

#ssl.certificate authorities: ["/etc/pki/root/ca.pem”]

# Certificate for S5L client authentication
#ssl.certificate: "/etc/pki/client/cert.pem”

# Client Certificate Key
#issl.key: “/etc/pki/client/cert.key”

» In the Logstash Output section, if you want to send data to a port other than the default port, that is,
port5044, replace the port number in the hosts field. (Note: When configuring Logstash, make sure to
add this port to the configuration file.)
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+ In the Filebeat inputs section, comment out the existing configuration and add the following
configuration:

o =type: netflow
max_message_size: 10KiB
host: "0.0.0.0:2055"
protocols: [ v5, v9, ipfix ]
expiration_timeout: 30m
queue_size: 8192
custom_definitions:

- /etc/filebeat/custom.yml
detect_sequence_reset: true

enabled: true

filebeat.inputs:

- type: netflow
max_message size:
host: "@.@.8.
protocols: [ w5
expiration_timeout: 3
queue size: 8192
custom definitions:
- fetc/filebeat/custom.yml
detect_sequence reset: true
enabled: true

# Each - is an input. Most options can be set at the input level, so
# you can use different inputs for various configurations.
# Below are the input specific configurations.

# filestream is an input for collecting log messages from files.
#- type: filestream

# Unique ID among all inputs, an ID is required.
# id: my-filestream-id

# Change to true to enable this input configuration.
# enabled: false

# Paths that should be crawled and fetched. Glob based paths.
# paths:

# - [var/log/*.log
c:\programdata\elasticsearch\logs\*

« In the Filebeat inputs section, if you want to receive data from a port other than the default port, that is,
port 2055, replace the port number in the host field.

e Add the provided custom.yml file inside the /etc/filebeat/ directory.
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¢ Open the Filebeat input and output ports in the firewall:
o firewall-cmd --zone=public --permanent --add-port=2055/udp
> firewall-cmd --zone=public --permanent --add-port=5044/udp
« Note: If a custom port is added for Filebeat input or output, open that port in the firewall.
3. Configure Logstash to send events to Microsoft Sentinel
o Install the Azure Log Analytics plug-in:

> sudo /usr/share/logstash/bin/logstash-plugin install microsoft-logstash-output-azure-

loganalytics
[root@localhost /]# sude fusr/share/logstash/bin/logstash-plugin install microsoft-logstash-output-azure-loganalytics
Using bundled JDK: /fusr/share/logstash/jdk
validating microsoft-logstash-output-azure-loganalytics

Resolving mixin dependencies
Installing microsoft-logstash-output-azure-loganalytics
Installation successful

o Store the Log Analytics workspace key in the Logstash key store. The workspace key can be found in
Azure portal under Log Analytics workspace > Select workspace. Under Settings, select Agent > Log
Analytics agent instructions.

Log Analytics agent instructions

Download agent
Download an agent for your operating system, then install and configure it using the keys for your workspace ID.

stall the agent.

o Copy the primary key and run the following commands:

o sudo fusr/share/logstash/bin/logstash-keystore --path.settings /etc/logstash create

ill result in re ity. Continue withou

o sudo fusr/share/logstash/bin/logstash-keystore --path.settings /etc/logstash add
LogAnalyticsKey
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e The above command will prompt you for the key. Paste the copied primary key into the prompt.

[root@localhost /]# sudo /usr/share/logstash/bin/logstash-keystore --path.settings /etc/logstash add LogAnalyticsKey
Using bundled JDK: /usr/share/logstash/jdk

Sending Logstash logs to /var/log/logstash which is now configured via log4j2.properties

Enter value for LogAnalyticsKey:
dded "loganalyticskey® to the Logstash keystore.

+ Create the configuration file /etc/logstash/cisco-netflow-to-sentinel.conf:
input {

beats {

port => <port number> (Enter the output port number that was configured
during Filebeat configuration, for example, filebeat.yml.)

}
}
output {
microsoft-logstash-output-azure-loganalytics {
workspace id => "<workspace id>"
workspace key => "${LogAnalyticsKey}"

custom log table name => "CiscoSDWANNetflow"

}

> Note: If the table is not present in Sentinel, it will create a new table.
[rootf@localhost logstash]# cat cisco-netflow-to-sentinel.conf
input {
beats {
port => 5844

i 8
J

output {

microsoft-logstash-output-azure-loganalytics {
workspace id =»> "86932482-3c55-4c6c-9869-8951342853c6"
workspace key => "${LogAnalyticsKey}"
custom log table name => "MTestNetflow"

4. Run Filebeat
e Open a terminal and run the following command:
o systemctl start filebeat.

« This command will run Filebeat in the background. To view the logs, stop Filebeat (systemctl stop
filebeat) and then run the following command:

o filebeat run -e
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name

k request status tp r ¥ ken in the metadata requ

5. Run Logstash:
¢ In another terminal window, run the following command:

> Jusr/share/logstash/bin/logstash --path.settings /etc/logstash -f [etc/logstash/cisco-netflow-to-
sentinel.conf &

e This command will run Logstash in the background. To view the Logstash logs, terminate the above
process and run the following command:

> Jusr/share/logstash/bin/logstash --path.settings /etc/logstash -f /etc/logstash/cisco-netflow-to-
sentinel.conf

gstash]# /usr/share/logstash/bin/logstash --path.settings /etc/logstash -f /e

tion path used
4,535][INFO ][logstash.runner rting Logstash {"logstash.vei
6+1€ 7.0.6+10 +indy +j }
7:24,539][INFO ] 1 bootstrap flags: [-Xmslg
.5ec urandom, -Dlogdj2.
javac.api=ALL-UNNAMED, i sac.file=ALL-UNNAMED,
un.tools. javac. tre NNAMED, g z s.javac.uti
ALL-UNNAMED, --add-opens=j 5 io.ch ch=ALL-UNNAMED, --add-op
Sun . managemen
[2023-84-19T1 4 ource.multilocal] Ignoring the ‘pipelines 5 i} and line options are specif
[2023-84-19T1 Y, essfully started Logstash API endpoint
[2023-84-19T1 i Reflect took ms to scan 1 urls, pr

[2023-04- 37:29 i i line “main’ is configured with ~pipeline p 38 tting. All plugins in this pipel
s][main] Azure Loganalyt
s][main] Logst re s output plugin rati ind val
g pipeline {:pipeline > in", "pipelin < eline.batch.size
fusr/share/logstash/

Starting input
eline started {
elines running { :running pipeli
[2623-84-19T16:37:30,4 el n][5a1 7 5fhofad631dbasa: iba7! 1 5844

84-19T16:37:
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Steps to ingest syslog data into Microsoft Sentinel

Azure Monitor Agent will be used to collect the syslog data into Sentinel. To enable this, you first need to
create an Azure Arc server for the VM from which the syslog data will be sent.

Add an Azure Arc server

e Log in to the Azure portal.

e

Azure services

@ B T @

Microsoft Lpp Azure Resource
Sentinel registrations Databncks grougs

¢ Go to Servers - Azure Arc and click Add.

= Microsoft Azure O servers ||

me > Azure Arc

Ho
g Azure Arc | Serve
& Microsont

| Services

2! Al Azure Arc resources

Management

All Services (18)

B Azure Database for MySQL servers

E! Servers - Azure Arc E

Marketplace (6) Documentation (99+) Resources (0) Resource Groups (0)

Azure Active Directory (0)

@ PostgreSQL servers — Azure Arc

w SQL Server stretch databases

§ Azure Arc | Servers 2
ficrosoft

=

| Azure Arc resources =

Management

B Fiwbnem boratinnr

Subscription equals all

Showing 1o 3 of 3 reconds.

() Refresn L Export 1o CSV % Open query

Resource group equals all X Location equals all X o Add filter

No grouging v | [E= st view

o Under "Add a single server," select Generate Script. Users can also generate scripts for multiple

servers.

Home > Azure Arc | Servers

Add servers with Azure Arc

Servers - Azure Arc

Add a single server

This option will generate a script to run on your target
server. The script will prompt you for your Azure login,
sa this option is best for adding servers one at a time

Azure Arc allows you to use Azure tools to manage on-premises servers and servers from other clouds. We'll start with some prerequisites and deploy the Azure Connected Machine agent. Learn morer!

Add multiple servers Add servers from Update Management

To add multiple servers to Azure, we will genarate a (preview)

scrpt that handles authentication through a serice Mon-Azure servers managed by the Update

principal. You will see that and other prerequisites next. “be ea:
via Azure Arc. Once you have selected the servers, the
deployment will happen automatically.

Mansgement service can be easily connected to Azure

© 2023 Ciscoand/or its affiliates. All rights reserved.
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+ Review the information on the Prerequisites page, then select Next.

+ On the Resource details page, provide the following information:

o

Select the subscription and resource group where you want the machine to be managed within Azure.

For Region, choose the Azure region in which the server's metadata will be stored.

For Operating system, select the operating system of the server you want to connect.

Choose the connectivity method for the Azure Connected Machine agent to connect to the internet. If
you select Proxy server, enter the proxy server IP address or the name and port number that the

machine will use in the specified format: http://<proxyURL>:<proxyport>.

Select Next.

Basics Tags Download and run script

Complete the fields below to connect servers on-premise and in other clouds to be managed and governed in Azure. Learn more

Project details

Select the subscription and resource group where you want the server to be managed within Azure

Resource group *

Create new
Server details
Select details for the servers that you want to add. An agent package will be generated for the selected server type.

Region * ®

I |
Operating system * © .

Download and run script

© 2023 Ciscoand/or its affiliates. All rights reserved.
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+ On the Tags page, review the suggested default physical location tags and enter a value, or specify one
or more custom tags to support your standards. Then select Next.

Add a server with Azure Arc

Physscal location lags

Custom Lags

« In the “Download or copy the following script” section, review the script. If you want to make any
changes, use the Previous button to go back and update your selections. Otherwise, select Download
to save the script file.

+ Now that you've generated the script, the next step is to run it on the server that you want to onboard to
Azure Arc.

e For Azure VM, follow the steps described in “Evaluate Azure Arc-enabled servers on an Azure virtual
machine” (link below) before running the script:

o https://learn.microsoft.com/en-us/azure/azure-arc/servers/plan-evaluate-on-azure-virtual-
machine

¢ Run the script using the following command:

o [<ScriptName>.sh

[root@localhost devuser]# ./OnboardingScript.sh

--2023-04-20 18:24:34-- https://aka.ms/azcmagent

Resolving aka.ms (aka.ms)... 23.49.52.46

Connecting to aka.ms (aka.ms)|23.49.52.46|:443... connected.

HTTP request sent, awaiting response... 301 Moved Permanently

Location: https://gbl.his.arc.azure.com/installationScripts?api-version=1.0-preview&platform=1inux [following]
2023-084-20 18:24:35 https://gbl.his.arc.azur m/installationScripts?api-version=1.0-preview&platform=1inux

Resolving gbl.his.arc.azure.com (gbl.his.arc.azure.com)... 52.140.110.108

Connecting to gbl.his.arc.azure.com (gbl.his.arc.azure.com)|52.140.110.108|:443... connected.
HTTP request sent, awaiting response... 200 OK

Length: unspecified [text/plain]

Saving to: ‘/root/install linux azcmagent.sh’

1.52M-0.01s

© 2023 Ciscoand/or its affiliates. All rights reserved. Page 14 of 39


https://learn.microsoft.com/en-us/azure/azure-arc/servers/plan-evaluate-on-azure-virtual-machine
https://learn.microsoft.com/en-us/azure/azure-arc/servers/plan-evaluate-on-azure-virtual-machine

o After the successful installation of the package, you will get the following “INFO” message:

Connecting machine to Azure... This might take a few minutes.

To sign in, use a web browser to open the page https://microsoft.com/devicelogin and enter the code to authenticate.

+ Open the page https://microsoft.com/devicelogin and enter the code to authenticate.

& login.microsoftonline.com O @ incognito 2

= " Microsoft

Enter code

Enter the code displayed on your app or device.

« After entering the code, you will see a confirmation message like the following:

x4

@ loginmicrosoftonline.com % O @ mcooito@

B® Microsoft

Azure Connected Machine
Agent

You

¢ Your machine will be connected to Azure.

ck: 0.004997 minute

A cen 3339155d-4b94-442¢-a2¢ C f ons f16-67b5
ceGroups/Cisco MSFT Sentinel integration Phasel 2 31135/providers/# ft . HybridCompute/machines/

Machine S ortal.azure.com/#@3adbot - 6dbbodacea3s, ~ce/ subsc ions/ec3e5f16-67b5-40aa-9289-23311¢
95451¢/resourceGre entinel integ on Phasel 2 soft.Hybric pute/machin ocalhost/overview
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o The script will download the Connected Machine agent from the Microsoft Download Center, install the
agent on the server, create the Azure Arc-enabled server resource, and associate it with the agent.

o After you install the agent and configure it to connect to Azure Arc-enabled servers, go to the Azure
portal to verify that the server has successfully connected. View your machine in the Azure portal.

Home

§ Azure Arc | Servers & -

8 Cuerview Filter for any fiekd
1 Al Azure Arc resourcas
Shawing 1o 3 of 3 records.
Management
[ Name t
% Custom locations
[y X
& Datec
[ & ocahos
£ Resour
O & cbuntas
ervice
Private link scopes.

) Refresh & Export 1o €5V % Open queny

Subscription equals all Resource group equakiall X Location equalsall X Y Add fiter

N grouping v | [ 2= List view
Status T Resource group T4 Subscription T Operating system 1), Defender for Cloud T, Monitoring agent T1.
Connected Linux
Linux
Connected Linux

Reference: Quickstart: Connect hybrid machines with Azure Arc-enabled servers
(https://learn.microsoft.com/en-us/azure/azure-arc/servers/learn/quick-enable -hybrid-vm)

Now that you've enabled your Linux or Windows hybrid machine and successfully connected to the service, you

need to create a Data Collection Rule to collect syslog data.

Create a Data Collection Rule

e Go to the Azure portal.

= Microsoft Azure £ Search resources, services, and docs (G+/)

Azure services

+ w i# S ’ - v |4 -

o Search for Monitor. Under Settings, select Data Collection Rules and then select Create.

@ Monitor | Overview

Overview  Tutorials

Insights

Lrate:

More A
Detection, triage, and diagnosis
Visualize. snalyze, and respond te monitoring ata and events. Lesm mors steut menitorin
:i;i " “ Aderts =P Log ‘ Workbooks
Get notifisd and respond using alerts and Analyze and diagnose issuss with log View. create and share interactive
actions queres
More i

repans.
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¢ On the Basics panel, enter the following information:

Table 1. Mandatory fields for ‘Basics’ panel

Rule Name Enter a name like dcr-syslog
Subscription Select the appropriate subscription
Resource group Select the appropriate resource group
Region Select the region where your Microsoft Sentinel workspace is located
Platform Type Linux
ta Cnl!ection Rule

Create Da

Data co A rule Managema

Basics  Resources Collect ana deliver Aeview + Create

Select the subscription 1o manage deployed resources and costs Use resource groues like folders to onganize and

mansge ol of your resources

Rule details

Fuse Mame *

ob:

Rezource Group *

Region st
Alatiorm Type * 'D Windo
@® Unu
O custom
Data Collection Erdpaint (0 | —

« Select Next: Resources.
o Select Add resources. Use the filters to find the virtual machine you'll use to collect logs.
o Select the virtual machine. Select Apply.

« Select Next: Collect and deliver.
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# > Mosftor | Data Colection & Select a scope
Create Data Collection Rule

Bawici  Mesoweri  Colect and delives Riwidrad # CTRile

Soope Rescarce hpe

—
Oy artual machenes in the SIme region Can be a5gned to The same encpoal.
9 v
Kame Type Lo amon
escures fou
[ v - oo [ R et Callec and oo Cancel

lecation

o Select Add data source. For Data source type, select Linux syslog.
e For Minimum log level, leave the default value, LOG_DEBUG.
+ Select Next: Destination.

o Select Add destination. Enter the following values:

Table 2. Mandatory fields for the Destination settings

Destination type Azure Monitor Logs

Subscription Select the appropriate subscription

Account or namespace Select the appropriate Log Analytics workspace

« Select Add data source. Select: Review + create.

Add data source
Create Data Collection Rule

S o Coliwct and deiwsr  Farcew + craite

Comfagure whach data peurce bo coilect, and whees 8 e dws in Lisun Syog

Detimateon o)

) ™t cam oo erion ik et hae any 2063 ot or et ratans R
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¢ Select Create. Wait for 20 minutes.

¢ In Microsoft Sentinel or Azure Monitor, verify that the Azure Monitor agent is running on your VM.

» In the Azure portal, search for and open Microsoft Sentinel or Monitor. If you're using Microsoft Sentinel,
select the appropriate workspace. Under General, select Logs. Close the Queries page so that the New

Query tab is displayed.

¢ Run the following query, replacing the Computer value with the name of your Linux virtual machine.

Heartbeat

| where Computer == "vm-ubuntu"

| take 10

Heartbeat

| take 1@

Results  Chart
TimeGenerated [UTC]

> 3/28/2023, 212:41.002 AM

3/28/2023, 9:13:40.931 AM
3/26/2023, 2:14:41.018 AM
3/28/2023, 9:15:40.950 AM
> 3/28/2023, 2:16:40.950 AM

3/28/2023, 2:17:40.85

-
20, =l

o

AM

1
2 | where Computer ==
3

cos

SourceComputerid

4201da5f-d3be-3ab9-657e-6eb9067e 1139
4201da5f-d3be-3ab9.657e-6eb2087e 1159
4201da5f-d3be-3ab8-657e-6eb9087e 1139
4201da5f-d3be-3ab9-65Te-6eb208Te 1139
4201da5f-d3be-3ab9-657e-6eb9087e 1159

4201da5f-d3be-3ab9.857e-6eb2087e 1159

ComputerlP

110.227.206.67

110.227.208.57

110.227.206.57
110.227.208.87

110.227.208.87

110.227.208.57

Computer
o7
co?
ca7

co/

ca?

Category

zure Monitor Agent
Azure Monitor Agent
Azure Monitor Agent
Azure Monitor Agent
Azure Meonitor Agent

Azure Monitor Agent

Reference: Tutorial: Forward Syslog data to a Log Analytics workspace with Microsoft Sentinel by using Azure
Monitor Agent (https://learn.microsoft.com/en-us/azure/sentinel/forward-syslog-monitor-agent)
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Deploy a Cisco Catalyst SD-WAN Sentinel Workbook

« Signin to the Azure portal (https://portal.azure.com/#home).

o Search for the Microsoft Sentinel service in the Azure portal search bar, and select it.

= Microsoft Azure t Sertne x F 0 & O v nshiLajudiya@dcrestdat
CRESTOATASYS.COM (CRESTORL
Any ¥
0
v
Rest &
Rec: L
F | Mark
Nan ¢
A
- o L
Dox 8
L4
=
- »
»
® Coterse-Lokshya Log Analytics workspace aday ag0

« Select the Microsoft Sentinel workspace in which you want to deploy the workbook.
¢ In the left panel, select Workbooks.

+ Click Add Workbook.

— Microsoft Azure £ Search resources, services, and docs (G+/)

Microsoft Sent

~ Microsoft Sentinel | Workbooks
¢ Refres t
General 0 z
- 1 d 1 42 A c] More content at
O Overview (Preview Saved workbooks Yenplites Updates Content hub
# Llogs 42Crunch API Protection Workbook
@ News & guides My workbooks  Templates A
~ Connected
Search i Status
Threat management Description
Workbook name T Content source Ty, b
42Crunch API Protection Workbook
TERE Gallery content
Advanced KQL for Microsoft —_———
U  Sentinel Gallery content
MICROSOFT SENTINEL COMMUNITY ¢ N
4 Gallery content
&) Threat intelligence @ y

® MR

Al Analyst Darktrace Model Breach
D summary Gallery content

» Click Edit.
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B search resources, services, and docs (G+/]

Home > Microsoft Sentinel | Workbooks

New workbook
|

0 2 © Help D) Auto refresh: OFf

New workbook

Welcome to your new workbook. This area will display text formatted as markdown

We've included a basic analytics query 1o get you started. Use the Edit button below each section to configure it or add more sections

Ir'omm-‘. 'nmrr«mwmnov

735 s 5

Ina.mm-mm 020 |hborwrm1(-) mwma

o Click the Advanced Editor button, as shown in the image below.

= Micrasoft Azure £ Search resources, services, and docs (G+/)

Microsoft Sentinel | Workbooks

New workbook
[

[Pl boneediting Hopen B B & ¢ E 8 2 D ? Help

New workbook

Welcome to your new workbook. This area will display text formatted as markdown

We've included

asic analytics guery 10 get you started. Use the edit button below each section to configure it or add more sections.

I,.,v,,m.-\ |‘vnrw-'\r’~m~

13 1165 |59

Ir..m«m data 20022 |ﬁ«mw1\:x7f|l I..wwmm«.~

Edit

Edit

o For Template Type, choose Gallery Template and remove all the code within the code editor. Then
paste the contents of the CiscoSDWAN.json file (provided by us and located in the workbooks directory)

into the code editor.
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P S A e

New workbook #

3 Open = [y @ ? Help

@ Shown below is 2 JSON representation of the current item.
Any changes you make here will be reflected when you press "Apply

o Click Apply.

s

Home > Microsoft Sentinel | Workbooks

New workbook =

3 Open

Template Type

SRR ASE ARM Template

: "KqlParameterItem/1.8"
"crossComponentResources”: [
“value::selected”
1

"parameters”: [

s-fa7c

6a3-b669-850aacc83134”,
Parameteritem/1.08%,

| "additicnalResourcalpticns s {1s

Cancel

o Click the Save button, as shown in the image below.

New workbook =

SOC Overview  Thraat inspecton Flow &

SOC Overview

acke mughe o the wecuTy

r oy metTics

\\ Tisse Aarge: ) fource Router AN
D Chck om P dein poinis i Hae sach of Hhe beios parels 5 view Mo et

Tap ¥ Threaty L4 Top 10 Devaces by Thieat

v T s [eecwe

it you can monisr e eSoency of the SO0 snd srune that sl securiy cpeetc

106 679«

e LR

EA LY | 524«
| | s

ikt

tiong snslynt snd retponeet
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« Add the required data in the fields as shown in the image below (for example, Title: Cisco SD-WAN).

Then click Apply.

New workbook
]

S0C Owarview L A e e B Forw Anahves
S50C Overview
B o h r L e i ]
[ Tere Range "
] ' » oW e a

Top 10 Theeats

706«
‘ EA L
o Y ——

Save As

" S Top 10 Devioes by Thieat

M.

Steps to deploy the Cisco Catalyst SD-WAN Sentinel parser functions

« Signin to the Azure portal (https://portal.azure.com/#home).

+ Search for the Log Analytics workspaces service in the Azure portal search bar, and select it.

| £ Logan

M B & @

All Services (93) Marketplace (9)

Resource Groups (0)

Services

I; Log Analytics query packs

Documentation (99+) Azure Active Directory (3) Resources (0)

2 Logz.io

:P Log Analytics workspaces

@4 Language

H Activity log

B service catalog managed application definitions
Marketplace

a | Log Analytics Workspace

['13 Azure Log Analytics Agent Health

d Logz.io - Cloud Monitoring and Observability

ﬁ Log Analyzer

2 Change Analysis

@ ScanX Management

"

a | Logz.io - for ELK, Prometheus, & Jaeger
d FortiAnalyzer Centralized Log Analytics
d HPE OneView for Azure Log Analytics (v1.4.0)

ﬂ SEEPATH-managed-azure

@

» Select the workspace where the NetFlow or syslog data is collected.

o Select the Logs option.
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Log Analytics work...
— ]

T Create @ Open recycle bin - ==~

2 Eea rch <

Overview

‘ Filter for any field...

Activity log

Mame T =]
ese N An. Access control (IAM)
g ¢ Tags
Z? Diagnose and solve problems
. ey Logs
e Settings
e i= Tables

P New Query 1* }

:@_ m Time range : Last 24 hours )
1 /I Usage Instruction :
2

// Paste below query in log analytics, click on Save button and select as Function from drop down by specifying function name and alias (e.g.

CiscoSyslogFW2BlockHost) .
3 // Function usually takes 1@-15 minutes to activete. You can then use function alias from any other gqueries (e.g. CiscoSyslogFW2BlockHost | take 10)

»

4 // References :

5 ¢/ Using functions in Azure monitor log queries : https://docs.microsoft.com/azurefazure-monitor/log-query/functions

6 (/ Tech Community Blog on KQL Functions : https://techcommunity.microsoft.com/t5/Azure-Sentinel/
Using-KQL-functions-to-speed-up-analysis-in-Azure-Sentinel/ba-p/ 712381

7 1

8 let CiscoSyslogFW2BlockHost view = view() {

9 Syslog

@ | where SyslogMessage has "XFW-2-BLOCK HOST:" L

1 | extend FieldList = extract_all{@"\S{3}\s+\d{1,2)\s[*\s]+\s%(?P<type>[~:\s]+).*%(?P<sub_type>[~:\s]+).*\(target:class\)-\{(?P<target>[~\s\)\(:]
+)\: (#Peclass> [*\s\i\) ]+). *host\s(?P<blocked_host>\d{1,3}\.\d(1,3}\.\d{1,3}\.\d{1,3}) . *count\s(?P<total_blocked_connections>\d+)", dynamic([ type’,
“sub_type®, ‘target’, ‘class’, ‘blocked_host', ‘total_blocked connections®]), SyslogMessage)

| extend
13 SyslogType = tostring(Fieldlist[@][e]),
14 SyslogSubType = tostring(FieldList[@][1]),

48 BUBLRS
-

Click Save as function.

Home > Log Analytic

#® New Query 1* ) Feedback 8= Queres | & [I] v

Share v = New zlert rule * E

m ( Time range : Last 24hcurs. B save v | &

» 1 // uUsage Instruction :

Save as query
down by specifying function name and alias (e.g.

2 [/ Paste below query in log analytics, click on Save button and
CiscoSyslogFw2BlockHost).
3 // Function usually takes 10-15 minutes te activate. You can then

Save as function .
y other queries (e.g. CiscoSyslogFW2BlockHost | take 18)
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« Enter the function name exactly as provided in the query's function name. Provide any other necessary

details and click Save.

Function name *

| CiscoSyslogFW2BlockHost

Code

Legacy category *

Syslog

Save as computer group @

‘ ‘ Type default value

Parameters
Type Name
Select type e | | Type name
save

Note:

o To add other parsers that are in the Parsers directory, follow the above steps as needed.

Steps to deploy a Cisco Catalyst SD-WAN Sentinel analytic rule

e Log in to the Azure portal (https://portal.azure.com/#home) using the MS Azure credentials.

o Search for the Microsoft Sentinel service in the Azure portal search bar and select it.
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https://portal.azure.com/#home

rushitajudiya@crestdat [
CHESTOATASYS. =

COM (CRSTOAL

Marketplace

Nan e
~ 3
o o .
- i o

B o

Documentation

3 workspace

o Select the Microsoft Sentinel workspace in which you want to deploy the solution.
¢ In the left panel, scroll down and select Content Hub.

¢ Use the search bar in Content Hub to look for the solution. Once the solution is certified in GitHub, it will

become available in the Content Hub.

Home

a Microsoft Sentinel | Content hub X

Threat management
& Incidents
@ Workbooks

© Hunting

& Notebooks

ity behavior
@ Threat intelligence
W MITRE ATTACK (Preview)

Content management

@ Repositories {Preview)
& Community
Configuration

& Workspace manager (Preview)

Data connectors
& Analytics
B Watchiist

5 Automation

2 Settings

Refresh

9303

Solutions

Standalone contents

> Sea

rch,

Content sources : All

Content title

S Amazon Web Services | FEATURED

A Anaiytics Heatth & Audit | FeaTure
@ Azure Active Directory | FEATURED
Q) Azure Activity | FEATURED

Cisco Umbrella FEATURED
Q) ONSEssentials | FEATURED | [ PREVIEW
G Google Cloud Platform 1AM | FeaTuRED

~. . B

Page| 1 v |of19

Next >

&7 Guides & Feedback

=0

Installed

(14

Updates
Staws: Al Content type : All

Content source Provider

Solution

Amazon Web Servi

Solution Microsoft
Solution Microsoft
Solution Cisco
Solution Microsoft
Solution Google

Showing 1 to 30 of 565 results.

Support : All

Support

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Provider: All  Category: All

= |
Category
Security - Cloud Security
IT Operations, Platform
Identity, Security - Automation (SOAR!
IT Operations

No solution selected
Select a solution to view more details

Security - Automation (SOAR), Securit:

Networking

Cloud Provider, Identity
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Click on your solution and from the right panel click Install.

() Refresh 27 Guides & Feedback

3303

Solutions

262

Standalone contents

=0

Installed

(+]0]

Updates

> Cisco Catalyst SD-WAN Sentinel Appli.. X | Staus:All  Content type : All Support : Al Provider : All

Content sources : All

Solutions (1)

Cisco Catalyst SD-WAN
Sentinel Application
Cisco Systems, Inc.

Security - Automation (SOAR), Security
Hetwork

Anslytics rule (4)  Data connector =3

Category : All

ao
0o

Cisco Catalyst SD-WAN Sentinel Application

Cisco

Cisco Systems
Provider

Support

& 200
Version
Description

The Cisco Catalyst
gifferent types of

-WAN App will present a dashboard that consumes
Cisco SD-WAN Security Logs, Events and N
The app is used for visualizztion, analysis, and representation of threat data
that s captured by Cisco SD-WAN's security stack. The application also
includes plzybaoks and analytic rules 1o help the SOC efficienty visuzlize
and remediate threats.

m 4
Data connector Parser

ol

Workaok

Now go to Content Hub from the Microsoft Sentinel workspace and search for the solution you

installed. It will show the status as installed; click Manage in the right panel.

(0 Refresh & Guides & Feedback

£ 303

262 &1 o0

Solutions Standalone contents Installed Updates
Cisco Catalyst SD-WAN Sentinel Appli... > Status - All Content type : All Support : All Provider : All Category : All
Content sources : All ool

Solutions (1)

Cisco Catalyst SD-WAN
Sentinel Application
Cisco Systems, Inc.

Security - Automation (SOAR), Security -
Networl

Analtics ruie (4)  Dato comnectar  +3

@ Instalied

ity Cisco Catalyst SD-WAN Sentinel Application

Cisco
Provider

Cisco Systems
Support

& 200
Version

The Cisco Catalyst SD-WAN App will present a dashboard that consumes
different types of Cisco SD-WAN Security Logs, Events and NetFlow Data
The app s used for visualization, analysis, and representation of threat data
that is captured by Cisca SD-WAN's security stack. The application alsa
includes playbooks and analytic rules 10 help the SOC efficiently visualize
and remediate threats

Content type ©
» 4

m 4
Analytics rula Data connector Parser
8 3 o

Playbook Workboo

Category (

Security

\utomation (SOAR), Security - Network

Actions
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¢ In the Cisco Catalyst SD-WAN solution, four parsers, one workbook, four analytic rules, and three
playbooks will be available.

Home > Microsoft Sentinel > Microsoft Sentinel | Content hub >

Cisco Catalyst SD-WAN Sentinel Application

() Refresh L Reinstall

=13 A8

Installed content items Configuration needed

«

lis Cisco Catalyst SD-WAN Sentinel Application ‘ 27 search..

N Content name Created content Content type
Cisco Cisco Systems = 200
Provider Support Version
vare Defined WAN A 1item Data connector
Description

The Cisco Catalyst SD-WAN App will present a dashboard that consumes Events A - Analytics rule
different types of Cisco SD-WAN Security Logs, Events and NetFlow Data.
The app is used for visualization, analysis, and representation of threat data
that is captured by Cisco SD-WAN's security stack. The application also

includes playbooks and analytic rules to help the SOC efficiently visualize

NAN - Maleware Events Ak - Analytics rule

and remediate threats O Cisco SDWAN - IPS Event Threshold Ak - Analytics rule
Content type @ \:‘ Cisco SDWAN - Monitor Critical IPs A - Analytics rule
4 m 4
Analytics rule Data connector Parser \:‘ &) CiscoSD! - Playbook
& 3 i
Playbock Workbook ] = - Playbook
Category @ \:‘ 1 - Playbook
Security - Automation (SOAR), Security - Network
\:‘ = 1item Parser
Pricing @
D Free ] = 1 item Parser
View details D ] 1 item Parser
o Click the analytic rule you want to deploy and then click Configure.
Cisco Catalyst SD-WAN Sentinel Application x
() Refresn  [i] Delete L, Reinstall
13 A8
Installed content items Configuration needed
‘Wi Cisco Catalyst SD-WAN Sentinel ication [2_sesren. ® Cisco SDWAN - Monitor Critical IPs
cisco " Cisca Systems B 200 Content name Created content  Content type ?;?;w wff?,‘;;‘f.ﬁ;“’ E:EE!};‘:“
Provider Support versien Cisco Software Defined WAN A Data connector This analytic rule will monitor eritical IPs in Syslog and Netflow Data. ~

Description
The Cisco Catalyst SD-WAN App will present a dashboard that consumes & Cisco SDWAN - Intrusion Events & - Analytics rule Tactics and techniques
different types of Cisco SB-WAN Security Logs, Events and NetFlow Data
The app is used for visualization, analysis, and representation of threat data
that s captured by Cisco SD-WAN's security stack. The application also
includes playbooks and analytic rules o help the SOC efficiently visualize

and remediate threats.

st Discovery (0)

& Cisco SDWAN - Ma Events A - Analytics rule

Rule query
t Threshold A - Analytics rule CiscoSyslogUTD
| wnion (CiscoSDWANHetFlow)
| where isnotempty(ScurceIP) or isnotempty(MNetflow
| extend SourcelP = coalesce(SourceIP, NetflowFwsSr

& Cisco SDWAN - IPS E

Cisco SDWAN - Monitor Critical IPs 4 I =

Content type ©

Dooooo0m®eo0OoO0O0Oodg

. =4 o - | where ipvd_is_in_any_range(SourceIP, "Enter comma-
Analytes rule Data connector Parser ) CiscoSDWANIntrusionLegicAPP A, - Playbook | summarize count() by SourceIP
K] o1
Playbook Workbook ANReport A - Playbock Rule frequency
Run query every 3 hours
Category @ A Playbock .
Rule period >
y - Automation (SOAR), Security - Network F
1 item Parser
0 Note
- * You used this template 1o create analylics rules and can use
1 ite Parser it to create additional rules.
Actions | View details o 1 item Farser
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Click the rule you want to deploy, then click Create rule.

Home > Microsoft Sentinel » Microsoft Sentinel | Content hub > Cisco Catalyst SD-WAN Sentinel Application >

Analytics Rules

- Create v (. I Analytics workbooks

Rules by severity

a1 ﬂ‘ More content at

A Guides & Feedback

Content hub

Active rules BHigh () I Medium (0) © Low(0) [ Informational (0)
Active rules  Rule templates  Anomalies

P a622207e-62be-4a74-acab-4d66dsb3.. X | 7 Add fiter

Severity Name Rule type Data sources

I i @ Scheduled

Cisco SDWAN - Moniter Critical IPs

Cisco Software ...

Tactics Techniques Source name

% Discov. Cisco SD-WAN

LEARN MORE
About analytics rules (3

® Cisco SDWAN - Monitor Critical IPs

Scheduled
Rule Type

High Content hub
Severity Content Source

Description
This analytic rule will manitor critical IPs in Syslog and Netflow Data.

Data sources

Cisco Software Defined WAN
Ak syslog --

4k CiscaSDWANNetflow_CL --

Tactics and techniques

> at Discovery (0) -

@ Note

« You haven't used this template yet; You can use it to create
analytics rules

« One or more data sources used by this rule is missing. This
might limit the functionality of the rule.

Steps to deploy a Cisco Catalyst SD-WAN Sentinel playbook

Log in to the Azure portal (https://portal.azure.com/#home) using the MS Azure credentials.

Search for the Microsoft Sentinel service in the Azure portal search bar and select it .

®

(10 1}

o
P Cot

Select the Microsoft Sentinel workspace in which you want to deploy the solution.

In the left panel, scroll down and select Content Hub.

Use the search bar in Content Hub to look for the solution. Once the solution is certified in GitHub, it will

become available in Content Hub.
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e Microsoft Sentinel | Content hub

HATURID

Umicella | ftATURto

HATORID

Refresh A7 Guides & Feedback
s=a
Thvest mansgement 303 £ 262 =0 00
Bl Sobtions Standalone contents Instaled Updates
8 inccents
o
Swatus: AN Contenttype: ANl Support: ANl
°
Content sources : All
“
Entity behavior

Content title Contentsource  Provider Support
O Threat inteltigence
™ MITRE ATTACK Preview 35 Amazon Web Services | FTATURID Sohstion Amazon Web Seni  Microsoh
Content management i

tory | MATURED Sohution Microsoh "

W So

AR S,

Provider: Al Category: ANl
Category :
Py 4 Seo

sentity, Security - Automation (SOAR
Securiy - Automation (SOARL Secusit No solution selected

Select a solution 10 view more details
Netv

o Click the solution, and from the right panel click Install.
) Refresh 7 Guides & Feedback
£5303 262 20 (1]
Solutions Standalone contents Installed Updates
Cisco Catalyst SD-WAN Sentinel Appi Status : ANl Content type : All Support : All Provider : All Category : All

Content sources : All

Solutions (1)

Cisco Catalyst SD-WAN
Sentinel Application
Cisco Systems, Inc.

Security - Automation (SOAR), Security
Metwork

Aralytics rae (4

-

diffen

The 3

includes playbooks and analytic rules to help the SOC efficientl

and

Cisco Catalyst SD-WAN Sentinel Application

& 200

Version

Cisco Systems
Support

]

rent types of Cisco SD-W
pp is used for visus
captured by Cisco SC

ion, analysis, and representa
N's security stack. The application
isuslize

emediate threats.

W =
Data connector Parser

Al 3 i

Playbook ‘Workbook

Automation (SOAR), Security - Network
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* Now go to Content Hub from the Microsoft Sentinel workspace and search for the solution that you have
installed. It will show the status as installed. Click Manage on the right panel.

O Refresh &7 Guides & Feedback

Cisco Catalyst SD-WAN
Sentinel Application
Cisco Systems, Inc

Security - Automation (SOAR), Security -
Network

Analytics rle (4)  Data connector  +3

@ instalied

5303 262 &1 ©0
Solutions Standalone contents Installed Updates
| Cisco Catalyst SD-WAN Sentinel Appli... X Status : All Content type : All Support : All Provider : All Category : All Cisco Catalyst SD-WAN Sentinel Application
Content sources : All e
Cisco Cisco Systems | 200
Provider Support Version
Solutions (1)
Description

The Cisco Catalyst SO-V
different types of Ci
The app is used for
that is captured
includes playbooks and analyt
and remediate threats

resent a dashboard that
Logs, Events an
and represe

m 4
Parser

Actions

¢ In the Cisco Catalyst SD-WAN solution, four parsers,
playbooks will be available.

one workbook, four analytic rules, and three

Home > Microsoft Sentinel

Cisco Catalyst SD-WAN Sentinel Application

Microsoft Sentinel | Content hub

() Refresh L Reinstall

#13

Installed content items

A8

Configuration needed

Cisco Catalyst SD-WAN Sentinel Application o e

) ) Content name Created content  Content type
Cisco Cisco Systems | 200
Provider Support Version .
iten Data connector
The Cisco Catalyst SD-WAN App will present a dashboard that consumes ] Analytics rule
different types of Cisco SD-WAN Security Logs, Events and NetFlow Data.
The app is used for visualization, analysis, and representation of threat data | Analytics rule
. . Alaly
that is captured by Cisco SD-WAN's security stack. The application also —
includes playbooks and analytic rules to help the SOC efficiently visualize . i _
and remediate threats. @ Cisco PS Event Threshold A Analytics rule
- Monitor Critical IPs & Analytics rule
14
Analytics rule Data connector Parser [ Al | Playbook
A3 o o
Playbook Workbook A t A Playbook
Category @ M W&c Playbook
Security - Automation (SOAR), Security - Network
[] =@ CiscoSyslogUTD item Parser
[ m 1item Parser
Actions View details ] =G 1item Parser
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« On the next screen, go to the playbook template (preview) tab, search for the playbook name, select the
playbook template, and click Create playbook.

Microsoft Sentinel | Content hub > Cisco Catalyst SD-WAN Sentinel Applicatior

Automation X

{ Create O Refresh [ Automation heaith workbook

) 0 0 &) 4 d‘ More content at

Automation rules Enabled rules Enabled playbooks Content hub

(91~ :
Automation rules  Active playbooks  Playbook templates (Preview) [£4] CiscoSDWANLogicAPP
CiscoSDWANLogicAPP Tngger : ANl Logic Apps Connectors : All Entities : ANl Tags : AN Source name : All & Microsoft Sentine. & Content hub 9 7/3/2023, 5:30:00

Name 1y Trigger Ty Logic Apps Connectors  Entities Tags Last modified 4 Source name

- S This playbook prov nd-t0-end f sendis mail
CiscoSDWANLogicAPP & Microsoft Sentinel. Azure Communi... +5 07/03/23, 05:30 AM Cisco SD-WAN s playbook provides an e 6 example of  sending an emal
posting a message 10 the Microsoft Teams channel, and creating 3rd
party ticket for the suspicious activity found in the data.

Connectors in use
; . Agure Communication Services

Microsoft Sentinel [ +] b

Bl [ outiook.com

ServiceNow [ Microsor Teams

Authorize connections

Once deployment is complete, authorize each connection

1. Click the AzureCommunicationService connection resource

2. Click edit AP connections

3. Click Authorize

4. Provide Required Parameters

5. Click Save

6 Repeat steps for other connections -

o Select the Subscription and Resource group and click Next: Parameters.

Home > Microsoft Sentinel > Microsoft Sentinel | Content hub > Cisco Catalyst SD-WAN Sentinel Application > Automation >

Create playbook

o Basics 2] Parameters (3) Connections (4) Review and create

Select the subscription to manage deployed resources and costs, Use resource groups like folders to
organize and manage all your resources.

Subscription * ﬁ - |
Resource group * I

Create new

Region *

Playbook name *

CiscoSDWANLogicAPP

o

[] Enable diagnostics logs in Log Analytics (0
Log Analytics workspace
|:| Asgociate with integration service environment (&

Integration service environment

Mext : Parameters >
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¢ Click Next: Connections.

Home > Microsoft Sentinel > Microsoft Sentinel | Content hub » Cisco Catalyst SD-WAN Sentinel Application > Automation >

Create playbook

@ Basics € Parameters (=) Connections (1) Review and create

3rd_Party_Ticket_System * (D

L

Jira_Instance * (D)

&

-

Jira_Project_Key * ()

m

3

8,
|* I
<

-

From_Mobile_No * &

To_Maobile_No * (D

Teams_Channel ID * O

Teams_Group_ID* (0

o Keep the Connections tab as is. Click Next: Review.

Next : Connections >

o Click Create and new to designer.
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Home > Microsoft Sentinel > Microsoft Sentinel | Content hub > Cisco Catalyst SD-WAN Sentinel Application > Automation >

Create playbook

@ Basics @ Parameters @ Connections @ Review and create

Basics

Subscription CrestAzurel

Resource group Cisco_MSFT_Sentinel_integration_Phase1_2_31135
Region EastUS

Playbook name CiscoSDWANLogicAPP

Diagnostics logs workspace Disabled

Integration service environment Disabled

Parameters

3rd_Party_Ticket_System
Jira_Instance
Jira_Project_Key

Email

From_Mobile_No
To_Mobile_No
Teams_Channel_|ID

Teams_Group_ID

Connections

B Azure Communication Services SMS
New connection will be configured

0 Note: Authonze this connaction after deployment in the Logic App designer

A1 Micrncnft Sontinal

; Create and continue to designer

e Once deployment is complete, authorize each connection:

o

Click the AzureCommunicationService connection resource.

o

Click Edit API connections.

o

Click Authorize.

o

Provide the required parameters.

Click Save.

o

o

Repeat these steps for other connections.
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Cisco Catalyst SD-WAN High Speed Logging (HSL) Records

The Sentinel application consumes HSL records (Netflow based) to populate the Zone Based Firewall (ZBFW)
charts in the SOC Overview dashboard. To enable HSL, please follow the steps in the following link (step 5 of
the link provided) https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios -xe -

17/security-book-xe/m-firewall-17.html#Cisco _Concept.dita f1b319e6-ec37-49e7-b9ec-9720fa161fab.

VEN ) server P Por Source Interface | Source Interface

Unified Security Logging

Unified Security Logs (Netflow based) are used to provide Username information and populate the ‘Top Policy
Hits’ chart. To activate Unified Security Logging, enable the ‘Log’ flag under the Unified Security Policy
summary page (step 7 of the below link)
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security /ios-xe-17 /security-book -xe/m-
firewall-17.html#Cisco Concept.dita f1b319e6-ec37-49e7-b9ec-9720fa161fab.

After completing the aforementioned step, proceed to create a Cflowd Monitoring Policy using the below steps
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios -xe-17/policies-book-
xe/traffic-flow-monitor.html#id_114091

y » Cllowd Policy

Application Aware Routing

Name Type

Choose a tab and add Traffic rules under

(Create a cflowd polic

the selected type

Traffic Data

¥

Mode

Updated By

admin

Total Rows: 1

Last Updated

21 Aug 2023 11:25:35PM  see

G

Syslog Configuration

The ‘Threat Inspection’ uses Syslog records to populate the dashboard charts. To configure syslog, follow step
12 of the following link https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios -xe -
17 /security-book-xe/m-irewall-17.html#Cisco_Concept.dita f1b319e6-ec37-49e7-b9ec-9720fa161fab.

Intrusion Prevention and/or URL Filtering andfor Advanced Malware Protection
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Usage
Locate the workspace

« Signin to the Azure portal (https://portal.azure.com/#home).

o Search for the Log Analytics workspaces service in the Azure portal search bar and select it.

|J3 Log an| X T b & @

All Services (93) Marketplace (9) Documentation (99+) Azure Active Directory (3) Resources (0)
Resource Groups (0)

Services See 3

19 Log Analytics query packs ) Logz.io

:;ﬂ Log Analytics workspaces 24 Language

H Activity log 2 Change Analysis

B service catalog managed application definitions & ScanX Management

Marketplace See a

a | Log Analytics Workspace a | Logz.io - for ELK, Prometheus, & Jaeger

ﬁ Azure Log Analytics Agent Health ﬁ\ FortiAnalyzer Centralized Log Analytics

f) Logz.io - Cloud Monitoring and Observability d\ HPE OneView for Azure Log Analytics (v1.4.0)

d Log Analyzer f!\ SEEPATH-managed-azure

« Select the workspace where the NetFlow or syslog data is collected.
Locate the workbook

» Sign in to the Azure portal (https://portal.azure.com/#home).

o Search for the Microsoft Sentinel service in the Azure portal search bar and select it.

rushitajudiya@crestdat k)
oustoar. &

CRESTOATASYS.COM
Res
Azy MM arketpls o e
ctor
Services
Rest @ ft Dev Box § Micr
.
Rec: &
Marketplace
Nan d
o o
°
o o 1
°
-~ A a
o 9 °
[ a8
90
Doc L Qo
go
- »
o Cote Log Analytics workspace aday ago
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o Select the Microsoft Sentinel workspace in which you want to deploy the workbook.

¢ In the left panel, select Workbooks and then the My Workbooks tab.

Home > Microsoft Sentine Microsoft Sentine
o Microsoft Sentinel | Workbooks
Selected workspace:

‘,’—»‘ Search ¢ ':_:' Refresh Add workbook

General

© Overview (Preview) Saved workbooks Templates Updates

#® Logs

& News & guides My workbooks Templates

) Search

L Search

Threat management

- ) Workbook name Ty Content source Ty

s Incidents

I B workbooks I - 42Crunch API Protection Workbook Gallery cantent

42CRUNCH

© Hunting

& Notebooks ) Advanced KQL for Microsoft Sentinel Gallery content
MICROSOFT SENTINEL COMMUNITY

* Entity behavior

|

More content at
Content hub

¢ Select the created workbook and click on the saved workbook.

[SR] > This does make sense as ‘workbooks’ here is located in multiple locations on the app

1 Cisco SD-WAN Dashboards

Connected
Status

Description
Customer defined workbook
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Use the workbook

SOC Overview Threat Inspection  Flow Analysls
Threat Inspection
Provide tactical guidance and insights 1o detect. investigate and respond 1o the latest threats
Global filters
Time Rangs: Last 30 days Source Router: All ‘
Refresh Clear
Open Panel Selections

Q Jick on the data points in the each of the below panels to view more detais Query il'l LOQ Panel \
Blocked Connections Over IPS event \ @ O [?

ANetwork Troyam vwon Detoctes:

7.06x

Astorrptor Admiatrator Prviege Geen

197«

Plinr actity

22

P Attack

16

Search
(vl o el " ATy ieg) AdBera b Mrsege i) bar
DOrillcdkown
T ——— l_ fillesrs
»
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Limitations
Workbook

Table 3. Workbook Limitations

Grid Grids can display a maximum of 10,000 rows. Any further items are ignored, and a warning
appears.
Charts Charts are limited to 100 series.

Charts are limited to 10,000 data points.

Maps Maps are limited to displaying 100 points. Any further items are ignored, and a warning
appears.
Drop-down Drop-down-based parameters are limited to 1000 items. Any items returned by a query after

that are ignored.

Drop-down Drop-down is reset if no results are found in a particular time range, even though the default
value is set.
Pie chart In pie charts, whichever portion has the highest coverage is overridden. If the selected value

has the highest coverage, it does not get overridden.

References

o Tutorial: Forward Syslog Data to a Log Analytics Workspace with Microsoft Sentinel by Using Azure
Monitor Agent: https://learn.microsoft.com/en-us/azure/sentinel/forward-syslog-monitor-agent

e Quickstart: Connect Hybrid Machines with Azure Arc-Enabled Servers:
https://learn.microsoft.com/en-us/azure/azure-arc/servers/learn/quick-enable-hybrid-vm

o Workbooks Result Limits: https://learn.microsoft.com/en-us/azure /azure-monitor/visualize/workbooks -

limits
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