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R—=FZINTWBIEERHD FT,

802.11j (T /L 34, 38, 42, 46) BLOUIF v /L 165XV KR —hEnTWhEHA,
AT OF ¥ Fb 14 1%, FL Cisco 7 7B A KA 2 FTEYFR—FENTHEREA,

7—JLF E—F (802.11d)

J—)L K E—RTIL, SFIERERTIIAT U FEFEHATEET, o—bNVBREOT 7R KA MZ
FoTT RREARXINDT ¥ RNV EEEEIIOFERICH LT IA T MeME I ENTEET,

Cisco Unified Wireless IP Phone 7921G V —/L R (-W) EF L ZEHT A4, 802.11d ZH NI T ALERH Y
%9, Cisco Unified Wireless IP Phone 7921G Ti%. 802. lld PR LT, HHTIITF v xRNV EREBNIES
. BEMTONTEZT 78R RAL U DT TA TV FREDAK SN ET,

TIEHARLA Y PRBREEINTHWAEISE T, V=L KE—F (802.11d) A% L £7,
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—¥D 5GHz F ¥ XLV —F—DT 7 )Yy —TChbHINTWDH7d, TNb0 L—X—E% (DFS
F ¥ xV) AT LA, 80211 7V FA T e T 7R RA L ME, 802.11h ICHEHLL TWAHMLENRH Y £
9, 802.11h TliX. 802.11d Z AT HMLENH Y £,

Cisco Unified Wireless IP Phone 7921G 1. £ DFS F¥ XL/ Ry T AFX ¥ L LThbH, ZNHDOF ¥ 1L
DT IT AT AFX XY U EFRITLET,

802.11d i #AET 7B A RA V FipbEFTERWEE, il e — U VICERE S #fI Ik 2 H L E 5,
Cisco Unified Wireless IP Phone 7921G @ -A, -E. F£7/21L-PET /N % L CTHOE (727X KA 2 Mo
X214 2%) (B8 285415, % ? Cisco Unified Wireless IP Phone 7921G 23 IE# IZEIET 5 7212,
802.11d 23 AEZ 72 ) £77,

802.11a i T DLGE. *v NU—7 THHARERT ¥ XNV ZHRHET 572012, 802.11d Z B LE7, %
12, 802.11h VAR — F DS, BabtiX, LICSGHz F ¥ RO —ED NNy T AX% ¥ o ZETLTHD
(DFS) . fFEDOX Y NU—T FXYRNADT VT 47 AX v U E2FEITLET,

2.4GHz (802.11b/g) ZAEHT 2556, 802.11d 28F N T2 iF+uiX, Cisco Unified Wireless IP Phone 7921G (%,
Fx a1~ 11 LB SN EENOMPN 2R AL 2 LN TEET,

() Cisco Unified Wireless LAN Controller O34, 7 —/L K E— RIZHEBIZHEII 20 £,

Cisco Autonomous Access Point D3 51%, WD a~ 2 REFEHLTY—/V K E— K2 FEICANITLHILENRD
D FEF,

Interface dotl 1radio X
world-mode dot11d country US both

YR—FShdE

RIZ. Cisco Unified Wireless IP Phone 7921G CTH AR — F XN AEE Z?D 802.11d =— FZ R L £,

T F o (AR)

A=A 7 U7 (AU)

F—=AZ2 U7 (AT)
~L¥— (BE)
77 (BR)
TNV T (BG)
A1 % (CA)

F U (CL)

ap L ET (CO)
2 A% Y% (CR)
¥712 2 (CY)

F = adfE (CZ2)
F<—7 (DK)
=2 h=7 (EE)
747 R (FI)
75 A (FR)
R4 (DE)

T I (GI)

A1~ K (IN)

A Kx¥7 (ID)
7AN7 K (IE)

A4 A5z (IL)

A% V7 (IT)

AA (JP)

i [E (KR/KP)

7 hET (LV)
Verryvaragr (LD
U h7=7 (LT)

N R T Nr (LU)
~L—37 (MY)
</ (MT)

Axva (MX)
EF = (MC)
*Z % (NL)
—a—Y—7 2 K (NZ)
J vy =— (NO)

Cisco Unified Wireless IP Phone 7921G & A4 A K

R—Z > F (PL)
AL s HL (PT)
7/ kY= (PR)
J—<=7 (RO)
77 EE (RU)
FOCTTET (SA)
U R— (SG)
AB % T (SK)
Ar_=7 (SI)
M7 7 U (ZA)
A~A v (ES)

AT x—7 > (SE)
A A A (CH)

BiE (TW)

% A (TH)

kb= (TR)

727 747 (UA)
77 7 EREER (AE)
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*U¥x (GR)
¥ (HK)

N A Y — (HU)
TA A7 K (IS)

F<—2 (OM)
sxF < (PA)
~L— (PE)

74Uy (PH)

4 XU 2 (GB)

7 AU E%E (US)

~_AX A7 (VE)
~N R LA (VN)

() =7 I74 7 AFHIZ. O URL (286 % Cisco Product Approval Status Web ¥ 8 CAFTX £ 9,

http://tools.cisco.com/cse/prdapp/jsp/externalsearch.do?action=externalsearch&page=EXTERNAL_SEARCH

TARFFE

R DF|Z, Cisco Unified Wireless IP Phone 7921G 7 —4 L — k #il, B L OZEREOEHREZ L E T,

802.11a T—% L—hk ¢k i ZAE R
R Tx /XY —1% 16 dBm 6 Mbps OFDM - BPSK 610 7 ¢+ — bk (186 m) -89 dBm
9 Mbps OFDM - BPSK 610 7 4 — k (186 m) -88 dBm
12 Mbps OFDM - QPSK 558 74—k (170 m) -86 dBm
18 Mbps OFDM - QPSK 541 74—k (165m) -85 dBm
24 Mbps OFDM - 16 QAM | 508 7 4 — F (155m) -82 dBm
36 Mbps OFDM - 16 QAM [ 426 7 t— I (130 m) -80 dBm
48 Mbps OFDM - 64 QAM | 328 7 t— |k (100 m) -76 dBm
54 Mbps OFDM - 64 QAM | 295 7 ¢t — |k (90 m) -74 dBm
802.11g F—& L—F | EHA #PH ZAERREE
K Tx 737 —[% 16 dBm 6 Mbps OFDM - BPSK 722 74—k (220 m) -90 dBm
9 Mbps OFDM - BPSK 656 7 4 — k (200 m) -89 dBm
12 Mbps OFDM - QPSK 623 7 4 — bk (190 m) -87 dBm
18 Mbps OFDM - QPSK 623 74—k (190 m) -85 dBm
24 Mbps OFDM - 16 QAM | 623 7 ¢t — k (190 m) -82 dBm
36 Mbps OFDM - 16 QAM | 492 7 t— [ (150 m) -78 dBm
48 Mbps OFDM - 64 QAM | 410 7 4 — bk (125m) -74 dBm
54 Mbps OFDM - 64 QAM | 394 7 ¢ — |} (120 m) -73 dBm
802.11b T—4% L—bF | ER #pH ZERE
K Tx 737 —[% 17 dBm 1 Mbps DSSS - BPSK 1,027 7 4 — K (313m) | -95dBm
2 Mbps DSSS - QPSK 951 7 4 — bk (290 m) -89 dBm
5.5 Mbps DSSS - CCK 853 74—k (260 m) -89 dBm
11 Mbps DSSS - CCK 787 74—k (240 m) -85 dBm

() ZEREL, HEOT—F L—FTTy T 23— N2 OIRIRRUGERE SHE T,

RO ERARETHY . ET VT T O A AIEBEBINTOVER A,
(EEHDOUA ¥ L A LAN Oi%it] 2R LT E &N,

& 5B OFEIZ DV TIE,
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http://tools.cisco.com/cse/prdapp/jsp/externalsearch.do?action=externalsearch&page=EXTERNAL_SEARCH

E

RAE. Cisco Unified Wireless IP Phone 7921G Xk D

HR—

SRS E— P LTOET,

TNAY T3 77 A AV kA VEE
RER=TEE kA ik N—~ =T 7
R XUy 0T

s a7 F TR N H Y —EE EA T
el A5 T 2% T
Tr~—U5k H AFE 2O R=FZE
T il 2 o
gadii ST =k Ay x—T Uik
74T Rk R—F v Fik

SREOVR— N EHMNZTHITE, e Tr0r— R r—Vk A VAN VTHNLERHY 9, T
7 4V N ERRITRGE T,
1 r—)b 8y - —k, RO URL IZH 5 [Localization] X— Vb X rm— RLET,
http://software.cisco.com/download/navigator.html?mdfid=278875240

tXal)Tq

JAY¥YLALAN BT 56, EX=2 U T 4 DARAIKRTT,
Cisco Unified Wireless IP Phone 7921G IZ, RD U A Y L A ¥ 2 U7 s #iELZ VAR — P L TWET,

WLAN &3k

o WPA (802.1x @7 + TKIP % 7= 1% AES K51t

o WPA2 (802.1x 7%k + AES & 7213 TKIP FF5-k)

e WPA-PSK (FHi3A % — + TKIP Ki751t)

o WPA2-PSK (kA % — + AES Hf 51k)

e Extensible Authentication Protocol — Flexible Authentication via Secure Tunneling (EAP-FAST)
e Extensible Authentication Protocol — Transport Layer Security (EAP-TLS)
e PEAP (Protected Extensible Authentication Protocol) MS-CHAPv2

e Lightweight Extensible Authentication Protocol (LEAP)

e (Cisco Centralized Key Management (CCKM)

e F—7> (Open)

o HfF—

WLAN K51t
e AES (Advanced Encryption Scheme)
e Temporal Key Integrity Protocol/Message Integrity Check (TKIP/MIC)
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e WEP (Wired Equivalent Protocol) 40/64 }5 X T8 104/128 £ k

Cisco Unified Wireless IP Phone 7921G (%, IRDOEMDOEF 2 U7 4 #EH R — L TWET,
o X509 7 VX ILFEMFE
o A A—TFHE
o TIA REE
o T ANEE
o UIUFVLIEE
e Secure Cisco Unified SRST
o AT 4 THFZ{L (SRTP)
o VUYL THESE (TLS)
e Certificate Authority Proxy Function (CAPF)
o X7 FuTr AL
o MFEALEINTBEET 7 AV
o RETI/EA (HEA=a—~O2—% 77 & REHBRATHE
o BYJINXY NI—7 TuTy AL
o HHHENRRAT—FR

Extensible Authentication Protocol - Flexible Authentication via Secure
Tunneling (EAP-FAST)

ZDIITAT =R X2 VT 4 T—F%T 7 F ¥id, 727 BARA KA k& Cisco Access Control Server
(ACS) 72DV EF— FaliE& A YA v 2—H —E 2 (RADIUS) H— OIS X 17 Transport Level
Security (TLS) ~ > F/VNOD EAP F 7 %7 v a v aRES{LLET,

TLS o ®/Tlk, 7947 b (B & RADIUS — DO DOFREEIZ Protected Access Credential (PAC)
DE SET, Y— N Authority ID (AID) #727 F4 7> b (B [TEELET, ZhEaExif 7 74
7 v MIEY) e PAC AR LET, 7747 b (Eif) 1L PAC-Opaque % RADIUS H— TR L £7,
P—=NF, BOYAZ—F—TPACZHEZLET, ZNTH IO RARA > FA[E L PAC ¥—Z A
HZ LT TLS P RS S E 9, EAP-FAST CTid, HEIPAC VbV a =78 R— &N T
WE T2, RADIUS — N ETHMNZTH2XLERH Y 97,

EAP-FAST ZH 027 5121X, RADIUS H— NZFEHEZ A VA M=V 3B 0B RH Y 7,

BIFE. Cisco Unified Wireless IP Phone 7921G (%, PAC DH# 7 n Y a =7 DHhEPR—rLTWET, =D
72, WIZRT XL 9IZ RADIUS — X ET[ELA /N FPAC 7Y b ya =7 %745 (Allow
anonymous in-band PAC provisioning) | Z A L £ 7,

[E4A /N RPAC 7u b Y a=7%FFn3 5 (Allow anonymous in-band PAC provisioning) | BNAE 7254,
EAP-GTC & EAP-MSCHAPv2 O 5 Z AT 20 H Y £77,

EAP-FAST T, BtV — A EiZa—Y 7T h o FEERT 20N H D £97,
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Letinis  System Configuration
mem ) 9

Edit
@ | User
Setup . .
EAP-FAST Configuration
-?" Group
E Setup
g{& |Sharedpraﬁle -
Components EAP-FAST Settings 2
Q Hetwork I EAP-FAST
Configuration
[ allow EAP-FAST
| -
=75 | Configuration Active master key TTL |1 |_mDnths v|
| E:':;‘n'f".:f_’aﬁon Retired master key TTL El months v
Tunnel PAC TTL 1 |[weeks ~|

Tz
23
iz

3

client initial message: | |

¥ External User

&

Datsbases aAutherity 1D Infa: |sic21-21a-acs |
pong E‘;fi*;;fm [¥ sllow anonymous in-band PAC provisioning
[¥] allow authenticated in-band PAC provisioning
| Frofiles accept client on authenticated provisioning
% Reportsand Require client certificate for provisioning
activity
T T ST ST T T e T
@| Online . . .
L) | posumentation Machine PAC TTL 1 ||weeks |

[“] allow Stateless session resume

hours b

Allowed inner methods
[FEap-GTC
[ EaP-MSCHAPYZ
[Feap-TLS

llowing EAP-TLS comparison methods:
Certificate SAN comparison

Certificate CN comparison

Certificate Binary comparison

E&P-TLS session timeout (minutes) |120

[VIEAP-FAST master server
sctual EAP-FAST server status Master

EBET AV LA LANBRENTELZ PAC 7 Y a =0 ZRHF A LTV AR WES 1T, Cisco Unified Wireless
IP Phone 7921G O PAC 7 u BV a = D7D AT—Y 7 Cisco ACS kv b7 v 7 Tx £9°,
T, AT = ACS —RE AL —T BAP-FAST YV — L LTy N7y 7 TAHZERNETHD .
Fckn, a—H L N —TDF —H _X—ZARL EAP-FAST ¥ A X — F— LR Y O —FRAQR DK a0 R—x
VRS, ERE~ A ¥ — EAP-FAST r— "\ b E# X nE 4,

EAP-FAST v A X — X — ¢t R Y —% AF— 7 AL —7 EAP-FAST ACS —NICEET A L 912, EBH)
~ A X — EAP-FASTACS =\t h T v 7SN TWAHZ E2MERLET, T LY, Cisco Unified
Wireless IP Phone 7921G IZ, [[E4 A /N> KPAC 7 r Y a =27 %FFr7 % (Allow anonymous in-band PAC
provisioning) ] NE O ERBEREINT, 7YRrEYa =0 7 SN PACZEHATESL L HI280 £3,

PAC Z W+ 5 & &1, WiAFEHDA LN RPAC FrbeYa = M ENET, 070, [FREFFEA
AN RPAC 7y a = 7%FAT % (Allow authenticated in-band PAC provisioning) | 2320272 T
WBHZ EEERLET,

T T 4 T EFRBYIN DO~ A X — X —THERR SN TZBETF D PAC %81 LV PAC OFRITIMHEH T 20611
R, Cisco Unified Wireless IP Phone 7921G % v b U — 7 IR INTWA L H I LET,

AT =T TAFXYLVALANNAT =V 7 ACS V=R E2KRA L b TDHE9T52¢E, BEOART—
DT T RARA Y MR RE RIS TS L EHERE L E T,
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Extensible Authentication Protocol — Transport Layer Security (EAP-TLS)

Extensible Authentication Protocol Transport Layer Security (EAP-TLS) (%, TLS 7’1 s =/L'% PKI & #HAAHOET
T 5Z2& T, BEEY— "L DBELREL TWET,

TLS 1%, 22—V LV — RO ORIEHBIOE A FTI v 7 vy gy F—0AERMHIC, GFAELZEHT S
EERME L £,

B D Manufacturing Installed Certificate (MIC) 72>, —H 13 A A h—)L LTZGEBEO W 0% BEEICAE
TEET,

EAP-TLS IZ. @ER X2V T 4 2B LETN, 7747 2 FEHEOEINMLILL 720 97,

EAP-TLS #8023 254, [REHED CN DL (Certificate CN Comparison) | B3EIRI N TND Z & R
LE7,

Cisco SvsTems

System Configuration

Edit

@ User

| Setup - -

Global Authentication Setup

B ey

Shated Profil
4 |Co:::one;:s‘e EAP Configuration ﬂ

Metwork PEAP

Configuration

O allow EAP-MSCHAPYE
i System
Configuration Oalow EAP-GTC

Interface [ allow Posture validation
Configuration

o |

. | Adminiztration D.QHDW E&P-TLS

3 | Control

Select one or more of the following options:

a-l | External User . .
A | patabases Certificate SAM comparison
Fosture Certificate CM comparisan
moonf] Walidation

: Certificate Binary comparison
Metmark fccess . 3 3
Profiles EAP-TLS session timeout {minutes):

Reportzand
Activity

‘ Online
Docurnentation

j

Cisco client initial message:

[zl

= PEAP session timeout (minutes): 120
Enable Fast Reconnect:
EAP-FAST

EAP-FAST Configuration

EAP-TLS

M allow E&P-TLS

Select one ar more of the following options:
[Ocertificate SAN comparisan
[¥] Certificate CN comparisan
[Jcertificate Binary comparisan

EAP-TLS session timeout {minutes): |120

EAP-TLS TlX. Cisco Unified Wireless IP Phone 7921G |21 ' R— s SN -iEHEO @Y & —Fd A FE —
W2, 22— T FBERENTWAZ ERAMEICR RS LHY 7,

ZDa—Y T HhH T MUATEMER AT — R&fEH L. RADIUS %— X ECTHEZNCT 2 EAP # 1 7% EAP-
TLS DA D Z & ZHEE L £,

[—F
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Cisco SYsreus User Setup

| User: CP-7921G-0018BA78C222 |

I
EEE

% Shared Profile
Components

[ #sccount Disabled

Network

Configuration Supplementary User Info P

by

T hig| Sustem . A A
En i Real Mame Gillespie, Michael

ﬁ

Interface Description

Configuration

) | Adrninistration

A | External User
3@ | Databases User Setup ?

Posture i ion:
P Password Authentication:

. ACS Internal Database v
Hetwork Access)

Profiles CiscoSecure PAP (Also used for CHAP/MS-CHAP/ARAP, if the
Separate field is not checked.)

i

@ Reportsand
Activity Password ITIITTITTITITIIT L]
& | Onli
‘ D:c:.lr:entation paigcvzr:g ssssssssssneee

[ Separate (CH&P/MS-CHAP/ARAR)

F‘aSSWDrd (11111111l 11]])]
Confirm
LLId Ll l] ) 1]}
Password

When a token server is used for authentication, supplying a
separate CHAP password for a token card user allows CHAP
authentication. This is especially useful when token caching is
enabled.

Group to which the user is assigned:

Default Group hd

| [ Submit ][ Celete ][ Cancel ]

|

FEIZOWTIE, TREHEOA VA b—/b] ZZRLTIEEN,

Protected Extensible Authentication Protocol (PEAP)

Protected Extensible Authentication Protocol (PEAP) (%, ¥ — MAIOABF—iFHEAZFHAL T/ 47 bR
RET D72, 7 T4 7 v b ERFE— " OMICH 5k Z 7z SSL/TLS F o RV EREE L E 7,

WS OFBFEE MO BIIRE 5L SN D720, 22— 7 LT ooy VITEENOIRES N E T,
MS-CHAP v2 1%, BEYHR— b N TWDAIMAALDOFRGET 2 b2/ TF (GTC 1ZH AR —FINTWHEREA) .
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Cisco SrsTems :
System Configuration
Edit
@ User
Setup
ﬁ | Eroup
Setup
Shared Profil
% Coﬁ::onemsw EAP Configuration E
a Network PEAP
Configuration
M allow EAP-MSCHAPY2
=g System
@ Configuration [ sllow EAP-GTC

Global Authentication Setup

Interface [ allow Posture walidation

Configuration

4y | Adminstration [l allow E&P-TLS
1
Select one or more of the following options:

3‘-1 | External User

Databases [certificate SAN comparison
Posture [l certificate CN comparison
oonaf] bslidation

. [certificate Binary comparison
Metnork fccesy . . )
Profiles EAP-TLS session timeout {minutes): |120

i

@ | Reports and
Activity . . L
Cisco client initial message:
B | Online
‘ Documentation PEAP session timeout {minutes): 120
Enable Fast Reconnect:
EAP-FAST

EAP-FAST Configuration

EAP-TLS

[ allow EAP-TLS

Select one or more of the following options:
Certificate SAM comparison
Certificate CH comparison
Certificate Binary comparison

EAP-TLS session timeout (minutes):

PEAP (MS-CHAPv2) TlE., 2—W 7T hH 7 " MREIEY — R EITER SN TWALERH Y £97,

U U —=212(1) Tl, #EFEP— 1L, FEBHE% Cisco Unified Wireless IP Phone 7921G (121 ' AR— k45 Z & Th
AECEET,

R OWTIR, TREHEDOA VA =] 2L T EE0,

Cisco Secure Access Control System (ACS) DOFEMIZDOWTIL, IRDY 7 BB L TS E &0,
http://www.cisco.com/en/US/prod/collateral/vpndeve/ps5712/ps2086/ps7032/product data sheet09186a00800887d5.html
http://www.cisco.com/en/US/prod/collateral/netmgtsw/ps5698/ps6767/ps991 1/data sheet c78-614584.html

&) Y— F/3—F ¢ #@ RADIUS H— "Z{HH L TV 584 . PEAPvO (MS-CHAP v2) RAWNC/e > T35
ZEEMERR LT &V, PEAPVI (GTC) IV A—FSNTWHEEA,

Cisco Centralized Key Management (CCKM)

CCKM 1, HHZI I — I VI RRAT LI TR CORE CHIEI N AR EET VT,
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CCKM i1, @it * =7 n—I 7% MRS L, Sy FU— 2 ICHER SN TOZRVIERZHIR LT, #@aEho
F—F 4 F X v T EEIRICESET,

802.1x #ilElZ. CCKM ZFIHT H7DITHEIZ/R D £97,

CCKM ZfEH L7230 802.1x Tlk, B FRIENNLIEIL R D720, 10— U THFICREN AT 5 etk n &
D E£9, WPA & WPA2 Tid, —Re X —NBIMENs7-0, v—3I V IVREPELS D EENRSH D £,

CCKM Tid, F—HHPET LS, F—IEOREENED LET,

CCKM #FRHT 25 &, u—=3 U ZEEE % 400 ~ 500 2 U S 100 2 VU RMICEHECTCEET, ZOHAE. 7
IR IRA v N OBITHIE 2 22— MRS D 2 L ide < R £,

1.3(4) U U —ALLKE, Cisco Unified Wireless IP Phone 7921G I£, WPA2 (AES %7213 TKIP) . WPA (TKIP % 7=
X AES) . 3L U802.1x (WEP) #FET CCKM ¥ AR— bk LET,

EAP # A 7 & —FH K51k

EAP-FAST 802.1x. WPA. WPA2 WEP. TKIP. AES (40/64
F7-13104/128 £ )

EAP-TLS 802.1x, WPA. WPA2 WEP, TKIP, AES (40/64
F7-1%104/128 £ 1)

PEAP 802.1x. WPA. WPA2 WEP, TKIP. AES (40/64
*7-1%104/128 £ 1)

LEAP 802.1x, WPA. WPA2 WEP, TKIP. AES (40/64
F7-13104/128 £ 1)

AKM 802.1x. WPA. WPA2 WEP, TKIP. AES (40/64
F7-012104/128 B> 1)

U U —2133) BLOZNLIEITIE, WPA2 TCCKM (FH AR —F SN TWEHATLE,

WPANR—Var | BEE | PR—MER
WPA TKIP Yes
AES 1.3(4) LABE
WPA2 TKIP 1.3(4) AR
AES 1.3(4) LAB%E

EAP ¢1—H T—4R—XDEMM

RDFIT . Cisco Unified Wireless IP Phone 7921G TH AR — h X315 EAP &5 — A RXR— XA DOREZ R LET,

Cisco Unified Wireless IP Phone 7921G & A4 A K 2



) ‘ EAP-FAST PEAP
T—BR—2 FAF LEAP (7z—X EAP-TLS
. (MS-CHAPv2)
£r)

Cisco ACS Yes Yes Yes Yes
Windows SAM Yes Yes No Yes
Windows AD Yes Yes Yes Yes
LDAP No No Yes No
ODBC

) Yes Yes Yes Yes
(ACS for Windows D #~)
LEAP Proxy RADIUS #—/3 Yes Yes No Yes
TRTDO F—7 o H— No No No No

EREH

Cisco Unified Wireless IP Phone 7921G Tld, E¥EN YT V) LIEENY T U OWT LN EEIRTE £9,
FEREX > 1) (1400 mAh) D A H LS A B IT AR 150 B, @EEREREII AR K 11.5 BEf ¢,
VEIEX T U (1860 mAh) D A Z 3o BRI K 200 WEfE . S@EEERRT IR K 15.5 R T,

Ty —LUxT N— 3 1.04) LT, 77 A KA KD Cisco Client Extensions (CCX) 7'& % ARP 1%
WHEREZ VR — L TOWDEE, T4 RAREO Ny T U HEaB R ShEd,

7 7 A IRA > b3 Cisco Client Extensions (CCX) 7' % ARP fEHER 2 VR — ML T\ 55 )’ﬁ:{ . TA R
BNy 7 U FEamimftSnEzd, 72X ARP Tk, ZIE7 01— R¥ v 2 L &R T 5 72912 Delivery
Traffic Indicator Message (DTIM) DJEH Z & IZELHEIT 5 D & bl LT, Cisco Unified Wireless IP Phone 7921G %
FV RS AY =7 E— RORBICHERF CE £,

Ry T ) By h il 572 %, Cisco Unified Wireless IP Phone 7921G Ti%. Wi-Fi Multimedia (WMM) 287 2
YA RA L FOFBRETHDNE H T LT, U-APSD F 721 PS-POLL O WD EEH HXNEHEHLET,

U-APSD I WMM N7 7 A iRA > N THNZ /> TWnWDH EXIEHESNET,

JWEEMRIL. Cisco Unified Wireless IP Phone 7921G O 2 — VB EBEHET— RBTEE T 7B A RA v FOFREIDIG LT,
U-APSD. PS-POLL., 717277 47 F— RBFHAENET,

TARNWVIREE (7 27F 47 a—)Lp L) O, 7278 A2 RA L FOFEIDE U T, Cisco Unified Wireless IP
Phone 7921G I%. U-APSD % 721X PS-POLL #{fH L £,

fﬁ&@f*‘/%ﬁﬂﬁf . K20 ~ 30% DR EZ LD RENTEK 300 ~ 500 D5ERRFEY A 7V (ZEOWREEND 7
JVOARREIZFEEE) D3 ATH focmb\ Q~BETLIIRNy TV ERBT HMLERH D £97,

WOFKIZ, 80211 F— F &Ny T U Z A TOFKMAHBE DN D Rdas R H & R T A RAVRE#EZ7R L%
j‘o

802.11 E— | o —LREE BEENSNYTY RN T
2.4 GHz WER 11.5 15.5
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7A Kv 150 200

5 GHz M 11.5 15.5

7A Kv 150 200

TIHEARAL FNCCX YR —F L TWRWEAEZIE T ey ARP DA > TWRWEE, 74 K
JVIED Ny 7 1) BT K 50 % FH< 70 £9°, FECOWTIE, T2 ARP ORTE] 22 L T EE
U,

Jakal

Unscheduled Auto Power Save Delivery (U-APSD)

Cisco Unified Wireless IP Phone 7921G I%. Wi-Fi Multimedia (WMM) 237 7t A iIRA > FNDOERE TEMNI/->TC
¥V . Cisco Unified Wireless IP Phone 7921G @ =t — /L4 & /16— K U-APSD/PS-POLL IZFRE STV A 561,
U-APSD (Unscheduled Auto Power Save Delivery) i L CEREBZITVET,

U-APSD (X, Ny 7 UFHmaiEib L, FHA— —~y REZHIET D DICHKLH £,
WIZ. U-APSD fE DR v b o —A o 2w LET,

DATA DATA DATA
ACK  (more=1)(more=0) ACK (more=0)

" — N N 0,
i i i I

Client et Trigger Frame ACK ACK 2z Trigger Frame ACK 2l
+ data + data 2
Client Full Power Client Full Power @

4==p EDCA Delay

Power Save Poll (PS-POLL)

WMM NEEHIZ STV DA (U-APSD R — RE%)) 7213 U-APSD 7R — b3 7 7B A KA > K fﬂ
ARETIX A2V AT, Cisco Unified Wireless IP Phone 7921G @ =1 —/L44&E /76— K7 U-APSD/PS-POLL 23R E &
AL T3 & | Cisco Unified Wireless IP Phone 7921G 1%, PS-POLL Zf#f L CERE L ITVE T,

RIZ, PS-POLLfEHEFD /N b v—r v AR LET,

Beacon o _ __ _ __ _____ _______________ i Beacon
with TIM ™~ DTM:Retiod  with TIM

DATA DATA
AP ACK (more=1) ACK (more=0) ACK
' 'UH‘”‘ | ’Uﬂ: ) :Uﬂ
PS-Poll ACK PS-Poll ACK PS-Poll
Client Full Power

Client  Sleep Sleep

153867

<==> Access Delay
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79747 E—F

[ & /)= — K (Call Power Save Mode) |28 [728 L (None) | IZEHEINTWDHEGA, ErsILT 77+ 7 E—FR
EEMAL, EHOHMIITONETA, LERST, Ny T UHFEMIELL 2D ET,

Delivery Traffic Indicator Message (DTIM)

DTIM iz K& <F52LTH, NyT VHFEMELEITT Z LN TEEY, Cisco Unified Wireless IP Phone
TN1G 1L, 2=F ¥ A s Xy b, Jua—KXxx A Xy b, BIXOALFXFY A Xy b aeFzvrT
HEEBBEE A 2= 735702, DTIM B Z2#FEA L E9,

7'u ¥ ARP XA %72 854 . Cisco Unified Wireless IP Phone 7921G 1% DTIM BT A MLENH Y FH A,

BNy T UV HMmE R T —~ A 2557912, DTIM JE# A 2] (12, E—a &84 (100 ms) [CRE
THZEEMELEL T,

DTIM I, RNy T UV HFMENLTFY AR RT3 —< ADM T — A 7OBERIZZE > TOET,
TIBARA L MZEEBNRID T 74T > bEEMT LN TWEEE, 7r—RSXy AN N TF77 4007 &
YNAFXY AL T T 47, DTIMBENZR 5 ECXa—A 7 E3NET, LER->T, ZThbD Ty
el o447 M ENETELIBBITOENANDNEIDTIMIC L > THRESNET, v VLFXH¥ A KT r—
va AT LA, L0EW DTIM B A4 X £,

JA¥LALAN TEHEO~ILF ¥ A N A M) — AR ETH5A1E. DTIM BA#iZ2 1) ITRETH
ZEHRHELEL E T,

AxXvy E—F

Cisco Unified Wireless IP Phone 7921G (ZXETX D A% v o E— NZ3FE ((HHE (Auto) ]. [Hf
(Continuous) ], [~>Z /L AP (Single AP) ]) & ¥ . Cisco Unified Communications Manager CaX & C& £,

VAL RO —I ST AELENS DR TEEDOT 78 2 KA v b EREHAT5541%, [HE) (Auto) ]
(F 74/ ) £ [E#E (Continuous) | AF ¥ F— RZAITHILENRH Y £+ (EEOT 7 &2 KA
v N IFAET BEAIL, [V 7V AP (Single AP) | A% v v T— FEHEHALARNTLLZEY) |

[H#E) (Auto) | AF¥ ¥ E—RNIET 74NV DAF Y E—RT, V—AL R —I U JE2RBIELANLT
A RABED R o7 V) Fm & el L E 9,

[HE) (Auto) ] AF ¥ T— FRHAYOWKRETT 77 47 23—/ %479 & Cisco Unified Wireless IP Phone
721G I THFENC AT v EITWVET, 74 RV (T 277 47 a—/LTiEey) ORET[ES (Auto) ] A
X v E— RWAER2YA . Cisco Unified Wireless IP Phone 7921G 1%, BfEEFH SN TCWD T 7 A KA v b
L TAF Y DO LEWENES T 2HEOAAF v 2R LET,

[H% (Continuous) ] A+ > F— Rit, B— I V7 MHEICRATAEEE, £/ S0kl (B2 &)
PAEAET D BB CHERR S L E T,

[Hf: (Continuous) ] A¥ ¥ ¥ E— KiZ, (DO N T v XL FIBEITHI L TXET,

[#%: (Continuous) ] AF¥ + v F— RTlE, BUEO I —/LIREE (74 KA EiEa—L) RBEOT 72 K
A > hDEF L~ (RSSD (TR A% v U 2MTHOIEd, [k (Continuous) ] A% v E— Faflif
THL BB (Auto) ] AF ¥ T— FEMALZGELHRL T, 74 RARONy 7 UHEGRLDET L
£7,

TIRARAL M 1 ORHHERTA5EAIE. Ax v U E2ERL. Ny T U EaERELT 572D, Cisco
Unified Wireless IP Phone 7921G C [+ > 7 /L AP (Single AP) ]E— R&ER L 7,
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Quality of Service (QoS)

Quality of Service (Z XV, Fa—A T TERIN T 74 v 7 ICEWTITAFTV T 4 25252 LI TEET,
BRI 74y 7 BEOa— N b7 7 1y 7 FICHEY 2% 2 —A V72 ANT B ROTA KT A
NS TLTEE Y,

o TIUEBANRAL N ETWMMBEMIR>TNDZ EEfERLET,

o TIUVEBAKRNAUVINETEFR NI 74w ba— il NT 74 v 72T 744 VT 4% 5%25 QoS K
U—%E L £,

AL RA)) DSCP 802.1p | WMM UP R— MG
AT

= EF (46) 5 6 UDP 16384 ~ 32767

=t — L CS3 (24) |3 4 TCP 2000

o HEAT Y MBIy B BEER QoS v —F L/ &L, o h =z LF L
QoS ¥ —F U T HERAL TWRNT L 2R LET,

e Cisco Unified Wireless LAN Controller 77 / 2V — %2 HT 25813 E S YA YLV ALANIZ [ 7T
(Platinum) ]QoS 7'B 7 7 A /L ZBIRN L, 802.1p ¥ 7IZiX 6 5 E LET,

e Cisco IOS A A w F I T Differentiated Services Code Point (DSCP) OfR#%xHhz L E4,

Cisco Unified Wireless IP Phone 7921G 33 & O} Cisco Unified Communications Manager Cffi ] X412 TCP 7" — |k &
UDP 7" — F OFEIZ DUV TIE, kD URL (28 5 [Cisco Unified Communications Manager TCP and UDP Port
Usage] #ZM L T 7230,

http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/port/8 6 1/portlist861.html

Cisco Unified Communications Manager T® QoS MDEXE

SCCP DSCP fiiZ. Cisco Unified Communications Manager DT> % — 75 A X /)XT A —H CTREINF T, Cisco
Unified Communications Manager Tl%, [T ¥ —7 7 A X /X7 A — 23 7E (Enterprise Parameters Configuration) ]
N=VNORENTND L DI, T/, AW SCCP /37y bD DSCP ~—F 7 & ET HDIZ, 7 7 4/ M
D CS3 MEM SN ET,
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— Enterprise Parameters Configuration
Parameter Name Parameter Value
Cluster 1D * StandAloneCluster
Synchronization Between Auto Device Profile and Phone Configuration * | True -é]
Max Mumber of Device Level Trace * 12
DSCP for Phone-based Services * |_default DSCP (000000) -¢!
DSCP for Phone Configuration * |_CS3(precedence 3) DSCP (011000) ﬂ
DSCP for Cisco CallManager to Device Interface * | €S3(precedence 3) DSCP (011000) ¥ é]
Connection Monitor Duration * 120
Auto Registration Phone Protocol * | sccp )
BLF For Call Lists * | Disabled Is ]
Advertise G.722 Codec * |_Enabled B
Phone Personalization * | Disabled [ ]
Services Provisioning * | Internal 3]
Feature Control Policy | < None > -ﬂ

Y bT—U D QoS KR O—DERE

WDFy NI —27 TRAAZK LT QoS R v —LREEMRLET,

Cisco X1 v F /R— FDE&E

Cisco Unified Wireless LAN Controller, 2 afl7 7 A RA LV FDODAAL vF FA—r, BIWMEEOT vV v
J A v T R—bEERELET,

{E%E COS |Z%F L T Cisco Unified Wireless LAN Controller ##%7E L £,

Cisco Unified Wireless LAN Controller D A A~ F 5% E DB 2RI L E T,

mls qos

!

interface X

mls qos trust cos

RARADT I EBARAL L NDAAL v F R—F T vV 27 R— N2EHEDSCP Iz L THRELET,
TIBARA LY NOAAL v TFREOHNZIRI LET,

mls qos

!

interface X

mls qos trust dscp

() Cisco Unified Wireless LAN Controller % i 3" 23415, DSCP OIEFEIKAEA 43570, & L <IiE, QoS
T—F U RELLREIND LT, VAVLRA Ry FBABRTHTXTOAL X —T7 A AT, Cisco
Unified Wireless LAN Controller | & » T &% UDP 5 —# 7R— kb (CAPWAP = 5246 1 L1 5247) %1548
WRAEEIZ LET,
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CiscolOS 79X RA > FDEBE

CiscolOS 77 & A2 RA > b (AP) LET&R®D QoS AV v —%HHL T, CoS (UP) ~ vt 7IZxf9 % DSCP
EHMILET, TIUTEYD, ELL—F 0 TEINTWBRY, XFry M7 78R KRAL b L)L TRAE
ShisxcEFxa2—ICANLIET,

class-map match-all Voice
match ip dscp ef
class-map match-all CallControl
match ip dscp cs3
!
policy-map 792x
class Voice
set cos 6
class CallControl
set cos 4
!
interface dotl 1radioX
service-policy input 792x
service-policy output 792x

Wired IP Phone DR A v F R"— FDERE

AHRD Cisco IP Phone D A A - 7R— k % Cisco phone [SHEIRREIZ L £ 7,
A FEEOH IR LET,

mls qos

!

Interface X

mls qos trust device cisco-phone
mls qos trust dscp

EENATY N X TF 0P

WD b Fy TF v, HEHR T Cisco Unified Wireless IP Phone 7921G 56123255 S/ 72347~ 5 DSCP
=EFBIQRUP=6¢~—F 7 INTWVHILERLTWNET,
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T' Packet Number=1}Flags=0x00000000}5tatus=0x00000000fPacket Length=238fTinestanp=14:13:12. 9
=7 802.11 MAC Header

@ Version: [

@ Type: £10 Data

@ Subtype: $1000 005 Data
=Y Frame Contrel Flags: 300001010
@ [ T Non-strict order
=] sde. o, Non-Protected Frame
] el ... No More Data
@ Power Management - active mode
@ .. This is & RBe-Transmission
@ .. Last or Unfragmented Frame
] wers ool EXLt from the Distribution System
@ .. 0 Not to the Distribution System
@ Duration: 44 Microseconds
H Destination: 00:13:E0:A0:C5:87 79256
H BSSID: 00:1B: 53:FF: 4F:EF AP
H§ Source: 00:16:9C:35:6C: 40
@ Seq Humber: 203
Ty
=-4 @05 Control Field: %0000000000000110
® AP PS5 Bufier State: 0
® LS A-MSDU: Not Present
@ .. 00, ... Ack: Normal Acknowledge
@ e 0.... EOSP: HNot End of Triggered Service Period
® X¥... Reserved
® 110 UP: & - Voice
[ 802.2: D=0xAk SNAP S=0xhk& SNAP C=0x03 Unnuabered Inforsdtion
-y IF Teader - Internet Protocol Datagram
@ Version: 4
v e T ™
=Y Differentiated Services:%10111000
@ 1011 i0.. Expedited Forvarding
® 00 Not-ECT
S.Total Lencih. 0
@ Identifier: 49262
%~ Fragmentation Flags=%000
@ Fragment Dffset: 0 (0 bytes)
@ Time To Live: 63
@ Protocol: 17 wor
@ Header Checksum: 0x569E
g Source TP Rddress: 150.1.1.11
g Dest. IP Address: 192,1.12.83
7 upp: Src=159444 Dst=21424
T RIE: Version=2Z Extension=0 CSRC Count=0 Marker=0 Payload Type=0 (¥ Sequence=5405Z Time Stamp=513006491 Sync Src ID=1700962776

Y~ 6.711 Payload (PCMR/PCHMU) Ho. Of Data Blocks=20 Audio Data Blockfl:0xEB7SFDF3757B6F6C Rudio Data Blockd2: Ox6CECDCDCDEESFLEF Audio Data Blockf3:0x7CFAFSFD7AECESES Rud
Y Fes: FCS=0x3178AD5F Calculated

O—J)L 7 KRSy g Ui

TIEARA P ETERLEREOaT—L T FIyva VHEEENT H0ERDHY 7,
e =—/L 7 K3 v a Vifilffl/Wi-Fi MultiMedia Traffic Specification (TSPEC) ZHZhZ L £ 7,
o HERELMIT74vZMTEIV U TONDSRARFHHEEZRELET (T741F=75%)
o UIAT IO = ITHIITRESNIHHREZRELET (T 74 F=6%) .

a—L 7 R v g Uil (CAC) WERhe & X ICEFBCTHA SN 5K/ PHY L— FERETE £7,

o TIURANRNALNETHEAMNERT—X L—1rD2bED 1 22FMMILET (T 74/ FOKEIT 12
Mbps) o

e Cisco 7 7EARA L FTIES55, 6, 11, 12, F7213 24 Mbps D/ PHY L— F LMEH TEX 220D T,
BT nbDI LD 1 S EEFEICLET,

13(3) U U — LI, Cisco Unified Wireless IP Phone 7921G X, TSPEC (ZffH &5 /N PHY L — k& HE) %

IFvxE—hLET, 774N FTEH, B—DMIRESNIZR/NPHY L— K (12 Mbps 72 &) BRI I L
F9, EOT—H L— IR T I7EBARA L b ECTHEDTROVNGEIE, 727 8A KA b ETRIZEWNAEZNZR
T—% L— EBRRENET, BRENT —F L— EBFELRWESIE, RITERWT —% L— F 23R/
PHY L— h & LCTRENET,

1.33) £ 9 D U U —ATiL, Cisco Unified Wireless IP Phone 7921G 1%, & — 4 /VZFRE S 7§09 78 /N
PHY L' — F&fHLET, ZOL—MI. 778 RA KA b THENNTD2HLERNH Y £,

L3Q)UBED U U —R &AL, 12Mbps 237 7 £ A KA hifﬁfjfm\,ﬁm CKICE WS T — &
— T 24 Mbps 1272 5 BN H Y 77, 7= & 21X, 12 Mbps 2 HEHIZ 18 Mbps AN D &, i
BT, WICE WL —RE LT I18Mbps 2k LE4 28, Kk L £, fmrr‘;% X, Cisco 7 7 A RAL L T, *

@ CAC /N PHY L— E 3 W AR — F T RWd T,
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)78/ PHY L— Mi&, 24 Mbps A LT —% L— F 2 BRAERNCEND, LVEWF v/ v T 4 20 L
TLHRBICEILLE T, ZOmF v T 4 BEZREDOSS. VU —A 1.3(3) Tl, BEaffkoxk/PHY L —
23 12 Mbps IZEFEOICRRE SN T2 E LTH, &/ PHY L— hid 24 Mbps (ICHEIRICIHFR SN E T, 1.303) &
DHEIOY U —ATIE, ZORBBREICK LT CAC NIEFITHIET 272012, &/ PHY L— MIFETT

7 F IV kD 12 Mbps 75 24 Mbps (ICEF T HME R H Y 97,

802.11b AP M SN A LA, b EVMEHAEEZRT —4 L — NI 11 Mbps (2725728, 12 Mbps % /s PHY
L—hELTHEHATEETA, ZD802.11b (11 Mbps) ERFEDOHE. U VU —X 1.3(3) Tk, B/
PHY L — F2% 12 Mbps IZEFIICERE SN T2 LT, /M PHY L— i 11 Mbps (ZHEIIZTEE SV E T,
1.33) LV HATO Y UV —RATiX, ZOREBHKEICIK LT CAC WIEFIZHIET 572012, /N PHY L — MNIFH)
TT 7 4/L @D 12 Mbps 75 11 Mbps IZEBE SN DHMERDH Y £,

Cisco Autonomous Access Point FTlE. AffX—AD CAC F7-1FHEHA M) —LFVR—FrENFEFA, LT-
H 2T, Cisco Autonomous Access Point " CCAC Z BT 52 LTI N EFH A,

Cisco Autonomous Access Point = C CAC ZHZNZ T 5 &, SRTP a2 — L EE VA a2 — /WKL 7,

Pre-Call 7 F2 v 3 UFlf

a—)L 7 R v g UM (TSPEC) N7 7B A iRA v b ETHEZI24E . Cisco Unified Wireless IP Phone
7921G %, Add Traffic Stream (ADDTS) Z#7 7B A RA  MIEEL T, a— 2 RELHITZET LD
B A2 Bk U E T,

AP 78 ADDTS fkEh A v B— %2 %(E34 5 & | Cisco Unified Wireless IP Phone 7921G 132 — /L &N LU E 9,

T IR ARA L bR a—/L A& L, Cisco Unified Wireless IP Phone 7921G D — I U J R L 0B 7 72 A R
A ¥ NOMIICAFEIE L P i, BRI TRy U —2Z AP —T7 (Network Busy) | & FERSNET,
AUNTY R a—= S LT Ry v a VRMER ST, 3 — L& 5 72 DIC L EARHIRIES T2 L
TWAZEAEVE— | =2 RIZEHEIT 5 Cisco Unified Wireless IP Phone 7921G 6D A v —I 0 73H 0 £
Hh, TDOFH, VE—F 2—FRNZFOa—LEEIETHET, I—ARNERI BT DAREERH Y 7,

Cisco Unified
Communications
Manager

VolP
Call Setup

A

O—S29 7RSSy a i

#aGH, Cisco Unified Wireless IP Phone 7921G (%, BEDT 7 & A KA > h EFIHFREZ2T_XTCOT 7 A K
A > K ® Received Signal Strength Indicator (RSSI) & Packet Error Rate (PER) OfEZHIEL T, v—= > 72
THREEITVET,

T VRN EN TN TEDT 7B A RA > FTa—/L 7 K v a Uil (TSPEC) BANIZ/ > Tz
& . Cisco Unified Wireless IP Phone 7921G (7 — X > Z'HfZ ADDTS ERZH LWT 7B A KAV MTEEL E
T, ZhiE, BT VY=g VERT L—AIHOIAENE T,
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@—

© RTP =

..'IIIIIIIIIIIIIIIIIIII* ] o .
y (921G Roaming) y

Traffic Classification (TCLAS)

Traffic Classification (TCLAS) 1%, 727 A &RA b TEFNF v bEHEIZE LS SETIDIEN B ET,

ELLSMEENZTE, BF 37 v MiE, 22 TSPEC & QoS D HIJIZZ bW b DL/ b XA h =
7 F— %kbf@@éniﬁo

TCP 3 X OV UDP A~ — MME#HZ L T, User Priority (UP) fEA3G%E S E T,

INETONEFTEZ, X2y NU—I 2K TDSCPENMEESIND Z L AZFHRICLTWET, ZOFHETIE
DSCP fEDN B EDF =— (BE. BK, VI, VO) I~ v b7 ENET,

L7222, DSCPEDOIREIT X2 T 4 VAT ERGREINDZZENHH2D, #IZDSCPENR#EIND LIT
R E¥ A,

TCLAS . Cisco Unified Wireless LAN Controller ® Y V — 2 5.1.151.0 LIfETH R — F IR TV ET,

TRTCOF—HF X4y FTHEU UDP A— b (LWAPP = 12222 F£7-1% CAPWAP =5246) MEHA S, 727 k&
RA L B TIEHAED QoS ~—F 7 HHH LTy 2 ANDLDF 2 —NRESINLDT, R— K X—2Z2D
QoS RV v —ffi i Ay <7,

TCLAS O%;f. DSCP ORGEIIMNESFMFETIEH Y £H A,

TCLAS ZHNZT 572012, 2—/ 7 K v a Viilfl (TSPEC) 27 7k A HRA > N ETHMNZT HHE
NHY £,

TCLAS %, ADDTS /X7 v FNTHxIv=—rENET, 2Oy bEFEH LT, 2=V 2REF13%E
T D72 OHINE 2 ER L E T,

A—=s>4y

CCKM (%, I Cn — X VM RETH TR TCORE CHEIN AR EETT L TT,
802.1x #ilElX, CCKM ZFIHT D7 OITHEIZR D £97,

CCKM ZHH L72v) 802.1x Tlt. BB HBIENMLIEIZ /257D, v — I TRHICEBENFEAET 2 eEN H
D E£9, WPA & WPA2 Tlt, —HfRF—NEBINSNE720, u—I U RN EL 2D /R H Y £,

CCKM #F|H4 25 &, v—3 7/ % 400 ~ 500 = UMD 100 2 Y RARSICEFECEEd, Z0FE. 7
A RA v FEOBITHR 2 22— MEET D Z L3 R0 £,

1.3(4) U U —ALIKE. Cisco Unified Wireless IP Phone 7921G %, WPA2 (AES £7-1% TKIP) . WPA (TKIP F7=
X AES) . BXU802.1x (WEP) #RFET CCKM Z#AR—F LI,
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PR n—=3 v R
WPA/WPA2 Personal 150 X U

WPA/WPA?2 Enterprise 300 U

CCKM 100 X Y FboRTH

142) VU —ATiL, B2 vV ERRE, RLBEEOZWERE Ty — AL AREEHOe —I U 7 295
72, AXxy =7 A= ALPPRRESIVTVWET,

Cisco Unified Wireless IP Phone 721G (ZAF ¥ A X héma—I 7 A X &P L £9, Cisco Unified
Wireless LAN Controller 27 74 7>k B—3 7 NT A= |3fEH I EH A,

o—I 7, OWTNROOBEBE TR V—SnET,

e RSSIZE4y

o RTxHEE (TZ7EBAKRAL D 80211 #EZRINEZ%2(E LT 72
o RV —z

o I—/)L T RI v a il

K¥om—I 7%, BAED RSSIITHE S MARSSI E ozl LicZ sk Tr—I RN M) H—Sh
TWAMENHLYET, Uk, >—2aL 2k —I 7 (BFOFWR L) NESHLET,

THIL 2 e — 70, ke L7z 80211 #ERRILE (IR Tx BEE) FIET7 7 BA RA Y b E—=a
VINRBE LT LI AT R A= NTWET,

— LV AMpu—3 U EERT S8, Cisco Unified Wireless IP Phone 7921G 1. D 7e< ¢ b 3BT 7 &2
KAV MIT Y= TAMENHY £, £ TRWEA, X7y MEE (K txBIOFEEEE-IT

E—a U E DRI ORAFICESNTr— I U NRET L AREMENH D £,

BTEDIE 52358V RSSI O L X VMEZ 72 L TWAD A, RSSIICE S a—I U 3B E LW ERH Y &
7,

(FE) Axy=r7BIX0e—I U ZITEFHARICL > TMBICEF I D DT, Cisco Unified Wireless LAN
Phone 7921G iZ. Cisco Unified Wireless LAN Controller D7 5 A4 7> h a—I 7 7 3D RF/XNT A —H
PHEALEE A,

wEEOoO—=s >4

JEBRIZ Ko Tk, ENOMEREEESEE (SGHz 72 &) LRI ALy Dol AR 24GHz 78 L) 2
BRDEENHY 9, ZO%A, BEINDJEEEHIEICS U CERE L Auto-a £ 7213 Auto-b/g £ — FIZFK
ELET,

Auto-a E— RN & Auto-b/g T — R TIX, —HOBEEREN S 5> —HOREERE L bELESET, ERA
VB, Cisco Unified Wireless IP Phone 7921G 1%, 9XTD 24 GHz Fv %*/V¢& 5GHz F ¥ XV 2 Ax v LT-14.
AR CHIVUREL AR ZFEH L CTREBE AR Y NT—7 DT 78R KA v M ERAET, EBIELHE
BB 2 T & 72546, Cisco Unified Wireless IP Phone 7921G 1X. A HE T & AUIXE SENENLL DAL JE B B0
WO ERAE T, BIEENELEREERO DN COMMIRBEIT D L. F OB CELEIAR DKV E
BHEIRD(E 5 2 FIH TE X, Cisco Unified Wireless IP Phone 7921G 1% D& JEIANL DR & 55k & o2
T =

1.3(4) U U —ALIREIT, J@EERF £ 72137 PR (DEfE (Continuous) | A% v 7 E— FRIHARDHE) 125
GHz & 2.4 GHz Ol )5 D JE R EF N FRFIZ A v SND LI IR -TD T, TNHOHIERE DO — AL L A
pEE e — I IR AR— SR TWET,
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Cisco Unified Wireless IP Phone 7921G 73 5 AR R 800~ B B SENEAL AR W R B 2 — 2 o 74 5 121%
(Auto-a E— RIZERESNTWDLEEIL24GHz I — U 7T 585670 E) | BEABEEIROTXTOT 7
TR RA S OESEISEEEERIROE S LEVE L Y AR BRI DRV E R oW oo 7
JRARA IR, v—=I T HORSSIES LEWVEZMIZ L TV DRENRH Y 9, BRI R
HI2iE, A b 12907 78 A RA VM CTREMELEREFIROES L EWVEICHEG T 212885
VN £77,

1.3(4) U U —Z X Y {{iD Cisco Unified Wireless IP Phone 7921G X, Auto 802.11 =— R (Auto-a, Auto-b/g,
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BaO—MIB5EICEES D0, FHOMOEMIIEEICSSND ., TORIIEICEEL T, TORMRK,
—HDIE G TITELENFAEL, 5ieETORKNIRSRDIDOT, FBEZFAVLF—BHEEILET,

RRDWEEMAEDEDL L, BERNBEL, FBLOENTNLOICZEHROT 2 — FERICEEL 7,
TAFRAE, KA (BB T AR E) OFETLRETRETLHENRHY £, ZO XD RSmHIC

(=N

Rl

TIBARAL FERD AT 2NTEE 0,

T, WA TFRZAOEEL R LUET,

7 — 2 fkiH
CATFRADPHEFITI LN DIZ, BE SN REZERIRETERWEARICEELET,
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IERROPALS]
K LTZREN, AL VEFEDL L) EMHANRTNTREEL, A VEFEREEICH BT L O REEIT3
ALFET,

B EIREDH K
B SNTZIIER, AL MGG NN L TREL, A VEFLEERVEG TETRELZIRKSED
BEICBELET,

B EIRE DR
Kt ENT-ERD, HDHRBREAA MEFETNIAFIZRIEEL, ZD7D A A AE5DEFIEREN DT 5
LA ELET,

Ceiling
P1
TX RX
P2 J
5 I
Obstruction
Floor

802.11a 35 L 1N 802.11g THEH S 4L 5 B A S By EIZH (OFDM) i+ 5 2 & T, |~/ F /R RABREICA
HNDBENE S DG ERH D £7,

E~ VTR ABREE T 802.11b 2T 54, Tnbox ) TIIEWT —# L— b 2R L TLEE (1
Mbps <° 2 Mbps 72 &)

ZOXIRBEICIE, FANR=YT 4 TUoTTRRLESDZERHY £,

4 FREY—IIZK HHEE

RIS EBOY =N T TV r—asid, Ay Y, WWH, BEOREOHRRICHATE £,

e Unified Wireless LAN & 2 ] ™ Cisco Prime Network Control System (NCS)

http://www.cisco.com/en/US/prod/collateral/wireless/ps5755/ps11682/ps11686/ps11688/data_sheet c78-
650051 .html

e Unified Wireless LAN & # F ™ Cisco Wireless Control System (WCS)

http://www.cisco.com/en/US/prod/collateral/wireless/ps5755/ps6301/ps6305/product_data sheet0900aecd802570d
0.html

o URAIHMELGEIT A ¥ L A LAN EHLH D Cisco Wireless LAN Solution Engine (WLSE)

http://www.cisco.com/en/US/prod/collateral/netmgtsw/ps6380/ps6563/ps3915/ps6839/product _data sheet0900aec
d80410b92.html

e Cisco Spectrum Expert
http://www.cisco.com/en/US/prod/collateral/wireless/ps9391/ps9393/product data sheet0900aecd807033¢3.html
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http://www.cisco.com/en/US/prod/collateral/wireless/ps5755/ps11682/ps11686/ps11688/data_sheet_c78-650051.html
http://www.cisco.com/en/US/prod/collateral/wireless/ps5755/ps6301/ps6305/product_data_sheet0900aecd802570d0.html
http://www.cisco.com/en/US/prod/collateral/wireless/ps5755/ps6301/ps6305/product_data_sheet0900aecd802570d0.html
http://www.cisco.com/en/US/prod/collateral/netmgtsw/ps6380/ps6563/ps3915/ps6839/product_data_sheet0900aecd80410b92.html
http://www.cisco.com/en/US/prod/collateral/netmgtsw/ps6380/ps6563/ps3915/ps6839/product_data_sheet0900aecd80410b92.html
http://www.cisco.com/en/US/prod/collateral/wireless/ps9391/ps9393/product_data_sheet0900aecd807033c3.html

e Cisco Unified Operations Manager
http://www.cisco.com/en/US/prod/collateral/netmgtsw/ps6491/ps6705/ps6535/data sheet ¢78-636705.html

e AirMagnet (Survey, WiFi Analyzer, VoFi Analyzer, Spectrum Analyzer)
http://www.airmagnet.com

e Cisco Unified Wireless IP Phone 7921G
http://www.cisco.com/en/US/prod/collateral/voicesw/ps6788/phones/ps379/product_bulletin0900aecd805{315.html

Cisco 7921G M:EEY X +

Cisco Unified Wireless IP Phone 7921G Ti%, [(I#:VU A kb (Neighbor List) | A =2 —Z i L TH L > V&
MTEET,

Cisco Unified Wireless IP Phone 7921G Dif# ) A b A == —(Z7 7B AF HIZ1%, [Settings (FXE) ]> [Status
(A7 —2%# A) ]>[Neighbor List GIr#zY X 1) ] DNAIZEIR L £,

B L CWDT 78R RA > ME, ROTHEFAERINET,
T 74/ FO[HE) (Auto) | AF v E— FRAROIRETIZ, 74 F/VIREE (GEFERLISL) @ Cisco Unified

Wireless IP Phone 7921G 1., BEDRE SR H D —ED LEVVMEE T IR oT=HEE T ARy 750 T, U A b
WX 1 ODOT7 78R RA L B LNERISNZRWAREMENH D £97,

[HE) (Auto) | AF¥ v T— RFORETEEY A D A=a2—|{ZT_XTOT 7 BARA L FEFERTHITIL,
Cisco Unified Wireless IP Phone 7921G 2256 2 — /L& RE L E T, Z0HA, [HE (Auto) | AF¥ ¥ > E— KT
I—NANT I T4 7 ThHLIEIE. T Ay UM T ET,
[ (Continuous) ] A3 % > E— FTl&, Cisco Unified Wireless IP Phone 7921G ¥, =1—/L4kHE (74 R
TIXEEER) RBEDOT 7B A RA v FOEHL~UL (RSSD) IZERARL WICAF ¥ LET,
1.42) U U —ATiE, Auto-RSSI, 802.11a £721% 802.11b/g E— RZMH L TV AHHA. A —Fkx bIEVVE
FHRLIFBVMEEDIETY 2 MIEREINFE T, Auto-a £721F Auto-b/g E— REHH L TW DA, *A
N—IRDNEFTEREINET,

e 67 dBm RSSI LA FOESEHHE D R A 8 —

e 67 dBm RSSI LA DI EE AT NEIR D R A 23—

e -67 dBm RSSI AJifi DB SEAHIHD R A 73—

e 67 dBm RSSI Afiiii D8 S FE AME VI D % A 73—

Qi 23675
~# $ID: voice
Ch. APName  RsSl CU

iy
3

- S

BSSID: 00:1b:53:F:4f.ee

RSSI:-67

Meighbor List

Select ctannel -
Back
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http://www.cisco.com/en/US/prod/collateral/netmgtsw/ps6491/ps6705/ps6535/data_sheet_c78-636705.html
http://www.airmagnet.com/
http://www.cisco.com/en/US/prod/collateral/voicesw/ps6788/phones/ps379/product_bulletin0900aecd805f315.html

Cisco 7921G MY A FRE

U U—2Z 1.1(1) LAK&, Cisco Unified Wireless IP Phone 7921G 21XV A FAET 7'V r—v a U RE#HINLTEY .,
FT7T7A4 L T— R CTREFHHDFR Y NT—27 7077 A /VIETDHET 7R RS FOBEREIEL, 77V
r—3 g VO THRICHIML LAR— R 2 AT £,

YA NHET 7V r—a T 7B AT HICIE, [RE (Settings) 1> [A7—4# A (Status) 1> [¥ 4 FFi#E
(Site Survey) ] DIEICBEENL £9,

HTML LR — F &R/~ 3 5 I21%, Cisco Unified Wireless IP Phone 7921G @ Web ~X— 6 [ AT A
(System) |>[¥A LA (Site Survey) | DNAIZIEIR L E 9,

ZOFEBREFMMALT, TZ7E8A RS FORELE DALy VEFEHRTE LT,
XA N—= T =T ML, ZFDOT IV ERARAL L SDRXAN=THLHT 78X RA L EHFINATE RS, BITIC
RLMUVMEENEREINET, 727 8A KA FORSSI B KRIC/RS T O N~ T —V L ZDT 7

A RA U MR LI ZORSSIFIFANRERINE T, 727 8AFA 2 ML, FIZERENDLGT 7 A
BA Y FOIERNC A — Y 7 SHET,
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T

cisco CP7921G Site Survey Report SSID:baker

Meighbor Table | sjc32-11a-ap® | sje32-11a-ap11 | sjc32-11a-api0 | sjcd2-11a-ap12 | sjc32-11a-api

sjc32-11a-apd | 85% -46/-45 100% -575-57

AP:

gjcd2-11a-apd

MAC:

CATD:4F53:2C:DF

Observation Count:

Channel - Frequency:

7

157 - 5785000hz

Country:

us

Beacon Interval:

102

DTIM Period:

2

R551 Range [Lo Hi):

[-45 -45]

B55 Lost Count:

0

Channel Utilization:

14

Station Count:
Available Admission Capacity:

Basic Rates:

15

22365
12

Optional Rates:

16 24 36 48 54

Multicast Cipher:

CCMP

Unicast Ciphers:

WPAZ_CCMP

AKM:

WPAZ 13 WPAZ CCEM

Proxy ARP supported:

Rl

WMM Supported:
CCX Version Mumber:

CCX Power Maximum in dBm:

Rl

U-APSD Supported:

Yes

Best Effort AC(0)

Admissien Control Required:

Mo

AIFSN ECWMin

ECWMax TXOpLimit

12 ]

Background AC(1)

Admission Control Required:

Mo

AIFSMN ECWMin
12 ]

Video AG{2)

ECWMax TXOpLimit

Admission Control Required:

Mo

AIFSN ECWMin

ECWMax TXOpLimit

3

(=]

L]
=]

Voice AC(3)

Admission Control Required:

Was

AIFSM ECWMin

ECWMax TXOpLimit

2 2

Channels |36 (40 44 |48 (52|56 |60 (64| 100104 (108112

116|132 | 136 140 [ 149153 [157 | 161 | 165

Power| 17 |17 (17 (17|24 |24 (24 24| 24 | 24 | 24 | 24

24 | 24 | 24 |24 | 30 | 30 |30 |30 |30

Cisco Unified Wireless IP Phone 7921G & A4 A K

46



Cisco Unified Communications Manager M &% E

Cisco Unified Communications Manager (21, & F & E7280, IR, 3L O0Ex =2 U 7 B E#Hisn T
WET,

r Phone Type

Product Type: Cisco 7921
Device Protocol: SCCP

r Device Information

|§ Device is trusted
MAC Address*

Description

Device Pool* -- Not Selected --
Common Device Configuration < MNone >

Phone Button Template® -- Not Selected --

BERE2Y TUoTL—b
Cisco Unified Wireless IP Phone 7921G 1%, 6 [EfZ U HR—FLFET, T 74NV DOEBEERF L 77 L — ML,
2ODEREE 4 SDOEMEL A YLDV R—FNEGEERLTWVET,

SENFRBRICHT AT a v E LT, WAZLADBERZ L T 7 L— MefERRTx £, 1ERkL
-7 7L — M, TR AFELTIIN—T L THEATE £,

— Phone Button Template Information
Button Template Mame * |Cisu:u:| 702103
— Button Information
Button Feature
1 Ling **
2 Line v
5 SEeed Dial
4 F‘riva_u:yr
Service URL
5 Speed Dial BLF
Call Park BLF
& Intercom
Mability
Do Mot Disturb —
Mone

— | Save Delete | [Copy | [ Reset [ | Add New |

YVIrX—TFoTL—F

BEINHEEE~DT 7B A5 52 547 a0, MEE~DOT7 78 AE2HBTHL T ar2H LT, DAX A
DYT7 "N — T — MNEERRTXET,
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V7 hR—i%, BIEOWRE (AT v, Bk, (RE. FFOH L, A7 T v 7 Bk (IRETR) L %
SEMT A1, Bele (S312) . Vo s 7w, A7 77 (e | B (s L) ) 10k
WTEID Y THNET,

V7 hF—DIEFE. DAZLDY 7 v — T 07— MfERT 5 & X IciiETcx £,

Cisco Unified Wireless IP Phone 7921G Ti, 2 2DV 7 hdx—%ZfEfA T %4, Y7 FH%— T 71— FDOYHHE
DOEEED 2 — /LHICAEMNC R R S, TOMOEEIXAMO Y 7 X —DF T a v A=a—D FICERRIN
9,

— Status

@ Status: Ready

— Softkey Layout Configuration
Softlkey Template: Custom

Select a call state to configure | on Hook v

K y position)**

I 1
Unselzcted Softkeys connected
Call Back {CallBack) on Hold
Conference List {ConfList) Ring In
Cirect Transfer (DirTrr) Gff Hook
Group Pick Up (GPickUp) Connected Transfer
HLog {HLog) Digits After First
Immediate Divert (iDivert) Connected Conference
Join {1ain) Ring Out
Meet Me (MeetMe) Off Hoolk With Feature
Mability {Mability) Remote In Use
Cther Pickup (oPickup) Caonnected Mo Feature
Pick Up {(PickUp)
Quality Report Tool {QRT)
Remaove Last Conference Party (RmLstC)
Select (Select)
Toggle Do Mot Disturb (DMD)
Undefined {Undefined) b’

XxaF4 JAT7AIL
X2 VT a7 ANEMEHALT, BREE— R0, 7T V7 AT TBIXOEET 7 4 Vsl 1L
ShaEE{bEe— REeahicca £1,

¥ 2 UT 4 717 7 A /LT Locally Signed Certificate (LSC) Z{EHIZF 5 IZ1%, Certificate Authority Proxy
Function (CAPF) 2NEIfEL TWDRERH Y £7,

Cisco Unified Wireless IP Phone 721G it ¥ 2 U7 ¢ 7' 7 7 A )L & HITFIH T % Manufactured Installed
Certificate (MIC) AHABEINTWET,
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— Protocol Specific Information
Packet Capture Mode™® | Mone vl

Facket Capture Duration |El |

*
Presence Group Standard Presence group W
Device Security Profile™® Cisco 7921 - Secure TFTP Encrypted w |

sUB=CRIBE Calling search Space | =1C DM Unlimited v|

Junattended Port

— Certification Authority Proxy Function {CAPF) Information
Certificate Operation® | Mo Pending Operation v|

authentication Mode®

Authentication String | |

Key Size (Bits)*

Cperation Completes By | || || || | T MM DD HH)

Certificate Operation Status: None
Mote: Security Profile Contains Addition CAPF Settings.

G727 ENRAAL XAV

Cisco Unified Communications Manager 5.0 LABED /N —2 3 U Clix, G722 22 —T v 7 VAT AEKTHR—k
TLHMEIDERET DERENTAR— NS TWET,

ZILLHTD 73— 5 @ Cisco Unified Communications Manager (21X Z OEEIZH Y A, UV U —X 1.1(1) LA
% Cisco Unified Wireless IP Phone 7921G TlE, T DD RARA > b GI2 HfEE T R XX A X35 LR
ELTGT722 D HERAE T,

5.0 XV HLETD/N— 3 D Cisco Unified Communications Manager % 6 f L. G.722 #§8E & 429 2 56 1%,
B DT /NA A s /r— % Cisco Unified Communications Manager (Zi#H L, Z OfGEA OREAS 7 a >~
EHINCT H0ERHY £3, ZOAF 7T a Tl 4% Cisco Unified Wireless IP Phone 7921G (25t L T G.722
A—F T DT RNFA RXEWHTEET,

—Enterprise Par s Configuration
Parameter Name Parameter Value
Cluster ID * StandAloneCluster
Synchronization Between Auto Device Profile and Phone Configuration * [ True ]
Max Number of Device Level Trace * 12
DSCP for Phone-based Services * [ default DSCP (000000) =)
DSCP for Phone Configuration * | CS3(precedence 3) DSCP (011000} ¥ ¢]
DSCP for Cisco CallManager to Device Interface * | Cs3(precedence 3) DSCP (011000) B
Connection Monitor Duration * 120
Auto Registration Phone Protocol & [ sccp L ¢]
BLF For Call Lists * [ Disabled =
== —_
Advertise G.722 Codec * |_Enabled s
[ Phone Personalization * | Disabled K
Services Provisioning * [ Internal B
Feature Control Polic [ < None > 3]

FEABIZ DU TIE, Cisco Unified Communications Manager D~ == 7 /LB L T 72 &0,

http://www.cisco.com/en/US/products/sw/voicesw/ps556/tsd_products support_series_home.html
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FHEERTE
—WOBREN, TV H—T T4 AWk, il
%&

g7 7 7 A, FFMEL OEGFHELILVTHETEET,
TR EDA—/N—=F A NiL., WT o L

)]
EVIVTHEMITE £,
F—F 1A Ev bk L—F

=T 44 By b b— FEFRET HHAIL, Cisco Unified Communications Manager TV — 3 » Z /BT 2% D,
BFOY —Va v afmELET,

F—F 4 F a—F v 72, G722 £/01L G BIBIRT 5 2 L AHER L £,

Max Audio Bit Rate Max Video Call Bit Rate (Includes Audio)
64 kbps (G.722, G.711) |+ O Keep Current Setting
D use System Default
O None

® 1064 kbps

BERA—AVTHERTL2A—7 44 By b L= FEaRET DT, KOERELEHLET,

A—=F 4% | FA—T 1A
a—7Fy7 |y bk L—}

G.722/G.711 | 64 Kbps

iLBC 16 Kbps
G.729 8 Kbps
HEERAOHEAF T3y

Cisco Unified Communications Manager O & Bl TlX, X ® Cisco Unified Wireless IP Phone 7921G D% E 4~
arEHTEE T,

INHDOFT Y a VOBRPICONTIE, BRES—COE 7Y v LTSN,

Cisco Unified Communications Manager 5.0 ARE Cld, —fEEEHY — VL A2H L CREBEFOREAS v a v & —
FECTHRETEET, ENLEIONR—T 3 &2 H L’Cb\éiﬂ/\ X, AT a VEBIEICRET H2HERH D
jﬁ‘a—o

14(1) U U —RALEEe, BELNAON T —REX—KOREL D bEHRTEDLL TR E LT,

BLER OBREA T v a AL o> Tk, BEOEGK, HLBEEE 1 7 7 AV, i3l x OEGEHKER T L
ITRETEDHHLOLH D T,
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?

[ Disable Speakerphone
Gratuitous ARP*

Settings Access®
Web Access*
Prafile 1*

Prafile 2*

Prafile 3*

Prafile 4*

Load Server
Admin Passward
Special Numbers
Application URL
"Send” Key Action*

Days Display Mot Active

Display On Time

Display On Duration

Display Idle Timeout

Phone Book Web Access™®
Unlock-Settings Sequence {(**#)¥
Application Button Activation Timer™*
Application Button P‘riclrit\,ur"c
Out-of-Range Alert™

Scan Made®

Restrict Data Rates™*

Pawer Off When Charging*

Cisca Discovery Protocol {CDP)*
Advertise G.722 Codec*

Home Screen®

- Product Specific Configuration Layout

Param

Enabled

Enabled

Read Only

Unlocked

Unlocked

Unlocked

Unlocked

| Onhook Dialing

A
2

Sunday
Monday
Tuesday

07:30

10:30

01:00

| Deny All

ar

| Enabled

ar

Disabled

ar

Low

ar

Disabled

ar

Auto

ar

Disabled

Disabled

ar

Enabled

ar

Use System Default

ar

Main Phane Screen

ar

ar
S ERY SRE SR SRU RT SR SR SR SR SR SR FRT ERY

Override Common Settings

O

FIPS Mode® [ Disabled s

Auto Line Select® | Disabled =

Minimum Ring Valume* | 0-silent =
74—V R4 .

AV =T —T x & W
9% (Disable
Speakerphone)

A=A —7 + ERIMEE TEMIITEET,

Gratuitous ARP

ﬁiﬂbi‘é_‘o

a2 Gratuitous ARP JE&E 1D MAC 7 RL A ZZ2EHT 50 E 5 Mha ik

BXIET 7 A (Settings
Access)

T 9,

[RET 7 A (Settings Access) ]1Z, FFEDA==2— ([Ry hTV—7 7
17 7 AL (Network Profiles) |72 &) ~O=2—H% 77 v 2 &H|R3 5D

Web 77 & &

ZDORT A —=HF L, EIEHED Web 7T TN OB
WIBIDO HTTP 7 A4 7 2 RO ORI T AW E D hERLET,

AT B, E
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(Web Access)

[Web 77 A (Web Access) [IE[7/v (Ful) JIZERELTYE— FDX
EEBEZARICTHZ &b, [FeAAM0 B (Read Only) IZEE L TIE#H
DHEREL, BHEIIAAICTLHIEHTEET,

A= W= fHxD7Ta 77 AL, 2—FRRELFELLETCERNEIITry I35
(Locked Profiles) Ly TEET,

— K #—,3 (Load B DO 7 7 — L7 =T OF T v a— RICRE TFTP — "2 H 3548
Server) At PR xxxx) TE— K b —REHEETEET,

Admin /XA T — K (Admin
Password)

Admin /S AU — KX, Web 77 & A2 & £9, Cisco Unified
Communications Manager 5.0 LAf§ D /N—7 2 > ClL, Communications
Manager OB E~— T Admin /XA U — REFBTHIMLENRH Y, £ L
DHRETON—T 3 o CliEr— A VEBNRAEE T,

Krpll &5 (Special

Numbers)

Rl i3, F— "y For vy ZREBICEKRRS IS YARET DL LI

T I o7 TEET 91172 L)

7 7Y r—3 3 URL
(Application URL)

TV = ay RE VPP —E XA URL RZ D, FTI3EME S A v v
&LT%@éﬂéié\77U&~>a>mmL%ﬁEf%i¢o

77V — a3 URLIX, 74 v 77 & AHIZ Push To Talk — 32V
YITHEIITHRETEET,

(PTT #—,3 =
http://x.x.x.x:8085/PushToTalk/displayPhoneGroupsMenu.do?sep=#DEVICENAM
E# 72 L)

TV =gy REUCEERAATTILE LTRET DIC
(Dial:23675 72 &) OFEAXTAD LET,

[Dial: X

[(EE]F— T 7vav
("Send" Key Action)

5 (Send) ¥ — 7T 27 a i, MBOXAYNVRENA LT v 7 &
AYNVEFERHLT, KEOFESZOV XA YLl L THEET D) (BIRICH
AYNVLEFZEEOY A NRERINET) | A7 707 XAV LEFEAL
THEATYN F—CDBBLE T ENEIDERELET,

T 4 AT LA HRAT H
(Days Display Not Active)

DT A4 —IVRT, X"y IFA  eT 74V TEHT7DOEFIZTHHE
ELET, HEOHAMN TNy 74 A 7127 5121%, Cul F—%2M L
TIRECHAMZBIRLET, T 740 MREFHRER & HREH T,

T A AT LA ST
(Display On Time)

DT 4=V RT, T4 AT VA BB ANT DT 7T 47 HOEF
GNateELET, ZOMITZ 24 BMEXTRETA2LENRHD T, T 7%
LV FERENX 07:30 T,

T4 AT LA T ke iR R

DT 4 —I)VRT, TAARATVLANFT AR ST-RICT VT 4 7DEEIC

(Display On Duration) TORMORESZHRELET, 77¢wb§ﬁiumow%%)f&5k
D, T A AT A1F18:00 (UF% 6 1) | 720 £9,
F 4 AT A FEEEE Y :@74—»FT\i—ﬁﬂié77?43?4ﬁﬁ?4zfv4ﬁﬁ7

4T (Display Idle Timeout)

W27 5 E COMBAZIEELET, 20X ~—ITFEmNKDLLT-TNTY
vy bENET, T 740 bREIX01:00 (Ff:4y) TI,

BRI ~D Web 7 7 & A
(Phone Book Web Access)

Web _X—T %I L CEREIRICT 7 AT 512 BEEME~D Web 7 7 & %
Z [EHEEICHFR (Allow Admin) JICERET HMLENH D 7,
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BE— T ADT I
F% (Unlock-Settings
Sequence)

EETEMCCED, REMRRREHAZGDA=a—00 v 7 2ET 5
7=z, T 7 /v b T i *f 2 ANTTTHDMERH D 77,

TV r—vay KD
TIT 4 TE A ~—
(Application Button Activation
Timer)

TV Ir—=ar RE DT VT 4 T EZ A ~— T T4 F )T 0 bIRE
TEFET, ZHIZE-oT, REVET 7T 4 72T 57D LT B
MORESHIELET,

TV r—va Ly KD
7744V 7 4 (Application
Button Priority)

7°'?4’2]')-7475§1£Eb\<k T =gy R EF— Ny Rora v
DESE SN TG AR — LB COAMERELET, FHROTIA4 4T T 4
DT TV r— H/T&/i\ A= a—F 721X XML B THEEL., 77
AF VT4 DENT TV r—ary REAL, F—_y Roa v 7 &t
HHDDHIRETHAEL £,

#PHAL T 7 — & (Out of
Range Alert)

SN T T — NI L EEITERRIC
Ly Y z VT mbani-2taa—%iC

E—TEEELT LT, AN
BETHOLELLIICRETE X

kR
A¥ ¥ EF—F (Scan AF¥ ¥ ET— R [BE) (Auto) ]. [ (Continuous) ]. BL [
Mode) /7»AP@mmAm]@%ﬁ7/a/ﬁ%§ém1%@\§@%~Fm

Flca— DL, T 7L AP F— RTREIRFICOL A ¥ > %

FATLETS

F—& L— O
(Restrict Data Rates)

Z DT A —H X, CCX V4 Traffic Stream Rate Set IE (S54.2.6) (Zfit—> T,
TyTAR)—=LBIONF T AR —LDPHY L— MilIRZEZE721%
MM L FET,

FEFIZERA T (Power
Off When Charging)

FEFE IS EIA 7 PRI, BRIt S VBB IR A

I LEJ,

TEafg2y AC F

Cisco Discover Protocol (CDP)

CDP # A X —TNVEIIT 4 =T NI LET,

G722 a—TFT v 7 DT KX
A A (Advertise G.722
Codec)

G.722 H4REIL., FBaftE Z LICRRETE, EE TV AT LA T 74V MED B
BRESEH LR TEET,

A — 2L (Home Screen)

5 7 4 )Lk ClL. Cisco Unified Wireless IP Phone 7921G 15 4 L 7 ~ U |
HP—E R, BE. BIOEBT 7 EARDO 4507 A a2 Z R4 HEkOHE
mERRLET,

FIPS £— K (FIPS Mode)

EUTE AL B ERLRS  (FIPS) E— NIMEE THIC TE ET,

H #h[al#REeR (Auto Line
Select)

B0 & 21T, FSTOEMRORE T — MBI 2~ 07 =5 2
BBET 5 LR UET, EH0 L EIE, BIERE ST S EROH
&2 — MO HTBIED 7 +—H ABBBLET

B/ R (Minimum
Ring Volume)

ZDONRT A=,
7,)

ErE O/ NS EE R L E3, Z OEITE S
RELET, T Fa—PREFCTEERA, T2 F 2—FEFFEHEFO
B BT L TEETD, ERINTWDAL-ULED L FIF5Z &
if%i*’@/u B/ANEHEBEOHPAIZ0~7 T, T 74/ MalZ 0 (B A
L h) TY,

A/

WIZ, BAEEDOA A EE () LA—ABEEORBER () A7 a 2R LET,
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07:16p 10/08/09 07:34p 10/08/09

Your current options Press < for main screen
Message < Options Message ¢ Options

() Cisco Unified Communications Manager 5.0, 5.1, 6.0, 6.1, 7.0, 7.1, 8.0, 8.5, 8.6 £7/=IXZNLFED /N—
¥ =5 T [Admin /XA T — R (Admin Password) ] Za% & L, Web 7 7 & X% [Z/L (Full) JIZHREL TW5E
HAlE, TARAADEF 2T 4 7077 A0 &N LT TFTP RS b2 AT 25 2 LR s nE 4,

1.33) U U —AUURE, &RET 7 & A% [#%) (Disabled) ] IZHRET 2 &, BUEOFHHEOE &R T v 7 S, &
EARAREIZ 2D 97,

Cisco Unified Communications Manager Express % 4 L 7= Cisco Unified Wireless IP Phone 7921G @ %45 [EH D% &
F T a v ERETHIE, BERA TV g v EET ephone T L— b EIER L ET,

service phone <module> <value>

74—V F4 EVa—)l &

AV —H—7 %M | disableSpeaker false = [ % (Enabled) ]. true = [#£%})

235 (Disable (Disabled) ]

Speakerphone)

Gratuitous ARP garp 0=[FH%) (Enabled) ]. 1=[%E%)
(Disabled) ]

BXTET 7 & A (Settings | settingsAccess 0=[%) (Disabled) ]. 1=[H%h

Access) (Enabled) ]. 2=[3E# 7] (Restricted) ]

Web 77 A (Web webAccess 0=[7/v (Full) ]. 1=[ME%h

Access) (Disabled) ]. 2 =[ReadOnly (FtAHtY B
M) ]

A=A VR = WlanProfile<1-4> 0=[v v 7 f#k: (Unlocked) ]. 1=[2 v 2

(Locked Profiles) (Locked) ]. 2=[3E#F "] (Restricted) ]

o— RN ¥ —3 (Load loadServer X.X.X.X

Server)

Admin /XA T — K adminPassword (Cisco 72 &)

(Admin Password)

K% 5 (Special specialNumbers (411, 911 72 &)

Numbers)
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77 sr—< 3 URL PushToTalkURL http://x.x.x.x

(Application URL)

[%f5] %F— 727 2> | sendKeyAction 0=[4>7v 27 %A%/ (Onhook

("Send" Key Action) Dialing) ]. 1=[477 v 7 XA %)L
(Offhook Dialing) ]

F 4 AT LA FEEITH daysDisplayNotActive <1-7>=<[HWEH (Sunday) ]. [HHEH

(Days Display Not (Monday) 1. [‘kKMEH (Tuesday) ]. [7KW#

Active) H (Wednesday) ]. [AHEH
(Thursday) ]. [4f&H (Friday) ]. [Lf#
H (Saturday) J>

F 4 AT LA BT displayOnTime 00:00 ~ 23:59

(Display On Time)

F 4 AT VA EAT Rk displayOnDuration 00:00 ~ 23:59

M) (Display On

Duration)

T4 AT VA JRER B displayldleTimeout 00:00 ~ 23:59

#YHELT (Display Idle

Timeout)

BEEME~D Web 7 7t | phoneBookWebAccess 0=[7_XTHZL (DenyAll) ]. 1=[EHE

A (Phone Book Web
Access)

\ZFF AT (Allow Admin) ]

=L >

REY =T ADR Y
7 f#k%  (Unlock-Settings
Sequence)

unlockSettingsSequence

0=[%#%) (Disabled) ]. 1=[F%)
(Enabled) ]

7Y r—3 g RE | appButtonTimer 0=[%%h (Disabled) ]. <1-5>=[<1-5>%
YOT T 4 TEA (<1-5> seconds) ]
~— (Application Button
Activation Timer)
77V r— 3 R4 | appButtonPriority 0=[% (Low) ]. 1=[% (Medium) ], 2=
YOTTAFVT 4 [ (High) ]
(Application Button
Priority)
/7 7 — K (Out of | outOfRangeAlert 0=[#%) (Disabled) ]. 1=[1[EE—7
Range Alert) (Beep Once) ]. <2-4>=[<10,30,60> Fbi3 =
\ZE—7" (Beep every <10,30,60>
seconds) ]
AF ¥ F—F (Scan | scanningMode 0=[B#) (Auto) ]. 1=[> /L AP
Mode) (Single AP) ]. 2=[##¢ (Continuous) ]
F—& L— D[R restrictDataRates 0=[#%) (Disabled) ]. 1=[F%h
(Restrict Data Rates) (Enabled) ]
EHICEBIREA T powerOffWhenCharging 0 =% (Disabled) ]. 1=[FH%h

(Power Off When
Charging)

(Enabled) ]
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Cisco Discover Protocol cdpEnable 0=[#%) (Disabled) ]. 1=[FH%h

(CDP) (Enabled) ]

G722 2—7 v 7 ®7 K | g722CodecSupport 0=[TAT LT 74/ MO (Use
NH A X (Advertise System Default) ], 1= [H&%)

G.722 Codec) (Disabled) 1. 2=[f%) (Enabled) ]

A —AET (Home homeScreen 0=[EE#D A A »EE (Main Phone
Screen) Screen) ]. 1=[EI#{F < (Line View) ]
FIPS =— K (FIPS fipsMode 0 =% (Disabled) ]. 1=[FH%h

Mode) (Enabled) ]

H B EIFEIR (Auto autoSelectLineEnable 0=[#%) (Disabled) 1. 1=[F%h

Line Select) (Enabled) ]

/N minimumRingVolume 0=[%A L bk (Silent) ], <1-7>=[%72
(Minimum Ring %E 8 LUl (Different Volume Levels) |
Volume)

77 Y r— g RF | thumbButtonl PTTH<1-6>

> (Application Button)

Cisco Unified Communications Manager Express CiZ, [thumbButtonl] 2~ > RIZ L > TT7 77U r— 3 A ¥
Y EFFEDEBUSHEOMIT 5 Z N TEET,

ez B2 B LTF XY AN R—= 7 P —FIEOIT BN A v X —a AERTh S84, Push
To Talk NFEITEND L HICHIBRERE T E T,

D=7 R LT, lx OBFEERE T 7 A Ve AN LET,

telephony-service
cnf-file perphone
create cnf-files

ZIUD OBSEEDFEMIC DWW T, [Cisco Unified Wireless IP Phone 7921G Administration Guide] F 721 [Cisco
Unified Wireless IP Phone 7921G Release Notes] ZZ M L TL 72 &y,

http://www.cisco.com/en/US/products/hw/phones/ps379/prod maintenance guides list.html

http://www.cisco.com/en/US/products/hw/phones/ps379/prod release notes list.html

Cisco Unified Wireless LAN Controller 8 U742 tX KA > DG
iE

Cisco Unified Wireless LAN Controller 5 X7 7B A ARA » FERET D EEIE, ROTA RT7A4 0 ZHEHLT
<IN,

o 802.Ix WREEEM T 285 1E. [CCKM] 28 [%) (Enabled) 127285 CWNA Z L ZMERLET,

e [Quality of Service (QoS)] % [*7 F 7 (Platinum) ]IZEXEL £,

e [WMM AR Y — (WMM Policy) | % [#ESM: (Required) |IZEHEL ET,
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o [y ard&A LT UK (Session Timeout) | BNAZT, ELSEEINTNDHZ LZMHERLET,
o [Aironet IE] 75 [%) (Enabled) ]IZ72>TW\5H Z & &M LET,
e [DTPC ¥4 —  (DTPC Support) | % [H%) (Enabled) ]IZREL ET,

e [P2P (BT Y—V¥7T) O vy 77 ar (P2P(Peerto Peer) Blocking Action) B EIWN[XT Y v 7
tXa7 Ny N 74 YU—F 47 (PSPF) (Public Secure Packet Forwarding (PSPF)) | % 552 L &
7

o [Z7 74T MRS (Client Exclusion) | 2MIEL S BREINTWD Z & AR L E T,
e [DHCP 7 KL A&V 4 THZH (DHCP Address Assignment Required) ] ZME2hiC L £ 9,

e [MFP 7”7 717 . hMii# (MFP Client Protection) | % [{&:& (Optional) ] £721% [M%) (Disabled) ]IZ8%
E [/ ij«o

e [DTIM #ifi] (DTIM Period) 1% (2] IZREELET,

o [/ TF7A4 Tk ur—K/NZF 7 (Client Load Balancing) | % [#£%) (Disabled) ]IZE%E L £7,
o [V TAT v hOHIGEI (Client Band Select) ] % [#£%) (Disabled) ]IZi%E L £,

e [IGMP AX—t 7% (IGMP Snooping) ] % [£%) (Enabled) JIZf%/E L £7,

o LAYIEEUTAZMBHLTWDIEAIE [V ANy EXLL MRV T E—R
(Symmetric Mobile Tunneling Mode) | G %I L £ 7,

o 24GHzZEHLTWAEHAEIL, [a— bk 7U 77/ (Short Preamble) | #HZNZ L ET,

e Cisco8021In 727 BARA L FEMEHLTWDIEAIL, [ 747 U7 (ClientLink) ] Z A%
LET,

o YEIZSUT[FT—4 L— | (DataRates) | ZRELET,

e [CCX u/lr— a  HIFE (CCX Location Measurement) | G LET,

o VIS UT[AutoRF] 2% LE,

o [HRAA (Voice) | T, [7 K vz iiliEleiZd (Admission Control Mandatory) ] % [ %) (Enabled) ]
ICRRELET,

[RA A (Voice) | T[H~— K ~X—2Z CAC (Load Based CAC) ] % [ %) (Enabled) JIZ&EL £7,

o [HRAA (Voice) | C[hT7 74 v 7 ARU—A A KU v (Traffic Stream Metrics) ] Z AN L E T,
[B7 4 (Video) | T[7 K v a Uiilf#EIiZH (Admission Control Mandatory) ] % [#%) (Disabled) ]
ICRELET,

e [EDCA 7’17 7 A/ (EDCA Profile) | % [& 75 DiiiE{t. (Voice Optimized) | £721X [EFB LI OET A
DEciEfl (Voice and Video Optimized) ] IZFXE L £,

o [{REEIE MAC ZH7%hZ9 % (Enable Low Latency MAC) | % [#%) (Disabled) JIZFXEL £ 7,

o [EHIE (Power Constraint) |73 [#£%f (Disabled) 272> TW\WAH Z L &#MER L ET,

e [Fx x/Lid% (Channel Announcement) 1B L [F ¥ %/ Quiet E— K (Channel Quiet Mode) | =A%)
LET,

e CleanAir 77 /Y —%#HEW LI AafT7T 7R KA b2 L TWDEE1E., [CleanAir] &A%
IZLET,

o WMIEIZJSUT[vNLTFFr AN FA L7 MEFE (Multicast Direct Feature) | 5% E L £7,
e [7ZF 7 (Platinum) ] QoS 7’17 7 A /LT, [802.1p ¥~ (802.1p Tag) ] % 6 |\Z3%E L £,

@E) OV —a oD 34T MFEL, VALY L ALAN LT Vi m— NRRLLNDH5EEIT
J—)L K E—F (802.11d) BNENTHDZ & EMER LT ZE,

802.1X FREF A L CWAEAIL, Bt xa T n—3 U 724570 CCKM 2 FEET 5 Z LR s h
i—d—o
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SSID/WLAN D& 5E

Cisco Unified Wireless IP Phone 7921G (Zi%, ff51 SSID Z#HID ¥ THZ L AHELE L £9°,

7277 L. F A5G Cisco Wireless LAN DT RiRA > b &2V AR— b5 LI ICERESNTZEEFED SSID 238 5 5
A, £D WLAN Zftb v I TcE £,
Cisco Unified Wireless IP Phone 7921G Tfii fH &5 SSID %, & D 802.11 ¥ 4 YOI S b L oIz
mETEET,
Cisco Unified Wireless IP Phone 7921G I%. 5 GHz i CEMES &2 Z L 3R I N E 9, 5 GHz B TIEZH D
F ¥ FNVEHEHTE, 2.4 GHz FIIE EDOTHIZ /W28 TT,

HefR L7 SSID 23Mthd LAN IZEH SN TWARWNWZ E 2R L T, fEHEINTWAEHET, FICELRS
X2 VT 4 XA THEH L TCWBEAIE, BIROBARFE/-IIn— I o 7 iz, BENEAT DTN D
x4,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘voice'
v WLANSs i
e [ General [ Security | QoS | Advanced
b Advanced
Profile Name voice
Type WLAN
SSID voice
| Status  Enabled
Security Policies [WPA2][Auth(802.1X + CCKM)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy ‘802.11a only
Interface/Interface

Group(G) voice
Multicast Vlan Feature Enabled
Broadcast SSID o Enabled
NAS-ID WLC5508-1

Cisco Unified Wireless IP Phone 7921G N7 7—LTxT N—23 2 13@4) LIEEFEITL TV EAICHEEE X 2
T a— T EEMC I, PREE—EH X A 2% L, AES KE a1 kL 802.1x + CCKM % & T WPA2 7~
Uo—aHH LT, CCKM %@Fﬁf%éi I LET,
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el
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit ‘voice'

b WLANSs —— )
WiANE General Security | QoS [ Advanced

» Advanced Layer 2 | Layer3 | AAA Servers |

Layer 2 Security & | WPA+WPA2
MAC Filtering2

Fast Transition
Fast Transition
Protected Management Frame

PMF Disabled =
WPA+WPA2 Parameters

WPA Policy

WPA2 Policy 4

WPA2 Encryption W AES TKIP

h ion Key

802.1X  Enable

CCKM ¥ Enable

PSK Enable

Cisco Unified Wireless IP Phone 7921G /3 7 7 — AL 7 =7 N— 9 1 1.303) £ 7213 F LRI ON—T 9 VB EITL
TWABEAIL, B2 v —I U 7 2AMIT 5720, Bk —FH ¥ 1 712kt L, TKIP B 51k L
802.1x + CCKM % &te WPA RU > — % HHN LET,

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit ‘voice'
- WLANSs TT—r—— e Ve
AN General Security | Qos ] Advanced
> Advanced Layer2 | Layer3 | AAAServers

Layer 2 Security & | WPA+WPA2
MAC Filtering® |

Protected Management Frame

PMF Disabled *
WPA+WPA2 Parameters
WPA Policy 4
WPA Encryption AES  WITKIP
WPA2 Policy
Authentication Key M g
802.1X  Enable
CCKM  Enable
PSK Enable
riPA gtk-randomize State Disable 3

Cisco Unified Wireless IP Phone 7921G £ 721%% D> WMM %t Eei 7Y Z @ SSID #4535 I2R Y |
WMM RV > —% [MEEM (Required) | IR ETHLENRH Y 7,

WLAN (ZFEWMM 7 T A4 7 > " BEET DA, N0 7 T4 7 > MEBIo SSID/IWLAN ICEET D Z & %
HELE L £,

FEWMM 7 7 A 7 > k7 Cisco Unified Wireless IP Phone 7921G & [7 U SSID Zffi 4 2 LN H 55415,
WMM R YU > —2 [FFA] (Allowed) JICEREINTWD Z L MR LET,

[7920 AP CAC] #H%hlZ LT, Qos Basic Service Set (QBSS) 27 7 A 7 > MIT RARX A X LET,
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aleal,
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs WLANSs > Edit "voice’
v re——— v ————— ——
WLAN:VLANS | General | Security | QoS | Advanced
i Adyanced I Quality of Service (QoS) Platinum (voice) : I
Application Visibility Enabled
AVC Profile none *
Netflow Monitor none

Override Per-User Bandwidth Contracts (kbps) &
DownStream  UpStream

Average Data Rate 0 0
Burst Data Rate 0 0
Average Real-Time Rate 0 o
Burst Real-Time Rate 0 0

_ Clear

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit ‘voice’
- WLANs -
General Advanced
WLANS | | Security ] QoS | ed
Burst Real-Time Rate 0 0
b Advanced
Clear

Override Per-SSID Bandwidth Contracts (kbps) 1€
DownStream  UpStream
Average Data Rate 0 ]
Burst Data Rate 0 0
Average Real-Time Rate 0 0
Burst Real-Time Rate 0 0

Clear

WMM

WMM Policy Required *
7920 AP CAC  Enabled
7920 Client CAC Enabled

Media Stream

Multicast Direct & Enabled

VEIZE LT [Ey v ay 457 7 hOFZME (Enable Session Timeout) | 5% E LET, HH LT T4
O—)VIRFICE Z VS AEELRERET D720, By v al XA LT U NEBHIT 5, XA LT U NEIERE
(24 /86400 F72 &) THZ L &2HEIRE L 7, BT 5L, FWORAITZEIIERINETN, By a
VEALTU NEAENCTDHE, TTAT U DI VT Uy VETEHBICEBREL, 7 T4 T NIRERR
JLVTF oy VEMHLTND Z L EHERTL20ICENLET,

Aironet VLEMEEE (Aironet IE) ZA%NZ L £,

[E7Y—t7 (P2P) 7 wa w7 77 3 (Peerto Peer (P2P) Blocking Action) | Z M T HME R H Y F
7

MBS U T2 747~ MERFL (Client Exclusion) | Z#E L7,

[ 7 F v r/ A% ¥ o OF% (Off Channel Scanning Defer) | Zff#E 7% Z & T, AF ¥ OFRHERH 721 C
B BEDF 2 =TT HAF Y VEESEDL LN TEET,

MBI, [AP BRI L ICHFR SN DK Y T A 7 > Mk (Maxium Allowed Clients Per AP Radio) ] & 5% /&
THIEHLTEET,

[DHCP 7 KL 2% Y 4 -CxZH (DHCP Address Assignment Required) | Z N2 ERH D £,
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(27 L — APk (Management Frame Protection) | % [{T:& (Optional) | ¥ 7213 [#£%) (Disabled) ] IZER/E

KR
iR Ny T N7 e 2B L OVNE A5
o EEZ [100ms] ISR ELET,

. [DTIM H#iR] (DTIM Period) ] % [2]

LFIXEL E—

HAE SSIDIZXLT[Z7 747>k m— K XF > 7 (Client Load Balancing) ] & [7 T4 7 >k OHHERR

(Client Band Select) | BHENIZ/R>TNWDH Z & ZMER L ET,

CIsCOo MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS
WLANs WLANSs > Edit ‘voice'
A WLANs "
e \ General | Security | QoS | Advanced

» Advanced
Allow AAA Override | Enabled
Coverage Hole Detection ~ # Enabled
Enable Session Timeout s 86400

Session Timeout (secs)

Aironet IE W Enabled
Diagnostic Channel Enabled

Override Interface ACL
I P2P Blocking Action

IPv4  None *
Disabled : I

IPv6 | None =

Client Exclusion £ Enabled

Maximum Allowed Clients
g

Static IP Tunneling 44 Enabled

Wi-Fi Direct Clients Poliz Disabled  *

Maximum Allowed Clients 20

Per AP Radio

Clear HaEpot

Configuration Enabled

MANAGEMENT COMMANDS

HELP FEEDBACK

DHCP
DHCP Server Override
DHCP Addr. Assignment Required
g Frame Pr (MFP)

MFP Client Protection € Optional _*
DTIM Period (in beacon intervals)

802.11a/n (1 -255) 2
802.11b/g/n (1 - 255) 2
NAC

NAC State | None

Load Balancing and Band Select

Client Load Balancing

Client Band Select

HELP FEEDBACK

MONITOR WLANs CONTROLLER WIRELESS SECURITY
WLANSs WLANSs > Edit ‘voice'
¥ wws‘""‘"“ | General | Security | QoS | Advanced
(15-100000) 30U Seconus
» Advanced

Client user idle threshold

(0-10000000) g Sfies
Off Channel Scanning Defer
Scan Defer Priority 01234567
A
Scan Defer Time(msecs) 100
FlexConnect
FlexConnect Local
I
Switching 2 Enedied
FlexConnect Local Auth 42 Enabled

Learn Client IP Address 2~/ Enabled
Vian based Central

g 1 Enabled
Central DHCP Processing Enabled
Override DNS Enabled
NAT-PAT Enabled

Cisco Autonomous Access Point 2% L Cld. 802.1x @it # AT 584 . SSID (2

ARELET,

1.3(2) U U —& LI, Cisco Unified Wireless IP Phone 7921G Ti, 802.1x s&iE&1T 9 & X1(C

F928, LIRIO Y U — A TiX network-eap 2 L T\ FE L7z,

dotl11 ssid voice
vlan 21
authentication open eap eap_methods
authentication network-eap eap methods
authentication key-management wpa cckm

Cisco Unified Wireless IP Phone 7921G & A4 A K

Passive Client
Voice

Media Session Snooping Enabled
Re-anchor Roamed Voice Clients Enabled
KTS based CAC Policy

Client Profiling

Enabled

DHCP Profiling
HTTP Profiling
PMIP
e Mobility Type None %

mDNS

mDNS Snooping o Enabled

mDNS Profile | default-mdns-profile *

open + eap ¥ K O network-eap

Z open+eap ZfEH L
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admit-traffic

Cisco Autonomous Access Point # 7 A ¥ LA R A A > H—E R (WDS) V— BT HLEIE

& eap XA DT OFRBIEN WDS DRE THNI 2> TND Z L 2R LET,

. leap 147

wlcep authentication-server infrastructure method Infrastructure
wlccp authentication-server client mac method Clients
wlccp authentication-server client eap method Clients
wlcep authentication-server client leap method_Clients

wlcep wds priority 255 interface BVI1

v hO—5SDHE
Cisco Unified Wireless LAN Controller DR A RENELLSBEEINTWAH I L2 MR LET,
Cisco Unified Wireless LAN Controller THEE DR — FZFH L TWA5EI3Y V78K (LAG) #FhcLET,
HHO AP /L TF Xy A N E—REHELET,
6.0 LV HaETOU U —RATiZ

LB P —TRETT Ly T B — R ARTUVUIRRESNLTWE

L7,
6.0 LIFEIT. ZOOEEIZ Y FA4A T2 F a— K AXF v 7 LIEEIL. WLAN O E (SSID 2%5E) O FIZRET
=FET,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller General
General Name WLC5508-1
ABVentory 802.3x Flow Control Mode Disabled *
Interfaces
LAG Mode on next reboot Enabled * (LAG Mode is currently enabled).
Interface Groups . 3
Broadcast Forwarding Disabled *
Multicast
AP Multicast Mode £ Unicast
Network Routes
AP Fallback Enabled
» Redundancy
Fast SSID change Disabled *
» Internal DHCP Server
Default Mobility Domain Name VTG-VoWLAN
b Mobility Management .. ¢ 5 Name VIG-VoWLAN
Ports User Idle Timeout (seconds) 300
AL ARP Timeout (seconds) 300
B G Web Radius Authentication PAP
> PMIPvVE Operating Environment Commercial (0 to 40 C)
» IPV6 Internal Temp Alarm Limits 0to65C
» mDNS WebAuth Proxy Redirection Mode Disabled *
» Advanced WebAuth Proxy Redirection Port 0
Global IPv6 Config Enabled

~NVTFX Y A NEHEHT LS
Mode) ]# L O [IGMP % X —

1. Muiticast is not supported with FlexConnect on this platform.

L [e—r L = FFy A b B— KOFEZME (Enable Global Multicast
l:° ‘/ 7 DA%t (Enable IGMP Snooping) ]

AT DMERD D £,
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ol l Il I h
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller Multicast
General
Inventory Enable Global Multicast Mode 4
Interfaces Enable IGMP Snooping 4
Interface Groups IGMP Timeout (seconds) 60
Multicast IGMP Query Interval (seconds) 20
Network Routes Enable MLD Snooping

* Redundancy MLD Timeout (seconds) 60

» Internal DHCP Server MLD Query Interval (seconds) 20

LAY3IEEV T4 2 FHLTWDEAIE, [V AN y7 EEUT 4 b x Y2 (Symmetric Mobility
Tunneling) ] % [A%) (Enabled) JIZFXETHMERH Y £,

BHONRN—=arTiE, YU AR w7 FEUT 4 bRV RNT 740 hTEICRD, RETDHZ LT
TEFEHA,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Mobility Anchor Config
General Keep Alive Count 3
Inventory Keep Alive Interval 10 seconds
Interfaces
Symmetric Mobility Tunneling mode Enabled I

Interface Groups
DSCP Value 0
Multicast
Network Routes
» Redundancy
» Internal DHCP Server

« Mobility Management
Mobility Groups
Mobility Anchor Config
Multicast Messaging

#% D Cisco Unified Wireless LAN Controller #[G] CEE Y 7 4 Z)—FIZHET HEE . £ Cisco Unified
Wireless LAN 2 b2 —FDIP 7 RLVAELEMACT RVAEZARAZT 47 FEVT 4 TN—T AU NOBRE
WZIBINT 2 0ERH Y 77,

aliln
CIsSCo MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Static Mobility Group Members
General
Inventory Local Mobility Group VTG-VoWLAN
Interfaces MAC Address IP Address Group Name Multicast IP Hash Key Status
Interface Groups 1c:df:0f:c6:69:a0  10.81.6.69 VTG-VoWLAN 0.0.0.0 none up
Multicast
f8:66:f2:fa:al:e0 10.81.6.68 VTG-VoWLAN 0.0.0.0 none Up

Network Routes
» Redundancy
» Internal DHCP Server

+ Mobility Management
Mobility Groups
Mobility Anchor Config
Multicast Messaging
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802.11 *vy FIJ—V DERTE

5GHz #fEHT 25A1%, 802.11a k> NU—7 DAT—HX AN [F%) (Enabled) |IZ72->TW\DHZ & AR L E
£

[B—= J&#] (Beacon Period) ] % 100 ms| [ZF%XE L £ 7,
[DTPC ¥R — K (DTPC Support) | BHENI72>TND 2 L ZMERLET,

Cisco802.1ln 7 7 B A RA R &AL TWaGAIE. [Z 747 b U2 (ClientLink) ] BAAEZNZ72 > TV
LT L EMERLET,

BAEDOY YV —ZATIX, [[FrIshdmK7 747 ML (Maximum Allowed Clients) | i ET 52 N TEE
R

WZH (FEAR) L— B E L TI2MDBPS, 18 ~24 7215 18 ~ 54 MbPS Z V7R — h&f5 ((E&) L—bh & LTRE
THZEEALELE T, 2720, BREICI - TiE, 6 MbPS #02H (JEK) L—hELTHEMNITIOILENRH D
Landn £,

36 ~54Mbps 1T, ZNOHDL— RN EREST LT 7V r—ray (E5472E) BFEELRWVSEAIMEER
TN TEET,

[CCX v /r— a3 HIE (CCX Location Measurement) | Z A 20 LE T,

alialn,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a Global Parameters

w Access Points
All APs General Data Rates**

= Radios
802.11a/n 802.11a Network Status o Enabled 6 Mbps Disabled
802.11b/g/n
Dual-Band Radios Beacon Period (millisecs) 100 9 Mbps Disabled
Global Configuration F‘;agm)entation Threshold 2346 12 Mbps Mandatory *
ytes.

b Advanced DTPC Support. # Enabled 18 Mbps Supported
Mesh Maximum Allowed Clients 200 24 Mbps Supported
RF Profiles 36 Mbps Supported *

802.11a Band Status
FlexConnect 48 Mbps Supported *
Groups
Low Band Enabled -
FlexConnect ACLs 54 Mbps Supported .3
Mid Band Enabled
= 802 11a/n o " CCX Location Measurement
Network High Band Enabled
v RRM ) Mode # Enabled
RF Grouping
TPC Interval (seconds) 60
DCA

24 GHz 2+ 2541, 802.11b/g X hU =7 DAT—H A L 802.11g WHEMNNZ /2> TnWD Z L 2R L%
R

[E—= 8] (Beacon Period) ] % 100 ms] (Z5%E L £,

a7 INVT TN ELEBET OV — T4 T bR UA Y LA LAN ICFEELRWEAIX, 727 8A R
A2 hD24GHz B E T[> a— bk 7V 7 7/ (Short Preamble) ] % [H7%h (Enabled) ]IZF%XET 55
NHVES, a7 7V T ITAofRboicya—h 7V TV INEFATLZEICE ST, VLAY LA Ry
D=2 DRT p—< o ANHELET,

[DTPC %74 — bk (DTPC Support) | ZHNNZ/e>TW\DH 2 & AMERLET,

Cisco 802.1ln 77 B A RA » FEFEH L TWDAELAIE. [Z7 747> 8 U7 (ClientLink) ] 2AHEZHI/2 > T
HT LR LET,

BAED Y U —ATIE, [FAISNDEKRT 747 > ML (Maximum Allowed Clients) | Z#5XET 5 Z LM TEE
R

Cisco Unified Wireless IP Phone 7921G & A4 A K 64



T A YL A LANICH T 5 802.11b DHD 7 T A4 T v b 72WEE, W (FEAK) L— k& LT 12 MbPS, 18
~24 F721X 18 ~ 54 MbPS VAR — b (FE) L—hELTRHRETHIEAHLRELF9, 72720, BREICk-
TlX, 6 MbPS Z W/ (FEAR) L—hE LTHEBCTAUNERNLLEARH Y £,

802.11b 7 7 A 7> b IMFHET HHE1L. #H (FEA) L—hELTIIMbps, AR —F ((EE) L—hELT
12~24 £721X 54 Mbps X ET HRERH Y 77,

36 ~54Mbps [, ZNOHDL— "R ERETLIT 7V r—rary (E5472E) BEELREVWEAIMEE
THMZTE F T,

[CCX v /r— 3 »HIE (CCX Location Measurement) | A Z0C LE T,

alval

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11b/g Global Parameters
+ Access Points
All APs General Data Rates**
= Radios
802.11a/n 802.11b/g Network Status # Enabled 1 Mbps Disabled
802.11b/g/n v -
Dual-Band Radios 802.11g Support ¥ Enabled 2 Mbps Disabled
Global Configuration Beacon Period (millisecs) 100 5.5 Mbps Disabled
» Advanced Short Preamble ™ Enabled 6 Mbps Disabled
Mesh Fragmentation Threshold 9 Mbps Disabled
(bytes) 2346 p i
RF Profiles DTPC Support.  Enabled 11 Mbps Disabled
FlexConnect Maximum Allowed Clients 200 12 Mbps Mandatory :
Groups
FlexConnect ACLs - 18 Mbps Supported *
CCX Location Measurement -
» 802.11a/n 24 Mbps Supported =
v 802.1ib/g/n Mode #Enabled 36 Mbps P -
Network Interval (seconds) 60 48 Mbps Supported ¢
» RRM
RF Grouping 54 Mbps Supported  *
TPC

E—LHK (ClientLink)

Cisco 802.1In 7 7 B A RA b L TWAGAIEL, [Z7 747~ U7 (ClientLink) | Z AN LET,
E— AL, 1. 20 5.5, BEON I Mbps DF —#% L— FTIEHR— SR T EREA,

7.2.103.0 XV ETO Y U —ATiE, [802.11 7' m—,3L /3T A —% (802.11 Global Parameters) | &7 * = > Z{#H
LT/ e—rUs, FE7 78R RA 2 Fo 80211 R EN—TVEFHL A DT 78R KA FT,
[Z7F4 7>k UrZ (ClientLink) | ZAZNZT& £,

Y U —2A7.2.103.0 Ti&, Cisco Unified Wireless LAN Controller ® Web A >4 —7 = A AZFEHLT[Z T4 T >
N U7 (ClientLink) J#FKETHIENTERIRY, a<v 2 FIA UV TORFKETEET,

VU —272103.0 IFETIZ, ROa~vy REFEHLT, §XTOT 78R KA Y MIZa— Lo, 20X
fE % DT 7% A KA v MERICK L TE— MBS EZ AT LE T,

(Cisco Controller) >config 802.11a beamforming global enable
(Cisco Controller) >config 802.11a beamforming ap <ap _name> enable
(Cisco Controller) >config 802.11b beamforming global enable

(Cisco Controller) >config 802.11b beamforming ap <ap_name> enable
kDA Rl LT, E—LBEEEOBED AT =4 AR TE £,

(Cisco Controller) >show 802.11a
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(Cisco Controller) >show 802.11b

Legacy Tx Beamforming setting.................... Enabled

CISCo MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

Wireless 802.11a/n Cisco APs > Configure

+ Access Points

All APs
= Radios
802.11a/n General
#02.11h/g/n AP Name sjc32-11a-ap10
Dual-Band Radios
Global Configuration Admin Status Enable
» Advanced Operational Status up
Mesh Slot # 1
RF Profiles
11n Parameters
FlexConnect Groups
FlexConnect ACLs
11n Supported Yes
» 802.11a/n
» B02.11b/g/n CleanAir
» Media Stream
CleanAir Capable Yes
Application Visibility & " =
P e Control CleanAir Admin Status Enable
* CleanAir enabie will take effect only if it is enabled on this band.
Country
Number of Spectrum Expert 0
Timers connections
» Netflow
Antenna Parameters
» Qos
Antenna Type Internal  *
A ™
Antenna B v
c 4

Auto RF (RRM)

COMMANDS HELP FEEDBACK

RF Channel Assignment

Current Channel 36 (Extension : 40)

Channel Width * 40 MHz -
* Channel width can be configured only when channel configuration is in custom
mode
Assignment Method (®=)Global
Custom
Tx Power Level Assignment
Current Tx Power Level 2
Assignment Method (=)Global
Custom

Performance Profile
View and edit Performance Profile for this AP

hrhm-nnm]

Note: Changing any of the parameters causes the Radio to be temporarily disabled
and thus may result in loss of connectivity for some clients.

Cisco Unified Wireless LAN Controller Zffi 9 234815, AutoRF TF ¥ RV EREEBIORELZEFH TE S XL

T D EnHEE S E T,

-2 B s, (SGHz £721%24GHz) IS T, 7278 A RA LV FOEEEL-ULOE Y BT HiEL

BELET.

HEVE ) L~V ORID B TEEHNT 56, EHORRLVSIVERNNLVEIRETE £,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11a > RRM > Tx Power Control(TPC)
+ Access Points
All APs TPC Version
= Radios
802.11a/n Interference Optimal Mode (TPCv2)
802.11b/a/n (\Coverage Optimal Mode (TPCv1)
Dual-Band Radios
Global Configuration Tx Power Level Assignment Algorithm
» Advanced Power Level Assignment Method (#)Automatic Every 600 sec
Mesh On Demand Invoke Power Update Once "
RF Profiles Fixed 1
FlexConnect Maximum Power Level Assignment (-10 to 30 dBm) 17
Groups :
FlexConnect ACLS Minimum Power Level Assignment (-10 to 30 dBm) 11
= 802.11a/n Power Assignment Leader WLC5508-1 (10.81.6.69)
Network Last Power Level Assignment 425 secs ago
RRM
N RF Grouping Power Threshold (-80 to -50 dBm) -65
TPC Power Neighbor Count 3
DCA
Coverage
General

5GHz 1+ 28581%, AT 2F v %A EERRT 12 F v 2 iciiz. 2EOF v 2L E2AX Y 15
72D ETET 72 ARA L M OBED A[REME &2 BT 5 Z & 2 HELE L £9°,
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Al 802.11ln 7V B A RA v MR T A% A, S GHz F v RVIEEIEL 20 MHz £ 7213 40 MHz (Z%F L Ca%

Cisco Unified Wireless IP Phone 7921G |ZZ OF ¥ f L ZH R —F LTWRWD T, DCA U X N TF ¥ %)L 1651
IR TNWD I E MR LET,

vliale

Cisco

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless

~ Access Points
All APs
= Radios
802.11a/n
802.11b/g/n
Dual-Band Radios
Global Configuration

» Advanced
Mesh
RF Profiles

FlexConnect
Groups
FlexConnect ACLs

+ 802.11a/n
Network
« RRM
RF Grouping
TPC
DCA
Coverage
General
Client Roaming
Media
EDCA Parameters
DFS (802.11h)
High Throughput
(802.11n)
CleanAir

802.11a > RRM > Dynamic Channel Assignment (DCA)

Dy ic Ch 1A t Algorithm
Channel Assignment Method (*)Automatic Interval: 10 minutes * AnchorTime:| O 3
Freeze Invoke Channel Update Once I
_OFF
Avoid Foreign AP interference ™ Enabled
Avoid Cisco AP load Enabled
Avoid non-802.11a noise  Enabled

Avoid Persistent Non-WiFi Interference Enabled
Channel Assignment Leader WLC5508-1 (10.81.6.69)
Last Auto Channel Assignment 20 secs ago
DCA Channel Sensitivity Medium * STARTUP (5 dB)
Channel Width 20 MHz (®) 40 MHz

Avoid check for non-DFS channel Enabled

DCA Channel List

36, 40, 44, 48, 52, 56, 60, 64, 149, 153,
157, 161

DCA Channels

24GHz #3556, DCA Y A MTIEF v/ 1, 6. BIOI ZHE2HEMLET,

2.4 GHz #1 CTER A[REZR T v RV OB HIL TV D 72912, 40 MHz IZx i L7=v A 2filod 802.11n 7 7 &
2 RA L AT AHEA TS, 20MHz 121324 GHz F ¥ RV AHRETHZ L AR L £,

alialn

CIsco

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless

« Access Points
All APs
= Radios
B02.11a/n
802.11b/g/n
Dual-Band Radios
Global Configuration

» Advanced
Mesh
RF Profiles

FlexConnect
Groups
FlexConnect ACLs

w 802.11a/n
Network
= RRM
RF Grouping
TPC
DCA
Coverage
General
Client Roaming
Media
EDCA Parameters
DFS (802.11h)
High Throughput

802.11b > RRM > Dynamic Channel Assignment (DCA)

Dynamic Channel Assignment Algorithm

Channel Assignment Method (®)Automatic Interval:| 10 minutes : AnchorTime: 0 3
Freeze Invoke Channel Update Once
OFF

Avoid Foreign AP interference o Enabled

Avoid Cisco AP load Enabled

Avoid non-802.11b noise o Enabled

Avoid Persistent Non-WiFi Interference Enabled
Channel Assignment Leader WLC5508-1 (10.81.6.69)
Last Auto Channel Assignment 170 secs ago

DCA Channel Sensitivity _Medium : | STARTUP (S dB)

DCA Channel List

1,6, 11

DCA Channels
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o9~ % A B B suk

IZJa T T 5GHz £721% 2.4 GHz |

CHAF R 7 F o R LOEEE

57, 77— ULEELY GHEADOT 7 EA RA Y FPMBELEIND L IICTRETEET,

BHN72FDOMOT 78 A RA > k% Auto RF |2
BT X £9,

OFEEFE, = U TRICHHt R THBRFES 256

xFLUTHDZ LT, #HRIICE

@CLIZ‘%'(“?LO

VAaD 802.1Iln T 7B A KAV N EFHT DA, T ¥ R/UIEIL 20 MHz £ 7213 40 MHz |
9,

5GHz ZEM T 556D, 40MHz F v XV 2+ 25 2 L A HERE L £,

alaln
CiIsco

Wireless

802.11a/n General RF Channel Assignment
802.11b/g/n AP Name sjc32-11a-apl0 Current Channel 36 (Extension : 40)
Duail-Band Radios
Global Configuration Admin Status Enable : Channel Width = 40 MHz -
» Advanced Operational Status P ;gg:nnei width can be configured only when channel configuration is in custom
Mesh Slot # 1 Assignment Method (='Global
RF Profiles Custom

Access Points
All APs

« Radios

FlexConnect Groups
FlexConnect ACLs

802.11a/n Cisco APs > Configure

11n Parameters

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Tx Power Level Assignment

DOENY BT 2L

RSESNTWAT 7 EARAL L N

XL TRETE

11n Supported Yes
» BO2.11a/n
Current Tx Power Level 2
» B02.11b/g/n CleanAir
Assignment Method (=iGlobal
* Media Stream
CleanAir Capable Yes Custom
» Application Visibility . =
And Control CleanAir Admin Sfatus ) Enable
s CleanAir enabie will take effect only if it is enabled on this band. Performance Profile
Ty
f
Timers ::;:z:ﬂ:pectrum e 0 View and edit Performance Profile for this AP
b Netflow Performance Profile
Antenna Parameters
» QoS

Note: Changing any of the parameters causes the Radio to be temporarily disabled

Antenna Type Internal  :
and thus may result in loss of connectivity for some clients.

A
B
c

LR

Antenna

HS54F7hB—32Y

AXy = 7B — I U ZITEFE BRI > TRBIZEE S35 DT, Cisco Unified Wireless LAN Phone
7921G I, Cisco Unified Wireless LAN Controller D27 7 A 7> s a—I 7 &7 v 3 @D RF /NT A —Z &
LEHAs

a—J)L 7 K2y a i

[RA A (Voice) | T[7 R vz UHlEHZH (Admission Control Mandatory) | #H 20 LC, AT 2k
Jia UC 5 GHz £721% 2.4 GHz I2xF L, e REHRIES L OFREARO 0 — I v FTHIE DO S—t o T — D 2% TE
?é:k%ﬁﬁbi?

WX T DRI DT 7 4/ FEREILT5% T, ZDOIHL 6% Ern—I 7 7747 MITHENT
Wiﬁo
0B—V7 7747y MEITREAOR — I > ZHEIBEOMEICHIRB SV EE AN, ZOMOFIRIEN 3T
FHEINTWAEARICHZ., e—I v 7H#iEIIe—I 07 79470 FHICH 2 FREOEEIEZ TR L £,
CAC AN T 258 1E. [AfX—AD CAC (Load-based CAC) | WA TH D Z L &Ml LE 4., Z DORERE
ﬁCMMMMMWMM“AN%MMMTﬁﬁf%ifﬂ\ﬁf@k 4. Cisco Autonomous Access Point 7’
Ty b7 —ALTIHEHTEEH A,

[EfafX— A D CAC (Load-based CAC) ] Cix, JETSPEC 7 74 7+ b DIED>,
X—2Er EShvET,

F ¥ RV EDOZFDOMO T 3L
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[(FF7 7427 ARY—A ARY»2Z (TSM) (Traffic Stream Metrics (TSM)) | ZHZhZ L £,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11a(5 GHz) > Media
w Access Points "N )
All APs | Voice | Video | Media |
= Radios
802.11a/n
802.11b/g/n Call Admission Control (CAC)
Dual-Band Radios
Global Configuration Admission Control (ACM)  Enabled
» Advanced CAC Method £ _Load Based #
Mesh Max RF Bandwidth (5-85)(%) 75
RF Profiles Reserved Roaming Bandwidth (0-25)(%) 6
FlexConnect Expedited bandwidth 4
Groups
FlexConnect ACLs SIP CAC Support 2 || Enabled
+ 802.11a/n
Network Per-Call SIP Bandwidth £
« RRM
RF Grouping SIP Codec G.711
TPC
DCA SIP Bandwidth (kbps) 64
Coverage SIP Voice Sample Interval (msecs) 20
General
et Soanig Traffic Stream Metrics
Media
EDCA Parameters Metrics Collection 4

DFS (802.11h)
High Throughput
(802.11n)
CleanAir

[EF A4 (Video) ] T[7 K2 v = V#1424 (Admission Control Mandatory) ] #8222 4ERH VD 97,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11a(5 GHz) > Media
w Access Points l’““ | Video I m]
All APs == =
= Radios
802.11a/n
802.11b/g/n Call Admission Control (CAC)
Dual-Band Radios
Global Configuration Admission Control (ACM) | Enabled
» Advanced CAC Method % Static
Mesh Max RF Bandwidth (5-85)(%) 0
RF Profiles Reserved Roaming Bandwidth (0-25)(%) 0
FlexConnect SIP CAC Support 2 Enabled
Groups

FlexConnect ACLs

w B802.11a/n
Network
» RRM
RF Grouping
TPC
DCA
Coverage
General
Client Roaming
Media
EDCA Parameters
DFS (802.11h)
High Throughput
(802.11n)
CleanAir

BEOa—/L T Ry ia AEEEHIC LTSGR, RORELZGINCT HHENRHY £, ZOREIX,
show run-config] CTH/RTX F7,

Cisco Unified Wireless IP Phone 7921G & A4 A K 69



Call Admission Control (CAC) configuration

Voice AC - Admission control (ACM)............ Enabled
Voice max RF bandwidth........................ 75

Voice reserved roaming bandwidth.............. 6

Voice load-based CAC mode..................... Enabled
Voice tspec inactivity timeout................ Disabled
Video AC - Admission control (ACM)............ Disabled
Voice Stream-Size........cccceeveeeevennnne. 84000

Voice Max-Streams.........c.ccceeevvevennnns 2

Video max RF bandwidth........................ 25

Video reserved roaming bandwidth.............. 6

voice stream-size 33 2 O voice max-streams DfE L, HEIZILN U CROD a~< > N2 L CRETX £9,

(Cisco Controller) >config 802.11a cac voice stream-size 84000 max-streams 2

WLAN/SSID OF%ET QoS NIELL RESNTNAZ 2R LET, ZORTEIE, ROa~> REHEHLT
FRTEET,

(Cisco Controller) >show wlan <WLAN id>

Quality of Service........cccevvevervennnne. Platinum (voice)
WMM...oooiiiiieiceeeeee e Allowed
Dot11-Phone Mode (7920)........ccccverveeninee. ap-cac-limit
Wired Protocol.........cccoevevieeienieennnnne. 802.1P (Tag=6)

Cisco Autonomous Access Point T2 —/L 7 R v g VHlEIZENZ LA, SSID THLT7 RIvvrard
Ty I EETONENLD T,

[Voice (FRA A) 1FE71E [Video (ETA) 1 TY R v a VHlHEFHHNZL TODNE D IR,
SSID DFRETIFT—/L 7 FI v g VHEIEAENCT A LERH Y £7°,

Cisco Autonomous Access Point (213, BEffX—AD CAC LA N — LDV R — MIFEELZRWD T, Cisco
Autonomous Access Point T CAC ZHNIT 5 Z LRI ETA,

Cisco Autonomous Access Point [, 1 A b U —2DIHIZHIELTEY, ARV —AL A XFIHAF~ A ATER
WDT, CAC WEZNTH HE 12 SRTP I8 L W barge (0 iAA) 1THEHE L 8 A,

dotl1 ssid voice
vlan 21
authentication open eap eap_methods
authentication network-eap eap_methods
authentication key-management wpa cckm
admit-traffic

Cisco Autonomous Access Point @ STREAM %€ C. Cisco Unified Wireless IP Phone 7921G (258 E STV 5 PHY
L— FDBAL—hE LTEMDRS>TWNDZ ELHERL T IEEN,

T AN NEFERT L ERHERSNET, 7740 F T, 802.11b/g lZkF L TIX 5.5, 6.0, 11.0, 12.0, k&
TN 24.0 Mbps, 802.11a {Z%f L TIX 6.0, 12.0, 3L T24.0 Mbps NAFRL— F & L THEINNZARY 77,

STREAM HERE 2 [ELEEA N T 5 7>, Qos OFREBEDOIRT 7w A 73 T[H fc-myul: (Optimized
Voice) | ZBINT D2 LICLoTHMITH5H, BEFT Yy NETRERF 2 —ICA>TWND 2 L 2R L
9, I F VT "y b (SCCP) | :t\ BUEDOF 2 —IZ ANDLERH Y £7, ZNEMHEEICTHITIE
DSCP #i#72F 2—IZ~ v B 735 QoS KR v —%&HELET,
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a—L 7 Ry ia Ul e QoS DFEMIZ OV TIE, RD URL IZH S [Cisco 10S Software Configuration Guide
for Cisco Aironet Access Points] @ [Configuring QoS| DEZ LML T 7230,

http://www.cisco.com/en/US/partner/docs/wireless/access point/12.4.25d.JA/Configuration/guide/scg12.4.25d.JA-chap15-
gos.html

AT 4T ORETIHE, [2=F v AN ETA VXA L2 kb (Unicast Video Redirect) | B LN [/ FF v Ak &4
A4 V7 FOARME (Multicast Direct Enable) | # AT HHLERZH Y 97,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11a(5 GHz) > Media
w Access Points Voi. I Vid | Media
All APs -
= Radios
802.11a/n
802.11b/g/n General
Dual-Band Radios
Global Configuration Unicast Video Redirect 4
» Advanced
Multicast Direct Admission Control
Mesh
Maximum Media Bandwidth (0-85(%)) 85
RF Profiles
ient Mini Phy Rate 6000
FlaxXConnact Client Minimum Phy Rate
Groups Maximum Retry Percent (0-100%) 80
FlexConnect ACLs
+ 802.11a/n
Network
= RRM Media Stream - Multicast Direct Parameters
RF Grouping
TPC Multicast Direct Enable 4
DER Max Streams per Radio No-limit *
Coverage 7
General Max Streams per Client No-limit
Client Roami
i Best Effort QoS Admission Enabled
edia
EDCA Parameters

DFS (802.11h)
High Throughput
(802.11n)
CleanAir

EDCA /XS A —%4

9 2 B RIS U C 5 GHz £721% 24 GHz 126 L, EDCA 711 7 7 A L% [H 7 Ol (Voice
Optimized) ]IZE%E L. [{KIEIE MAC ZH %027 % (Enable Low Latency MAC) | & 20 L9,

KIBIE MAC (LLM) ZRETDHE. TIVEBARA U N 7T b 74— LoT1I 27y FHT=0 OFEE
[F223 2 ~ 3 [l D DT, HEDOT —% L— I DA THLIGEICMENEC 28200 H Y £9°,
Cisco802.1In 77 B A ARA L FTiX, LIMIZV AR —FZNTWERA,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless
~ Access Points
All APs General
= Radios
802.11a/n EDCA Profile Voice & Video Optimized =
802.11b/g/n
Dual-Band Radios Enable Low Latency MAC
Global Configuration
» Advanced
Mesh Turn this ON only if DSCP marking is correct for media (RTP) and signaling packets.
es! Low latency Mac feature is not supported for 1140/1250/3500 piatforms if more than 3 data rates are enabled.
RF Profiles
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DFS (802.11h)

DFS (802.11h) DOFFE TlX, F ¥ XLl & Quiet T— REAHZLET,

Cisco Unified Wireless IP Phone 7921G Ti, Z#{FHE /1 &2 #3572 IZ DTPC BEH b DT, [EIHIR
(Power Constraint) JIZARFEEDEEICTHH, 0dBm IZRELET,

Cisco Unified Wireless LAN Controller DTt D /38— 5 > Tlk, TPC (FBHHIR) XA F I v 7 ikEEIa
Fr—/L (DTPC) DOWJ;ZRIFHZANIT HZ LIETEEEA,

[F ¢ /L% (Channel Announcement) |35 T8 [F + /L Quiet € — K (Channel Quiet Mode) | &= HhZT 5
‘/[Z‘ngi&) D jzvg—o

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11h Global Parameters

w Access Points

All APs Power Constraint

= Radios
802.11a/n Local Power Constraint(0-30) 0 dB
802.11b/g/n

Dual-Band Radios
Global Configuration

Channel Switch Announcement

» Advanced Channel Announcement Iuﬁ
Mesh Channel Quiet Mode 4
RF Profiles
CleanAir

CleanAir 777 / B ¥V —%## Lz v A aflo T 7w A KA v b &#H L CBEFEO THERIET 28581
[CleanAir] % [£7%) (Enabled) 12T AMENRH D £,
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MONITOR WLANs CONTROLLER

WIRELESS

SECURITY MANAGEMENT COMMANDS

HELP FEEDBACK

Wireless

+ Access Points

802.11a > CleanAir

All APs CleanAir Parameters
= Radios
B02.11a/n CleanAir “Enabled
802.11b/g/n ’
Dual-Band Radios Report Interferers? “Enabled
Global Configuration Persistent Device Propagation Enabled
¥ Advanced
Mesh Interferences to Ignore Interferences to Detect
RE Profiles Ca_nopy' ) TDD Transmitter
WiMax Fixed > Jammer
FlexConnect Groups Continuous Transmitter
FlexConnect ACLS s DECT-like Phone

 802.11a/n Video Camera
Network
» RRM Trap Configurations

RF Grouping
TPC Enable AQI(Air Quality Index) Trap ¥ Enabled
DCA
Cavbrage AQI Alarm Threshold (1 to 100)2 35
General Enable trap for Unclassified Interferences Enabled

::1';?; Roaming Threshold for Unclassified category trap (1 to 99) 20

EDCA Parameters Enable Interference For Security Alarm “Enabled

DFS (802.11h)
High Throughput

(802.11n) Do not trap on these types Trap on these types
{
Sean TDD Transmitter Jammer
» B02.11b/g/n Continuous Transmitter > WiFi Inverted

» Media Stream

DECT-like Phone
Video Camera

WIiFi Invalid Channel

Application Visibility SuperAG
And Control
Country Event Driven RRM (change Settings)
Timers EDRRM Disabled
¥ Netflow Sensitivity Threshold N/A
¥ QoS
(1)Device Security alarms, Event Driven RRM and Persi: e Device idance algorithm will not work if Interferers reporting is disabled.
(2)AQI value 100 is best and 1 is worst
alvaln
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11a/n Cisco APs > Configure

* Access Points

All APs
= Radios
802.11a/n General RF Channel Aulgnment
05 Ay AP Name sjc32-112-ap10 Current Channel 36 (Extension : 40)
Dual-Band Radios
Global Configuration Admin Status Enable Channel Width = 40 MHz
» Advanced Operational Status uP ;OC::nnel width can be configured only when channel configuration is in custom
Mesh Slot-# 1 Assignment Method @Global
RF Profiles Custo
11n Parameters i
FlexConnect Groups
FlexConnect ACLs Tx Power Level Assignment
11n Supported Yes
» B02.11a/n
CleanAlir Current Tx Power Level 2
¥ 802.11b,
AL Assignment Method ®Global
¥ Media Stream
CleanAir Capable Yes Custom
Application Visibility -
? and Control CleanAir Admin Status Enable *
* CleanAir enabie will take effect only if it is enabled on this band. Performance Profile
Country
Timers ::m::&:,:f pactsum Expect 0 View and edit Performance Profile for this AP
* Netflow Performance Profile l
Antenna Parameters
» QoS
9 Antenna Type Internal  * Note: Changing any of the parameters causes the Radio to be temporarily disabled
A and thus may result in loss of connectivity for some clients.
Antenna B ]
c

AP G )—7F

AP 7 )V—1%, AENZT 5 WLAN/SSID, ¥~ v B VT HMENRSHDHA X —T A ADIE, AP 7 /—T7|C
BB TOENTET 78R RA L MHEATOIMENRHD RF T 7 7 AV RT A—R ZRET DT OI/ERT
=E7,
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[WLANs] # 7 CiZ, BHIO SSID BL O~ v B 735, X —T oA AZRIRL T, BN (Add) | Z##H L F
vé’—(]

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs Ap Groups > Edit 'APGroup-1'
e - e v o >
v FILANE General | WLANs | RFProfile | APs | 802.11u |
WLANs
v Advanced Add New
AP Groups
Add New
WLAN SSID | voice(7) +)
Interface
[Interface | rtp-9 voice e
Group(G)
SNMP NAC State |_|Enabled
Add | Cancel |
WLAN WLAN Interface/Interface SNMP NAC
1D Ss5I1D Group{G) State

[RF 7’127 7 A )b (RF Profile) 1% 7 Clx. HAD 802.11a £721X 802.11bRF 7’11 7 7 A L & 34R L T, [ H
(Apply) 1 Z# L ET,

TIRARA L BB AP TNV —TITREENTOOEREPMA DN E, BEOHEME, 778X KA b
NY7—hrLET,

cIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs Ap Groups > Edit "APGroup-1'
- L | General | WLANs | RF Profile | APs | 802.11u |
WLANS
v Advanced Kpaty |
AP Groups
B02.11a | RFProfile-Al  + |
802.11b | none %

[APs] # 7 Clx, BRIOT 7B A RA 2 MEEIRL T, [AP OEN (AddAPs) &L ET,
FDH%, BIRLET 78 A RS IR Y T —FLET,

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs Ap Groups > Edit 'APGroup-1'
v [ AP | General | WLANs | RFProfile | APs | 802.11u |
WLANSs
A Advanced
AP Groups APs currently in the Group Remove APs | Add APs to the Group Add APs
[] AP Name Ethernet MAC ] AP Name Group Name
() rtp%-21a-migilles-1 70:81:05:77:e4:d2
) rtpS-21a-migilles-2 00:22:bd:1b:8Be:6a
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RF 7274l
RE 707 7 AL, 77 RRARA L SOOI N—=TPMEMT 5 0MER o DB AIR, 7—4% L— b, RRM i
B EERRET DT OI/ERTE £7,

ERSITZRF 7 7 7 A Vid, AP 7 —FZEH SN E T, AP VL —TREDFEMIZHOWTIX, TAP 7
=T BERLTLEEN,

RF 7’0 7 7 A VEAERT 286, [RF 7’77 7 A /L4 (RF Profile Name) ] & [ME#7#74 U > — (Radio Policy) ]
EEFRTDULENRDHY 7,

[ME#RA U > — (Radio Policy) ]IZ%F LT, 802.11a £ 7213 802.11b/g N L £ 7,

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless RF Profile > New

¥ Access Points
All APs
= Radios Radio Policy | 802.112a %]
802.11a/n
802.11bfg/n
Dual-Band Radios
Global Configuration

RF Profile Name | RFProfile-A1

[802.11] # 7' Tix, HMDOT—% L—hERELET,

[%ZH (Mandatory) ]1Z 12 MbPS, [#7"— h#7 (Supported) ]IZ 18 ~ 54 MbPS ZH2hCd %5 2 & 2 HELEL %
T L, BEICL TR 2 (BA) L— & LT6MDPS 2T DRENRHLHENH Y £7,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless RF Profile > Edit 'RFProfile-A1"
~ LE=E DD | General | 802.11 | RRM | High Density | Client Distribution |
All APs
+ Radios
802.11a/n
802.11b/g/n Data Rates! MCS Settings
Dual-Band Radios
Global Configuration 6 Mbps | Disabled s | 0 U
[ Supported
» Advanced 9 Mbps | Disabled |
| Disabled - | 1
—————— Supported
Mesh 12 Mbps | Mandatory * |
— 2
RF Profiles 18 Mbps | Supported * | Subportec
FlexConnect Groups 24 Mbps | Supported  # | : Supported
FlexConnect ACLs "
36 Mbps | Supported ¢ | Y G
e LEs 48 Mbps | Supported % | 5
» - Suppeorted
802.11b/g/n 54 Mbps | Supported 3 | N
» Media Stream SUREEERC
7
, Application Visibility SORpDEEC
And Control 8 o
Suppeorted
Country 9
Suppeorted
Timers ™
10
} Netflow uRpE
} Qos il Supported
12 o
Supported
= Supported
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[RRM] # 7T, [ KEIL~LOEID HT (Maximum Power Level Assignment) ] 38 X O [/NE) L~ LDE|
V4T (Minimum Power Level Assignment) ] D1E2>y, ffiod [TPC] BX W [F AL v ¥ HR—LOfH] (Coverage
Hole Detection) | #5%E TX £,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless RF Profile > Edit ‘RFProfile-A1"
P - " g - -
AL LI General | 80211 | RRM | HighDensity | Client Distribution |
All APs
= Radios
802.11a/n
802.11b/g/n TPC Coverage Hole Detection
Dual-Band Radios
Global Configuration Maximum Power Level Assignment (-10 to 30 dBm) |17 Data RSSI{-90 to -60 dBm) l-a0 |
» Advanced Minimum Power Level Assignment (-10 to 30 dBm) 111 Voice RSSI({-50 to -60 dBm) |-80
Mesh Power Threshold v1(-80 to -50 dBm) |-70 Coverage Exception(l to 75 Clients) '3
RF Profiles Power Threshold v2(-80 ta -50 dBm) |67 Coverage Level(D to 100 %) |25 |

[F% E (High Density) | # 7 Tl [Jx K27 74 7> b (Maximum Clients) | B LN [v/LFF¥ A kN 7—X
L — bk (Multicast Data Rates) | s ET 52 &b TEET,

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless RF Profile > Edit 'RFProfile-A1"
RAccEssEn nke [ R T N | Client Distribution |
Al AP General | 802.11 | RRM | High Density | C on |
» Radios
802.11a/n

802.11b/g/n
Dual-Band Radios
Global Configuration

¥ Advanced

High Density Parameters

Multicast Parameters

Maximum Clients(1 to 200} 1200

Client Trap Threshold? |50

Multicast Data Rates2 | auto  + |

Mesh

RF Profiles

TILFEXwRNEALLY +

AF 4T AN —=LDORET, [¥VFFv A FA L7 MERE (Multicast Direct Feature) | Z A 2hZ 3 5 M2
N ET,
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless Media Stream >General
« Access Points

All APs i i v
= Radios
802.11a/n "
802.11b/g/n Session Message Config

Dual-Band Radios
Global Configuration

Session announcement State Enabled

Session announcement URL
¥ Advanced

Session announcement Email
Mesh

RF Profiles

Session announcement Phone

FlexConnect Groups
FlexConnect ACLs

» 802.11a/n
» 802.11b/g/n

« Media Stream
General
Streams

Session announcement Note

[V FFr A FA L7 MEGE (Multicast Direct Feature) ] ZA#1Z9 % & WLAN %7 Multicast Direct %
BT D472 3 D3 [QoS] A== —IZFKRENET,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit ‘'voice’
- WLANSs —
e | General | Security = QoS | Advanced
Burst Real-Time Rate 0 0
b Advanced
Clear

Override Per-SSID Bandwidth Contracts (kbps) 1€
DownStream UpStream
Average Data Rate 0 0
Burst Data Rate 0 0
Average Real-Time Rate 0 ]
Burst Real-Time Rate 0 0
Clear

WMM

WMM Policy Required =
7920 AP CAC  Enabled
7920 Client CAC Enabled

Media Stream

Multicast Direct & Enabled

QoS 7AZJ74A4 )L

Ta han XA 7L L T[802.1p) IS HZ & T, 42D QoS 717 7 A/ (Platinum, Gold, Silver,
Bronze) #HEL., 7077 AN EIZ, [802.1p ¥ 7 (802.1pTag) ] #a%xE L E7,

Platinum = 6
Gold=5
Silver =3
Bronze =1
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Wireless Edit QoS Profile
w Access Points _
All APs QoS Profile Name  Platinum
« Radios
802.11a/n Description For Voice Applications

802.11b/g/n
Dual-Band Radios

Global Configuration Per-User Bandwidth Contracts (kbps) *
» Advanced DownStream  UpStream
Mesh Average Data Rate 1] 0
RF Profiles Burst Data Rate 0 0
FlexConnect Groups Average Real-Time Rate 0 0
EhxEonhierE At S Burst Real-Time Rate 0 0
» B02.11a/n
» 802.11b/g/n Per-SSID Bandwidth Contracts (kbps) *
» Media Stream DownStream  UpStream
3 Application Visibility Average Data Rate 0 0
And Control Burst Data Rate 0 0
Country Average Real-Time Rate 0 0
Timers Burst Real-Time Rate 0 0
» Netflow
> 008 WLAN QoS Parameters
Profiles Maximum Priority voice i
sl Unicast Default Priority voice s
Multicast Default Priority _voice :

Wired QoS Protocol
Protocol Type _802.1p *

802.1p Tag 6
* The value zero (0) indicates the feature is disabled
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Wireless

w Access Points
All APs
« Radios
802.11a/n
802.11b/g/n
Dual-Band Radios
Global Configuration

¥ Advanced
Mesh
RF Profiles

FlexConnect Groups
FlexConnect ACLs

» B02.11a/n
» 802.11b/g/n
» Media Stream

Application Visibility
And Control

Country
Timers
b Netflow

¥ QoS
Profiles
Roles

Cisco

Wireless

w Access Points
All APs
= Radios
802.11a/n
802.11b/g/n
Dual-Band Radios
Global Configuration

» Advanced
Mesh
RF Profiles

FlexConnect Groups
FlexConnect ACLs

» 802.11a/n
» 802.11b/g/n
» Media Stream

Application Visibility
And Control

3
Country
Timers

» Netflow

* QoS

Profiles
Roles

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Edit QoS Profile

QoS Profile Name ~ 9°!d

Description For Video Applications

Per-User Bandwidth Contracts (kbps) *
DownStream  UpStream
Average Data Rate
Burst Data Rate

Average Real-Time Rate

o O © ©o

0
0
0
Burst Real-Time Rate 0

Per-SSID Bandwidth Contracts (kbps) *

B, P 1
eam P

Average Data Rate 0 0
Burst Data Rate 0 0
Average Real-Time Rate 0 0
Burst Real-Time Rate 0 0
WLAN QoS Parameters
Maximum Priority video :
Unicast Default Priority video S
Multicast Default Priority _video :
Wired QoS Protocol
Protocol Type 802.1p -
802.1p Tag 5
* The value zero (0) indicates the feature is disabled

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Edit QoS Profile

QoS Profile Name  Silver

Description For Best Effort

Per-User Bandwidth Contracts (kbps) *
DownStream  UpStream

Average Data Rate 0 0
Burst Data Rate 0 0
Average Real-Time Rate 0 0
Burst Real-Time Rate 0 0

Per-SSID Bandwidth Contracts (kbps) *
DownStream  UpStream
Average Data Rate 0 0
Burst Data Rate 1] 0
Average Real-Time Rate 0 0
Burst Real-Time Rate 0 0
WLAN QoS Parameters
Maximum Priority besteffort s
Unicast Default Priority _besteffort -

Multicast Default Priority besteffort B

Wired QoS Protocol
Protocol Type _802.1p =+

802.1p Tag 3
* The value zero (0) indicates the feature is disabled
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless Edit QoS Profile
v Access Points
All APs QoS Profile Name ~ °ronze
= Radios
802.11a/n Py For Background
802.11b/g/n Description
Dual-Band Radios
Global Configuration Per-User Bandwidth Contracts (kbps) *
» Advanced DownStream  UpStream
Mesh Average Data Rate 0 0
RF Profiles Burst Data Rate 0 0
FlexConnect Groups Average Real-Time Rate 0 0
FlexConnect AGLS Burst Real-Time Rate 0 0
» 802.11a/n
» 802.11b/g/n Per-SSID Bandwidth Contracts (kbps) *
» Media Stream DownStream  UpStream
, Application Visibility Average Data Rate 0 o
And Control Burst Data Rate 0 0
Country Average Real-Time Rate 0 0
Timers Burst Real-Time Rate 0 0
» Netflow
« QoS WLAN QoS Parameters
Profiles Maximum Priority background
Roles ; o -
Unicast Default Priority background  *
Multicast Default Priority background <

Wired QoS Protocol
Protocol Type 802.1p -

802.1p Tag 1
* The value zero (0) indicates the feature is disabled

QoS Basic Service Set (QBSS)

Cisco Unified Wireless IP Phone 7921G 75 # 73— 7% QoS Basic Service Set (QBSS) (Zi%, 3 DD R/ 2% /—
Tarnbv Ed,

VAANFPNHREE L2 R—=T 3 T 0~ 100 DA —L T, 7 UT Fy b TEAAL M (CCA) ITITHES

WTWRWED, F v FUERRITE ST, [HxDT7 78R BA 2 NOEFEFET S 80211 T 7 4 v

JIEFREFESnET, 20O, FIUEEEAHERT M0 802.11 =R X —F 71X FHITE EShvEH A,
BRLEVHEIZZ 7947 > MITER S, 45 ICRESNET,

QBSS IZ 802.1le ICb B ENTED, 0~255 DA/ —/L T, CCAIZHEASNTNET, %@7’:&)\ F ¥ RV DfE
AR 2 EMEICET ZENTEET, MRLEWVEIXZZ 747 2 MUTEFR S, 105 ITREINET,

CRAaAPRHETAE 2 BZDHONN—T 3 T 802.1le X—V a NZESWTWETR, T+ PO LXVVE
105 Z{EE CRETEE7,

QBSS DENR—V g 0%, T7Z®ARA 2 MK L TEETHRETE T,

Cisco Unified Wireless LAN Controller |{Zxf L C WMM ZA%hZ3 5 &, 802.11e /3—3 = > D QBSS WA
DET, £72. [7920 7 T4 T > F CAC (7920 Client CAC) 147+ a L [71920 APCAC] A 7'V a v HHES
NTEY, [7920 7 7 A4 7> b CAC (7920 Client CAC) | Z&EINTHE L Aad =T a2 1 BAMTR
[7920 AP CAC] ZiEIR T H LT A ad "= a U2 BRENTR Y £9, FEHIZ OV TIEL,  TSSID/WLAN QoS @
BE] OEAEZRL TSN,

Cisco Autonomous Access Point Ti%, [dotl1 phone] F7-/% [dotll phone dotlle| (Z &> T QBSS NAMNTAR
RS
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[dotll phone] ZfifHT DL, 2 2D Aa X—=Ta UFNIZ7 Y., [dotll phone dotlle] ZfEHT 5 &
WD CCANR—V gy 8021le BIONV A2 RN—=T g 2) BNATAY £3, [dotll phone dotlle] %4
T D LS LET,

CcisCo . . . .
Cisco Aironet 1200 Series Access Point
= = RADIOD-802.11G = RADIO1-802.11A =
(: CES e ]/: ACCESS CATEGORIES ]; ACCESS CATEGORIES ]/: ADVANCED I
Hostname sjc21-12a-aph
Services: QoS Policies - Advanced
IP Phone
SERVICES

Telnet’5SH QoS Element for Wireless Phones : ® Enable Dot11e
Hat Standhy .
COP O Disable
DS

IGMP S i
Filters T
HTTF

S ing Helper: Enabl Disabl

P ping Helper: & Enable O Disable
STREAM
SHMP
SNTP AVYID Priority Mapping
WLAN
ARP Caching Map Ethernet Packets with CoS 5 to CoS 6: O Yes @ Mo

WiFi MultiMedia (WMM)

Enable on Radio Interfaces:
Radiol-802.11G

Radiol-802.114

. |

WIZ, 7T 75 —b XA TZTLIZQBSS DK LEVMEAL T Sa~ RaRLET,

Cisco Unified Wireless LAN Controller = config advanced 802.11b 7920VSIEConfig call-admission-limit <value>

Cisco Autonomous Access Point = dotl1 phone cac-thresh <value>

CCKM 2 A LARB U TDHAE

7.0.98.218 U U — A LI, CCKM # A LAX T DHFMEIRREAREICR D £ LT,
VRTOY UV —Z2TlE, CCKM Z A LAAZ 71X 1000 ms ICRESNTRY, RETEETA,
PIBED Y J—ATHT 7 4L F®D CCKM ¥ A L AKX T OFFREIZ 1000 2 U RIZERE I ILTWET,

Cisco Unified Wireless IP Phone 7921G W —=3 7 =7 A = R {9 572012, CCKM # A LA X
VT DOFFAMEI 5000 ms (ZFHEETH Z EAHELEL 9,

(Cisco Controller) >config wlan security wpa akm cckm timestamp-tolerance ?

<tolerance> Allow CCKM IE time-stamp tolerance <1000 to 5000> milliseconds; Default tolerance 1000 msecs
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VA DREEFIEIZHE > T CCKM X A LA AKX VT OHREEZRET HI120E, koa~r REEHLET,

(Cisco Controller) >config wlan security wpa akm cckm timestamp-tolerance 5000 <WLAN id >

B AR 521X, show wlan <WLANid> 2 A ) LET, ZHIZED, ROXHICFERENET,

CCKM tsf Tolerance..........cccceeuveveeeeeennes 5000

Auto-Immune

Auto-Immune (B G E) #EEIX. M —E RS (DoS) WEBICKT HIREDT-DIEERINTHEZTE E T,

T OHSREAZ AN L TH. Voice over Wireless LAN IZ X > CTHWNB| SR Z ENAFREMERH Y 4, TD=d,
Cisco Unified Wireless LAN Controller T Auto-Immune $#$6E %2 MEshc 42 Z & ZHEE L F 5,

Auto-Immune (X, 42.176.0 VUV —ATHEAINFE Lz, ZOHEREIZT 74V N THZRY, RETDHZ &IX
TEXEHA,

4.2.207.0, 52.193.0, B3L06.0.182.0 U U —ALIFE, Z OMEEIXT 7 4V F TEDIZ2D  {TETAEICTE E
KR

Cisco Unified Wireless LAN Controller (Z%F4 % Auto-Immune iX EZ F_ T AL, 22> b a— 712 Telnet £ 721%
SSH THft L C, kD~ RE AN LET,

(Cisco Controller) >show wps summary

Auto-Immune

Auto-Immune..........cccoeeeeveeeinneennnnn. Disabled

Client Exclusion Policy

Excessive 802.11-association failures.......... Enabled

Excessive 802.11-authentication failures....... Enabled

Excessive 802.1x-authentication................ Enabled

IP-theft....cooviiiiieieiieieees Enabled

Excessive Web authentication failure........... Enabled
Signature Policy

Signature Processing..........c.ccecveevvennen. Enabled

Cisco Unified Wireless LAN Controller {Z%9 % Auto-Immune #45EZ N2 H121X, = b —F 1T Telnet £7=
ILSSH T L T, kDa~v > REe AT LET,

(Cisco Controller) >config wps auto-immune disable
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WLAN > FO—5DEEL EAP 8RE

Cisco Unified Wireless LAN Controller D & E 72 EAP iR ED . IROTFHRIZHES THRESINTWA Z & 2R T 50
FTNH D FI,

Cisco Unified Wireless LAN Controller (Zxf 9% EAP @ E % &9 HI21E, =2 hr—F|Z Telnet £721% SSH T
B LT, tkoa~vy REAHTLFET,

(Cisco Controller) >show advanced eap
EAP-Identity-Request Timeout (seconds)........... 30
EAP-Identity-Request Max Retries................. 2
EAP Key-Index for Dynamic WEP.................... 0
EAP Max-Login Ignore Identity Response........... enable
EAP-Request Timeout (seconds).................... 30
EAP-Request Max Retries..........ccccveevennenns 2
EAPOL-Key Timeout (milliseconds)...................... 400
EAPOL-Key Max Retries........c.ccevveeeuennnne 4

802.1x F£ 721X WPA/WPA2 % fi 9 %454 . Cisco Unified Wireless LAN Controller ® EAP-Request Timeout % /)7
CLEHL20MITHRET HHENRDY 77,

Cisco Unified Wireless LAN Controller 7 N7 =7 OFciE D /3— 3 > CTliX, 7 7 + /L b ® EAP-Request Timeout
M2~30IZEFSINE LT,

Cisco ACS =/ "DF 7 )b s XA LT 7 ML 20 TY,

Cisco Unified Wireless LAN Controller (Z%}3~% EAP-Request Timeout 2 84 512(%, =2 h 72— 7 |Z Telnet £
7oIX SSH THERE L T, kD=~ RE A LET,

(Cisco Controller) >config advanced eap request-timeout 30
WPA/WPA2 PSK % 14 %41, EAPOL-Key Timeout 5 7 4 /L k@ 1000 X U5 400 2 U RITHES L,

EAPOL-Key Max Retries %7 7 4 /L b D 2 15 4 IZERET 5 Z & 2 H#ERE L £,

WPA/WPA2 %3 53415, EAPOL-Key Timeout 35 & T EAPOL-Key Max Retries 0)7‘ 7V ME (ZFhERh
1000 X U BB LT 2) %ﬁiﬁﬁ LTHIELSEELETA, ZTNEN 400 BL O 4 ICRET D L 2R L ET,

EAPOL-Key Timeout /£, 1% (1000 X VF) #HX RV E I LT EEN,

Cisco Unified Wireless LAN Controller {Z%f9"% EAPOL-Key Timeout #2834 521X, =¥ hr— 7T Telnet £ 7=
IZLSSH THEEft L C, Ik a~v 2 RE AT LET,

(Cisco Controller) >config advanced eap eapol-key-timeout 400

Cisco Unified Wireless LAN Controller |Z%} 3% EAPOL-Key Max Retries Timeout £ 35 (2iX, =¥ hue—7|Z
Telnet £721% SSH THfE L T, RO a~ L RaE AN LET,

(Cisco Controller) >config advanced eap eapol-key-retries 4
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7O0x3 ARP

X ARPIEHREE LT RA3X A X 5HI21%. Aironet JLIRERENH N TH D Z L 2R L F T,

TR ARP AN THHZ LR LET, Z DA, Cisco Unified Wireless LAN Controller Ti%, ARP =
=X XY AN T RBREGE LTRRINET,

2 b —F|Z Telnet E7-1% SSH THEFE L. Cisco Unified Wireless LAN Controller /3 —3 3 2 1Z)i U T I'show
network| F 721X [show network summary| = AJJ L F7,

ARP =% ¥ X h T— RNHOHEIL, fconﬁg network arpunicast disable] & AL £,
5.1.151.0 UV U — R LU, 7HHF T ARP IIHICAMTHY . RET D LITTETEE A,

Cisco Autonomous Access Point |Z%} L Ci%, [dotll arp-cache optional] & AJjL F£7,

NI
CISCO Cisco Aironet 1200 Series Access Point

Hostname sjc21-12a-aps

Services: ARP Caching

Client ARP Caching: ® Enable O Disable

SERVICES Forward ARP Requests To Radio Interfaces YWhen Mat All Client IP Addresses Are Known
Telnet’SSH
Hot Standhy
CDP
DNS
Filters
HTTP
QoS
STREAM
ShmP
SMTP
WLARN
ARP Caching

TKIP ho o3 — AT v —iHR—)L FA KM

TKIP H 7 B — AP v— F—RiE, T7HARAL FB 60 BLNICA v E—VEEEF v 7 (MIC) =
T—%2EIZETHERBINET, ZOE—FBBRBEND L. T 7R RA L MIZED 802.11 HEHRIZBE
T ENIZTXTOTKIP 7 74 7 v NORGEEMRL, hU X —RA T v — FK—)L A THER (57 41 b
1X60%) DR, 747 hekR—nL R4+ 7ICLET,

Cisco Unified Wireless LAN Controller {25425 TKIP H Vv Z— A Py — R—/)L RA7EMEZEET LI, =
v ha—7|Z Telnet £721% SSH T L C, kO~ RE AN LET,

(Cisco Controller) >config wlan security tkip hold-down <nseconds> <wlan-id>

PR 2R 511X, show wlan <WLANid> Z A J L ¥4, Zhic RO EHITEREINET,

Cisco Unified Wireless IP Phone 7921G & A4 A K 84



Tkip MIC Countermeasure Hold-down Timer....... 60

Cisco Autonomous Access Point (% LT, TKIP H TV o X —A ¥ — ARV IRRAELTZGAWC I FAT b
A=V RF 7T EATTLET,

Interface dotl1radio X
countermeasure tkip hold-time <nseconds>

VLAN # & U Cisco Autonomous Access Point

A XYL AEEBIORTF—%ZB{EO VLAN IcE 7 A > MEL F9,
TIAYLVAITTAT L FOYV T %y I 1,000 52 FE2B2 Tl 8 A,

Cisco Autonomous Access Point Z{# 3 535515, SEHDO XA 7 7 VLAN ZfH L £9, Cisco Autonomous
Access Point TlX, </VFF ¥ A s 7’1 k)L Cdh B Inter-Access Point Protocol (IAPP) 2MEHA £,

FAT 47 VLAN [ZDOWTIL, IAPP N7 v NIEFIIRBIND Z L 2 f3EICT 57D, VLAN T IFfEH L
RN EERHELEL F9,

FAE VLANIZX LT, XT Vw7 %27 Xy b 74U—F 07 (PSPF) WA/ >TWAHEE, 7
TFAT LV EREUT 78 A RA 2 MCEEMT Bz & EICEEEB{E T2 =), PSPE NERNIC /> TNV A
ZLEMRLET, PSPEAANCTHE, A—F 4 AT EHH L 720 £,

A— b X2V T 1L, Cisco Autonomous Access Point DN [EEREGE L CTWAD A A v F IR— b THEZWZ T B30
NHY FET,

LAY3IEEY T A 0A%THY . Wireless LAN Services Module (WLSM) 2SEB SN TWAIEAICIRY |
Cisco Autonomous Access Point @ SSID i E TH v U —7 ID Z#HZ L E T,

Cisco Unified Wireless IP Phone 7921G D&}

Cisco Unified Wireless IP Phone 7921G 2% L Ty hU—ZREEZITOICIE, ROL I RS EIERTERH Y
F9,

F—nRy FZEALE-BERORTE

Xy NU—7 Fa 7y A%, [BEE (Settings) ]>[R> hUV—2 7177 A/l (Network Profiles) ]IZfHE)L
TRETEET,

Y LA 2y ZRERT D 2 EBMERIGENRH D £,

FEMEIZ DWW T, D URL (28 5 [Cisco Unified Wireless IP Phone 7921G Administration Guide] @
[Configuring Settings on the Cisco Unified Wireless IP Phone 7921G| OFEA S L T2 E 0,

http://www.cisco.com/en/US/products/hw/phones/ps379/prod maintenance guides list.html

Web 4 V3 —DJx A RZFERHLI-BEBORTE

Cisco Unified Wireless IP Phone 7921G (21, 802.11a/b/g ME# F7=1X USB Zffifl L T7 7 & A CT& % HTTPS %t
D Web A Z—7 A AWM o>TW\WET,
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Microsoft Windows 7® 64 £~ . Windows 7® 32 £ > . Windows XP 32® v v b £ 7-1Z Windows 2000® 32
By h&ZE{TLTW5 PC TlL. Cisco Unified Wireless IP Phone 7921G CTUSB A v % — 7 = A A% AF {4 5 M3
NHY FET,

USB Z 14 58451%. PCOUSB Ry hT—27 4 L Z—T A ZATEHHIIP (192.168.1.X /24 72 F) Z#ZEL
F9,

Web A ' H—T =2 A AMHLBREDEELEEZITHIZIE, Web 7T 7 A% [7/v (Full) JICHRETHILENRHY £3
(ZHIZEY, WS ODPDBMA =2 —bHNR0 £9) .

WDT 7 4V MEZEMFH L TEHE Web X—lcu /A LET,
2 —H4 = admin / 232 7 — R = Cisco

Microsoft Windows 7 64 £ > ;. Windows 732 E > ;. Windows XP 32 ¥ v 3 JL T Windows 200032 &> b ®D
USB KT AN A A h—)L Ry r—I1F, RO URL B AFTE £,

http://software.cisco.com/download/navigator.html?mdfid=278875240

() 192.168.1.024 2 b =217 74V TUSBA v X —T =2 A A Ko THEHEINLTWDH=HD, VA Y
VALANA VX —T7 oA AMEHTHZ L3RI nFEFEA, VAL ALANIZ 192.168.1.0/24 %> h U —
IR RT A%, BFEETCUSBDIP 7T RLAZEE TS5, USB 2l L CEFHE LB LRV TL S
W,

—iERFA1—T 1T« ZERAL-EEMORE

Cisco Unified Wireless IP Phone 7921G HH DO —#EEH=—7 + V7 ¢ (BDU) &, —ED 802.Ix T WU IR
EAP-FAST, PEAP (MS-CHAPv2) . F72IXLEAP THEHEINTWH, T X COEMEECTHEBEBO/ LT )
Ny b (DFY, WPA2-PSK F721338D 802.1x 7 H U v b)) MMEMASNAGEIC, ZHOEGKO 7o v
Vam U BIOER Yo A 2EMET AL AENE LTV ET,

Wavelink Avalanche #{#f L I-EERBORE

Wavelink Avalanche (X7 A ¥ L XA LAN =2 % —7 J 4 XA OEAFENREBR Y ) 22— a0 THY, 2—Pik
FRa ) — LS LANA VT TARNT I F X ERNAIN T TAT 2 b T AR R L,
HEcE £,

Wavelink Avalanche #fEf 95 &, VA TVYLALAN Xy N —7 ORE. B, BIOEHRREGIZRD, X
FEIEREARNANNVT AL AL VT TARNT I F YOV R— MX Y FZ#MERBIESNET,

FERZ OV T, kD [Wavelink] OIEAZZB L T E0,

SEZ DWW TIE, RO URL 128 % [Cisco Unified Wireless IP Phone 7921G Administration Guide] #Z&H L < 72
I,

http://www.cisco.com/en/US/products/hw/phones/ps379/prod maintenance guides list.html

74 L X LAN OHE

Iy bT—27 a7 7 ANERETHITE. ROTA RTA4 012 TL7ZENY,
e (Cisco Unified Wireless IP Phone 7921G Tl%., o x vy " —27 FYu 77 A V&V HR—FLET (1D

DHxy NT—7 7a 77421 ODSSID #E VY THZENTEET) . £I00 0 SSID [ TFFA]
SNEH A,

o KDS5HODHERIED 802.11 F— RAFIHATRETT,
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H #-RSSI  (Auto-RSSI)
802.11a

802.11b/g

H#-A (Auto-A)
H#Ej-b/g (Auto-b/g)

1.33) UV U —ALIF, Auto-a 287 7 /L b D 802.11 E— RV L7z, LA -> T, liioF v b
MAX ¥ U, SGHz WA FITEINET BRESNTZR Yy VT —27 BRHAFRERES)

XV bEiOYU Y —ATIL, Cisco Unified Wireless IP Phone 7921G @5 7 # /L MA L Auto-RSSI £ — K
ThHOH., BERKRLIBANT 78R KA b~OBEEMTIAFRITSI N TWE LT,

802.11a E— RIXSGHz F ¥ R ITEAF ¥ L, 802.11b/g E— RiX 24 GHz F v R T % A% %
YLET, ZOBREIE RESNTER Y MU= BRI RR EXIZ, T 8A RA U h~OBEM T
MRAITESET,

Auto-a E— K& Auto-b/g F— N TIX, —HOFEMEREN S 5 —H O E L v bELE SN ET,
BB AREIZ, 24GHz & SGHz DT R TOF ¥ RANAF v S, B S mEs s (FIF
REREE) AL TRESNTIEZRY NT—=I DT 78R RA 2 b~OEEMTNHRITEN TS, B
JEM B s A T & 22 G . Cisco Unified Wireless Phone 7921G 1. FIHE T ILITESLNEN DIEVVE
B OFEH 2R A E T, EITESEIE RIS O D Ny DOSMIBENT D & O CHEL
AL DARNE B IR DE B 2 FIH T E UL, EiEHIEE OEFENEAL O E R I8k & OB A 37
e

Ny T U DHFMmEEbT 21203, 775747 a—AHIcCEET— FE2EHAT 57912 U-APSD/PS-
POLL E— RFE L TCa—NHENE—FRERELET,

T IR ARA L NINEEIRIET TAT v bYA= L WEAIX, U-APSD/PS-POLL Ofhb 02T
7T 47 =R ([A%E/1E— F (Call Power Save Mode) ] % [72 L (None) ]IZf%/E) Z#HHT M HE
NHLGEENH Y £7,

133) VU —ALRE, A7 v arTrHur7 b T— FMEREADCTEET, AR LESLS. A
T—RIE7 7y vallfRfFEant, v—ALA a—I U 70O OBEBRBEAL—7 AT EIZTFETA
HUIEBICAEVICORFELET, 2L, 2—FLT 707 F TOANRITRFETE, KEle 7
AVIRFIZEFEXTEET, BT IBEINTEGEIR, v Ay TR0l (v
A4 (Login) 1 Y7 h&x—nFranEd, Yoo 7 = FEEIIxXy NV —2 077411 T
Y AR—bahET, #EOXY VT—F TaTdrA T T N B RBRENRGE, =2—F
I OFN %y NU—27 a7 MO RZ57-0lu VA U ERET HZLERH D £7,

WIZ, PAR—FSnDFHAREREX 2V T 4 E— N, KT N THEHTE 23 —FHEB LUK 51k
2A T ERLET,

X274 E—F X —EH =1k

4—7"> (Open) PALAS AL

F—7" L +WEP 0] WEP (40/64 £7-1% 104/128 ¥ |)
(Open+WEP)

A +WEP 0] WEP (40/64 £7-1% 104/128 ¥ )
(Shared+WEP)

LEAP 802.1x. WPA, WPA2 | TKIP, AES. WEP (40/64 ¥£7-1%

104/128 £ 1)

EAP-FAST 802.1x. WPA, WPA2 | TKIP. AES. WEP (40/64 £7-1%
104/128 £ 1)

EAP-TLS 802.1x. WPA, WPA2 TKIP, AES., WEP (40/64 £7-1%
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104/128 £ 1)

PEAP 802.1x, WPA. WPA2 | TKIP. AES. WEP (40/64 F7-1%
104/128 £ 1)
AKM 802.1x. WPA, TKIP., AES. WEP (40/64 £7-1%
WPA2, WPA-PSK. 104/128 £ 1)
WPA2-PSK

e OpentWEP ¥ =2VUT 4 F— LR — X2V T 0 F— FTHL, HA7R WEP REEE AT

VENRH Y F9,

X— RZA ) F— A X P&
ASCII 40/64 5
ASCII 104/128 13
16 #E%x 40/64 10 (0~9. A~F)
16 #E4% 104/128 26 (0~9, A~F)

e AKMEXx=V T ¢ F— FiL, 802.1x FBFHFH @ LEAP F£7-1% WPA FHpijdfaF—2 ] CTx %5 HEER:
T— FT9,

o 802.11i (FEpidax—) 2MHHTHLEEIL. ASCH £721F 16 HHIEDX—%2 A LET,
HETHEE X —2FEHT 5813, A7 1L —X% ASCII £771% 16 EHIEXTANTAHIVLENH Y 1,

X— RZA)V | XF

ASCII 8 ~ 63

16 4 64 (0~9, A~F)

o AKM E— RZMHEHATAILEAIE. 778 A RS N TEXF—FHYA TEHENTHLERHY 97,
802.1x PRAF S TiZX. WPA, WPA2., F7-1% CCKM 2 LEL T,
802.1x FREFLIAF D FH K TlE. WPA-PSK F 7~ 1L WPA2-PSK BB T4,

o F—T7UEEEE WEP KA b £ 7213/ X —3RGE 2 T 2581L. 77 B A KRA  FOREIZ—ET
HERH 72 WEP F—1E#RA2 A LE T,

(1£) 802.1x ¥iF% LEAP. EAP-FAST. EAP-TLS. PEAP., 7-1%X AKM E&— RTHEHAT 584 1%. CCKM MR x
Ty T— FEINFET (TR FA L FTERES) |

WEP & AKM OfAE o 1% 802.1x #83F (WPA-PSK/WPA2-PSK Tix7/2<) THEJEHATE £9,
LEAP, EAP-FAST, PEAP, % 721% Authenticated Key-Management (AKM) FRGEE— RN M L T 802.1x 78iE%

HEHTLHEIE, 2=V H LAY = FeRETOLERDHY £9, AKM £— Fi% 802.1x T L TLEAP %
FEHLET,
e Dynamic Host Configuration Protocol (DHCP) Z {3 57, FFIUIP EMEZRET DA IR L 77,
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F v hU—27® DHCP A2 —7"% i L TTFTP ¥+ — N2 IP 7 KL RAEZ#MT H720124 7 3 2150
F72013 66 DEESNTORWESIE, TFTP 3 — "D IP 7 RL A fFHRE AT LET,

P — SKREET PEAP Z A2 5120, FBRE— NGEEL A VR — b L7 [—SFEEOMER
(Validate Server Certificate) | & %R L £,

EAP-TLS #3284 1%. [EAP-TLS] #E4R L T2 5, [Z 7 A 7> k EAP-TLS FiEBE (Client EAP-

TLS Certificate) | A7 = o C [BUE L THIT I HFEAZE  (Manufacturing Issued) | 7213 [ —HIC
EoTA A b= ENDFEHFE (User Installed) ] 23R L £,

(##) WEP128 X Cisco Unified Wireless LAN Controller TiX WEP104 & L C—&EE RENFE T,

vl
CiIsco Cisco Unified Wireless IP Phone 7921G
SEP001AA1925D44
Phone DN 89023675
|HOME
NETWORK PROFILES Network Profile 1 Settings
Profile 1 Wireless
Prafile 2
Profile 3 Profile Name Profile 1 |
Prafile 4
USB SETTINGS SSID \voice |
TRACE SETTINGS
WAYELIME SETTIMNGS Call Power Save Mode | I-APSDYFS-POLL
CERTIFICATES
802.11 Mode (802112 v
I PHONE BOOK + Scan Mode Auto
METWWORK Restricted Data Rates False
WIRELESS LAN WLAN Security
CEVICE
Security Mode EAP-FAST v
WIRELESS LAN ) )
METWORK Export Security Credentials & True ) False
_ Wireless Security Credentials
STREAM 1
STREAM 2 Username migilles |
TRACE LOGS Password (eensnnee |
BACKUP SETTINGS
PHOMNE UPGRADE Prompt Mode @ True O False

CHAMNGE PASSWORD

SITE SURVEY

DATE & TIME

PHOME RESTART

WPA Pre-shared Key Credertials
Pre-shared Key Type ASCH Hex

Pre-shared Key

Wireless Encryption
Key Type Hex  ASCI

Transmit Key Encryption Key Key Size
Encryption Key 1 | a0 128
Encryption Key 2 | a0 128
Encryption Key 3 | a0 128
Encryption Key 4 | L an 128
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Certificate Options

Client EAP-TLS Certificate

Validate Server Certificate True False
IP Hetwork Configuration

(*) Obtain IP address and DNS servers automatically
) Use the following IP address and DNS servers

IP Address

Subnet Mask

Default Router
Primary DNS Server
Secondary DNS Server

Domain Hame
TFTP

(&) Obtain TFTP servers automatically
) Use the following TFTP servers

TFTP Server 1

TFTP Server 2

00O, 0 tirigptat € 20086- 20082 by Clsco Systems, Ine.,

(E) HAOEHREREEY 2 b (CTL) 7 7 A MIEENRN TFTP O IP NEE S840, TFTP T 7 —
FEA L, FEREHED Cisco Unified Communications Manager (Z1EF IZ B S NN 2 E 3% W F£9°, Cisco Unified
Wireless IP Phone 7921G T [E % = U 7 (3% E (Security Configuration) | A == —7/5 CTL 7 7 A /L % F&E) THI
R4 D0ENHY T,

Fy RD—H TO7 74 IILOEMETE
X NT—27 Ta7 7 A NVOFEMERET, &/NPHY L— b CT&EJ, 74 YL A LAN T 12 Mbps 3 F
BTRWEAIE., TDONRTA—FERETH), T 7 E8Z KA FTI12Mbps ZHNZTHMENH HHEN
HYFEI,
VES U TCHEANR—T 4 T T THRETHZE b TEET,
AX ¥ T HF ¥ VO EHRTHZ LI2LY ., 802.11aF— R TDFS F¥ % /NLZ /Ny L TN AX ¥ T 58
BT 78R RA» "I AR ZEE &4, Zhicky, RyTVoHFmbELRY 4,
ZOMREAERT 25 A8IIE. YA YLV ALAN THASN TWRWF ¥y XA T E2EGICLET, 7718 A KRS
v hTCHRAEFH SN TWADF ¥ RV 72 854 1%, Cisco Unified Wireless IP Phone 7921G TV A ¥ L A LAN
~OBEMT N EFITITON RN ERH Y £97,
TA ¥ L ALAN TSN T X TOF v RV DNEREE TR 25813, IROWT DD J71E T Cisco Unified
Wireless IP Phone 7921G @ Web _X— 2 M L £ 4,

o 7L Web 77 v ANRLURNIAZNME S 7= PC IZHERE S4v7= USB 77— )L

o 777 MIREZMEMLTTNTOF v L2 HAL
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S — 1

cisco Cisco Unified Wireless IP Phone 7921G
SEPO01AA1925D44
Phone DN 89023675

HOME

NETWORK PROFILES Network Profile 1 Advanced Settings

Profile 1 TSPEC Settings

Profile 2 ——

Profile 3 Minimum PHY Rate | 12 Mbps % |

Profile 4

USE SETTINGS Surplus Bandwidth 1.300000

TRACE SETTINGS

WAVELINK SETTINGS el

CERTIFICATES Antenna Selection for 802.11A | Diversity =

PHOMNE BOOK + Antenna Selection for 802.11G | Vertical |

N RK B802.11 G Power Settings

WIRELESS LAN Channel Enabled Max Tx Power Channel Enabled Max Tx Power

Bacr-—— L~

WIRELESS LAM 3 T | 17dBm 3| 4 [Q] | 17 dBm # |

NETWORK 5 ™ | 17 dBm 2 | B [ | 17 dBm 2|

STREAM 1 7 T | 17 dBm 4| B ™ [ 17 dBm 3|

STREAM 2 9 T | 17 dBm # | 10 [Q] | 17 dBm # |

TRACE LOGS 1 ) | 17 dBm 2 | 12 ™ | 17 dBm 2 |

BACKUP SETTINGS ST aTe— SrTT—

e = 13 ™ | 17 dBm 2 | 14 [ | 17 dBm 2|

CHANGE PASSWORD | checkall | | clearall | | check non-overlap |

SITE SURVEY

DATE & TIME 802.11 A Power Settings

R R E Channel Enabled Max Tx Power Channel Enabled Max Tx Power
36 ™ | 17 dBm # | 40 T4 | 17 dBm % |
44 [ | 17 dBm ¢ | 48 =) | 17 dBm 2 |
52 ~ [ 17 dBm 3| 56 T [ 17dBm 4 |
&0 [Q] | 17 dBm # | 64 T | 17 dBm # |
100 [ | 17 dBm ¢ | 104 =) | 17 dBm 2 |
108 [ | 17 dBm ¢ | 112 =) | 17 dBm 2 |
116 [Q] | 17 dBm # | 120 T | 17 dBm # |
124 ™ | 17 dBm ¢ | 128 4 | 17 dBm # |
132 [ | 17 dBm ¢ | 136 =) | 17 dBm 2 |
140 [Q] | 17 dBm # | 149 T | 17 dBm # |
153 [Q] | 17 dBm # | 157 T | 17 dBm # |
161 [ | 17 dBm ¢ |

| checkall | | clearall | | check non-DFS |
Save

00000000, Sopyrighit ) 2006-2009 by Cisco Systems, Inc.

USB |5

7 # /L b Ti. Cisco Unified Wireless IP Phone 7921G @ USB A > % — 7 = A A%, 192.168.1.100 /24 |ZFH T
RESINETH, HBEWSCTEFETE T,
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S

cIsco Cisco Unified Wireless IP Phone 7921G
SEP001AA1925D44
Phone DN 89023675

HOME
NETWORK PROFILES +
USBE SETTINGS i
TRACE SETTINGS ! Obtain IP address automatically
E‘:‘gﬁ:{éﬁfgg S (*) Use the following IP address

IP Address (192.168.1.100
PHONE BOOK + _

Subnet Mask 255.255.255.0

NETWORK
WIRELESS LAN
DEVICE

WIRELESS LAN

ST
STREAM

TRACE LOGS
BACKUP SETTINGS
PHONE UPGRADE
CHANGE PASSWORD
SITE SURVEY

DATE & TIME

PHOMNE RESTART

Save

000000000000, CoPyright {€) 2006-2009 by Clsca Systems, Ine.

EEAEDA VA =L

Cisco Unified Wireless IP Phone 7921G T{X DER = 22— K N4 F U X 509 ZFAELEZ VR — M L EF9, ZDOEEH
E13 EAP-TLS & & b L7-0 . PEAP (MS-CHAPV2) Offi IR ICERGEY — SHEEO - DIEH L7- ) T
*9,

Extensible Authentication Protocol Transport Layer Security (EAP-TLS) (%, TLS 7'& K =/L% PKI & A EHHE T
T 52 & T, RRE— " DBELREL TWET,

TLS (X, 2= LV —"OmMGOBIEMNB L OF A T I v 7 vy var F—0AERMIC, EHEZHEMT 27
Bt L E7,

EAP-TLS |3, @EREx 2V T 2R LETN, 7747 0 MERAEOERNLEL R £7,

Microsoft® 32ZE/E (CA) V—"PBHER I ET (ZNHDCA XA 7 EDMHBEERME L RESHL TWEY
A) o D CA H—3 Z A 713 Cisco Unified Wireless IP Phone 7921G & D522 fH HIEAMEN 2 WBAE R H 0 F
£

W Manufacturing Installed Certificate (MIC) ZfE/H3 272>, BEEHEHT 22 —FIc k> TA A b= Sh
DREHEEZ A VA =L LET,

Cisco Unified Wireless IP Phone 7921G T MIC Z{#i 19" % (Z1%, Manufacturing Root 7EFFE & Manufacturing CA FiE
Bi&Z =7 AR —F L, RADIUS H—/NZA VA b= F 20 ERH Y £,
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Ccisco Cisco Unified Wireless IP Phone 7921G
SEP0018BA78C222
Phone DN 23675
[HOME
NETWORK PROFILES + Certificates
USB SETTINGS Type Comrmaon Mame Issuer Name “alid From “alid Ta
TRACE SETTINGS
WAVELINK SETTINGS User Installed <not installed> <not installed> Install
CERTIFICATES
. 10=Cisco Systems - .

Manufacturing 10=Cisco Systems/CN=Cisco 021072007 02/10/2017

FHORME BOOK + Inc.JOU-EVWBLICN=CP-7921G- 4 ey vy
| Issued SEPO01SBATEC22? Manufacturing CA 01:50:05 02:00:05
NETWORK
icati Install

WIRELESS LAMN Authentication ICH=ACS40 ICN=ACS40 10/01:2007  09/30/2008 -
DEVICE Server Root 07:16:00 07:16:00
WIRELESES L&MN Manufacturing  /0=Cisco Systems/CN=Cisco  /0=Cisco Systems/CN=Cisco 05/14/2004 051472029
NETWORK Root Root CA 2048 Root CA 2048 20:17:12 20:25:42

Manufacturing 10=Cisco Systems/CH=Cisco  /0=Cisco Systems/CN=Cisco 061072005 05/14/2029
STREAM 1 cA Manufacturing CA Root CA 2048 22:16:01 20:25:42

STREAM 2

TRACE LOGS

BACKUP SETTINGS
PHOMNE UPGRADE
CHANGE PASSWORD
SITE SLURYEY

DATE & TIME

PHOME RESTART

- e

0000000, © opryriqiet € 2008 by Ciseo Systems, Inc.

[=27 2R —F (Export) | #i#IR L T2 5, RADIUS Y— NZFEHEE A R — F L, GEHEEEY A b (CTL)
THZIZLET,

2—HFIZLV A A =NV ENDFEHEOFHIEE LT, EEARFEHES—T[A A b=/ (Install) ] Z&R
LET, LD, 1A=L TP —RKNEFHINET,

SFAEEBLA R ARTH7-0I12, FFHEFEREZ AL, GEHELZEL T 5 (CA) — ") DIFAES
A VR—FLET, BL CANL— FFARIIKBRIEO - DIHEH S, 2 —FIFAENEREICE LWCAIZE - T
BLAENTNWADZ LA LET,

[—#%4 (Common Name) ] ®F 7 # /L MElX, Cisco Unified Wireless IP Phone 7921G ¢ MAC 7 K L A & & ¢e3C
41 (CP-7921G-SEP<MAC_Address>) T 7%, [—fix% (Common Name) ]I1diK 32 SLFDLFHNZ A AL
~A XTEET,

—HEBOREELT M@#S % A &* _[1{}\|;“<>"~72 &) X, [ %4 (CommonName) ] THHR—hINTH
DEHA,

[#1%% (Organization) ]. [#Hffi== > F (Organization unit) ]. [TIXKHETHFER (City) ]. 3 X O [AEN R
(State) 17 4 —/V Rix, &K 64 XFEVR—bFLET,

2—YIEAEICEL T HRGEROGEAEEZZB L, [24F (Submit) | ZZIRL ET,

1 OLL EOFRIY — _"BFET S CADFREZFH L THWAESIE, ELWCA V— ZFHEL T v Fr— R L
TWVWDHZEAMERLTLLIEEN, 2, 2—YiEAENREMO CAIZE > TELINTWDNE 9 D ERGE
THOIC, TOEHEMEH NS 72D TT,

To7u—REINTEBLEITH) CAYV—iEHEN DER B THD Z L 2R L £7,
X — P XN 1024 £7-13 2048 OFFHES TN R— FESE T,

SHA-2 (SHA-224, SHA-256, SHA-384, SHA-512) 3L OSHA-3CA BA T /NI U AL T AHR— STV
WDT, SHA-1 73V AL &2FEHALTCAV— SiEHENRBA SN TWVWAZ EE2MHERLET,

HAF23 2038 451 A 1 HLABROFEAEIZ YR — S E A,
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AEAEO TR L OREHERL Y X & (CRL) OFFHZRE D CA H— FEIEDBIMOYLRERES VR — k&
RN, FEED A A N LK D ATREME R H Y £,

]
CISCO Cisco Unified Wireless IP Phone 7921G
SEPO018BATBC222
Phone DH 23675
[HOME
NETWORE PROFILES + User Certificate Installation
'LIZJRSECSEE;[ITF?SGS Step 1 of 4: Enter ldentification Information
WAYELIMK SETTINGS Common

(CP-7921G-SEPQ018BA78C222 |

CERTIFICATES Name
PHONE BOOK + Organization |Cisco Systems |
NETWORK organization ,ocey |
WIRELESS LAN
JEsIEE City |Mi|pitas |
WIRELESS LAN State CA |

NETWORK

Country

STREAM 1

STREAM 2 Key Size 1024 »

[EvsTEM |
EESEE;EE%WGS Step 2 of 4: Import Certificate Authority File
PHOME UFPGRADE Certificate
CHANGE PASSWORD Authority ||::\CerLﬂ\uthDrity.c:er |[ Browse... |
SITE SURVEY File
DATE & TIME
PHOME RESTART Click the *“Submit™ button to submit all the above information and start generating a

Certificate Signing Request data. This process may take a while to complete.

. Em

|0 00 RO, & it ) 2008-2008 by Cisen Systems, Inc.

[EfE (Submit) | 23R 5 &, = —VREAFEDNER SN ET,
—PIEHFIFR RS, BA TS OREICRY £,
=PI EEBL T ORISR — N a =3 57T X TOREAET —# 38R L £,
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afialn

CISCcO Cisco Unified Wireless IP Phone 7921G
SEP0OD18BA78C222
Phone DN 23675
[HOME
MWETWORK PROFILES + User Certificate Installation
LUSH SETTINGS L. a
TRACE SETTINGS Step 3 of 4: Signing the Certificate
WAVELINK SETTIMNGS Please copy the generated Certificate Signing Request below and submit it to your Certificate Authority
CERTIFICATES Server.
Please create the Signed Certificate in DER encoded format for this phone.
| PHOME BOOK +
NETWORK
WIRELESS LAN
DEVICE

]

WIRELESS LAN

NETWORK

STREAM 1
STREAM 2

|

TRACE LOGE
BACKLUPF SETTINGS
FHOME UPGRADE
CHANGE PASSWORD
SITE SURVEY

DATE & TIME . . . . .
PHONE RESTART If you need more time to complete the ahove step of creating Signed Certificate, you may select the

"Postpone™ button and attempt the Import step at later time. [Mote: Select the "Install” option again in the
main Certificates page to resume the installation step after you had postponed it.]

* If you ready have the Signhed Certificate for this phone, you may select the “Import Step” hutton to continue
with the installation steps.

- Fostpone I Impart Step |

I A, © OPerighit €3 2008 by Cisco Systems, Inc.

Base 64 = =1— K PKCS 7 7 A V&2 U CAFIAEESR 2 4542 HiEZ2ERN L £,

FERHE T — # % Cisco Unified Wireless IP Phone 7921G 2> & iRGE RSB 44— N80 1), BADOT=DICEE L F

E

Submit a Certificate Request or Renewal Request

To submit a saved reguest to the CA, paste a base-64-encoded CMC or PRCS #10 certificate request or PKCS #7 renswal reguest
generated by an external source (such as a Web server) in the Saved Request box.

Saved Request:

Base-B4-encoded
cerificate request
(CMC or

PKCS #10 or
PKCS #):

Browse for a file to insert

Additional Attributes:

Attributes:

Cisco Unified Wireless IP Phone 7921G & A4 A K
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—YPEFHENEL NS, CAEAELZ DER = a— FERTHF Yo a— RLE7 (Base 64 = =— RiF
HEZXR—FENREEA)

SHA-2 (SHA-224, SHA-256, SHA-384, SHA-512) 3 XTUNSHA-3CA B4 7 /LT Y XAAFHAR— I T
WDT, SHA-1 73V AL &AL Ca—ViEHENBEL SN TVWDLZ 2R L ET,

2 —YEEHEZEM O [JL3EF—1 ] (Enhanced Key Usage) |27 > a v O—EIZV T4 7 FRAENERIALT
WHZEaMERLET,

Certificate
General | Details | Certification Path
Show: | <hll= W
Field Value =
[T 5ubject Key Identifier a5 5a 6399 3b 14 a3 96 15 b,
Autharity Key Identifier kKeylD=bdc0 1Ib 72 fafacl Z...
CRL Distribution Poinks [1]CRL Distribution Paink: Distr..,
Authnrity Formation Access  [1]Authority Info Access: Acc..,
m Enhancer ge Serwver Authentication (1.3.6....
= algorithm shal
=] rhurmbprink G207d06zco83dreccadh...
w

Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)
IP security end syskem (1.3.6,1.5,5.7.3.5)

Edit Properties... Copy to File...
ok ]

[f ¥ R—h A7 v 7 (ImportStep) ] ZERL T b, FLSHIL—FRHNELZSHL, [ v A—
(Import) ] Z#BIRLC7 kv A% T LET,
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al]
CISCO Cisco Unified Wireless IP Phone 7921G

SEPO018BATBC222

I Phone DN 23675

METWORK PROFILES + User Certificate Installation
IUSB SETTINGS
TRACE SETTINGS
WAVELINK SETTINGS Certificate File To [-\SEPO0T0BATAC222 cer
CERTIFICATES Install : :

| PHONE BOOK +

NETWORK
WIRELESS LAN
DEVICE

Final Step: Import Signed Phone Certificate (DER encoded format)

|[ Browse... |

Please click the “Import™ button below to install the Signed Certificate into the phone.

WIRELESS LAN
NETWORK

STREAM 1
STREAM 2

TRACE LOGS
BACKUPR SETTIMNGS
FHOMNE UFPGRADE
CHAMGE PASSYWORD
SITE SURVEY

DATE & TIME

FHOME RESTART

O 0 R, C @it (2} 2008 by Cisco Systems, Inc.

SERAENIERICA VA h—= L ENT2 6. HERA—UNFERENET,
CAF = — U DNFFE— "OFEFHEGEHY A F TTTIZADNI R > TWDLERH Y F£97,

F72, MIC DFRE 2 —WFIZL>TA U A =L SN DAEAED RO FIZ5 U CRRAET — /S DREI E23
Cisco Unified Wireless IP Phone 7921G (ZA AN — F SN TWAMENH Y 7, FGEY — N OREAENGRGER
(CA) ITL»TEL EINTYATE, DER =2 22— R L— FEEE % Cisco Unified Wireless IP Phone 7921G |2 A
VIR— NTAOMENRD Y £7,

Cisco Unified Wireless IP Phone 7921G %% Cisco Unified Communications Manager (Z F 7286k S 4L TV 72 WIEGA TR,
RN B &R 2 FERCRIET DRENH D 77,

1.4(3)SR1 LAR(TD U U — & Ti, Cisco Unified Wireless IP Phone 7921G (21 % A LY — 2 J iR — R RO T,
Cisco Unified Wireless IP Phone 7921G O —h /L X A4 AN V) = v JIEAERE (GMT) 13 LRI THIVE, &
B ST AEHENE /AN > T RWEERH Y £7°,

1.4(4) U U —=ALIBETIE, ZA LY = HR— bABMES L, FHICRT SHGERER T I TE 5 &
2T ELI,

Cisco Unified Wireless IP Phone 7921G B AL A K
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CIsSCco Cisco Unified Wireless IP Phone 7921G
SEPO018BATEC222
Phone DN 23675
|HGME
METWORK PROFILES + Date & Time Settings
UUSBE BETTINGS .
—rEEET s Current Phone Date & Time
WAVELINK SETTINGS
CERTIFICATES October 31, 2007  20:30:30
| Hote: Phone Date & Time may change when phone registered with Cisco
Unified Communications Manager
METWORK, .
WWIRELESS LAr Local Date & Time
DEVICE
_ October 31, 2007 20:25:06
WIRELESS LAN :
iR [ Set Phone to Local Date & Time ]
STREAM 1 Specify Date & Time
STREAM 2
[ — B 200 v
TRACE LOGS -
BACKUF SETTINGS Time huurs{24 hrs) minutes 30 seconds
PHOME UPGRADE
CHAMGE PASS\WORD [ Set Phone to Specific Date & Time ]
SITE SURVEY
DATE & TIME NOTE: After changing the Date & Time, you must execute
FHOME RESTART . . .
before the new time can be used to validate Certificates.

- G

0000000000000 000y, 2 povriht ) 20086 by Ciseo Systems, Ine.

SERAED A A b —/L1#I1Z, Cisco Unified Wireless IP Phone 7921G Z FHE4 2 LE N H D £9°,
NANR=Y %7 V7 LT [EiEED U A% — 1 (Phone Restart) | ~<—IZBEI L £,
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CISCO Cisco Unified Wireless IP Phone 7921G

SEPO018BATEC222

Phone DN 23673

[HoME

METWORK PROFILES + Authentication Server Root Certificate

LUSB SETTINGS

TRACE SETTINGS L . .
VWAVELIMK SETTINGS Authentication Root certificate installed successfully.

CERTIFICATES Phone will use this new certificate after reboot. You can restart the phone with:

"SYSTEM / PHONE RESTART"
| PHONEBOOK+ |

NETWORK
WIRELESS LAN
DEVICE

WIRELESS LAN
METWORK

STREAM 1
STREAM 2

TRACE LOGS
BACKLUP SETTINGS
PHOME UPGRADE
CHANMGE PASSWORD
SITE SURVEY

DATE & TIME

PHOME RESTART

[0k

0000000 R, 2yt £y 2008 by Cisen Systems, Ine

[UAZ—1T (Restart) |7RZ &2 U v 7 LTEFEOEREZFHRALET,

TUIL— b EERAL-EERORE

FHRIEEEITOTOIC, EIFOBRET > 7 b — e/ AR — F L THOEE#ICA > AR — N TEET,
HaE DX ET > 7 L— NI, FEESNZREE¥— (8 ~20 XF) AL LI ET,

[N 77 v 7ERE (Backup Settings) | A == — |27 7B AT H72HIZ, Web 7 7 &A% [7/ (Full) ]IZEE
THMENRDHY FT,

X2 VT 4 LOHBNL, VAV LALANOEX 2 U 7 4 fFR (2—VL/AT— R WPA HaldA % —
W, BLOWEP ¥ —15#) 37 74V b T/ AR—FEnFEHA, ZTOTVALFVLALANEX2 U T (1
WETZI AR— T2, ZOEEBREHTAITHLIO XY NT—2 a7 7 A VERETHLENRD D £7°,
JAFYVALAN EF 2 U7 A FRPT I AR—bbSNDFy NU—27 a7 7 VTEI2, [BF=2VT 0 7
LT vy DTy AR— b (Export Security Credentials) ] 47 3 > % [True] IZ%E L £9°, [True] Z&R L
ThH, VAV LVALAN EX 2 U 7 4 IEREFANTLOLERH D £9, ZOMKR, ZOFHRET 7 AR —h
L. o Cisco Unified Wireless IP Phone 7921G DO EZEHEIZ A VA R— R TE A5 L 912780 £,
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alvaln
CISCO Cisco Unified Wireless IP Phone 7921G

SEP0018BAT8C222
Phone DN 23675

HOME

NETWORK PROFILES + Backup Settings

LSB SETTINGS Import Configuration
TRACE BETTINGE

WAVELINIC SETTINGS Encryption Key | |
CERTIFICATES

FHOME BOOK +

NETWOREK
WIRELESS LAN
DEVICE Export Configuration

Import File | |[ Browse...

WIRELESS LAN Encryption Key

NETWORK

STREAM 1
STREAM 2

TRACE LOGS
BACKUP SETTINGS
FHOME LUPGRADE
CHANGE PASSWORD
SITE SURVEY

DATE & TIME

FHOMNE RESTART

- s

00, O priit ey 2008- 2008 by Cigen Systemns, Inc.

—REERAL—T 1T 1 DERAE

Cisco Unified Wireless IP Phone 7921G ®—F#5E=—7 + U5 4+ (BDU) TiZ. BT 7 1 /VOVERD AlRE T,
D77 AINExT T AR— T AL, Cisco Unified Wireless IP Phone 7921G C TFTP % CTO X 7 o — K3 d[
REE 2D £,

Microsoft Windows® # T L TCWA/NN—YVF /L o B a—FRBNELRD 5,

R —T 4 VT 4 BT I, 77— U =T 1.3(4) LLEED Cisco Unified Wireless IP Phone 7921G 73
‘/[Z\g VC‘“@—O

ZD2—7 4 VT 4 TliX, PEAP £ 721X EAP-TLS OV — G8GEA2 AR — M T 57 DI BRAEHEDO Y 1 v
Vam Y ER— I TWER A,

ZD2—T 4 VT 4 TIEPEAP 2R ETXFITM, V—\FEiFEA 7 v a ViTHESNLTWER A,

—fERE—T VT 4 TlX, =7 AR—F"HADOCSV Z &=y MU 25K 1000 YR — bk LET, 1000 &
A D EFEEE BT OGA. BEDOCSV 77 A NVEER L TA v AR— hT20ERH D 7,

—fET I AR— P NETOEES, 2—PABLORNRT—RE, Xy NIV —27 Fu 77401 ORZHHAINE
£

TETP CTH U — RA[RERRET 7 A V2T 7 AR — T DN, Fv hU—2 77 A/, USB, kL —
A BXO Wavelink OREZEGTeT v 7 L — A2 VERRTAMERH Y £97,

Ta 7y A NG, BEIDSUTERELET,
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Cisco Unified Wireless IP Phone 7921G 2MEFH 45 WLAN IZ—+ 5 k5l U —2 727 7 A4 /)L WLAN &

7E (SSID, 802.11 E—F, E¥%=2VU7 ¢ F—FK, WLANZ LT vy )b) ZRELET,

AEX Y AR—= R TEO8021x T H V2 AT 2 TEOES, 2= FABIOVIRT— RIZCSV 7 7 A
NTRESNDLOT, INLERETDMETHY A,

<* Untitled* - 79216D
File Help

DEH

- Cisco7921PhoneConfig
- ProfileSettings
=- Profilel

=8 YYLANSettings

NetworkSettings
+- Profile2
=- Profile3
=- Profileq
USHBSettings
TraceSettings

WavelinkSettings

Ready

WLANSettmes

+- Advance dWLANSettings

Cisco
$SID: [voice |
WLANMode: |802.11a &l
CallPowerSavellode:  [U-APSD/PS-POLL -
AuthenticationMode: |E AP-FAST j
‘Wireless Security Credentials
Username: ‘ ‘
Password: \ |
PrompiMode: | No j

‘WPA Pre-shared Key Credentials

PreSharedKeyType:
PreSharedKeyValue:
‘Wireless Encryption
‘WepKeysType:
WepKeysTxIey:

‘WepKeylLength:
WepKeyl Value:
‘WepKeylLength:
WepKey2Value:
WepKey3Length:
WepKey3Value:
‘WepKey4Length:
WepKey4 Value:

[ascn =
\ \
|Hex j
L [
[ g
\ \
|40 [
\ \
|40 [
\ \
|40 [

77 4/L b TiX, DHCP IZAMTY (ZORENERESNET) . ZHUSNDEE, FFHIIP T L A&

LTETHIVE, BRI LT T L — FBBEITRY £,

DHCP A a2 —7' D74 72 =5 150 T Cisco Unified Communications Manager > TFTP #—/3 [P 235X E S LTV
WS, R TFTP — A RETE ET,
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<* Untitled* - 79218D
File Help

bz E

B

= Cisco7921PhoneConfig
—. ProfileSettings
= Profilel
- WLANSettings
= AdvancedWLANSettings
= Profile2
w- Profile3
+- Profiled
USBSettings
TraceSettings
WavelinkSettings

Ready

aiean].
CIsCOo

NetworkSettings

DHCPEnabled:
IPAddress:
SubnetMasl:
DefaultGateway:

PrimaryDNSServer:

SecondaryDNSServer:

DomainName:
TFTP
AlternateTFTP:
TFTPServerl:
TFTPServer2:

T T L—RMI[7 74 (File) ]

EARORET 7 A ME, T 74NV DT T AR— FEIT

FTEET,
TANTOEFE T

WO LTyl ty b (WPA2-PSK F 72133k

HEEIT, TIAN IO AR—FEFEHLET,
—HED802.1x T AUy FREREINLHET

Cisco Unified Wireless IP Phone 7921G & A4 A K

BT AR— PR LET

—fFE I AR—rOoWThn

> (ARl 2T THRAF (Save As) ] DIRIZER L TIERR L, BT TE £,

[7921Cfg.xml] 7 7 A /Vix2—7 4 U T 4 BN E ZIFERHSNAT 74V OT T L— 2D T, k
X LARNTLIEE N,

WD INRIx T HU Y M) MEAZH

L -» Ty AR—



<* Untitled® - 7921BD

=N Help
Mew ChrbeN ‘
Open... Chrl+0
e S fig l::lilslclzlc; . WLANSettings
Bulk Expart.., Ctrl+B
Defaul: Export Ctrb+D $8ID: |vnice |
Exit
dWLANSettings WL ANMode: \302_1 1a j
. :‘.‘:";’“'ksemngg CallPowerSaveMode:  [U-APSD/PS-POLL ~|
= Profile
| Prafile3 AuthenticationMode: ‘EAF‘—FAST j
- Profiled ‘Wireless Security Credentials
USBSettings Username: | |
TraceSettings Password: | |
WavelinkSettings Prompthlode: ‘Nn j
WPA Pre-shared Key Credentials
Pre SharedKeyType: ‘ ASCII j
PreSharedieyValue: | |
Wireless Encryption
WepKeysType: ‘ Hex j
WepKeysTxKey: ‘ 1 j
WepKeylLength: ‘ 40 j
WepKeyl Value: | |
‘WepKey2Length: ‘ 40 j
WepKey2Value: | |
WepKey3Length: ‘ 40 j
WepKey3Value: | |
‘WepKey4Length: ‘ 10 j
WepKey4 Value: | |
[Eepiv]

—EITHORAKR—F

EAP-FAST. PEAP. 7213 LEAP Zfiffl+ 2% —&E? 802.1x 7 5 7 > k TD Cisco Unified Wireless IP Phone 7921G
) —XDREEANGERGES, [T 7 AR — K (Bulk Export) ] Z 3R L £,

AN U@ — 22Nz T, EBiFE#O MAC 7 RL A, 2a—H4 BIXOSRAU—R&2ET CSV Zff L T,
T U7 L— EOMERR ENE T,

[~#5= 27 AR — bk (Bulk Export) | Zi&IRT 5L, CSV 77 A LDERERD LT T FNFRENET,
CSV 77 A VH= 0 &K 1000 [HDOT > b Y NP HR— kS ET,

A A M=) XA H D Tuserinfo.csv] 7 7 A ML, 7oL —hELTHEHATE 4,

MAC,Username,Password
001e7abb19¢8,admin,Cisco

CSV 77 A NEA R— g DL, TFTP TH U u— RARERGEBRHORE Y 7 A Vid2—T 4 U T 4T
B S, 77V r—va DA A h—)L XA (C:\Program Files\Cisco Systems\7921BD) [Z= 7 AR — K &
WET,

TFTP TH 7 — RA[RERRETZ 7 A VINIEFIZT 7 AR—hEnsd L. MR T 4 v RUuRFRENET,

D077 ANVDORIL, [WLAN<MAC_Address>.xml] T79, EiHEOEBERBEARE, F/2XE 7y rmeYa =
T Z DT 7 A D TFTP RSN FAITENE T,
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FIANLEFDITH RAR—

[d]— @ WLAN g% & CT® Cisco Unified Wireless IP Phone 7921G D JEBIN L2 B A . [T 7 4/ DT 7 AR — k
(Default Export) ] 3R L 7,

[7 7 4V b= ZAKR— | (Default Export) | Zi®&R$ 25 &, TFTP TH Vo 1 — RA[RERHET 7 A VIS AT)
L7c @7 — IS Ta2—TFT 4 VT ¢ TIEfk S, 77V r—va DA A h—/L 73& (C:\Program
Files\Cisco Systems\7921BD) (Z=2 AR — K ILET,

TFTP CTHX U a— RA[RERT 74V FOERET 7 A NVPIEFICZ I AR — Wb L, R v RUBRER
SNnET,

TN EDT7 7 A NVOFERIL., [WLANDefault.xml] CT9, TEiEOEBRBEARE, i meya =
THIZZDT 7 A4 LD TFTP BUENEIT SN E T,

Cisco0 7921G ~"DHREIT 7M1 INLD Ty a

—FLEBR—T 0 U T 1. WIHEBE E 721X Cisco Unified Wireless IP Phone 7921G # BB L 7= %I bR CTx %
‘@—‘O

Microsoft Windows #E{TL TWA I L B a— X Il —FEEH—T 4 VT 424V A=V 1LET,

—FEREB L —7 ¢ U7 4 2%, TFTP — BREIxH 0 A, LR - T, AED TETP — "% A A h—
VL., EBEEEORE T 7 ANV Ea— LT, TEFTP ¥ 7o a— RIS L CERNCT 2 0LERNH D £9°,

PR TIX, T 74V NOEREK Y VT v v L& L T Cisco Unified Wireless IP Phone 7921G % 7 1 ¥ L
A LAN IZHHE CE DAT—V U VBEZ#EL, DHCP Z/h LTIP 7 FLAZEFG L., BaitgORE” 7 A
WKL TTFTP ¥ 7o a— REFNZTHI 2/ L F9, ZOREIZE Y. Cisco Unified Wireless IP
Phone 7921G DEIREZ T AT 72T CEEENPIRE Y 7 A VEHEIRIZX Vo0 — R T&EET, ATV T8R
BEOREDHEMRTIE, 727 2R RA L MISSID @ cisco XX EIIL, 778 A KA FEKREZIZFe—D/L
2y NI =27 ORIOT /SA AT DHCP BENZINTHWHUERH Y 7, Z 2 Tlx, BEFEORE7 7 1V
ZRARLTWD TFTP H— "D IP 7 L A%ZHRA L b THELIICDHCP 72 a v 150 REEINTHET,
Cisco Unified Wireless IP Phone 7921G NZEBEM@ U A ¥ L A LAN T3 TIZfHH I TV 5 FH% B TIL. Cisco
Unified Wireless IP Phone 7921G 2378 A & b LT % TFTP B — NICEFEDORE 7 7 A NV E a2 E—LTh b,

B Y A ¥ L A LAN I[ZF#ke T o 7o O lCEE# A U &> P L, EiFEEORKR E774w ﬂLTTm?&?/
n— RZHECLET, HHIANLTNWD TFTP — O X A FI0S LT, Eaffksx U &y M3 21 TFTP ¥ —
EREFEE LTI WGEENRH Y £7,

BN RTE T 7 A NV H 5229 5 & . Cisco Unified Wireless IP Phone 7921G 13 LWiRETH u bty a =7
\ﬁ%@74%vxLAN«@%M%ﬁﬁi¢

YX 2 U T (b DTZDIC, BETRWE XX, TFTP b — S0 OB ORTE 7 7 A NV Z2HIRT 5 2 & 2 HEE
Lij‘o

—fERA—7T 0 U7 41, RO URL 2B A FTEET,
http://software.cisco.com/download/navigator.html?mdfid=278875240

Wavelink Avalanche

Wavelink Avalanche "— XD I[P 7 L A X DHCP 47> 3 > 149 Z{FEHA L CRETH 0, E3HEHmIcERE
xFET,

F—AOIP T KL A% ABIICRIT 5101%, DHCP $—STH7 v 3 > 149 ZRELET,
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ip dhcp pool 10.10.11.0
network 10.10.11.0 255.255.255.0
default-router 10.10.11.1
dns-server 10.10.10.20
domain-name cisco.com
option 150 ip 10.10.10.22
option 149 ip 10.10.11.128

2. VAT NEIT A= L TEBEZ5R{LT 5 72T Cisco Unified Wireless IP Phone 7921G @ Web ~2—
CINOHABZ N INRT A =B ERETHIEHTEET,

af]n

CISCO Cisco Unified Wireless IP Phone 7921G
SEPO018BATEC222
Phone DN 23675
[HOME
NETWORK PROFILES + Wavelink Settings
USB SETTINGS
Server Enahled
TRACE SETTINGS © True O False
WAVELINK SETTINGS Enabler Version 3.11-01
CERTIFICATES ] )
(¥} Obtain Server address automatically
| PHOME BOOK + O Use the following Server
NETWORK IP Address [ooor7 ]
WIRELESS LAN Wavelink Custom Parameters
DEWICE
Parameter 1
WIRELESS LAN —
NETWORK LA Building
STREAM 1 Value 521
STREAM 2 Parameter 2
BACKUP SETTINGS
PHOME UPGRADE Value kilpitas
CHANGE PASSVWORD
SITE SURVEY Parameter 3
DATE & TIME
Name See |
PHONE RESTART State
Parameter 4
Name

Save

L 0 AN, &2 perigit (=3 2008 by Cisen Systems, Ine.

7 74T M3 Wavelink h—NICREEND &, 7747 MIary Y —MIFRRINET,

IIAT L  NOTanRT 4 HRETDHINE, 77A4AT7 0 ehr7 Uy 7 L, [ 7472 & (Client
Settings) ] Z BN L £,
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F;_‘ localhost - Avalanche Management Console M=l &3 I
File  Agent  Software Management  Administration  Tools  Securty  Help

!‘! | Add Filter | IND filter applied 'l

I | Twpe |Termi.| wacaddress | 1P address |u| P | Lw| Lastcontact | Activity |.]
CP7az T DO-18-BAT8-C2-32 1020168 o) hg X . 2423 1000172

AVALANGHE @

¥4 Avalanche Agents

El"w localhost [host=localhost]

Agent Connection Infa
Enabler Install Kits
Ayalanche Gateways
Client Licensing

2 Mobile Device Groups

EL Network Profiles

| Serial Ports

& Software Collections

Wireless Metwork Security

Registered {Write) localhost {lacalhost) Console setup completed &l

Cisco Unified Wireless IP Phone 7921G TlX, 7 7 4 /L h T/XT A= BAHPR Y £77,
EnablerVer =3.11-01
ModelName = CP7921G

7IAT 2 NOEREBET D720, BEIE LTI A—FZBMTEET,
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I;_‘ localhost - Avalanche Management Console

File  Agent  Software Management  Administration  Tools  Security  Help

IS[=] 3

olo 5|

Add Filter INoﬂIterappIied 'I

Type | Termi.. | MAC Address

IP Address | U B | L|w| Lastcontact | Activity ||

CPYa21

AVALANCHE ©)

I:1 avalanche Client Controls

EI@ localhost [host=localhost]
7 e Agent Connection Info

7% hwvalanche Agents Avalanche Ciients are mobile devices that are managed by Avaianche. Avalanche provides
central management of a clients software and configuration settings

1 O0-16-BA78-C2-22 1020160 )0 X - 2423 10/01/2..

Control Status:

g Enabler Install Kits Eariial |
#walanche Gateways Fropetty value Changeable | Change Pending
Client Licensing Enablerver 31101
Mobile Device Groups WodelName CPTaz]
% Metwork Profiles RealTimeStatsinterval 200
7 Serial Ports Series L
Software Collections TerminallD 1 On Control page
“Wiireless Metwork Security
Add Property Delete Property: Aoply Changes Discard Changes |
Current Activity:

Close |

Registered {Write)

localhost {localhost)

| A

FENRA IV TFNRA A TN—TEER LTI ITAT > vOT T L IZHSNTC T IAT v "o —FbT& %

E

ENRAITNRA AT N—T %457V w7 L, [RE (Settings) | Z& IR L7=%IZ, FEFZITv P —Ricky

BIRAREZ A LET,
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';‘ localhost - Avalanche Management Console =]
File  Agent  Software Management  Administration  Tool=  Security  Help

9| f...'tl !!l Add Fmerl Mo fiter applied |

[ | Twe [Termi.| macaddress [IPaddress |u|p | L[w] LastContact | Activity ||
Izsmmwz..

F;_‘ Device Group Settings: Milpitas

e eiin!

e B
ANC'HE @ 6 Device groups are user defined grouns of clients

# Avalanche Agents
Group Status: Enabled

= localhast hostlocalhast
&= Agent Connection Info ~ Client Filter
Enahler Install Kits

g Avalanche Gateways Selection Criteria:
Client Licensing
Mobile Device Graups City = "Milpitas”

Profiles
Serial Pors
Software Collections
Wireless Metwork Security

v Dynamic Graup Add clients to group

Synchronization Medium:

& Any € IP Only  Serial Only

Ok | Cancel | Apply |

Fegisterad (Arite) localhost (localhost M

Wavelink Avalanche | 721G & EL—7 4 V7 4 ZA VA M—ATFHIZ1E, [V 7 b7 =7 E# (Software
Management) | A =2 —|ZHD [V T "NV x=T Ny —V DA A h—/L (Install Software Package) ] Zi#&{R L
£9

TRIGHEL—T 4 VT 4 N —2 77 AL (1921CU-12.1.AVA 72 &) &L ET,
NRolr—V%BMT5Y 7 b= T7 avyyara2ERLET,

[~ (Next) | Z&IRTHE, T4 BV ABMENERINET,

AVARM=NFET LG [T (Finish) 127U v 27 LET,

() 7921CU I Wavelink Avalanche —/MZm—H /L CTA VA b= T 20BN H YD £,
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l;‘ localhost - Avalanche Management Console

File  Agent  Software Managemert  Administration  Tools  Security  Help

(O] %]

olo] 8]

Add Filter | IND filter applied =

Type |Termi...| MAC Address

Activity

CP7Taz1 1 00-18-BA-78-C2-22

AVALANCHE ©)

#4 Mwalanche Agents Il install Avalanche Software Wizard

E-{fA] Iocalhost host=localr
L e

& Agent Connection Software Installation Details
g Enabler Install Kit:

! Awalanche Gatews
lient Licensing

% etwork Profiles i Selectthe software package file to install:
171 Serial Ports

IF Address |£ F|L]|w| Lastcontact |
1020168 X9 X - 2423 10001/Z..,

- Software Collectio |CiunstallsiTazt cU_19.Ava

Wireless Network )
Selectthe software collection to add the package to:

IM\Ipitas LI

Package information:

tpe = Auto Run

Cancel

= Back | et =

Registerad (Arite) localhost (localhost

JiN

VTR eT RNulr—2F A7V v s L, [Ny —2 %A% (Enable Package) | 3R L CTHZNZT 54

ERH D £F,

Flo, Y7 MU =T RNy —VERZTMD 7 FAT v FeRET D012, ME OBPILHEL ] L TEIR =

L7 ra BT o2 b TEET,
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l;‘ localhost - Avalanche Management Console 1 [=]

File  Agert  Software Management  Administration  Tools  Security  Help

[ | z | L] Add FiIterlINo filter applied | =

| Type |Temmi.| mMaACAddress  |IP Address |U| P | L|w| Lastcontact | Activity ||
CP7621 1 DO-18-BA7T8-C2-22 1020168 3 0 X - 2423 100112

AWEANC"IE ® P software Collection Settings: Milpitas

@ Sofware collections ate groups of software packages targeted for clignts with some
common characteristics

#3 Avalanche Agents

Ew localhost [host=localhost]

: Caollection Status: Enahled
&t Agent Connection Info
g Enahler Install Kits Owned By Group [Mone]
Awalanche Gateways
Client Licensing - Client Filter
Mahile Device Groups
Network Profiles Selection Criteria:
Serial Ports - - .
S Software Collections EELTRSN R Lss FAY
-Selection Criteria="(
B razcu

o Wireless Metwark Securit

Synchronization Medium: & Any P Only ¢~ Serial Only

Ok | Cancell ARElY |

|Renistered (irite) lacalhost (lacalhost Ay

VT RNU 2T Nylr—V%FET DL, Ny r—TU%4A7 U v 27 L, [7921CU] Z884R L £ 7,

TRNRIGHEEL—T 4 VT 4 DB S ET,
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';‘ localhost - Avalanche Management Console [_[O]

File: Agert Software Management Administration Tools Security Help

®|=

!‘! Add Filter | IND filter applied =

I | Type |[Termi.| mMaACaddrass  |IP Address |U| | L[| Lastcontact | Activity
CP7821 1 DO-18-BA79-C2-22 1020169 30 X~ 2423 10001/2..

LANCHE ®

¥4 Avalanche Agents

Ew localhost [hosi=localhost]
[H-&? Agent Connection Info
@ Enabler Install Kits

- @ Avalanche Gateways
Client Licensing

@ Mohile Device Groups

3

e Al
=G Milpitas

Selection Criteria = "City = "Milpitas™

! ireless Met, g D

Copy Package
Delete Package
Disable Package

Registered (Atte) localhost (localhosty

Ty ANLEANSIL, Ta T AL ERENCLET,
TAYLALANDZ LF ooy VEBEL TRy NU—27 a7y A VE2RELET,
Wavelink X E=x—F 14 U7 ¢ TlZ. PEAP B LN EAP-TLS (ZH R —FENTWEH A,
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< Untitled” - 7921CU.
Ele Help

b=d

=.Cisco7921PhoneConfig
= ProfileSettings
= Profile1
# WLANSettings
NetworkSettings
«+ Profile2
+ Profile3
+. Profiled
USBSettings
TraceSettings
WavelinkSettings

Ready

alialn WLANSettings

CisCco

SSID: [paker |
WL ANMode: [80z2.11a El
SingleAccessPoint: ‘Nu j
CallPowerSaveMode:  [\J-APSDJPS-POLL =
AuthenticationMode:  [EAP-FAST |
‘Wireless Security Credentials

Username: |migi|les ‘
Password:  anaaal ]
WPA Pre-shared Key Credentials

PreSharedKeyType: [asci =]
T eyValue: | |
‘Wireless Encryption

“WepKeysType: [Hex =l
WepkeysTxiey: [ |
‘WepHeylLength: [40 =l
WepKeyl Value: [ |
“WepKey2ZLength: [40 =l
WepKey2Value: [ ]
“WepKey3Length: [40 =
‘WepKey3Value: [ |
‘WepKeydLength: [40 El
WepKeydValue: [ ]

Xy RT—27 a7y A LDFy hT—7

<* Untitled - 7921CU
File Help

O E

- Cisco7921PhoneConfig
—. ProfileSettings
- Profile1
+ WLANSettings
NetworkSettings
+- Profile2
+- Profile3
+ Profile4
USBSettings
TraceSettings
WavelinkSettings

Ready

e
CiIsco

NetworkSettings

DHCPEnahled:
IPAddress:
SubnetMask:
DefaultGateway:

DomainName:
TFIP

AlternateTFTP:

TFTPServerl:

TFTPServer2:

PrimaryDNS Server:
SecondaryDNSServer:

|Yes

Wavelink % —/SOE LD [1FV (Yes) JICEESNTWAZ xR LET,
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7 A4 7 > ~JSDHCP 7> 5 Wavelink Z B33 270, #HICEESNDONERE L ET,
VNS U TBIMD Y AT v b NI A—ZERETHZEHTEET,

<* Untitled™ - 7921CU

File Help
0w H
- Cisco7921PhoneConfig "II'III‘ WavelinkSettings
—- ProfileSettings CISCO 8

+- Profilel

4 Profile2 Enahle: [Yes -

+- Profile3 Use Alternate$
se AlternateServer: -

+ Profiled [No =

USBSettings Alternate Server: [

TraceSettings CustomNamel: |Bui|ding |

Yavelink3ettings CustomValuel: |SJ—21 |
CustomName?2: |lflilyr |
CustomValueZ: [Milpitas |
CustomName3: |State |
CustomValue3: [ca |
CustomMNamed: |lIJ|Juntryr |
CustomValued: [ug] |

Apply
Ready

T T U= ORENTET LIzb, [Z77 A4/ (File) ] A ==—® [Wavelink {Z=2 A7"— |} (Export to
Wavelink) | Z3R L £7,

TS LU= MR EFIZZ I AR—FEND &, HRABPFTRINET,
TUT U= RIBMERATED L9127 dE, WERIIFAT VMR Ir—V 527 v adTH0ERHD £,
ZOEEIZ, TAAATN—TERIT I TAT b LUV TEITTEET,

1 B0 IFAT v NeFHTHITIE, 4 TH754T7 0 bah7 U v 2 L, [5T<HES (Update Now) | & i3
WLUFET,

IIAT U RDOT T 4 TETSEEHTIC ANy r—V %M &% (Force package sync during Update
Now) | ZRETHI LHTEET,

O—AIIDEERSIUERBTMVIL

J U —2Z 1.1(1) TIE. Cisco Unified Wireless IP Phone 7921G 1%, = —H /L DEEIER L O X A YL % PR —
FLET,

1.4(1) U U —ALIKE, FK 200 EO@AELEN Y R—FEnET (ZNETOU U —RZATIL 100 HFOHEREL)

WEH A YN T 7 ERAEZERTHE-OIC, a—HLOEBIHENSSBBEIND 99 [HOEM & A v 2BINTX
I, BHEREE#IT. RAAA—LAICZTRINTOET,

R—LE@EAEMDY 7 hF—iX, RAARA—=NIT IV EATHEOD [AvE—T (Message) | £/2lIr—h v
DEFEMRIZT 7B AF 27200 [EFENR (PhBook) (27w 7T AGRETE £77,
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12— 7 /LD EFERE X O # 1 Yuid, v—H b F—,3y NE721F Cisco Unified Wireless IP Phone 7921G @

Web A v X —T7 2 A ADHLRETEET, 2—F T Web SAT— REZFHLTWRNDT, WebAf ¥ —7 =
A AL, FELTUVATLAERFEICLAEHEZENE L TWET, Web A v X —T = A AT, =—HF D=

ICEREIRICIE AT v 7r— R T&EET, WebA v ¥ —7 oA AZ&MHAT2I12F, WAEFOREHEE TH D

[FEfME~0 Web 7 7 £ X (Phone Book Web Access) | % ["EH#H IZFFA] (Allow Admin) ] IZEXE L, Web 77

A% [ (Full) [IZRETH2LERH Y £,

NI

CIsco Cisco Unified Wireless IP Phone 7921G
SEPOO18BATBC222
Phone DH 23675
[ HOME
HETWORK PROFILES + Phone Book [Menwr Contact]
USB SETTINGS Name Infor mation
TRACE SETTINGS —
WAVELINK SETTINGS First Name | |
CERTIFICATES
[[CONFIGURATIONS™ ] | LastName | |
PHOME BOOK
ImporfExport Hickname | |
NETWORK Company Name | |
WIRELESS LAR
DEVICE Phone Information @ Primary# Speed Dial#?
WIRELESS LAN i) work Number | | ® [ ]
HNETWORK
[STREAM STATISTOS | | /4 Home Number | o [
STREAM 1
STREAM 2 5 Mobile Number | | O |:|
TRACE LOGS & Other Number | | @ |:|
BACKLUP SETTINGS
FHOMNE UPGRADE Cortact Information [
CHAMGE PASSWORD i
SITE SURYEY Email Address | |
DATE & TIME
PHOME RESTART IM Address | |

Mailing Addres= t.-

Street Humber

City

ZIPPostal Code

|
|
StateProvince | |
|
|

Country

Reset |l Save @ Cancel

00000000 O, £yt () 2006-2008 by Cisco Systerns, Inc.

T ARk LEBFEROT — 1%, thOBEEEICA R — T ET,

U U—2A1.2(1) LAF&, Cisco Unified Wireless IP Phone 7920 Cfli i S 1125 CSV BRI A2 T, XML BB IO
CSVIEX bR —hhET,
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100000

CISCO Cisco Unified Wireless IP Phone 7921G
SEPO018BATBC222
Phone DN 23675
IHOME |
NETWORK PROFILES + Phone Book(import & Export)
LI5B SETTINGS Irmport Cortact Info to Phone
TRACE SETTIMNGS
WAVYELIMNK SETTINGS

CERTIFICATES

BACKLIP SETTINGS
FHOMNE UPGRADE
CHAMNGE PASSWORD
SITE SLURVEY

DATE & TIME

FHOMNE RESTART

00, € O it () 2006-2008 by Cisco Systems, Inc.

Import from File: | [ Browse___|

_ ) DELETE ALL current Contacts bhefore Importing
PHOME BOOK
ImportExport ) DELETE ONLY the current Contact if matched
NETWORK (*) MERGE current Contact info with Importing data
WYIRELESS LAN
DEVICE Matching Contacts:
WIRELESS LA (¥} Using Unigue ldentifier {UID) value
[STRERW STATISTISE | © Using Hamo i
STREAN | To import using CSVY format, please specify a filename with 32
% characters or less, and with the file-extension of “.csv".
TRACE LOGS

Export Cortact Info to File
Create File of Type:
(%) ¥ML Phone Book format

) Comma Separated Values (CSV) format

BRI+ >k

140 VY=LK, T30 (FUVPFN) 732 bERIFIERT7 42 FOA T a v B TE £,
T4y A XL, EEE TR —IVIRETHIE L TEET
[%XE (Settings) |>[FEFEDFXE (Phone Settings) |> [Hifia%E (Display Settings) ]>[7 #+ > b4 X (Font

Size) ]
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¥ Font Size
&

2 QO Increased

*’* Phone Settings

Your current options Select phone setting
Message '+ Options View Back

Bl 23675
** Phone Settings
1 Sound

Your current options Select phone setting
Message ' < Options View Back

Phone Designer O A4 %

Phone Designer 7 7"V 7 —3 a3 V2T 5 & BEFHIC—F ORI L OB AR ETCE 7,
Cisco Unified Wireless IP Phone 7921G (%, Phone Designer Version 7.1(3) LAFE & Y-8 — h L T\ E T,

[ ¥ —TF A X /T A—% (Enterprise Parameters) ], [HiBEDEFE7 1 7 7 4 /L (Common Phone Profile) ],
F 721X ERE L~V Z & @ Cisco Unified Communications Manager C, [/N— Y} Z A4 E—3 3 (Personalization) |
BT DMERDH Y T,
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Phone Designer % A > A h—/L L7z 6, —H4, /XA T — K Cisco Unified Communications Manager @ IP 7 F
VAZRET DMEND Y £7,

2—H 717> k% Cisco Unified Communications Manager CERL L. xfIid" 2 EaEHIZ BT 5 B3 B 0
EJrpe

BEMRZRRET 21213, SFANICERIE SN TV DEERAEIRT 570>, [ A — bk (Import) ] ZERL T —A/L
AL a2 — PO A UR— N T OMERH Y T,

Ean bk CEER A R4 512IE, [EFE CTH4 (Preview on Phone) ] R L £ 77,
BERET 7T 4 71T *ﬁ%@77//1_%ﬁ¢5 . [FEFHICHRTE (Save to Phone) ] @R L £,

T 7N NOERA A—VIL, [BRE (Settings) ]>[Eiti DX E (Phone Settings) |>[A =2 —DHAZ~A X
(Customize Home Page) ]>[# 5 A — (Background Image) ] DNEICHEE) L THILTE E7,

"= Phone Designer l-_IIEII‘XI
File Edit Help Choose a phone: | Cisco 7921 v |
| Wallpapers ! Ringtones
Resize and position w O O )Z _, ,.E Se{e:Fa wallpaper:
- =g 3

Nmin

cisco

[ Preview on Phone ][ Save to Phone

M S 2R ET DICiE, TR E SN TV A EZIRIRT 50, [ > A—F (Import) | Z#EIKNL Tr—7h
VA B a—EnbEEHEEA VR— T ALERHD F9,

B T B 2 AT D2, [ERE THA (Preview on Phone) | Z 38R L £,
M %2 T 77 4 7L, Bl O 7 7 v 2 ITRIFT 5IIE, [BAGICRIF (Save to Phone) ] 2R L £,

HATER SN L&, [BXE (Settings) |>[EiEO#E (Phone Settings) > [V ¥ > Fi%E (Sound
Settings) ]>[FEHIF (Ring Tone) | DNAICKEE L THMZTE £,
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"2 Phone Designer E”E”E

Fle Edit Help Choose a phone: | Cisco 7921 |

| Wallpapers [ Ringtones

Salect 3 ringtons:

B

Analog Synthesizer 1
Analog Synthesizer 2
i » Autumn
\ . 3
3§ =
L
l.hllllo Calculator
Cisco

Chime
Cisco Acoustic
Cisco Symphony

Cisco Synthesizer

Cisco Techno

Classic Ring 1

Classic Ring 2

Clock Shop

w

2O000000NO000000O

[ Preview on Phone ][ Save to Phone

Phone Designer 7 7'V 77— 3 I, OGN LE T ran— R TEE4,
http://software.cisco.com/download/navigator.html?mdfid=278875240

BEM O 7—LOITODTYvFTIL—F

Cisco Unified Wireless IP Phone 7921G D7 7 — AL U =7 %7 v 77 L— K35 (21%, YA VYL A TFTP Z2{EHT
DL ERHED Web A VX —T = A AT D HED 2 SDOFERH Y £,

JA% L A TFTP

Bak D7 7 — LU =T & T v 77 L— K3 5HIZi%, Cisco Unified Communications Manager 73— 2 > 4.1, 4,2,
BIOW43IMITOEITRIEETY v A V&2 FEIT$ Dh, /X—T 3250, 5.1, 60, 6.1, 7.0, 7.1. 8.0, 8.5, 8.6 LI
MiTDCOP 77 AN AL A M—/LLET,

CM =22 5.0 T COP 7 7 A L&A A M —/L B HEICOWVTIE, RO URL IZ&H % [Cisco Unified
Communications Manager Operating System Administrator Guide] ZZM L T 7230y,

http://www.cisco.com/en/US/products/sw/voicesw/psS56/prod_maintenance guides_list.html

TFTP Y — DX 7 n— FRIZ, EREEORET 7 A VBT S, 730 A0 — PR s E 7,
BblL 7 7 — L2 T Ty ANET7 Ty vallZura—RRLET JEEINAA—UNEREIATS
NTWRNER)

Cisco Unified Communications Manager @ B[] @ Cisco Unified Wireless IP Phone 7921G #/ [E A D% E T
Tr—bhU=T 77 ANERET OOl n— F =20 TFTP h— & L THRETE £7,

Cisco Unified Wireless IP Phone 7921G & A4 A K 118


http://software.cisco.com/download/navigator.html?mdfid=278875240
http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html

Cisco Unified Communications Manager Express T7 7 — AV =7 %A VA h—/L 3 5(Z1%, TAR 7 7 A ILDONE
L. V=2 DT T v all7 vy T u—RFLES, £7 7 A/WITFTP ¥ U v — ROTZDITHINIT D44
R Y, B0 —FEREL, 77— LV =T 27 v 77 L— NI 570ICEFHEE VY FLE
K

B :

tftp-server flash: CP7921G-1.4.5.3.LOADS
tftp-server flash: APPS-1.4.5.3.SBN
tftp-server flash:GUI-1.4.5.3.SBN
tftp-server flash:SYS-1.4.5.3.SBN
tftp-server flash:TNUX-1.4.5.3.SBN
tftp-server flash: TNUXR-1.4.5.3.SBN
tftp-server flash:WLAN-1.4.5.3.SBN

!
telephony-service

load 7921 CP7921G-1.4.5.3.LOADS

Web AV F—T xR

RGO 7 7 — LU =T IX, [EaE&D 7 v 77 L— K (Phone Upgrade) JICBEIL, 77 —AL T =7 TAR 7 7
ANEZRTDZLIZED Web A v F—T =2 AMBT v 77 L— RTEET,

[MEREHE DT v 77 L— K (Phone Upgrade) | A == —I|Z7 7B AF 521X, Web 7 Z7ER% [7/L (Full) ]IZ
RIET DRERNH Y £,
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vl
cISCO Cisco Unified Wireless IP Phone 7921G

SEP001AA1925D44

Phone DN 89023675
HOME

NETWORK PROFILES +
USB SETTINGS Upgrade Phone Software

TRACE SETTINGS

WAVELINK SETTINGS Phone Software TAR File | Browse... |
CERTIFICATES —

PHOMNE BOOK +

NETWORK
WIRELESS LAN
DEVICE

WIRELESS LAN

ST
STREAM

TRACE LOGS
BACKUP SETTINGS
PHONE UPGRADE
CHANGE PASSWORD
SITE SURVEY

DATE & TIME

PHONE RESTART

_

[, Cepyright {c) 2006-2009 by Cisco Systems, Inc.

() Cisco Unified Wireless IP Phone 7921G %% Cisco Unified Communications Manager (2 &k X 17354, Cisco
Unified Wireless IP Phone 7921G ~® Web 7 7 - A&, 7 7 4 /L F THiAR Y EHE— NICRESNE T, 2D
ET—RTIX, Web A ¥ —T =2 A REFA LT 7—20 =T Ty 77 b—RNIiFraShEdA, EEENZ
%1ZIE, Cisco Unified Communications Manager C 7 /L Web 7 7 B ARG/ > TWAMLERH D £,

B A&HEIIZ, Cisco Unified Wireless IP Phone 7921G % Cisco Unified Communications Manager CERE#DO Z— K& L
THEINEHLOZEFEHALET,

N—FHz7OE#E
WDON—FR7 =27 BILOY 7 b7 OEMAM~ N 7 A%, Cisco Unified Wireless IP Phone 7921G M /~— K
T DI EYa DTy —A T T DEEARA—Ya AR LET,

N=R T DY Y g OEREREST 5121, Cisco Unified Wireless IP Phone 7921G D Web ~X— 35 |
[1&% (Information) ]>[7 /31 A (Device) ] DNEIZEIR L F7,

EFTNHATS N—FRTzT7DYVEVay | Z7—AT=TD
BERA— g v

7921G 1.3 1.0(1)

14, 15 1.0(3)
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2.5, 2.6 1.0(5)

3.5, 3.6 1.3(4)

45, 4.6 1.4(3) SR1

IP Phone H—E X

Cisco Unified Wireless IP Phone 7921G 1%, $LiE~—27 7 v 7= (XML) 77V r—va v &Y R—FTE £,
Java MIDP %, Cisco Unified Wireless IP Phone 7921G TiZHV R — FENTWER A,

IP Phone H—E"AFEIZ OV TIE, RO URL 22 L T ZEW0,
http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/admin/8_6_1/ccmefg/b06phsrv.html

WEE<Y—- 7y TEEE (XML)

WOERHZIL, JiE~—27 v 757 (XML) 8L O X/Open VAT L A X —TxA A (XSI) o7 0T~
RV AT LEIE D 1P Phone — B R A BHF L TR T 5 9 2 TREICRDERPFLH SN TWET,

http://www.cisco.com/en/US/products/sw/voicesw/ps556/products programming_reference guides_list.html

R OKEREIL. Cisco Unified Wireless IP Phone 7921G D[ A HEHE T,

A7 1L —4% URI
http://www.cisco.com/en/US/docs/voice_ip_comm/cuipph/all_models/xsi/8 5_1/supporteduris.html#wp1052264

T /34 A URI
http://www.cisco.com/en/US/docs/voice ip comm/cuipph/all models/xsi/8 5 1/supporteduris.html#wpl1078268

1.4(3) U U —RLIREIL, @512 XSI #&H T Cisco Unified Wireless IP Phone 7921G IZ b —> 7 v v a2 &b &
2—=PRA R N FATEFEFETRBITED LT, EEO a— AT ORE F— RHAESILET,

F21406) VU —ATiE, RORZ U EZBLT, XSIRH T vy vadhi b—r2lE TE 1,

XSl A—TF « & N X5l

1.4(4) UV UV —ATIE, XSI TXAg &Ni=A4—T 4 4% Cisco Unified Wireless IP Phone 7921G D A &' — 41— 7 4
ElFENAC Ry P A=A —THETINE I NERET D47 v a v 2 EHEFITRMIET 572012, RTP
URI MriE&vE L7e,

L4@) RTO U U —Z2 T, ~y By P3RS AT RITIUE, XSID Ta—v) BREZESNLL L, FHIZA
= =742 = RICA =T 4 NARRESNTWE LTz, A—TFT 44 "R, ZOHa—F RN L
XNV Ry NIEETAHZENTEE L
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http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/admin/8_6_1/ccmcfg/b06phsrv.html
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_programming_reference_guides_list.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cuipph/all_models/xsi/8_5_1/supporteduris.html#wp1052264
http://www.cisco.com/en/US/docs/voice_ip_comm/cuipph/all_models/xsi/8_5_1/supporteduris.html#wp1078268

BIfED RTP URI 23, mmmmvitinmmmvfﬁo::ﬂi ilZIP7 FL A (xxxx) T, plE
UDP R— K (20480 ~32768) T, vIiZAR U =—24 (0~ 100) TF, HFEMEIZTY RFEA > ML > THR—
FENTWEARRKBERICKHT D/ N— T =TT,

144) VUV —ATlE, BIMDO/NRT A—=% (A= —T42) DY R—FINET B RTPRx:i:p:vis £721%
RTPMRx:i:p:vis) , s /X7 A—# L, Cisco Unified Wireless IP Phone 7921G 2MEAT 24 —TF 4 A4 A ZHRET
% HDTT,

SHOIWCETESINTNDIEE, ~y Ry FBRERINTWRWEARIL, AV —74BMEHINET,
=T 4 FILFD%, ~y Rty hCHASNET,
S TICHESNTWAEGE, ~y ey MRBEER SN THE0E I Db oT ., N Rey hERE
~y FEy b A= —NEHENET,
SH2ICRESNTWVDEE, A== DENTHLINE I DThrrb b, BEOue—IL £—F
DEHESNET, ~y Ry "B SND L, B~y FEy FCAH—T 4 ADRFESNET,
SNTA—HANPIBEINTWRWES., ~v Ry BRI TWRWIEA 12, Cisco Unified Wireless Phone
TRIGIFAE =N —T 4 T—RIZA—T 4 A NRAEZRELET, A—TFT 4 FIZDH%, ~> Kty FTHAE
SINET,
BE@EGET T, XSID [a—v) BNEETDIE, s/NT A—=FEICERRL . BIEOA—T 4 4 XANMERA SN
7,
XSID Ta—b) BRZEEND L =T 4 F NRAEAC = —T 3 EFIN Y ey MW x5 L
NTEET,
XSID [a—)u] |[ZsXT A—=FZHHTHEAEIT. R—FBLOEEDONRT A =X |IEETT RN, fHEL T
WAL, TONRT A=K L Can 2| EBEBETLILNENDHY 9 (I :
RTPRx:10.0.0.10:20500::1, RTPRx:10.0.0.10:::1, RTPMRx:10.0.0.10:20500::1, RTPMRx:10.0.0.10:::1) .
R—=F RXRTRA=IRBEENTWRWEE, = RARA 2 P2 UDP AR— FZEIR L, T DIFHRD XSI 7

2 ELET,

BENRIA—INPFEINTOARNEES, =0 FRA V FRBEO G FHRELHEMN L E 1,

WDF ¢ — FTlE, ANV —L ZATHANOYHR— FRO XSI A—F 4 A4 NAREOH 2N DR LET,

XSI Z—5 4 Z& /& ARNY—Ah FALS RTP URI O

A —H—T =%y A | RTPRx:10.0.0.10:20500
RTPRx:10.0.0.10:20500::0
RTPRx:10.0.0.10:20500:100:0

N Rty R~y Ry B =Fx Ak RTPRx:10.0.0.10:20500::1
RTPRx:10.0.0.10:20500:100:1

A= =Tt Multicast RTPMRx:10.0.0.10:20500
RTPMRx:10.0.0.10:20500::0
RTPMRx:10.0.0.10:20500:100:0

Ny Rty R~y REY B Multicast RTPMRx:10.0.0.10:20500::1
RTPMRx:10.0.0.10:20500:100:1
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kSIS a—Fa045
TINA ADHR—LR—D

Cisco Unified Wireless IP Phone 7921G @ Web X— %, VA VYL A, F v FU—27 1 L O Unified CM O %
L F9,

10000

cISCO Cisco Unified Wireless IP Phone 7921G
SEPD01AA1925D44
Phone DN 89023675
HOME
NETWORK PROFILES +
USB SETTINGS Wireless Information
TRACE SETTINGS
WAVELINK SETTINGS Active Network Profile Alpha
CERTIFICATES S5ID alpha_phone
PHONE BOOK + Access Point migilles-homeap
MAC Address 001AA1925D44
NETWORK
WIRELESS LAN Network Information
DEVICE IP Address 10.33.116.88
_WIRELESS LAN Subnet Mask 255.2556.252.0
Default Router 10.33.116.1
ST TFTP Server 10.35.48.106
STREAM Unified CM Information
Active Unified CM 10.35.48.107
TRACE LOGS
BACKUP SETTINGS Phone Directory Number 89023675
PHOME UPGRADE
CHAMNGE PASSWORD
SITE SURVEY
DATE & TIME
PHOMNE RESTART

-

000000000, CoPyFigint { ) 2006-2009 by Clsco Systems, Inc.

T34 RtE#H (Device Information)

MAC 7 RL A, KA M, BiFE T, BLXON—RTU =T YT vy =T ONR— g UFERIT, EifEO Web
=D [T 31 A1EH  (Device Information) | &7 2 a LIZFERINET,

Cisco Unified Wireless IP Phone 7921G ® Web A > % —7 = A A (http://xx.xx) (27 Z7EA L, [I&#H
(Information) | A == —® [T /34 A (Device) | ZEIRL T, ZOHEREZBEL E7,
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CISCO Cisco Unified Wireless IP Phone 7921G
SEP001AA1925D44
Phone DN 89023675
HOME
NETWORK PROEILES + Device Information
USB SETTINGS MAC Address 001AA1925D44
TRACE SETTINGS
WAVELINK SETTINGS Host Name SEPO01AA1925D44
CERTIFICATES Directory Nurmber 89023675
PHONE BOOK + System Load ID CPT921G-1.4.4.3.LOADS
NETWORK Version Vo1
WIRELESS LAN Serial Number 1AC1106004E
[STATSToST— "o CPrieiG
WIRELESS LAN Message Waiting False
N K (§]n]] Phone
STREAM 1 Cisco Unified Wireless |P Phone 7921G
1l 2 CP-7921G
TRACE LOGS Vo
BACKUFR SETTINGS
PHONE UPGRADE 1AC1106004E
CHANGE PASSWORD Time 07.19PM
SITE SURVEY
PHONE RESTART Date 05/15/13
Hardware Revision 1.3
WLAN Regulatory Domain 1050
USE Vendor/Product ID Oc05AG 7 0x0007
USE RNDIS Device Address 001AA1925D45
USBE RNDIS Host Address 001AA1925D46
MIDlet Memory Usage 0kB

- s

[, Gopyright (c) 2006-2009 by Cisco Systems, Inc.

ZOEHIL, EIEHO [BRE (Settings) 1> [E 7 /LE#H (Model Information) ] T, B—H /I HEATXET,

74 L X LAN 15 (Wireless LAN Information)

WLAN OZEMIT, BEFHED Web ~<X—2 D [U A ¥ L 2 LAN 15# (Wireless LAN Information) | &7 > 3 L Il#
RENET,

Cisco Unified Wireless IP Phone 7921G ® Web 1 > % —7 = A A (http://xx.xx) (27 Z7EA L, [I&#H
(Information) | A ==—® [TV A ¥ L A LAN (Wireless LAN) | Zi#R L T, ZDOFHREBS L E7,
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cIsco Cisco Unified Wireless IP Phone 7921G
SEP001AA1925D44

Phone DN 89023675

HOME

NETWORK PROFILES + WLAN Information

Lot e Active Network Profile Alpha

TRACE SETTINGS

WAVELINK SETTINGS MAC Address 001AA1925D44

BT L SSID alpha_phone

PHONE BOOK + 802.11 Mode 802.11a

NETWORK Scan Mode Continuous

WIRELESS LAN Restricted Data Rates False

DEVICE

_ Call Power Save Mode U-APSD/PS-POLL

WIRELESS LAN BSSID 00270d5fecce
Access Point migilles-homeap

ST Tx Power 14 dBm

=l Channel 44

TRACE LOGS RSSI -41

BACKUP SETTINGS o

PHONE UPGRADE Channel Utilization 12

CHANGE PASSWORD DTIM period (ms) 2

SITE SURVEY )
Key Management WPAZ + CCKM

- s

1w, Gopyright {c) 2006-2009 by Cisco Systems, Inc.

ZOERIT, EREEO [RE (Settings) 1> [7 731 A1E#H (Device Information) ]>[WLAN] T, 2—/LIZ

MTEET,

2w FJ—% &8 (Network Information)

IP. Unified CM, SRST. MLPP, QoS. &% = U5 1. URL, 3 X000 r— ik it, WO Web ~<— 0
[~ b7 —7271E#H (Network Information) | &7 o a3 VIZFERINET,

Cisco Unified Wireless IP Phone 7921G @ Web A > % —7 = A A (http://xx.x.x) ({27 7 AL, [I5#
(Information) | A ==—® [F v FU—2 (Network) | ZZIR L C, ZDOFEHREBES L ET,
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ciIsco Cisco Unified Wireless IP Phone 7921G
SEP001AA1925D44
Phone DM B9023675
HOME
NETWORK PROFILES +
USB SETTINGS IP Information
TRACE SETTINGS
WAVELINK SETTINGS DHCP Server 1.1.1.1
EEFNERENE BOOTP Server No
PHONE BOOK + MAC Address 001AA1925D44
METWORK Host Name SEPO01AA1925D44
WIRELESS LAN Domain Name cisco.com
BAE—— Enablc
WIRELESS LAN IP Address 10.33.116.88
NETWORK Subnet Mask 255.255.252.0
STREAM 1 Default Router 10.33.116.1
STREAM 2
DNS Serverd 171.70.168.183
TRACE LOGS DNS Server2 173.36.131.10
BACKUP SETTINGS
PHONE UPGRADE TFTP Serverl 10.35.48.106
CHANGE PASSWORD Alternate TFTP enabled Yes
SITE SURVEY
PHONE RESTART Unified CM Information
Unified CM 1 gigantic-7 : Active
Unified CM 2 gigantic-8 : Standby
Unified CM 3
Unified CM 4
Unified CM 5

ZOERIT, EREEO [RE (Settings) |>[7 7341 A{E#H (Device Information) | T, 2 — U /VIC LT E
‘3—0

A MY —L#Er (Stream Statistics)

Cisco Unified Wireless IP Phone 7921G Ci& 2 —/LOFIFEHR BB S, MOS, Vv %, BXUOFrv v
VANFRENET,

BEZENADDSCP HEREN, Ty T AR =L X T AR —AT/N Yy MY 72 =2 —IZ/E S
T2l L ERERTEET,

MOS %, G.722 £721X G711 2T 28545, 40 L EICTH2H0ERH Y £97,
G.729 AT 254, MOSEIZ, 3.8 D KXIEIC/RY £,

Cisco Unified Wireless IP Phone 7921G @ Web A > % —7 = A A (http://x.x.x.x) (2T 7 AL, [A bV —LkE
(Stream Statistics) | Z iR L £7°,
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aliafn
c1sco

HOME

NETWORK PROFILES +
USB SETTINGS

TRACE SETTINGS
WAYELINK SETTINGS
CERTIFICATES

| PHOME BOOK +

NETWORK
WIRELESS LAN
DEVICE

WIRELESS LAN
NETWORK

STREAM 1
STREAM 2

Ii

TRACE LOGS
BACKLP SETTINGS
PHOME UPGRADE
CHAMNGE PASSWORD
SITE SURVEY

DATE & TIME

PHOME RESTART

e Rl

Cisco Unified Wireless IP Phone 7921G

Phone DN 23675

RTP Statistics
Comain Mame
Remaote Port

Local Port

Receiver Joins
Start Time
HostMame

Sender Packets
Sender Toal
Sender Report Time

Receiver DSCF
(Previous, Current)

Receiver Cctets

Receiver Lost
Packets

Receiver Repors
Voice Quality Metrics
MOS LAk

Min OS5 LGk

MOS LAk Version
Interyal Conceal Ratio

Conceal Seconds

SEPO018BATEC222

shmplUDPCDomain
20350

25048

1

17:33:47
SEFO0D18BATEC222
1064

G722

17:34:04

EF, EF
176640
0

0

4.5000
418455

0.85
0.o00o

2

Remote Address
Local Address
Sender.Jains
Byes

Rowe Status
Sender DECP
Sender Octets
Sender Reports
Sender Start Time

Receiver Packets
Receiver Toal
Receper Jitter

Receer Start Time

Avg MOS LGk
Wlan b 05 LGk

Cumulative Conceal
Fatia

Max Conceal Ratio

Severly Conceal
Seconds

Stream Statistics

10.2.0.250
10.8.0.153
1

0

Artive

EF
183008

3

17:33:.47

1104

G.722

0

17.33:47

4.3847
4.5000

0.0035

0.0z200

000000000000, © @prigabt () 2008~ 2008 oyt Gl Iystemns, Ine.

ZOMERIE, [BXE (Settings) 1>[A7 —H A (Status) ]>[=2—/L#Eit (Call Statistics) ] DNAIZEIR T2 D>,

T — VHICRHCHR R DR Z & 2B LT, S Co— b IR RTHZEHTEET,

FEABIZ DWW TIE, kD URL 128 % [Cisco Unified Wireless IP Phone 7921G Administration Guide]
[Troubleshooting the Cisco Unified Wireless IP Phone 7921G Series| DEZ M L T 72 &0,

http://www.cisco.com/en/US/products/hw/phones/ps379/prod_maintenance guides list.html

74 L X LAN #ikt (Wireless LAN Statistics)

7 A4 L A LAN 55212 O#t

Statistics) | &7 v a viZERINET,

Cisco Unified Wireless IP Phone 7921G @ Web o > % —7 = A A (http://xx.x.x) |27 7 AL, [#at
(Statistics) ] A == —® [V A ¥ L A LAN (Wireless LAN) [ Zi&R LT, ZOFREZBESLET,

Cisco Unified Wireless IP Phone 7921G & A4 A K

FHEHRIT, BIEHED Web ~X—2 D [U A ¥ L & LAN #7t (Wireless LAN

o
Fe,
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BN 1111100

CISCO Cisco Unified Wireless IP Phone 7921G
SEP001AA1925D44
Phone DN B9023675
HOME
NETWORK PROFILES + Wireless LAN Statistics
USB SETTINGS Rx Statistics
TRACE SETTINGS
WAVELINK SETTINGS Rx OK Frames 1068 Rx error frames 0
ER Rx unicast frames 1068 Rx multicast frames ]
PHONE BOOK + Rx broadcast frames ] Rx FCS frames ]
NETWORK Rx beacons 6h4 Association Rejects 0
WIRELESS LAN Association Timeouts 0 Authentication Rejects 0
WEVIGE Authentication Timeouts 1
WIRELESS LAN Tx Statistics (Best Effort)
NETWORK
Tx OK Frames 381 Tx error frames 0
STREAM 1 Tx unicast frames 372 Tx multicast frames 3
ST 2 Tx broadcast frames ] RTS fail counter ]
TRACE LOGS ACK fail counter 27 Retries counter 19
BACKUP SETTINGS - - N 3
PHONE UPGRADE Multiple retries counter 4 Failed retries counter 0
CHANGE PASSWORD Tx timeout counter 0 Other fail counter 0
SITE SURVEY -
DATE & TIME Success counter 381 Max retry limit counter 0
PHONE RESTART Tx Statistics (Voice)
Tx OK Frames 1047 Tx error frames 3
Tx unicast frames 1050 Tx multicast frames 0
Tx broadcast frames 0 RTS fail counter 0
ACK fail counter 73 Retries counter 41
Multiple retries counter 14 Failed retries counter 3
Tx timeout counter 0 Other fail counter 0
Success counter 1047 Max retry limit counter 1

- s

0 R, Copyright (c) 2008-2009 by Cisco Systems, Inc.

2y b7 —o#E (Network Statistics)

IP. TCP. B XN UDP OHEaHEMRIL, BEIFEHED Web X—T D [~ b U —7Z7 #iiF (Network Statistics) ] &2
Va iR ENET,

Cisco Unified Wireless IP Phone 7921G ® Web A > % —7 = A A (http://xx.x.x) ([Z7 7 EA L, [#Ft
(Statistics) ] A ==—®D [ b7 —72 (Network) ] Z&ERL T, ZOHEHREZMEES L E T,
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cISCO Cisco Unified Wireless IP Phone 7921G
SEP001AA1925D44
Phone DN 89023675
HOME
NETWORK PROFILES +
USB SETTINGS IP Statistics
TRACE SETTINGS
WAVELINK SETTINGS IpInReceives 1167 IpinHdrErrors 0
GERNERSERE: IpInAddrErrors 0 IpForwDatagrams 0
PHONE BOOK + IpInUnknownProtos 0 IplnDiscards 0
NETWORK IpinDelivers 1149 IpOutRequests 1643
WIRELESS LAN IpOutDiscards 0 IpOutNoRoutes 0
TIEMIEE IpReasmTimeout 0 IpReasmReqds 0
WIRELESS LAN IpReasmOKs 0 IpReasmFails 0
NETWORK
IpFragOKs 0 IpFragFails 0
STREAM 1 IpFragCreates 0
-l 2 TCP Statistics
TRACE LOGS TepRtoAlgorithm 0 TepRtoMin 0
BACKUP SETTINGS
PHONE UPGRADE TepRioMax 0 TepMaxConn 0
CHANGE PASSWORD TepActiveOpens 3 TcpPassiveOpens 20
SITE SURVEY -
DATE & TIME TepAttemptFails 0 TcpEstabResets 0
PHONE RESTART TepCurrEstab ] TepinSegs 425
TepOutSegs 413 TepRetransSegs 1
TeplnErrs 0 TepOutRsts 2]
UDP Statistics
UdplnDatagrams T26 UdpMoPorts 0
UdpInErrors 0 UdpOutDatagrams 1230

- G

000000000000, CoPyFig () 2006-2008 by Clsco Systems, Inc.

X o —#ath. [XE (Settings) ]>[A7—H& A (Status) |>[* v b T —7ifit (Network Statistics) ] DJIEIZFE
L CEFK Ce— LV THRETXET,

Bl 2 — /LR OEAIL, [DataRevVO] 7 U ZRHEIMLTE Y, QoS NIEFIZERINLTWD RSN ET,

Z #ulX. Cisco Unified Wireless IP Phone 7921G (Z%9 % UP6 (VO) Z oo A MU —A & LCHIC~—7 X
T-EFRNry ML E7,
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23675

% Network Statistics

- 10]=R

NIV a—T 4 o TIAERT 5 EEED 2 71, Cisco Unified Wireless IP Phone 7921G @ Web A ' X —7 = A
AMBH AR TEET,

FL—RXDERE (Trace Settings)

Cisco Unified Wireless IP Phone 7921G @ Web A > % —7 = A A (http://xx.x.x) I\ZT 7 EAL, [N L —RADKE
(Trace Settings) | Z®IRL T, TNy TG LET,

T 74N R TIE, BEEORZIIAE ) EFITRFESNET D, 77 OHERF (Preserve Logs) | BN T5Z &
HTEET, AMNCLIESHE, v 237 7 vy 2l ffShET,

Syslog ZHMZ LT, VA VYL ALAN £721XUSBA > X —T = A A& N LTI TNAEA LATRFXF L T EF Y
TFxIHIEbTEET,
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cISCO Cisco Unified Wireless IP Phone 7921G
SEP001AA1925D44
Phone DN B9023675
HOME
NETWORK PROFILES + Trace Settings
USB SETTINGS e —
TRACE SETTINGS
WAVELINK SETTINGS Number of Files | 2 |
CERTIFICATES
File Size | 50 : |Kilo Bytes
=PHUNE BOOK + Remote Syslog Server
NETWORK |_| Enable Remote Syslog
WIRELESS LAN
DEVICE IP Address 0.0.0.0
WIRELESS LAN Port (Valid range is 514, 1024-65535) 514
ool Module Trace Level
STREAM 1 Kernel | Error * |
STREAM 2
Wireless LAN Driver | Error * |
TRACE LOGS "
BACKUP SETTINGS Wireless LAN Manager | Error |
PHONE UPGRADE Configuration | Error |
CHANGE PASSWORD -
SITE SURVEY Call Control | Error * |
DATE & TIME
PHOME RESTART Network Services | Error + |
Security Subsystem | Error |
User Interface | Error =
Audio System | Error x|
System | Error |
Advanced Trace Settings
Preserve Logs () True  (*) False
Reset Trace Settings upon Reboot (*) Yes () No

Save

0 R, Coyright () 2006-20089 by Ciseo Systems, Inc.

FL—R EDa2—)L

[1—>/L (Kernel) ] TNV =T 4T VAT A

[VA ¥ L ALAN FZ A% (Wireless LAN Driver) ] Fry N AF¥xy=27, v—I7 Bk
[VAFLALAN v %*— % (Wireless LAN Manager) |  WLAN %2 QoS

[ (Configuration) | B ORTE, 77— 72T DT v T T L—FK

[=—/ Ll ## (Call Control) ]  Cisco Unified Communications Manager |2 L % A v&— 7 (SCCP)
[*v hU—2 % —E R (Network Services) ] DHCP, TFTP, CDP, WWW, Syslog
[E¥=VUT 1 7 A7 A (Security Subsystem) ] TFV =gy LD F T g
[—H A % —7 A A (User Interface) ] X—Ry K, V7 FF—, MMI

[4—F 44 A7 2 (Audio System) ] RTP, SRTP, RTCP, DSP

Cisco Unified Wireless IP Phone 7921G B AL A K
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[ AT 2 (System) ] Event Manager

FL—X LRV
WDOLEHIZHEED NL— R LRALEZFEHATEET, FL—Z LT, SFSERLRLDOA v E—T U 7%
et cx £,

[B22 (Emergency) |. [77—FbF (Alert) |. [EE (Critical) |. [=F— (Error) |. &4
(Warning) |. [{##&1 (Notice) |. [f# (Info) |. [T/3v % (Debug) |

@) 740 FTE, TRTOML—R EY2— AR [T — (Error) | LUMVICRESNTOET,

FOVENWLIRE LTEEACa 7 %27 T v a A VICEZAD [0 7 OfERF (Preserve Logs) | Z AT
LizGe., SFmBEICET 56060 £7,

FL—2 LV EHERFT 5 X OICRE (V77— MREIZ R L—ZADF%EL Y > b (Reset Trace Settings upon
Reboot) ] % [V x (No) JIZERE) L7eHmaakhE, FL—R LoULET 740 hT[=7— (Brror) ] LN
MYty hERET,

kL—X B% (Trace Logs)

FEiEon &2 F Y a— R4 5121%. Cisco Unified Wireless IP Phone 7921G @ Web A > % — 7 = A A
(http://xxxx) \Z7 27 AL, [FL—A B2 (Trace Logs) | ZEIR L £7,

T e
alialn

CISCO Cisco Unified Wireless IP Phone 7921G
SEP001AA1925D44
Phone DN 89023675
HOME
NETWORK PROFILES +
USB SETTINGS
TRACE SETTINGS messages.0
WAVELINK SETTINGS messages
CERTIFICATES

| Download Logs |

PHOME BOOK +

NETWORK
WIRELESS LAN
DEVICE

WIRELESS LAN
NETWORK

STREAM 1

STREAM 2

TRACE LOGS
BACKUP SETTINGS
PHONE UPGRADE
CHANGE PASSWORD
SITE SURVEY

DATE & TIME

PHOMNE RESTART

- s

000000, opyright {€) 2006-2008 by Cisco Systems, Inc.
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S04 AMY—L A RYwsH (TSM)
RS T 497 ZARY—H AN v 7 BEETIH. BF 57 4 v 7 BEONE[EE 27 54 72 % AP (285
BVENRD Y ET,

INT A=K (X a—BIE, AT ¢ THEE, Xy MEK, Ny MR = U TEBIE, v—3 U7 %) X AP
WL TSI, Ny MBEB IOy MERZES AL Z EICL - T, AT — 3 DI
TEDHT —HRXR—ZADMEEFITETL D WLAN B AT Ao A L—r g VERE T,

FN7T7 497 AR =5 AN w7 HZHNTT DL, 7 r— UL 80211 HFFE/NTA—=XD[A MY v 7 IUE
(Metrics Collection) | R 27 A&A NI LET,

TSM ZH T D HIEOFEMZHOWTIL, 2= T R vy a VHlORE] OEEZSRBL T 7ZE0,

7 74T > ;@ Traffic Stream Metrics 7 — ¥ & F/~9 5 121%. Cisco Unified Wireless IP Phone 7921G M L C
Wéﬂ&ﬁﬁﬁ@bﬂ/7ﬁﬁ/}%:—fﬁﬁﬂ BIRLET,

N7 47 AR =LA AR w7 =2 NUNRERINET,
TRV EIOEIRLTC, TV v 7BLXOF ) 7O EERLET,

= nfiguration
N g

clisco MONITOR  WLANs CONTROLLER  WIRELESS SECURITY  MAMAGEMENT  COMMANDS — HELP
Monitor Clients> AP > Traffic Stream Metrics
SUIIRSY Client Mac Address 00:16:ba:76:c2:22
¥ Access Points
Radio Type &02.11a
¥ Statistics
AP Interface Mac 00:13:5f:fa:25:10
¥ CDP
Measurement Duration 90 sec
¥ Rogues
Clients
Multicast Uplink Statistics
Packets that experienced Delay Packets |Lost Packets
Timestamp Average < 10ms 10ms-Z0ms | 20ms-40ms | > 40ms | Total Total Maximum | Average
Tue Sep 16 20:33:00 2008 o o a 0 a a 0 o o
Tue Sep 16 20:34:32 2008 o o a ) a a ) o o
Tue Sep 16 20:36:04 2008 o o a 0 a a 0 o o
Tue Sep 16 20:37:36 2008 o o a 0 a a 0 o o
Tue Sep 16 20:39:07 2008 o o a ) a a ) o o
Tue Sep 16 20:40:39 200G 5 ze19 136 0 a z2755 0 o o
Tue Sep 16 20:42:11 2008 s 4299 209 1 a 4509 0 o o
Downlink Statistics
Packets that experienced Delay Packets | Lost Packets
Timestamp Average < 10ms 10ms-20ms | 20ms-40ms | > 40ms | Total Total Marimum | Average
Tue Sep 16 20:33:00 2008 o o a 0 a a 0 o o
Tue Sep 16 20:34:32 2008 o o a 0 a a 0 o o
Tue Sep 16 20:36:04 2008 o o a ) a a ) o o
Tue Sep 16 20:37:36 200G o o a 0 a a 0 o o
Tue Sep 16 20:39:07 2008 o o a 0 a a 0 o o
Tue Sep 16 20:40:39 2008 1z 602 2151 B a 2817 0 o o
Tue Sep 16 20:42:11 2008 10 2365 2349 1012 a o726 ) o o

BBRAT—RARA AT —4
1.3(3) U U —RLIBED Cisco Unified Wireless IP Phone 7921G 1%, 551 v V7 — 2 DNR—0EFRRTH I LI
FoT, ERPEEL TCWENE I nEH T £1,

N—=DIE, TI7EBA RA L FTEZEINDIEFITHY L, 260 — %, BIFEDORT—X ATk UK,
A, ERIERAOWTRA TR RIS ET,

ol AT — X ZADOBRITIKD L HITERINTWET,

Cisco Unified Wireless IP Phone 7921G & A4 A K 133



JRE6 : Babt¥iib o1y U —7 OFFEHANICH Y T2, HEINZXy NT—7 OFEBTIEIH Y FHA,
ZHiX, SSID EREDMBEMNEINORREME S H Y F97,

FEE  EAEMORE SRRy Y — 7 BROV802.11 HIORHNICH D Z RIS hE L, T2
TARA Y POFRIEERATNET, A I —F PR T — X ZTBAT LW, R E DM
EOFREMER S £,

Wt BUEEEERIL, T/ B A BA L MRS TVET,

< Locating Network Services £ Locating Network Services € Configuring CM List

™ ™

- - -

N—F T T7OEH
1.3@) VU —ARLIETIE, N—RU =7 oric& A CZEY — V2 TE 5 L9120 £ L,
[72Wr (Diagnostics) | A == . [BEEOFE (Phone Settings) | A == —IZEINTED, AE—F—,

F—Ry R, A4 70742, ;tootU\U/l”VI/X LAN &R L 7 T F 2 MaEcx £17,
F— Ry ROBWTIE, R¥UZMLEZD, BEL7ZD LT, BBEL TS Z 2R TEET,
=T A A OBWIE, =T A A N—T Ry T EFTL T, A—I—b~A a7 ERIETEET,

WLAN ZWr A = = —%, NV A MiE2—T 4 VT 4 TT, Z0O2—T 4 VT 4%, BIEEOX Y hU—
7 Ia Ty A NMEREFEHL, RESNZSSIDBLO802.11 FE— ROy T ZAX% ¥ v BIOT VT 47 A
Xy EFITLET,

2367500 | 23675001 | “ 23675
** Keypad Diagnostics *'* Keypad Diagnostics ** Audio Diagnostics

Pressed :' Released

Press any hutton Press any hutton Local Audio loopback
Back
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J7—LOz70ORE

Cisco Unified Wireless IP Phone 7921G 25 IEf 12BN L2V EE . USBHfm AL T 7 —LA U = 7 ZRE S &

HDTEMTEET,

T =y =T OYANY FaREFTT LRI, BUEOREN LGHEREOT 7+ M2 Uty F&Eh

LT EITEBLTIZSY,
77 —=bU=T DY AN ZFATT DL, ROFIEZMEH L ET,

. 77V — gy RELVEARAE—H—T v RE R LR, EET— F2EBT

(Starting Recovery Mode) | & R RII D E CHEMGEOEREZM LT 9,
2. Tr—huzTOF =y I NFEITINET,
3. USB OHHUEATET L7126, USB 77— 7 /L& a2 LiAB 7,

(USB R A NEFHFIZA VA= LTEBY, ZOxy hU—7 8 HIZ 192.168.1.0 /24 % >~ h U —

JDIPNBEINTNDZ LR LET)

4, [Web IZT7 7B A TEZE9... (Web Access Available...) | 23F I 7- 5. http://192.168.1.100 (28 L

ES AN
5. TAR 77 A MIT 7 AL, [7Tv7u—FK (Upload) 127V 7 LET,

ali]n Cisco Unified Wireless IP Phone 7921G
CISCO
SEP001DA2317879

Phone Rocovery
Update Phohe Software

Phone Software TAR File | | Browse__ |

Device Information

MAC Address 001DA2317879

System Load ID CP7921G-1.3.3L0ADS  *** Integrity Check Success ***

Yersion Vo1

Serial Numher 1AC114201HG

Model Number CP-7921G

Hardware Revision 1.5

WL AN Regulatory Domain 0z1050

USB Vendor Product ID 0x05A6 / 00007

USB RNDIS Device Address 001DAZ31787A

USB RNDIS Host Address 001DA2317878

279 F)BREDET

RTEIL, BEEO 7 77 NVREA = 2—%HL T V7 TEET,

T NUREA T a it [Fy hU—27 777 A/ (Network Profiles) ]. [EaiDi%E (Phone
Settings) ]. BEL O [EFEERE (Call History) | C—HW R EFZ LIz MY 23T XCHIBRLE T,

H—AVEREZHIFRT D121E, ROFIEZFITLET,

1. [XiE (Settings) ]>[FEFGEDERE (Phone Settings) | Z iR L £,
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