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TUVFTANVA T T—
N HAATBIOEER
VU =TT T —
N AZATOTT—FHE
KIEE A BRI B
G

Web A A —T 2 A AFEFILICLI C. TV FIAINATIT—hK HA
TEBIOEER~LVY =T WHT 77— A T7DT7 77— FEBERE
ZEBNGRINTEX S L H1c2 FL -,

FUFANRADHF LN
FTTFILED Ay E—
U Z2F v L EWVWE

RISTVFANRK TPV ENLTAYy =V EAF v T 51

DOFLWT 7 4L KL X WVMEERLET,

o YAXNIMBELYV/NENWAYyE—=VF  TUVFARL TV
WZEoTAF Y ENET,

o TAXM2MBAEMA DAYy E—VIL . T FANRL VT
FoTAF Yy ENEHEA,

A—PHDOREDER

NIV HEIOY V—ATiH, 2—HFADOE STk K 16 LFITHIR
ENTWELE,
ZOVY—=A~DT v T 7V —FRIF. 2—FLAOEIIFHR K32 X
FTETITR 1,
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AT AXr D aVT U AX TR T aryT oY Axy B Y THE N
EH AEVHEHELZBITESGE. T T I7AT VAN Ty A% Y
F 7% Microsoft Excel ¥t 7 7 A VAT L0978 A% ¥ v & FEITT
HE IR0 FL T A HI 72 A% ¥ o Tld Microsoft Excel Wi
77 ANVNOEF B BLIOEETLINEDOAF v B AF v/
SNET,

IR AT XY L ThHDLHI L ETRTED AF vy SN Ay E—
UNZIE x-Attachment-Scan = Partial ~v X —2MBISNET, 2D
Lo Ay =R L CHEIRT 732 a a2 ETT DI,
X-Attachment-Scan = Partial “w X —ZMHTHEA v - 7 4
WA FEZar Ty T4V EERHL £4,

WIZ A=Y 74V EEHEHL TESIICAT ¥ o Sz
R — D ks & UMM 5 Bl% 5= L £,

PartialContentScan: if (header (“X-Attachment-Scan”) ==
““partial$”) {quarantine ("Policy”);}

BEA—VORPOEE |Z0) ) —2ALYEHI fEEA Yy E—0KREIZIZ Ay E—T0
From: ~v & —HNO 2 —F DL FTB L O —% ID BAMEH ST
F L7,

OV —RIIT v TV —F LEBITI AEA Yy =Y ORI
I A Y EB—20 From: ~y X —HNO2—HFOLETTETMER S
LHE T 9,

OB TIX MBEA Y B—YOBREBIZ, 22— D4 #H] (Jim Ross) D &
REHAL TWET,

Jim Ross <jimr@example.com>

Ay =IO From: ~y X —|ZEF A=/ T RL R
(jimr@example.com) DHNFH FNTWDLILGHIT AEA Y-V D
2 1T = — 5 1D (jimr) 2MEH S E 7,

FvTTL—F "R

e JU—211.03251 ~DT v 77 L —FK -MD(A>TF > 2EA)FH(14 ~—)
o JU—211.03238~DT v 7 7L —FK-MD(A>TF o 2AHEA) (14 <X—)

o UU—211.02-044 ~DT v 7 7L —FK -MD(A>TF v AEN) FH (14 <X—)
o JU—2R11.02-037 ~DT v F 7L —K -MD(A>TF 2 ZAHEA) (15 <L—)

o JU—211.00-274 ~DO7T v 77 L —FK -GD(—f&EAN) HEH (15 =2—)

o JU—2R11.0.0-260 ~D7T v 77 L —F - LD(PREAIZ2EA) FH (15 ~<—)

o JU—211.0.0-105 ~D7 v 727 L —FK - LD(PREMIZREN) (16 ~<—)
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J1)—ZNM03N DTV TITL—F -MD(AVTFUREAN)EH

WDONR—=T g b VU —A 110325117 v 77V —KRT52EnTEET,
e 11.0.1-027
o 11.0.2-044
e 11.0.3-238
e 11.0.3-242

1) —Z11.03-28~D7VvTIL—F -MD(AVTF 2V REAN)
N

G¥) U U —2A11.0.3-238 2> 5 AsyncOS /3— 3 > 12.0.0-419 IZ7 v 7T L —R 352 LT TEE
A,

WRON—=a b VI —211.03238I27 v 77 L —RFR$T5ZENRTEET,
e 9.1.2-053
e 9.7.2-145
e 9.8.1-015
¢ 9.8.1-021
e 11.0.1-027
e 11.0.1-301
e 11.0.1-602
e 11.0.2-037
e 11.0.2-038
e 11.0.2-044

)1)—ZX11.02-0 ~DT7 v TTL—F -MD(A>TF U REAN)EH

WDONR—=T a3 b VU —211.02-044 127 v 77 L —RTDHZENTEET,
e 9.1.2-053
e 9.8.1-021
e 9.8.1-015
e 11.0.1-027
e 11.0.1-301
e 11.0.2-037
e 11.0.2-038
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J—=ZANM02-B31 DT v TTUL—F -MD(A2TF L REA)

KONR—= g s YU —RZ11.02-037 17 v 7 7L —R$T5H5Z R TEET,

9.1.2-053
9.7.2-145
9.8.1-021
9.8.1-015
10.0.3-003
11.0.0-274
11.0.1-027
11.0.1-030
11.0.1-301
11.0.1-401
11.0.1-505

JY—Z1.0024~DT7 v TTL—F -GD(—&EA) EH

WDONR—= g o3 VY —R11.00274 127 v 7LV —RT 52 R TEET,

9.7.2-145

10.0.1-103
10.0.2-020
10.0.3-003
11.0.0-264
11.0.0-272

1) 1)—X11.0.0-260 ~DF7 v 7L —FK -LD(REMLZEAN) BEH

KDONR—= g5 G YU —2Z11.0.0260 17 v 7 7L —R$T5H5Z R TEET,

9.1.1-038
9.1.2-036
9.7.1-066
9.7.2-065
9.7.2-131
9.7.2-148
10.0.0-203
10.0.1-103
10.0.2-020
11.0.0-074
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e 11.0.0-105
e 11.0.0-255

1J1)—ZX11.00-16 ~DF7 v 745 L—FK -LD(BEMLZEA)

WDON—=2 a3 nH VU —A11.00-105127 v 77 L —RKT5ZENRTEET,
e 9.1.1-038
9.1.2-036
e 9.7.1-066
* 9.7.2-065
e 9.7.2-131
e 0.7.2-148
e 10.0.0-203
e 10.0.1-103

AVARA=ILEELVT7YTITL—FIZEAT 5EEEIE
TRV aICREENTNAIA L A= ET T 7L —ROEEBELZITEL L OKREL T
<TZEW,

Web /4 —7 2 A RAEIICLI(Z~ R FA4 A F =T xAZX)025 AsyncOS &7 v 7
7L — R 95 & EIT /configuration/upgrade 7 4 L 7 b UND 7 7 A VIR F S E T FTP
AT bEHERHLTC Ty 77V —R T4 7 b VICT V7V BATEET ERET 7 A V4
ZIEAN=2 a UF S PMHMENRET 7 AVHNONRZAT =R IZAMPHFETERNEL S IT~
AT SIET,

7/771/ FIBICE.BHEE L Cal AV TN ENGD FIT  F-. Ty 7L —K#%
T T TAT o AEFHESTILNERH D £77,

D)) —RATHR—FENATWSEN—FD7
o TRTCOIRMBTFITAT >V AET IV
o WDON—KT =7 TV
- (C380.C390,C680, FE7=1% C690
- C170 £721% C190
- —Hfd C370,C370D.C670, 721X X1070 77 AT A

TTITAT AR R—=F SNTWVLENE D NEREGE L BEABEMED 720G B2 O
Il % fif R 3 2 121 http://www.cisco.com/c/en/us/support/docs/field-notices/638/fn63931.html
ZZRL TSN,

ZOVY—=ATERON—=R T =TI R—F SN TWEEA,
C160,C360,C660. 5 L T X1060
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AR F—ALBEUVTyTFL—FIcAT 2 xEEE B

RE7ITSAT7 LV ADRRAZEE7 v TIL—F

WRABT 75 ATV AZRRBEBEFIZT v 77— R+ 58513 [Cisco 22722 vF=2 U7
WKHET 7 Z 47X A X TP TLTEEWN, ZDORF 2 A M

https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-installation-guides-1

isthtml 7»H5 AFTE ET,

REF7ITSAFTUVADT v TIL—F

HIEOIRBT 77 AT ADY ) —=ZAN2TB U EOTF 4 A7 fHEZ Y R—F LT, 20
V) —ZACT2TBLLEDT 4 A7 EM AT 258X MNET T IAT LV AEBRIIT v 77
L—RTHZLiTTcEEtEi,

RoVIZ. 2OV Y —ZRFIZH VRS U AV AR AEZEATALEND Y $1,
T FIZAT v AT o771 —RLTHL BEOTA B AFILEFEINEEA,

N—=—F9xFF7ITSATUOARDNRBTTISA TV ARAANDET

AFvFT1

& ]
ATvFS3
ATvT 4

BT T FZ AT ADBEMEIZT v 7 7L —R (17 X—=Y) CTHASN TWA Y= a2 T V&
HLT.Z?D AsyncOS V V —ATIRBT 7T AT A%ty b7y 7L ET,

N—=ROU 2T TTTAT A% 2O AsyncOS UV V —R T v 7 7L —RLET,
ToT T —RENTIN—R T 2T TTITAT UV ANLEET 7 ANVERFL T,
N=R T 2T T TITAT L ANRBT ST ATV RACEET 7 A Ve —RLET,
Xy MU — 7 RECHET DU R AT g o E2EIRL TEE 0,

RE7TSAT7VRADT I =hILYHR—FDEEF

WRT T I ATV ADT 7=k R — k&% 572008 ML,

http://www.cisco.com/c/ja_jp/support/security/email-security-appliance/products-installation-guides-li
sthtml (28 B[ Cisco 222722 TF 2 V7 g (RIT 774 7R 42 X p—sb T FIZREH
ENTVET,

UTDOH— ALY R—F 25 X=V)bSZHL TS0,

HE7 7S5 47> AH 5D Cisco Registered Envelope Service EIEENDIOE 3 =5 &

7971471

WRT S I7AT L AD7ae Y a = FIZE R ERIZ OV T, Cisco TAC IZEB W& E <
7220,
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7y L—FHIDIEER

Ty 77— R T ORI IROFEEHER L TIIEI W,

e RSA DLP Suite 33 & O" RSA Enterprise Manager |39 78 — b %54+ (18 =X—2)

e CI70 BLUICIOOV EF/NDRT 4 —<2 ZADETF (18 ~2—)

e FIPS OHEHLYE (18 ~—2)

o AsyncOS DLIFTID/NR— g » ~DHETT (18 ~—)

o EPEH (I TAIENTT T IAT LV RA) EFEHLERBEOT v 7 7L —R (19 X—)
o EHTDOUV—ZAPUSADY UV —2ZNEDT v F 7L —F (19 =X—)

o RET 7 AN(19 =)

o T 7T L —KHDIPMI #Avt— (19 <—)

o UTARHAEEL SCP T v 2DI=hdD SSH-RSA F— (19 ~—)

RSA DLP Suite & & Uf RSA Enterprise Manager (47— k x5 4}

RSA X .RSA Data Loss Prevention Suite (DLP) DR — & T (EOL) ZRFL FL7m, > A2,
RSADLP TIER SN2 T X TOBEFO DLP AR Y & —%FH LWWDLP = ¥~ v — AL R|(T
BITCEL MREODLP VY a—va v aRELET. Ty 77 L —R &I Web A X —T =
A A® [Security Services] > [Data Loss Prevention] ~X— C . B{T L7 DLP R U v — &2 FK/RFE2IT
BHETEET 3 HOWTIE, 22— H A K DIData Loss Prevention] DE4Z S L T 7Z X\,

Async0S 11.0 AR |Z,RSA Enterprise Manager D& D% — N iddH Y £ A ,RSA Enterprise
Manager CERK L 72 DLP R Y =R 55 /517 v 7TV —RBE T TAT U ATINLD
R —Z OV ETBENDY T3,

CI70 B KU CI00V ETILDINTD +#—I 2 ADIETF

FIPS O #E#LtE:

C170 £721% C100V E7T /LT AsyncOS 11.0 IZ7 v 77 L —R T 5 & FFEDKET/NT +—~
YAMNMETTDREEMENRD Y ETEEMICOVTI U T EZSHRL TEE 0,

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve27500

It

AsyncOS 11.0 GD (% FIPS % & 41, K D FIPS 140-2 B E DK ALY 2 — V&2 AL £ LT=:

Cisco Common Crypto Modul (FIPS 140-2 58 E#1643),

=1l

Async0S DLLRID/N— 3 o ~DIETT

RO AsyncOS N—2 2 NI WNET A b A0 F—T = 4 2D Jfagatk
(http://tools.cisco.com/security/center/content/CiscoSecurity Advisory/cisco-sa-20160922-esa) D 5 %%

£ ET,
e 9.1.2-023

e 9.1.2-028
e 9.1.2-036
e 9.7.2-046
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AR F—ALBEUVTyTFL—FIcAT 2 xEEE B

e 9.7.2-047
e 0.7-2-054
e 10.0.0-124
e 10.0.0-125

EROWTRND A=Y g 5 AsyncOS 11.0.0-264 127 v 77 L — R+ 554 LA/ —
TavIlRT I EIITEERA,

EhEB(VSREMEENE7FTSAT7UR)ZFERBALEEBRO7ZY TS L—FK
7T AHIZ C160,C360.C660, £721%L X1060 N—R 7 =7 T T I ATV ARG ENTWDHEES
.7y 7T =R ORI ZNbDT I AT v A7 T AZMLHEIRL TLEE N,

TITGAENOTXTOY U RREIC A= 9 @ AsyncOS 2 EITL TWARLENRH D x60
N=FRT =T %DV IV —RIT T —RT5ILIFTTEEEAMEIILEL T x60 77
FTAT U ARHND 7 T AZEBLERL TS0,

ERIDY Y—RPUSNADY) )—ZADDT v TITL—F

OV IV —=ZDEFO Y U —ALSND AP ¥ — (AsyncOS X.0) £721L~ A F— (AsyncOS X.x) U
V=ANBT v 77 —RT5HALBUED Y V=R L DY ) —ADRICHDH AV v — Y
V—=2b=AFT— VIV —ZADY V=R /=N ZfERTOILEND Y £,

AT A U Y —Z(AsyncOS X.x.x) IZIX NTEIEOHNE ENTWET,

BREIFAIL

BECAIFUAOAY ¥ —V U —RZHL T RET 7 AVO P EHEEZ YR —F L T

WERA ATV IV —2ADHR— s PREEINTOET URIONRA—=a VORET 7 AV
WZLBEDO Y U — X TEIWET A REEMERH Y T8, 0 — N T35 7DICETERLEIT /R H5E5 0

HVET REZ 7 ANVDOYR—=BFIOWTAHRERH L GEIF. VAT D AZ v —H KR —]
TR TSV,

FyvFTTL—FhDIPMI Ay &—2

CLLAZERLCT 7 I9AT v A% T v 77 L — K335 IPMILICEET S X v =T RN KR
ENDHZERHVET. INOHD Ay E—VFERL THLELLXZH Y A, ZHITEE DR
%T‘d‘o

% ID:CSCuz28415

DSRABBEEESCP Ty aD=8HD SSH-RSA —
o U T AHME (20 =)
e SCP Push(20 =—7)
o T 7T AT A~D SSH-RSA F—D BN (7 T 2 Z5@(E) (20 ~—3)
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B (L Xr—LBEUTFYTTL—FICET2EEEE

93 AREIE

SCP Push

7T ALZBEFDORAL F—DKFEIE SSH-RSA DARIZIESWTHEITEND L H TR L7,
SSH-RSA ¥ —% 7 77 A7 » RTIEML R WGE AsyncOS 11.0 127 v 77 L — R L7227
T AL BWENRL £7,

SSH-RSA ¥ —Zff/lc72 WU E—F a2 E2—% 0O SCP —NIZEMMIZe Y 77 A V%
T aTHEIITSCP Ty amEETDH L AsyncOS 11.0 (27 v 77 L — K L72#I(Z SCP
Ty v aNRBL £,

T7TS54F 2 A~D SSH-RSA F—D:EM (Y 5 R 2 EE)

ATvF1
V& ]

&2

ATv7 4

[ZC®HBHIIC
FTRTCODT T ITAT VAN T AZITHERINTNWDZ EEBHEL TIEEN,

FIR

CLIZHL CWINroT7 77472 a7 AL ET,
WDNyF a<wReEANLET,

logconfig ssh hostkey scan <hostname or IP address>

Fl:IP 7 KL A% {#HF L f= SSH-RSA —D;EN

Cluster cluster example)> logconfig ssh hostkey scan 10.1.1.1

Adding key type rsa for host 10.1.1.1:
10.1.1.1 ssh-rsa AAB3Nx34TAQA...

Adding key type dsa for host 10.1.1.1:
10.1.1.1.1 ssh-dss AAB3NzaClkc3AAcbAOY..

fl: =R k& %E{FHEAL - SSH-RSA F—D3E/n

(Cluster cluster example)> logconfig ssh hostkey scan maill.example.com

Adding key type rsa for maill.example.com:

maill.example.com ssh-rsa ADFTghYAB....

Adding key type dsa for host maill.example.com:

maill.example.com ssh-dss AB3NzaClkc3MAA..

FMUT T I9AT VAT I TAINOMDTRCOT T ITAT L ADFRANLELIZIP T R L
AEEHL T ATy 7 25280 EL 5,

EHRERFL ET,
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AFvFT1
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ATvFS3
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ATvTH
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ATvS8
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TyvIToL—

[ZC®HBHIIC

o FHBIWMELEFADOEBQI X—) AV A —ABILOYT v 77 L —RKIZETIER
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o TS TAT LU ARET ST V—RTEGRIIWET T IAT L ADT v TS L—F
(17 X=V) BB L TLIEE,

FIE
Email Security Appliance =7 v 77 L — R 722X KO FNEEETL £7°,

TTITATVANL XMLEREY 7 A VEREL £,

T—T7 UV RNTay 7 AMERBREFEAL CWAERIZ. T 794 T AnbE—7 ) AT
Ny J VAT —=HR—=RA%T I AR—FLFET,

TRTOY A F—%—FpEIEL £7°,

Fa—PEIRDETHLET,

[ A7 LB (System Administration)] # 7 T, [ AT AT v 77 L — K (System Upgrade) ]
NR=UEBIRL £7,

[(FIHFIREZ2 T v 77 L — R (Available Upgrades) | " # % 7 U v 7 L ET A=Y NHHF I 41,
EHFIREZ: AsyncOS 7 77 L—RK R—=U a3 DV AN BREREINET,

[7 v 77 L —FR OBtk (Begin Upgrade) | R ¥ &2 7 Uy 7358 777 L —RBRHBI
FT RRINDEMIEZET,

T T —RFNETLEL 4T V7 —F RebootNow) | RF %77 L TCT T4
T A HEHLET,

TRTOY A F—%FHL £,

ROIEX
o Ty UL —F1#% SSL OFRE & MRS L MM HIEL YV GULHTTPS, A > /37 > K SMTP,
BELOT T ERT R SMTP FEPBIRENTNDZ AR L ET (VAT LEH
(System Administration) ] > [SSL #% /% (SSL Configuration) ] ~— < & i 195 />, CLI T
ssleconfig AV R EZMHL £, FIHICOWTIE 22— T A N EITA T A~ LTD
[System Administration] DEZ S L T 7Z S0,

o [INTp—< AT RKNRAHFVY (22 X—) MR LTI,

FERDEEEIHE

AsyncOSNX~ADT7 Vv TITL—FEDIS A LRILTHDLP BHEDAES

AsyncOS 11x 27 v 77V —R LTt . 77T AT ANT T A E—R T/ >TWT,DLP
MEI N TWAIEE.CLI Z#fH L T clustercheck 2 <2 K& 3E1T79 5 & DLP R EDAREE
DERRINET,
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COREGEMRT DINT. 7 T AZBET T T AZNOMD T D~ T O DLP RE %
1%%‘54%) L9 &:3@%”[_/&'3‘0 /)’L(O)W'”Cﬂf\"ii o) (:\enwuvgtejgem o< K Tlhow do you want to
resolve this inconsistency?] tWwoHr o o NEEHL =

(Cluster)> clustercheck

Checking DLP settings...

Inconsistency found!

DLP settings at Cluster test:

maill.example.com was updated Wed Jan 04 05:52:57 2017 GMT by 'admin' on mail2.example.com
mail2.example.com was updated Wed Jan 04 05:52:57 2017 GMT by 'admin' on mail2.example.com
How do you want to resolve this inconsistency?

1. Force the entire cluster to use the maill.example.com version.

2. Force the entire cluster to use the mail2.example.com version.
3. Ignore.

[31>

INTF—IURAT RKNNALH
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NREATDLAREERH Y £,
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HYFET,

IronPort R 7 \.L\fEik

CVV—RFERIEIX TV —=RADT T AT v Ak L T IronPort A XAEEEA Ry 7 A% K
NTT D & AFKEDATBNIN o TCNWDT T ITAT UV ATIE VAT LA L=y b
WA THNELET E—27 AN—Ty MPEERIEIE—7 AV —TFy R TEITENTNDT
TFIAT L ADGE T VT 4 T IRREEN S OBIMOARFIZE > T A=y R 10 ~ 20 %
BKTFTDRHEERH Y ET VAT LOX ¥ /37T 4 BN 2 X0 D2 X WIZIE W & (T
IronPort AN A[REEZER T 5258 HENRKRENVWC VI X T I3 ATV AERIIM v
V=TT IAT v A~DBITERFL TLEE0,

ANLKRARY =% ANLDOR Yy IO REECET T 2568 (v Ry 7 AE7134 7
Ry VT A) TANABIORary 70 %2 U7 4 DEDIZEMOANL Ay =V % AX v
VT AMERSBTED VAT LAOAWMPBERKLET A AN =DV AT T EEWEYNIAIT
BUCH AR — N DY ERGERIT RBETR— 7T o Z—IZBEWADELTEE W,
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o PEEEE(24 N—2)
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VAT AU N ERo TWRWEEIT BERL £7,
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