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6.0 [T B THDRITIERL TTEEW,

ZO~==27 /L TlE, B CEAREIFEL LD pxGrid fISOFEEER (CA) BAFEAELEMN T oAF N7 rr BRER
C, ISE ZA{#i H1L 7= FireSIGHT Management Center DX E DWW TCRELSFBILE T, pxGrid (EHE 2—/L
pxGrid =—2 = FDOA A=/ BROGRE OEMIG I AL £, pxGrid 1 £ = — /L% pxGrid ANC
BRI RE L L CL M AR — PR A AR — NEERT, FRRRE. TR T B L OMREMEERA TR AL £77, pxGrid

T — M FireSIGHT Management Center & ISE pxGrid /— R DO FE EAE # 35 L OV ISE pxGrid /— RN HEfi
THRAARUEL F7°, ARV — L—L  BEDOZ AT, ANC OBIT /i ay AT ZLITERSNET,

HE# 1 X, FireSIGHT Management Center & Identity Service Engine (ISE) D7 7E A > fa—/L T A7 AZDUNT
— TEDHGENB BT, AifEsfFE LT, FireSIGHT Management Center 5.4 33 ONAX N7 ISE 1.3 7213
ISE 1.4 B8EENRA L AN—/LENTWALE N HY F 9, FireSIGHT Management Center 5.4 X ISE 2.0 T 7 AR A
Y

ZOV=aT VDT ANCIE, ROV TR =7 N—Var wfERLELT,
¢ FireSIGHT Management Center 5.4
o FireSIGHT 77 7A 7 AMiflt ¥ — 5.4
e Cisco Identity Services Engine ISE 1.3 3L TN ISE 1.4
e  FireSIGHT pxGrid (&€ 2—/L 1.0
e FireSIGHT pxGrid Agent 1.0
e  Microsoft CA 2008 R2 Enterprise

53 B ISE Bl T ISE pxGrid ZiX € T 5% & 13, [BEEEH DDV 725 U TTZEWV, pxGrid 777 ke
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pxGrid
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FireSIGHT ISE 15 €Y 2 — /L% pxGrid 7747 N CHY | ISE X7V 2/ T A0 5747 F5 UK AT 7
arrfgftlET,

ISE lZtyiary AL 7N BLOT U RS ME#ES —E 2 AL ET, Byiary 74V 7RI pxGrid £
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FATT D720, T RRA M —E A MY VB IO EPS kyvary JNV—T% YT 27747 LET,

4 Home  Openions| ¥ Poley | Y GueerArenss| Y Adminrmion | ¥ E
vl Syzem B Identity Management. i Network Resources [24 Device Poral Management 1 pGrid Services g Feed Senvice 48 pirid Tdentiy Mapping

(Enable Auto-Registration  Disabie Auti-Registration

View Bv Canabilie

ey *
Jite @Desble Phovove @ Gow WOsie Dol v PRereh ot Pending Avprovall®) + 1-30f3  Show 25 v perpage Page[1 3| ofl
O  Clent Name (Client Description Capabiities Stanss Chent Group Lng
O P se-admin-isels Capabiities(3 Pub, 1 5ub) Ordine Admincstrator View
L ¥ semat-sers Capabiities(2 Pub, 0 Sub) Onéine Administrator View
O » temcaget-sd Cisco FireSIGHT Management Ce...  Capabities{D Pub, 1 Sub) Créine EFS View

Capabiliry Detail T T

ity 1-1cf1 Show 7 - pmpage Pagu[; | ofl
Capability Name Capability Version Messaging Role Message Fiter
O EndpontProtectionSenice 10 LT

FEEED FireSIGHT pxGrid #t &4, pxGrid =— = FEB L pxGrid 1E18E = — /L% FireSIGHT Management
Center |27 Y70 —R$AHZLIZL-TEBLET,

pxGrid =— = hDA L AR UFIRD 3 DOREEEE RT- L FT,
pxGrid —EREYR—K TA47TVDA L AN—/L
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X —REE, BEUMERTED CAV—MREDBRHVET,
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FireSIGHT pxGrid &£ € = — /L% pxGrid ANC #Jk 77> a2 B3Rk % FireSIGHT pxGrid —ERIZEFELET,
FireSIGHT pxGrid % —E A XZNHDHER % pxGrid GCL 747 FVIZEESWTLERL 721 . ZO 1% ISE pxGrid
J—R~2%fFLET, FireSIGHT Management Center 73T RARA L hDO2—W artr/mr 47 {FEREB IO~
L—T 47 VAT AOFERIE WA S CEDINNTT D728, Microsoft AD L /L ATRAN 22— IZxF T 51w b
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Cisco Sourcefire and pxGrid Integration

Connaction parameters for CA-signad FineSIGHT cen
IP Address ISE oxeid node
idanity (Host cerlificain)

CA Apot Certificats

Private ki passwond
External Authentication Complete

Register SourosfireAgent & subsorbe lo EndpointProlectionSenvice.

Authenbcaled SASL successfully
Successflly Subsonibed

Send Mitigation Action Regueast
MEgaton scion=quarsntne; [P=10.000.18

Processes reguest GLC Bbranes, and sends information

Mitigalion sucoesshul
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FireSIGHT L JLLEESE

LDAP 2 —PIERARMT DAY — "2 ERLET, Fo, 22—V nr 3 /mr 47 OFEil s LU AMEH
TR =TT VAT LAOFEM RIS D701 22— PREERE X N — IR A A N L E T,

LDAP $#t (D) &% 5

ATYF 1 [KRU— (Policies) | -> [=—H (Users) | -> [LDAP#%#5i DB (Add LDAP Connection) ] Z3&R L,
WDOANFEATVET,

Overview Analysis JELITSEER Devices Objects = AMP

Access Control Intrusion v Files Network Discovery SSL Application Detectors Users Correlation Actions v

External Authentication Object

Name * Lab
Description
Server Type | MS Active Directory % |

Primary Server
Host Name/IP Address * 192.168.1.14 ex. IP or hostname

Port * 389

Backup Server (Optional)
Host Name/IP Address ex. IP or hostname

Port 389

LDAP-Specific Parameters

Base DN * dc=Iab6,dc=com Fetch DNs J ex. dc=sourcefire,dc=com
User Name * Administrator ex. cn=jsmith,dc=sourcefire,dc=com
Password *

Confirm Password *

Encryption () SSL(_) TLS (=) None
S5L Certificate Upload Path No file selected ex. PEM Format (base64 encoded version of DER)
Timeout (Seconds) 30

ATvF2 [2—W/ T N—TT AT fa—/ LT A—% (User/Group Access Control Parameters) | T [H %)
{t.(Enable) | &AL, 7V —T %4 ELET,

FE A—YRBETSIEOITF, TATOTL—TEEDHES,

User/Group Access Control Parameters

Enable [
Available Groups Groups to Include
<none> | > | Account Operators
e © Administrators
|- = | Allowed RODC Password Replical Users in Groups to Include will be used for User Awareness.
Backup Operators
Group Filter ) ) Groups to Exclude
| > | <none>
[——

—_— Users in Groups to Exclude will be excluded from User Awareness.
Fetch Groups
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ATv73 TAMNBIOREFZITWVET,
ATvT4 LDAP #55i 27 77472 LET, FXIORF %IV I L FET,

Overview Analysis JELIHSIER Devices Objects | AMP A Heaith System Help v ad|

Access Control Intrusion v Files Network Discovery SSL Application Detectors Users Correlation Actions v
External Authentic

Task Notification ®

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered, Check
task status to monitor progress.

LDAP Connections

LDAP server connections that contain user accounts and information | @ Add LDAP Conne

Lab

B

ATv75 ROWNENFRSNET,

Overview Analysis JLITTE8 Devices Objects | AMP A Health System Help v admin v
Access Control Intrusion v Files Network Discovery SSL Application Detectors Users Correlation Actions v

External Authentication

Task Notification ®

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered, Check
task status to monitor progress.
@ Success x
Successfully enabled LDAP connection
LDAP Connections
LDAP server connections that contain user accounts and information [@ add LDAP Connection
Name
Lab &0 258

ATv76 RAN, 2= BIOT IV r—ar Oy N —7iia AL ET, AU — (Policies) ] ->
[y b —ZF i (Network Discovery) | 38R L |, $nET A2 227Uy /LT, ARAN, 22— BL
DT 7V r—varw@&IR 0, RIFLET,

Overview Analysis JLIHEEER Devices Objects | AMP A Health System Helpv admin v

Access Control Intrusion v Files Network Discovery SSL Application Detectors Users Correlation Actions ¥
Custom Operating Systems Custom Topology

Up to date on all targeted devices.

User Advanced

L3 (@ Add Rule

Zones Source Port Exclusions Destination Port Exclusions Action |

+ Discover: Hosts, Users, Applications & 8
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B> 7 )L 21— LDAP 165k

[—HT 77487 1 (User Activity) ] i (21X = R —PERPERINET,

Overview JEREWWEEN Policies Devices Objects | AMP A Health System Help admin

Context Explarer Connections v Intrusions v Files v Hosts v Users * User Acti Vulnerabilities v Correlation v Custom ¥ Search

Bookmark This Page Report Designer Dashboard View Bookmarks Search

User Activity L3

Task Notification x
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered. Check task status to
monitor progress.
2015-09-08 17:02:00 - 2015-09-09 18:45:00

Table View of Events > Users

Static
No Search Constraints (Edit Search)
] Time % Event * User Type * IP Address * Description * Device *
3 () 2015-09-08 20:16:06 User Login 4 ieppich [ oap =i 192.168.1.7 192.168.1.51
3 () 2015-09-08 20:10:03 User Login | jeppich [ oar = 192.168.1.7 192.168.1.51

F7-. FTRIDOEINC, PCT A%V 35L 1P TRLVAIZKH I T AIRAN 7 a7 7 A/ | BNFERENET,

8 .00 Virtual Defense Center 64bit 5.4.0 Build 763 (sd.lab6.cem) — admin " =
| @ https://192.168.1.50/network_map/view_host.cgi?ip=192.168.1.7 |
s - e | (Q search ) - O 3 & O =
Host Profile Scan Host || Generate W J wiB fr ¢
IP Addresses 192.168.1.7 & Hea e elpv ad
NetBIOS Name JEPPICH-PC - -
Devics (Hops) 192.168.1.51 (0) lerabilities ¥ Correlation ¥ | Custom v  Search
MAC Addresses (TTL)  00:0C:29:CB:EB:4F (VMware, Inc.) (255) Bookmark This Page Report Designer Dashboard View Bookmarks Search
Host Type Host
Last Seen 2015-08-08 20:16:07
Current User John Eppich (jeppich, LDAP)
View Context Exlorer | Connection Events | Intrusion Events | File Events | Malware Events n x
Hnstallation Setup (Register)
Indications of Compromise (0) | & Edit Rule States | 17 12:30:51 2015
SR istered. Check task status to
Operating System « \_‘,) Edit Operating System | | 2015-09-08 17:02:00 - 2015-09-08 18:45:00 &
Vendor Product version Source statie
Microsoft Windows 7 FireSIGHT
Description *
Servers (1) v
Protocol Port  Application Pratocol Vendor and Version
=P 443 [ New10s-ssn (swB) SalbE =i 192.168.1.7 192.168.1.51
. =i 192.166.1.7 192,168,151
Applications (7) s
=i 192.168.1.7 192,168,151
Application Protocol Client. Version Web Application
= i 192.168.1.7 192,168,151
[ wsoD [ wspp aa
- 5ﬂ151.15517 192.168.1.51
£ vre 7] Firefox 40.0 1 Google Lba
=i 192.168.1.7 192,168,151

ZORAN a7 A, a—FEEEE R, AAN Fabar B OWEEEEmA S ENET,

User History =
2015-09-08 20:33:54

John Eppich (jeppich, LDAP

Attributes »

Host Criticality None

Host Protocols »

Protocol Layer
iemp. Transport &
tep Transport i
udp Transport ]
ipv6-icmp Transport &
® Netwaork &
ARP Netwaork &
RARP Netwaork &]
1P Version 6 Network lu]
34958 Network @
Vulnerabilities (78) » | & Edit vulnerabilities |

Cisco Systems © 2016 10 R—2
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pxGrid ZEAL-RA2 Y F7RAVEBIEOECEA
REBAE D ISE DR SE

ZOIETIL, pxGrid ZFEALI-AZ R T a BgEE T, HE B4 GEHEAM AL T ISE 2% 45 AL ET,

RELGT IV LADEM@A AN

ISE 71 B 2 E A FBAE D ISE SHEIAEBAN 7 ADITHVRXR—F
ZAUTISE 3B LB A REAZAE T 57201 BT,

F:INIFISE 2.0 TROEZETRAVRISEELTIZEN, TI4ILETIE, ISE T pxGrid BEMEIHE | AREhiz/—FARREN, ISE pxGrid /—F
~OEGHSEILSNFES, S0 ISE BRI B ERMATAEESIET,

ATvFT1 [ FE (Administration) ] -> [ A7 A (System) | -> [FEBH E (Certificates) | -> [/ AT AGEA &
(System Certificates) ] Z 3R L, ISE H C. &4 ik pGEH EA4EIRL £,

_._
' Home Operations |  Policy|Y  GuestAccess!Y  Administration
i ldertity Mansgement [l Network Rescurcss [15 Duvice Portal Management. [o Grid Services. [ Feed Servios .8 prGrid Identity Mapping
Deloyment  Lcensing [l esi  Maiteance  BackpResiore  AdminAccess  Settings

System Certificates [ For cisaster recovery X is recommencid to Export cestificale and privaet key pairs of all sysem cemificates.

iy S (g it Signed Cartificate | (< lmport | (@ Export | [ Duetie | [ /7 View |

Friendly Name Used By Portal group tag Issued To 1ssued By Vialid From Expiration Date

Defauit seif-sgned server ¢ s SOR Defaul Portl Certficace
@ pritente .
Authéntication

Erddpaint Comecates isel4.ab7.com Isel4.Jab7.com Sa, 22 Aug 2015 sun, 2 A 2016 B

RATYT2 [RERHED A% =7 Z78— | (Export the certificate only) | 23R L | [-7 AR —h (Export) | 27U 7L
SN

Export Certificate 'Default seif-signed server certificate’
(®) Export Certificate Only
) Export Certificate and Private Key
*Private Key Password |
*Confirm Password |

Warning: Exporting a private key is not a secure operation. It could lead to possible exposure of the private key.

oo JETTH
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ATV 3 ISE @A B O\ & 44 iEHEA ISE (BEANTIZA AR —hLET,
[ 21 (Administration) | -> [ A7 A (System) | -> [FIEFA # (Certificates) | -> [{F4H CX DL &
(Trusted Certificates) ] -> [-f> 7 — (Import) ] Z384R L | ISE i/ B O &4 i E (PEM) 23841 L
[ISEXN CHEFEH 1215 %8 (Trust for authentication within ISE) ] 2412 L C, [24(5 (Submit) ] 254K
LET,

cisco  Tden n < Hame  Operations | T Poloy | T Guest Access T Administration
[ e T - [ | Poctarie Sarvicns. [t Fooct Servicn L8 i Identity Mapping

Degioymnt uvoewing [ Loooing Maintenance Backup & Restorm Addmin Accass Setngs
e —
- | mrowsa... |
Cvmrime
Friancey Name |
st Cortificates
Trusted For |
Endpoint Cenificates [ Trust for authentication withn 1SE
EEEEE b
[T Trust for authentication of Cisoo Services

[ waldate Cenificate Extenssns
Certificate Signing Requests. [

Dl | conca |

ATvT 4 ISE /—R T pxGrid Gz L £ 7,
[ £E (Administration) ] -> [Z7A7 A (System) | -> [*& A (Deployment) | Z8&RL, /—RZEIRL T,
[pxGrid] ZA (2L, RFELET,

i 5 4 Wome  Opestons | T Poiy | * GuestAcess|®  Adminstetion | v
FA isertity Management B Pistork Resources 24 Device Portal Management oo 63 Services o Pt Service L8 pwGnd Identay Mapoing
[ Deployment TS0 Certificates Logging Maintenance Baciup & Restore Admin Access Settiogs.

Deployment Nodes List > iseld
= Edit Node
i i il L oLl Profing Corfigurntion
» o7 Deployment
< AN Faover

Hostname inel4
PFQON Eseld.dabT.com
1P Address 10.0.0.15
Pode Type Identity Services Engine (1SE}

Personas
¥i Administration e PRIMARY | Mase Sandaone |
[l Momitonng Role  prMARY < ‘Other Monitoeing Mode
(] poicy Service
] Enable Session Senvdoes |

Inchude Mode in Node Group [ Mena

£ Enable Profiing Service

-
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ATvF5 pxGrid Y —EANFATIN TNDIEEfERLET,
[ B (Administration) ] -> [pxGrid % —t A (pxGrid Services) ] Z 2R L C, [ B BB &EHEOF LML
(Enable Auto Registration) ] % [ %) (Enable) | IZLET,

FERARTENDIETIZHRBIANDBELHYES,

lwu& l l Should see I
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B E R SEASF D FireSIGHT Management Center 0
8%

ZDOIETIL, ISE pxGrid /—FEAETH OB A FEA EZ 5572912, FireSIGHT Management Center (FMC) %
% &L E 7, FireSIGHT Management Center {ZPNE FMC F8GERIDMERKS AL, ISE GEE T AT A ARTIZXL T
INBAIREE X — AT IS RN =B LU AN —hEE T, W FMC ABHREY] L ISE GEEE T AT 4 A
IMCT 7 AR —RSHET, ISE @il B O B4 ABAAER F 13 FireSIGHT Management Center {54 CA AF712A
R—haNE7,

ATvF1 [4 7 =7 (Objects) | > [47 =7 MEE (Object Management) ] > [PKI] -> [Ni8CA (Internal
CAs)] -> [CADA % (Generate CA) ] 23R L, FRIOIHIZFEAEF#RE AILET,
ZOBITIE, NS CA IZ FMC2 EVOARTEHEEL TV ET,

Generate Internal Certificate Authority
Name: FMC2
Country Name (two-letter code):  |us
State or Province: Maryland
Locality or City: Germantown
Organization: Lab
Organizational Unit (Department): |Lab
Common Name: sd.lab7.com|
Generate CSR Generate self-signed CA || Cancel |

ATvTS2 [H B4 CADE K (Generate self-signed CA) ] 227V 7 LE T,
ATYT3 CAGEEZ 7ANEL T m—RLET, TRORET (25277 LET,

Overview Analysis Policies Devices elifIasl AMP A Health System Helpv admin v

Object Management

| © senerateca || @ 1mport ca H.g Filter |

4 = Network
Individual Objects

fmc2 CN=sd.lab6.com, ORG=Lab, OU=Lab, C=US

' Object Groups
Sil o S PR
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ATy 4 [#7>m—K (Download) | &R L F£9°,

Edit Internal Certificate Authority

Neme:  [fmc2

4 Subject:
Common Mame: sd.lab.com
Organization: Lab
Organization Unit: Lab
4 Issuer:
‘Common Name: sd.lab6.com
Organization: Lab
Organization Unit: Lab
4 Not Valid Before:
Sep 7 23:03:59 2015 GMT
4 Not Valid After:
Oct 7 23:03:59 2015 GMT
4 Serial Number:
ESD624E48734213E
4 Certificate Fingerprint:
60:5F:77:50:85:85:58:58: DF:9E: EE:BC:AB:FC:61:76:EB:9E:89:79
4 Public Key Fingerprint:
cbaefa?423f429a3702e326074 2bbaa065e2atea

T_bownioes

ATFv75 K5 b/ AT —R& AFIL, [OK] 227V Z7LFET, ZOHITIE, ciscol23 ZEHL T\ ET,

Encrypt Download File

Password:

Cenfirm
Password:

Passwords Match: @

ATvYT 6 pl2 7 ANV AT — IR IELET,

You have chosen to open:

4 Subject: || Ble5adad-55b4-11e5-a8bb-8d638a691462.p12

which is: Binary File (2.4 KB)
from: https://192.168.1.50

Common Na
Organizatiol
Organizatiol

Would you like to save this file?
4 Issuer;

| Concel | [Swai]

RATYFT FERLLTWIDIC pl2 77 ANVAEEELES, ZOBITIE, fme2.pl2 BDARTEEE LT 7 AL
T,
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ATV 8 WinSCP F7-21350 k% L T, FireSIGHT Management Console (27 7 A /L &7 v 7 @—RL
£

1541 - 2dmin@192.168.1.50 - WinSCP o] = =
Local Mark Files Commands Session Options Remote Help
m % @ Synchronize | [Bl @ @ {:l:?} @Queue - Transfer Settings Default - @ -
[ admin@192168.1.50 |5 New Session
£, C: Local Disk @R e o2& % | admin -2 8 0 2 & FindFiles 5
BN &lw i ™
CA54.1 MNolume/home/admin
Name Ext ’ Size Type Change * || Name Ext Size  Changed
£ Parent directory 9,/7/201 & . 10/2/2014 11:48:14 AM
| Sourcefire_3D_Device_Virtual6d_Viware... 543 MIiB  GZ File 8712720 = fmc2pl 2,501 B 9/7/2015 6:24:40 PM
| Sourcefire_Defense_Center_Virtualdd_V... 677 MiB  GZ File 8/12/20
|7 SFIRETERMFEAT201509071316572380 lic 1,046 B LIC File 9/7/201
|7 SFIRETERMFEAT201509071318082390 lic 1,039B LIC File 9/7/201
| SFIRETERMFEAT201509071318222590.lic 1,056 B LIC File 9/7/201
| SFIRETERMFEAT201509071318343330.lic 1,070 B LIC File 9/7/201
| Sourcefire_3D_Device_Virtual6d_Viware... 212B  MFFile 10/2/2() =
| Sourcefire_3D_Device_Virtualsd_Viware... 210 B MF File 10/2/2C
| Sourcefire_Defense_Center_Virtualgd_V... 222B  MFFile 107272
| Sourcefire_Defense Center Virtualgd V... 220B  MF File 1072720
L Sourcefire_3D_Device VirtualGd_Viware.. 5912B OVFFile 1072720
|| Sourcefire_3D_Device_Virtualsd_Viware... 36,957B OVF File 10/2/2C
| Sourcefire_Defense_Center_VirtualGd_V... 4711 B OVFFile 1072720
| Sourcefire_Defense_Center_Virtualdd_V... 34,856 B OVF File 1072720
Efmd.pll 2501 B Personal Informati...  9/7/201] |

ATY79 FireSIGHT Management Console |~ SSH CH&ki L £7°,

ZATYF10 KO~ REASLT, pl2 77A/V% CER BLOKEY 77 A/VICE#HL £,

F:CER BEUKEY 77/ EIEFEETT . TD .p12 T7MILIE fmc2.p12 ICRBEEELTHYET,

sudo openssl pkcsl2 -nokeys -clcerts -in fmc2.pl2 -out fmc2.cer
Enter Import Password:

MAC verified OK

admin@sd:~$

sudo openssl pkcsl2 -nocerts -in fmc2.pl2 -out fmc2.key
Enter Import Password:

MAC verified OK

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

admin@sd:~$

ATy 11 WinSCP Zf# L T, fmc2.cer 331 fme2.key 7 71 /L% FireSIGHT Management Center 7)>5H—
1V PCIZae’—LELT,

B admin - admin@10.00.21 - WinSCP ==
Local Mark Files Commands Session Options Remote Help
B 5 G2 synchronize Bl F 3 - £ Queue = - Transfer Settings Default -
| & admin@100021 |G New Session|
#,C: Local Disk AR - EERZ|% |, admin CER e 551y 2 | B FndFies] 2
£ [ (4 i Download Ei | [ 1" Edit % oy [y Properties | £ [y “[#]
Ci\sme_certs /Volume/home/admin
Name Ext ‘ Size Type Changed || Name Ext Size ' Changed
. Parent directory 9/5/2015 1| 2. . 10/2/2014 11:48:14 AM
|7 fmc2.cer 14988  CERFile 8/31/2015 || [_] bash_history 24198 9/3/2015 2:20:29 PM
7] fmc2.key 19588 KEYFile 8/31/2015 || | 7]fmcz.ce 14988  8/31/2015 8:39:40 PM
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ATvT 12

FireSIGHT Management PN CA ABHFER]E (3 ISE

SEHEEEANT IC o/ AR — SN ELT-,

[ 21 (Administration) | -> [ A7 A (System) | -> [FIEFA # (Certificates) | -> [{F4H CXHREH &
(Trusted Certificates) | C [Z (Browse) ] Z1#4R L, fmc2.cer 277/ —RLET,

cerse eanng 1. | el | sden | Logout | Feedbeck

¢ Home  Operatons | T poky | Guest Access| T Admestavon | ¥

|

48 prGrid Identiy Mappng

Dapiayment

Licensng

Ovandaw

Systam Comficates

Endpoint Certficates

OCSP Chent Profie

Certificate Signing Requests

[ISENFEAED{E#E (Trust for authentication within ISE) ] #4121, [2515 (Submit) ] 27V v 7L

ATvF 13
Ex
ATv7 14

St identity Managermen t

[ Metveork Resources [e2] Devace Portal Managerment, e onGrd Services |eas Fewd Eohvice

Logpona Mantanance Backup & Restore Admin Access Settngs

Import a new Certificate into the Certificate Store

= Corficate Fie fmcz.cer

Friendly Name |_

Trusted For: |
[ Trust for authantication within 156
[ Trust for chant authentication an

[ Trust for authentication of Cico Services

[ vabdate Cenfficate Extensions

Dagcription |

I [ Concel |

ISE EHEREBHEART 225 ISE 5 H B4 AR GE ELMEX— Ol F T/ AR —R£7,

ISE ##51 H 284 A BARERA £ 0D 2% FireSIGHT Management {548 CA AT IZ=/ AR —hT 544
ENHVET, FireSIGHT Management Console i\_ﬂ%ﬂu*E“C'%énﬁﬁikbfwﬁgkbiﬁ%

[ 2 (Administration) ] -> [ A7 A (System) | -> [FIEBA 3 (Certificates) ] -> [FIEFA &

(Certificate Management) | -> [ #H C& HFEH]ZE (Trusted Certificates) ] 23R L ISE AlEPA A1
RUT, ARF—EEX— Dl F 2T/ AR —RL, AT —REHFELET,

S:COFIE. ISE 2.0 TERALTY .

ATvF15

Export Cortilicate "Defaull self-signed server

certificate’
) Export Certficate Oaly

@ expart Cestificabe and Prvate Key

“Prhcate: Ky Passward | wwwennan

“Confrm Password | sssssssd

‘Warning: Dxporting & privabe key & not & secure operation. It could kead Lo possble exposure of the private key.

Export JEEETT

ISE H C B4 % 5IFE £ % FireSIGHT Management {548 CA ART AV HR—hLET, (A7 V=

7k (Objects) | -> [47 =7 M& B (Object Management) | -> [PKI] -> [{Z#8 CT&2CA (Trusted
CAs)] -> [[EHHTEHCADIENN (Add Trusted CA) ] Z#BRL , A RiTEZ AN LT, RIFLET,

Cisco Systems © 2016
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Irrport Trusted Cetificate Adtharity
[Py

Caricate Duta or, cocomn a by | Beownn,
s e —

ATYF 16 FireSIGHT Management PN CA D/ABR/FHE % — X7 % FireSIGHT Management Center ¢ PN
AEHEFEART AR —RLE T,
[A 7 =7 (Objects) ] > [ 7 ¥ =2 MEEE (Object Management) | -> [PKI] -> [Nl RER] &
(Internal Certs) ] -> [NEBEEHEDEN (Add Internal Cert) | 218U £7,
MW — IOV TH R CFMECHENET,

X :----Begin Certificates A aESFETD Bag BHEZHIBRL TS,

Add Known Internal Certificate

Nama: | FMCZ Intemech

Cartificate Outs or, chouse a file: | Browsn..,. |
Bag s

ocaeiD: A CHC1 14 F2 36 05 5 40 06 D4 24 61 80 48 11
e == LIS ST = Marylend /L =Cenmintmny/O=LabjQUi=Laby{ =g Jab7.com
~——BEGIN CERTIRICATE~—

L Enerypned, nnd the pasrwerd is:

ATYTAT [---Begin... | DHIOF— 77A/L 0D Bag BIEEZHIBRLET,

Key or, choose a file:

Bag Attributes
localkeyID: 60 5F 77 50 85 B5 58 58 DF OE EE 8C AB FC 61 76 EB OE 89 79
Key Attributes: <no attributes="">
-—-BEGIN ENCRYPTED PRIVATE KEY---—-
MIIFD{EABgkghkiGOwOBEQOWMzAbBgkghkiGOWOBBQWWDoQIPb7BKZraQBACAGEA
MBQGCCqGSIb3DQMHBAhoOUxmpRK62ASCEBMALLRIINOGK/YKS+AR0B+HY6xZyshB
eOKMADFIZyqBDXN/jNAZY0LCGUUISVWLIWIVMPUSK 1vatskaSpfic40dvNKGPC
i41KbecwQi/ YCLrFoZeHHxcMgaCQFS77x3XBYW6 +h TZXWAYOWSITGUIaT/FCI9EX v
PMdL6UEInaOYzo6UR4ea03mfmAowlXXaGmOeZZHVKDXku+L90ZPrvKWLZTIKSSia

ATYF 8 <mo>bHHIFRL, B 5L AV —RE AT LET,

Key or, choose a file:

Bag Attributeq]
localkeyID: 60 5F 77 50 85 BS 58 58 DF 9E EE 8C AB FC 61 76 EB 9E 89 79
Key Attributes: <no attributes="">|
----BEGIN ENCRYPTED PRIVATE KEY-—--
MIIFDjBABgkahkiGOw0BBQOwMzAbBgkahkiGIWIBBQwwDgQIPL7BKZraQBACATOA
MBQGCCgGSIb3DQMHBARoOUxmpRk62ASCBMhLLGRIINOGK YKS+ARDB+HYExZyshB
eOKMAdFIZygBDxM/jNAzZy0tcGuuISVWLOwWIVmMPUSKI 1vi9tskaSpfic40dvNKagPC
i41KbecwQi/YeLrFoZeHHxcMqaCQFS77x3XBVWE+hTZXwAYOWSIFGUIaT/FAI9EX v
PMdL&UEIgaQYzp6UR4ea03mfmAowlXXaGm0eZZHVKDXku+L90ZPryKWEZTIKSSia
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ATFYT19  KROINFERENDHDT, [OK] 227U/ LT TLET,

Baled Known Internal Certificate TR
MAM:  FMCE TnternalCh
Certificate Diata cr, choose » fie: Browse...
BEGIN CERTIFICATE. ~
MIIDGDCC: E+ MAOGCS e ey
DAYTA TMBEGAIUE
BhMO VM
T QYDVOQK
~
TovGep)
ay e, chuocsn & fil Brovese..
PigQUiFmT? AHEWDL2PG S amXLSBHGn
3 gl g CEMAENDD ~
L ADDH ht/KELITE
L ey, o JarIKQICPRES
DPTHL NS FAN 22 TR d
“JuF
IPHCOCHC
G v
~—-END ENCRYPTED PRIVATE KEY-—
o ncrypted, und the passward it: | seasess. J -
oK Caneel

B EAMBAEAXHEAT S pxGrid T—U U FDERTE

pxGrid =— x> NI FireSIGHT Management Center & ISE pxGrid /— R DOREHZEOR ELBEEZITVET,
ISE pxGrid /—R® IP 7 RL AN ME T, FireSIGHT Management Center DABHREAELX — 77 A /113, RO
AT T REETT,

FireSIGHT Management Center DZABARER EITARANEREEL CTHREL 97, ISE #%kA B OB 4 REEIT CA GiE
HELL THEREL X7,

FireSIGHT Management Center DX — 77 A /VIARAN +—TF, F—D/ AT —RH LB TT,

ATvT1 WinSCP £7213 51> SCP/SFTP 7747 Ml L T, pxGrid =— =4 FireSIGHT
Management Console (277 m—RLET,

By 5754 - admin@192.168.1.50 - WinSCP el e =
Local Mark Files Commands Session Options Remote Help
B &2 3 Synchronize Bl ¢ & (& (5 Queue + - Transfer Settings Default -
| B 2dmin@192168.1.50 | G New Session |
&2, C: Local Disk - = o= - m & % | admin -2 @ & [fFindFiles |Z
E3 Upload [ | [ Edit 3¢ f (i Properties F5 [ B &
Casf5d NVolume/home/admin
Name Bt Size Type Change * || Name  Ext Sze Changed
i Parent directory 82220 ||| & 10/2/2014 11:48:14 AM
I, prgrid_de_agent.git File folder 8/22/2( ||| |4 fmc2.key 19588 9/7/20156:35:13 PM
diati File folder 8/22/2( ||| 4 fmcz.cer 14988 9/7/20156:32:30 PM
File folder 822/ ||| Btmezp12 25018 9/7/2015 6:24:40 PM
23138 CERFile 8/22/2( ||| | sfdc-pxgrid-agent v1.0-35.sh 2375KB  8/22/2015 5:33:25 PM

ATvT2 WinSCP F7/-13F Do F5iE%# F LT, FireSIGHT W CA ABAZERAE . N CA F—%
FireSIGHT MC @ /Volume/home/admin ~7 7 a—RL £,

FEBXOAXFLEIXFERIENET,

ATY73 FireSIGHT Management Center (Z SSH Tl T, IRDIHIZ AT LET,

sudo bash sfdc-pxgrid agent v1.0.35.sh
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800 192.168.1.6

YT ATV T MZOWNWTE, L T2 R TLTEE0,

Verifying archive integrity... All good.
Uncompressing Cisco pxGrid Agent Installer......
Installing the agent...

Installing the pxGrid libraries and Perl module...
Setting up the agent to be managed by PM...
Installation done!

Configuring pxGrid...

Below you will be asked a series of questions relating to your pxGrid install
and the files supporting it. Health alerts WILL be generated by PM until the
configuration is completed, however. The answers to these questions will
populate the /etc/sf/pxgrid/pxgrid.conf configuration file, which can be
manually modified later at any time. A configuration example is provided in the
same directory with the filename pxgrid.conf.example.

To get this all to work, the agent will need to connect to a pxGrid server.
This is typically your Cisco Identity Services Engine instance, which must also
have the pxGrid service enabled.

What is the IP address of your pxGrid server
> 192.168.1.71

Every agent connecting to pxGrid must have a unique host certificate which will
be used to identify the agent host. Associated key and CA certs must also be
provided.

What is the full path and filename to the host certificate?
> /Volume/home/admin/fmc2.cer

What is the full path and filename to the host key?

> /Volume/home/admin/fmc2.key

What is the host key password?

> ciscol23

What is the full path and filename to the CA certificate?

> /Volume/home/admin/isel4lab.pem

Configuration witten to /etc/sf/pxgrid/pxgrid.conf
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ATv74 [ AT A (System) | -> [E=4#YU> 7 (Monitoring) | -> [Syslog (Syslog) | Z 3R L, FireSIGHT
Management Center 73 ISE pxGrid /—R%&27747 L heLU CIEF B FKL, EPS Ry 72T A7
AT LT Z R L ET,

Overview Analysis Policies Devices Objects | AMP A Health ES'EEVN Help v admin v

Local v Updates Licenses Monitoring * Syslog Tools v

ks Task Notification x
Task Status Your task Installation Setup (Register)
succeeded at Sun Oct 11 12:47:00 2015

Sensors are being registered. Check
task status to moniter progress.

[] Case-sensitive ] Exclusion Messages
pxgrid Qct 12 2015 13:24:25 sourcefirede SF-IMS[12566]: pxarid_agent.pl:normal [INFO] Assigned
L Ipoil i iceCapability to

|Gn:\

Oct 12 2015 13:24:25 soureefirede SF-IMS[12566]: pxgrid_agent.pl:normal [INFO] Connected to pxGrid server

Oct 12 2015 13:24:24 sourcefirede SF-IMS[12566]: pxgrid_agent.pl:normal [INFO] Attempting to connect to pxGrid
server (192.168.1.71)

Oct 12 2015 13:24:24 sourcefirede SF-IMS[3947]: [3947] pm:process [INFO] Started pxgrid_agent (12566)

Oct 12 2015 13:23:25 sourcefirede SF-IMS[3947]: [3947] pm:process [INFO] Process pxgrid_agent (12469) exited
dleanly

Oct 12 2015 13:23:25 sourcefirede SF-IMS[3947]: [3957] pm:log [INFO] Process "pxarid_agent' closed output.
Oct 12 2015 13:23:25 sourcefirede SF-IMS[3947]: [3957] pm:log [INFO] Process "pxgrid_agent’ closed output.

Oct 12 2015 13:23:25 sourcefiredc SF-IMS[12469]: pxgrid_agent.pl:fatal [WARN] No CA certificate defined in the
configuration file

Oct 12 2015 13:23:24 soureefirede SF-IMS[3947]: [3947] pm:process [INFO] Started pxgrid_agent (12463)

ATYvT5 ISECTHE/RTHIZIE, [&EE (Administration) | -> [pxGridH—bE A (pxGrid Services) ] Z %R L £,
FireSIGHT Management Console (% ISE pxGrid /—R ® EndpointProtectionService #§HEIZ B GRS 41
TV RICHEREL TIIZENY,

(- @ https://192.168.1.71/admin/#pageld=com_cisco_xmp_web_page_administration_messagesel ¢ Q, Search ﬂ‘ ﬁ U .=”- ‘ﬁ' =
oli ISE {lts Defense Center

) v a3, || bt | o | oot | bk (O

Serfie il /i Home  Operations | ¥ l%ﬂh{y" Guest Access | ¥ Administration | ¥ Setup Assis

2= System £ Identity Management B Network Resources [28] Device Portal Management B pxGrid Services i) Feed Service

48 pxGrid Identity Mapping

©@Enable Auto-Registration Disable Auto-Reg
View By Cal

| _cents JREELYES

ofEnable  @Disable  @Approve @ Group W Dedline @oelete ~ iRefresh  Total Pending Approval(0) » 1-30of 3 Show 25 - perpage Page of
O Client Name Client Description Capabilities Status Client Group
O » isemntise14 Capabilities(2 Pub, 0 Sub) Online Administrator
O » ise-admin-se14 Capabilities(3 Pub, 1 Sub) Online Administrator
[0 ¥ fsmcagent-sourcefiredc Cisco FireSIGHT Management Ce Capabilities(0 Pub, 1 Sub) Online EPS
|Capability Detail 1-10f1 Show |25 = perpage Page
Capability Name Capability Version Messaging Role Message Fiter
O EndpointProtectionService 1.0 Sub

Cisco Systems © 2016
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CAZZEBERIZHAREATAXENT= pxGrid T 7
L— b

pxGrid 77 A7 /I, FireSIGHT Management Center, 33 TN ISE pxGrid /—R[E® pxGrid #/EIZIX, 77147 MR
REE Y — SGREED M 7 @ Enhanced Key Usage (EKU) Z£FD, W AZ <A X472 pxGrid 72 7L — MR E T,
Z#UiE, FireSIGHT Management Center & ISE pxGrid @/ —R D 573 [A L CA IZk> TEAINTZFRGER (CA)
BAREECHLETT,

ATvFS1 [E ¥ — /L (Administrative Tools) | -> [FEFI#ES (Certificate Authority) ] 23R 1L, CA H— 3D
FED [+] #2Vw 7 LT, Ray 7 Xy UARNNS [REBET 7L —h (Certificate Templates) | 457
Uo7 LC, [ (Manage) ] Z3RLE7,

63 certsry - [Certification Authority (Local)\lab7-WIN-LTE11SBAKTH- ertificate Te _|ol x|
Fle Acton View Help \
E NS NERER 7 | 2 certificate Templates Console
-1 Certification Authority (Local) | Fie  Action  View Help
Hal \_ajﬂamlN{TEussmrM{‘@ = || EE
| Revoked Certificates
[ Issued Certificates
] Pending Requests
] Failed Requests
| Certificate Templates

Ell Certificate Templates (WINATE115

) Authenticated Session Windows 2000
F BasicEFs Windows 2000
5 cA Exchange Windows Server 2003 Ent..
=

ATvF2 FI7V 7 LT, [2—H T 7L —hDO#E L (Duplicate User template) ] 23K L, [Windows 2003
Enterprise] &R L T, [OK] #27V>y27LET,

< Domain Controller Authentication Windows Server 2003Ent... 11
T £Fs Recovery Agent Windows 2000 6.1
3 Enroliment Agent Windows 2000 4.1
5l Frollment Anent (Como ter) Windaws 2000 5.1

You can create certificate templates with advanced propertes. However, 7.1
not all Windows CAs support all certificate template properties. Select the 8.1
wersion of Windows Server (minimum supported CAs) for the duplicate

certificate template. i
% Windows Server 2003 Enterprise 108

101
" Windows Server 2008 Enterprise 100

Co ] o ||
1L
'l Subordinate Certification Authority Windows 2000 51
0 Trust List Signing Windows 2000 3.1
3 user Windows 2000 31
) ser Signature Only Windows 2000 41
3 web Server Windaws 2000 41
E Workstation Authentication Windows Server 2003Ent... 101
-
] I S| KT | A

ATY73 AEAET T L — D4 HITZ AT L. [Active Directory DFERA % %8177 % (Publish certificate in
Active Directory) ] 4 71CL T, AWM BLOFEHHIMZEELET,
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= i More Actions, v
Wi Chs: VWindows Server 5.1

a1
Template name: 61 More At L
| == 71

a1

71

- # a rrw key cannct be created 51

« 1 = T . . Y

RFvT 4 [47E (Extensions) | -> [iB/M (Add) ] -> [%‘»-/*‘%E%E(Server Authentication) | -> [OK] -> [1i
(Apply) ] DIEIZZV 7 L ET,

dm | 1 | PequestHanding | SublectMame | Server

S SR lemsnce Feqursments | Supsrseded Tomploten  Etenmons | Socuty e =] [
Tio ey s extoraon. sekect 1. and then chok Ede 1E

ATYT5 [Y7 ¥ =7 M4 (Subject name) ] 27V LT, [ERIZE £415 (Supply in request) ] #4121
Ex 8

E] Certificate Templates Console

75 s Properties of Hew Template |

e |[7| ] = |[[FE | tesuance Aequrements | Superseded Tempiates | Edensions | Securty |
————————— ' Genenl Request Handing Subject Name Server
5] Certificate Tempiates (WINATELIS | |
& Supplyin the request B | Certificate Templa... &
Wse subiect information from existing certficates for autnerrclment 11
renewal iequests, 6.1 More Actions >
4.1 -
B Active D 5.1
S i - it 2.1 Mare Actions >
simplify certificate administration 6.1
Sulbiect name format 7
8.1
[None | i
I Include e-mailname in subject name 11
S ticomnixad ek e i et et ﬁi
= Emailname: 101
= DHS name 51
I User pititzpal name (UPN) 4.1
I=| Semvice principaliname (5PN 6.4
11
5.1
3.1
31
4.1
4.1
1014
I — s | = - oo || o
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ATv76

[VE5E (Extensions) | -> [F81773Y T — (Issuance Policies) | -> [ (Edit) ] -> [T X TOIITARIT —
(All Issuance Policies) | DNEIZZV 7L ET,

I Certificate Templates Console i

e ﬂ
T EIEEN = General |  Request Handing | Smjedh;ne_l Isﬁver |
T Cortifcate Templates ANATELE U0 I ilwyies ey
Mo an aviansinn calart # and than olicl Frit [ ——
Edit Issuance Policies Extension i x| tiica
More Actions
Eden:  an issuance policy describes the conditions under which
[ Jay acetiicate isissued
%E:: 4.1 More Actions »
o sssnospoides Bt
Al issuance policies 74
K
8.1
7.1
11C
108
101
Descri 101
ey 5.1
Cerif =l il
Add.. | Eit. | Remove | ]
I™ Make this extension orical ;11
oK Cancel o [
ik
4.1
4.1
1014
=
0l o ok | Cancel | ooy Hep | 'n
:

ATYFT1

R Z T 73 VADEFICLET,

[ Certificate Templates Consale .

File.

Acion  View  Help

e Regrerats | Supeneded ool | Beensions | Secuty |
5] Certificate Templates (WIN-TEL1S

Request Handing |  Subject Name |  Server

I™| Delete revoked or expited certficates (donot archive]
¥ Include symmetrc algorthms allowsd by the subject
I™ Archive subject’s encryption private key

Mirimum key sizs: [2045 =

[V Mlow private key to be exported

Do the following when the subject is enrolled and when the private key
associated with this certficate is used:

& Enroll subject without requiring any user input

" Prompt the user during enrollment

¢~ Prompt the user dutng enrollment and requirs user pLt when the
private key is used

To chaose which cryptographic service providers CSPs.
{C5Ps) should be used, ciick CSPs =

. # oKk [ Concdl | sy | Hep |

=10 x|

Properties of New Template i |

More Actions »

Cisco Systems

© 2016
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ATv78
ATv79

tion Authority (Local)\lab7-WIN-LTE11SBAKTM-CA

Fle Acton View Help

£V 7T, [REHET 7' —b (Certificate templates) | 27U 7L E T,
FBITT D [HHRT 71—k (New Template) ] 238K L, [pxGrid] ZIBR L F7,

5 (=] 3]

le= 7] d=H

[

T3 Certification Authority (Local) Name [ intended Purpose |
= g lab7-WIN-ATE11SBAKTM-CA CEP Encryption Certificate Request Agent
[ Revoked Certificates 15 Exchange Enrolment Agent (Offine req...  Certificate Request Agent

[ Issued Certficates T 1PSec (Offiine request) IP security IKE intermediate
[ Pending Requests = 5 s e s

| Failed Requests [N Enable Certificate Templates . x|

| Certificate Templates
Select one Certiicate Template to enable on this Certfication Authority.
Note: F 3 certficate template that was recertly created does not appear on this list, you may need to watt urtil
information about this template has been replicated 1o all domain controllers.

For more information. see:

Al of the certficate templates in the organization may not be available to your CA

7 Kerberos Authertication
& Key Recovery Agent

] OCSP Response Signing
) prtand

T RAS and IAS Server

& Router (Offine request)
T Smartcard Logon

Name [ intended Pupose Al
T Exchange User Secure Email
& IPSec IP securty IKE intemmediate:

Client Authentication, Server Authertication, Smart Card Logon, KDC Authent

Key Recovery Agent
0OCSP Signing

Server Authentication. Secure Email, Encrypting File System, Client Authentics

Client Authentication, Server Authentication

Client Authentication

Client Authertication, Smart Card Logon

Secure Email. Client Authentication. Smart Card Loaon

ﬁll Smartcard User
4

il

ATv710

pxGrid D7 > 7L — MR FERENET,

Egcﬁon View Help

FE,! certsrv - [Certification Authority (Local)\lab7-WIN-LTE11SBAKTM-CA\Certificate Templates]

I

=101 x|

&z |7|0= -

ﬁ Certification Authority {Local) Name

|_intended Purpose |

E;(Grid
E CEP Encryption
E Exchange Enrollment Agent (Offline reg...
E IPSec (Offline request)
E Directory Email Replication
& Domain Controller Authentication
E EFS Recovery Agent
'l Basic EFS
5 Domain Controller
5 web Server
E Computer
E User
E Subordinate Certification Authority
5 Administrator

= é lab7-WIN-LTE11SBAKTM-CA
71 Revoked Certificates
"] Issued Certificates
] Pending Requests

| Failed Requests

Server Authentication, Secure Email, Encry...
Certificate Request Agent

Certificate Request Agent

1P security IKE intermediate

Directory Service Email Replication

Client Authentication, Server Authenticatio. ..
File Recovery

Encrypting File System

Client Authentication, Server Authentication
Server Authentication

Client Authentication, Server Authentication
Encrypting File System, Secure Email, Clien...
<All>

Microsoft Trust List Signing, Encrypting File...
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pxGrid ZfEA L X4 > F7OVIEBED CABATT
BAE O ISE D% E

ZOIE T, FBFER (CA) I~ TEA SN BRBI I ISE pxGrid /—RZRELE T, &I, [pxGrid) CSR %
R ISE /—RBAERKS I, pxGrid DAIAZ A RSN T T —Me LT, CA h—NIZLo TEASILE
T, AEAEIIEAIO ISE CSR FR I A REnET,

CA /L—FEBAEIL ISE GEFAEE AR IZA AR —RhEi EJ, ISE ID ik BIFEAEIX ISE GEBE T AT L ART
\Z= I AR —R&SNET, ISE /—RiT pxGrid BIERIZH b ET,

RATvT1 ISE pxGrid /—R{Z72% ISE /—R® CSR ERAZAE KL £,
[ 2 (Administration) ] -> [/ A7 A (System) ] -> [FIEFA & (Certificates) | -> [FERAE B4 Hk
(Certificate Signing Requests) | -> [425% (Generate) | 2R £7,

FEIHERRIE. TUTL—EA pxGrid DARFIAXENF-LDTHARY ., BE, £ B, £=13 pxGrid DLFTINITHIENTEET

4 Home  Operstions | *  Pobcy | T GuestAcess| Y Administration | T
3 lowrty Macagemert. [l Metovork Rasources. [ Devkon Portal Manogement. [ ek Servoms. [ Fowd S
Daploymant vonsing [ Lessng Maintanance Backup & Restom Adiin Access Settings:

Certificate Signing Request
Certificate types will requre dffierent extended ity usoges. The It befow outines which extended key USages ang
ISE Idantity Cartifieatan:

OSP Cllant Profils 1SE Certificate Authority Certificates:
= 15K Hoot CA - This is not 2 signing request, but an sbilty to generste 3 brand new Root G certsicate for &
Certificate Signing Requests * I5E Ineermadiate CA - This is an Intermeciate CA Signing Request.
« Ranaw 15E OCSP Responcar Cartificans. « This s not 2 sigring requast, but an abilty to renaw tha OCSP
ESE Aot CA/ISE Intermedsate Ch
Usage
bl EA St Crtistts) il be s for[fagmin |
At Widears Careicates ]
Certificate Termplates "
Extermal £A Settings Generati CSR's for these Nodes:
Mode CSR Friendly Name.
[ mes 14 R AdmIA

ATvF2 [REBAZEDZR (Request a certificate) | -> [RIEB] EDE R OFEAER E (Advanced Certificate
request) | ZERL, CSR [z —L CTHEORHT, DAX <~ A XEN T pxGrid 7 7 L — MR
LT, [25(5 (Submit) ] Z7Vy 27 LET,




BREWTHEADEMAA(R CISCO.

Microsoft Active Directory Certificate Services -- lab7-WIN-LTE11SBAKTM-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal reques
Request box.

Saved Request:

e G1A/OKOPkmzOVImr4HFW2KjQPPS5Z80gnzob0J/1
Base-G4-encoded | 16 peRTy4mO Vit JHOE+ F6QUEALEQOZY 0K ITA
rWG1BGLEWULRYPT8n9uleNIENngD2LIyFBPVRIub

certificate request

(CMC or 67v5h57UApcS2Lhh6/Hj+/D2j17/040d34zRovIp
PKCS #10 or 8xr503L4yPLKMLUQE ] /QChp8VQ==
PKCS #7): |- END CERTIFICATE REQUEST—-=--
Certificate Template:

[ pxGrid - ]

Additional Attributes:

Attributes: | /J

| Submit > |

ATv73 Base 64 ZFEALTERD CA V—F e F 7 a—RLET,

Microsoft Active Directory Certificate Services - |ab6-WIN-49T17723U08-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate.
8.0.0, Opening certnew.cer
L3

To download a CA certificate, certificate chain, or CRL, select the certifical
You have chosen to open:
CA certificate:

|1 certnew.cer
which is: Docurnent (1.3 KB)
from: htep://192.168.1.14

Current (lab6-WIN-49T17723U08-CA]

What should Firefox do with this file?
Encoding method:

() Open with | Keychain Access (default) :
(=) Save File

|_| Do this automatically for files like this from now on.

Download CA certificate
Download CA certificate chain

Download latest base CRL [ Cancel | [0k ]

ATvT 4 CA V— ISE GE BRI AT A ARNT T v 7 a—RLET,
[ #E (Administration) ] -> [ A7 A (System) ] -> [FIEFA & (Certificates) | -> [{Z#H CX5FEHE
(Trusted Certificates) ] 28R L, CA /L —hERELZ T v 7 m—RLET,

2 Home  Opseatons | Pobicy | Y GuestActess | Y Administration | ¥
[ identity Mansgoment i rectwinrk Resonirces 2 Device Portal Management sy Pt Services |y Pt Strices 4§ putinid 1gentity Mapping
oeloyment  Ueorwing (il loging Mateancs GachpMRastors AdminAccess  Settngs

L1
e —

* Cartficats File | Browse. . | sootcer
Ovandow
Friendly Name
System Conificates
Trusted For: |
Endpoint Certificates (=] Trust for authentication wishin 1SE

] Trust for client authentication and Sysiog
Trusted Certificates
] Trust for authentication of Cisco Services

OCSP Cliert Profile ] vabcate Cortificate Extensions

Certificate Signing Requests Description [

— =

ATvT5 [ISEWNFRAED{EHE (Trust for authentication within ISE) ] ZAZ0ZL ., [2515 (Submit) ] Z27Uv 2L
\iﬁ‘o
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ATv76 ISE pxGrid /—RFEHEZ ISE GEHE AT L ATy 7' m—RLE T,

[ B2 (Administration) ] -> [/ A7 A (System) ] -> [FIEFA #5544 DK (Certificate Signing
Requests) ] 2R L | GEEZ CSR ZRITNARLET,

: 3 7 Home  Opertions | ¥ Poley | Y Guest Access | ¥
BRI ety mansgement i Netwark Riesources

Administration | ¥
|2 Devics Portal Managemesnit Jisy pGrid Services i Feed Senviee

L8 pGrid 1dentiry Mapping

Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings.
Certificate Management
Certificate Signing Requests
Duorvie Generate Cortificate Signing Requests (CSR)
A Certificate Signing Requests (CSRS) must be sent to and signed by an extemal auihonty. Click *export” 1o downioad 0ng or more CSRS 50 that they may be sgned by an extemal authorty. After a request
System Certicates has been signed, eliek “ine” to kird the requast to the signed certificate isued hy that autharzy. Ones a C5 fs bound, it wil Be remaved fram this st.

Show | Al || 5§
Key Lengsh Portal group tag | Timestamp «  Hest
048 Sat, 5 Sep 2015 isald

ATYT1 ISE pxGrid /—RiEHEZZREBI N7y r—RL, #ELET,

_—g
i Home  Opentions|*  Poley | Guesceess| v Adminstation | ¥

[ T

Dwpioyrrant

i Memwar Rasources [, Device Porei Maragament |, Petrid Sanvices |5 Faes Servica 8
m Logging MaincRnance Backup & Rastoon Admin Access Sectings

Ovenvien

Bind CA Signed Certificate
* Certiiate M | Browse... | cemmre B
Systam Cirtficates
Friercly Neme |
Endpont Cemfcates Valdatn Carsiieate Extansiors [
Trustad Cartiicates
Ueage
OCSP Clork Prufle 7] Adiii: Use certifcate to sutbenticate the 15E Admin Portal
[ subme LR

ATv78 ISE /—KC pxGrid A ZhzLET,

[ BH (Administration) | -> [ A7 A (System) | -> [2E A (Deployment) | 23R L, ISE /—R &5
FoRL T, pxGrid ~VY FEARNCLET,

I

Policy | T GumsbAccess |7 Adwinistrabion | T

EEETEE 5% ety Management I teswork Resourmes. [ Devicr Portal Management s P Services 55 Fenat Servion 448 piGeid Ientity Mapging
uensing

Certificates Logging Mangenance Backup AREsie  AdminAces Setings
Doplayment Nodss List > isatd
o rim 3 Edit Node
i & e ——
* 4 Deploymens
P P
FQON isal4.iab7.com

Nioae Type Soentity Services Engine (i5E)

Personas

1 Administration Fioke PRIMARY | Hiske Starcialons |

[¥] Montoring Role  priaapy T (CEhar Monitaring Noda
] posiey sardce
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ATv79 pxGrid 1 —EANFATIN TWDHI L AR L | [ H B8 &k DA 20k (Enable Auto Registration) ]

wIRLET,
[& P (Administration) ] > [pxGrid % —t A (pxGrid services) | Z 3R L £,

3 :pxGrid 4 —E RERFICHIH I DIBENHYET,

O » se-admin-isetd Capatsities(3 Pub, 1 Sub) Onine

Capatiition[? Pub, 0 Scb) Criing
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CA E & STEAZE A FireSIGHT Management Center )
8%

ZOIATIE, AR (CA) B4 RE EDOEAEHIZ, FireSIGHT Management Center (FMC) Z3¢ EL £ 77,
FireSIGHT Management Center DOFAE ¥ —& CSR %2R (3 FireSIGHT Management Center =2 — /L (FMC) 2>HAF
L FET, CA B — 3% CSR ERIZEA L, WAX VA XEINT- pxGrid 7> 7L — b H L C, FMC #8051 RE B &
et L £,

FMC GEEE FMC F—3[ 5 &6 FMC WEREEART 12T v 7 m—REvEd, CA /L—hEHEIL FMC
H CA AT ICT v m—RENET,

ATy 1 FireSIGHT fA& % —& L £97,

FE:ZZTART—FIE pxGrid T—Y U MEETERSNET,

openssl genrsa —-des3 -out sourcefire.key 4096

ATv72 CSR ZERAZARRLET,

openssl req —new —-key sourcefire.key -out sourcefire.csr

ATvF3 WinSCP Z{# H L T, 771 /L% FireSIGHT Management Center (FMC) />5>2— 71V PC |23 —

LET,

R wdmin - sdmin@10.00.21 - WinSCP o5

Local Mark Files Comenands Sessien Options Remote Help

BB & B3 smeheonize B P [ 81 [ Quewe + | Transte Setings Defatt - @

&l 2dmin@100021 | g MewSesmion

&0 Local Dk (B e HEAOS % 4 admin B = 5 B @ |l Fnd Fles | B

) =RC RIS i Downlosd i [ Tt 3 i Propenies £ [y |81 ] &0

T e

Maene b : Sam Type Suze | Changed

- Patent dineclory LM - TO/272004 114804 AW

1 Irmcl.cmt 1468 CiRble &AM | sonristeecy LTME GOS0 875 P

1] frwec ] ko 1958 KEV e RS senrirbrebey AMTR GOSN &2 P

RATv7 4 HAZ ARSI pxGrid 7> 7L — ML [REBIFE D ZK (Request a certificate) ] -> [FHAf
Z—H R (Advanced User request) | 23R L, FMC CSR Rzt —L RO, 5L ET,
Base 64 ff 5L IEROFEH ELZFX T m—RLET,
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atfran]es
CISCO.

Microsoft Active Diractory Certificate Services — lab7-WIN-LTE11SBAKTM-CA

Submit a Certificate or

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7
by an external source (such as a Web server) in the Saved Request box.

Saved uest:

Base-64-encoded
i request

VWaEFVLNNE LAY JVPUpOYNSPZMeqT8uYiOyV2ZIT7nBYUR
VIAUIVIIBBLOjM2F [LIHYTxB8BBXX jw4LIX4u + OEWBTtZdyc!
Ci QOMage

(CMC or
PKCS #10 or
PKCS #7):

Certificate Template:

JajGT2gv3EFYSt3EEC
pmKTmMKIIKurpayqknbzASUb2LuwMjobeSe/ TEVMpDe
CLHX7DHrDeoGDabHcY/ 3K /CY3gophHay4hLjjSKZodFny
/TM4py9KGSvRzLs UB9OE7 /JBfFMdz5 aHillr0fKSyVMQ=

~----END CERTIFICATE REQUEST----| | A

| pxGrid

Additional Attributes:

Attributes:

ATFvT5 Base 64 ZFEALTER.D CA V—FEEEA X7 0—RLET,

| submit =

ATv76 CA /L —hiiE#E% FireSIGHT Management {546 CA AN 27 v 7 o —RLE T,
(A7 Y= 7 (Objects) | > [ 7 ¥ =7 M B (Object Management) | -> [PKI] -> [{E#H CTXHCA
(Trusted CAs)] -> [{E#H CEHCAD BN (Add Trusted CA) | 23R L, £ HiE AL T, b—h CA
BTy 7a—RL, RAFLET,

RATYFT FireSIGHT Management Center

rama: [ CA_rost

Import Trusted Certificate Authority

Cortsicate Oata or, chocen a tle: | ficowsa...
|-—beGin ceRTEFICATE

E3
(47 V=71 (Objects) | > [A7 =7 ME PR (Object Management) | -> [PKI] -> [N R5EH] £ (Internal
Certs) | Z 384K L. Sourcefire CER 77 /L-& Sourcefire KEY 7 7 A /L& B ML T, PRIGFLET,

AERAE LV —% FMC WEBREB EANTIC T v 7 a—RL

Cisco Systems © 2016
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Add Known Internal Certificate
Mame: | FMC_Clcert

Coriicats Dacs or, choose a fle: | Boswee.
~——BEGIN CERTIFICATE-—

38

CA ERIIABEHRAT S pxGrid T—U U FDERTE

pxGrid =— =M FireSIGHT Management Center & ISE pxGrid /— R DFEAZOFK E LBEZITWVET,
ISE pxGrid /—R® IP 7 FL AN MELT, FireSIGHT Management Center OABHRE EHLX— 77 A /L3408
<7,

FireSIGHT Management Center O ZABRFE FIIARANERFEL L THAEL £7, CA /L —hEFEIL CA FEIELL
THEBEL £,

FireSIGHT & — 77 A/VITAHRAR F—T9, F—D/ XAV —RFHMLIE T,

ATvT1 WinSCP Z{# H L C, pxGrid =—=> % FireSIGHT Management Console |27 v 7 m—RL %7,

ATvT2 WinSCP F7/-13ZF Do F51E% 4 LT, FireSIGHT ABAZEH & | FireSIGHT CA ¥ —, BX W
CA /L —REAZE% FireSIGHT MC /Volume/home/admin ~7 7 2 —R L £,

FEBXORXFENXFERAESNES,

ATv73 FireSIGHT Management Center (Z SSH THEEftL T, IRDIHIZ AN LET,

sudo bash sfdc-pxgrid agent v1.0.35.sh

YT ATV T NEONWTIL, L FES R TLIEEN,

Verifying archive integrity... All good.
Uncompressing Cisco pxGrid Agent Installer......
Installing the agent...

Installing the pxGrid libraries and Perl module...
Setting up the agent to be managed by PM...
Installation done!

Configuring pxGrid...

Below you will be asked a series of questions relating to your pxGrid install
and the files supporting it. Health alerts WILL be generated by PM until the
configuration is completed, however. The answers to these questions will
populate the /etc/sf/pxgrid/pxgrid.conf configuration file, which can be
manually modified later at any time. A configuration example is provided in the
same directory with the filename pxgrid.conf.example.
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To get this all to work, the agent will need to connect to a pxGrid server.
This is typically your Cisco Identity Services Engine instance, which must also
have the pxGrid service enabled.

What is the IP address of your pxGrid server
> 10.0.0.0.15

Every agent connecting to pxGrid must have a unique host certificate which will
be used to identify the agent host. Associated key and CA certs must also be
provided.

What is the full path and filename to the host certificate?
> /Volume/home/admin/sourcefire.cer

What is the full path and filename to the host key?

> /Volume/home/admin/sourcefire.key

What is the host key password?

> ciscol23

What is the full path and filename to the CA certificate?

> /Volume/home/admin/root.cer

Configuration witten to /etc/sf/pxgrid

RATv7 4 FireSIGHT Management Center |& pxGrid 7747 > heU TIEF IZBERI 4L, EPS AWK AR Y7
\ZH T RIFGATIINELT,
[ ¥ (Administration) ] > [pxGrid#—t A (pxGrid Services) | Z &R L £7,

7 Home Operabons | *  Policy| T GuestAccess| *  Adminetration | ¥
Jetwem  Gildectty Monsgement  [MetworkResources [ Device Portal Maragement ([Tl FesdSevicr  L§nGrd Menthy Mapping

OEnable Auto-Registr Disable Auto-Rag
\iew By Capabittie

Tl e X
Wb @Dube  Qapoe @omp @Doke (oee | fAeh | ol fending Aprvad) v 1-3af3  Show 15 « perpage Page |1 .| oft
O [ Chene Descriptions Capabiities. Stabs ek Group Log
O ¥ seacminels Capabéfti($ Pub, 1 Sh) Oninet Adminstrater View
O * emoiserd Capabittes(? Put, 0 Sub) Onine Adminiratee iew
D * smcogunted oo FrelICHT Maragoment Co_ Capabiities{l Pub, 1 Sib) Oniing e View

Capability Detail 1-10f1  Show 36w parpage Page [l 7 o)

Capality Hame Capaciity Version Messaging Raie Message Fiker
O EnpontProtecionsenice 10 Sl
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FireSIGHT pxGrid €€ a1 —JL

ZOIETIE, pxGrid #BEIEE € 2 — /L% FireSIGHT Management Center (27 7' 7—RLE 9, pxGrid > AX >
AEAERR L BB AT HERLE T, TNOLOBEEAT1E, TN ENOFEERY L —~DIREELTED Y Thi
5HEX|Z pxGrid ANC BEREZ 2L £ 97,

ZNBDBEEDOZAT IR DELBVTT,
o B - EETLIP TRLAIZESWCZUREA U MERELET,
o R—INYUR - TURRAURNEIFHRAN R — b — I AT AL E T,
o HRHIKT - = N —W% By al AREHk T LET,

o XYM YL - RANR—IDT Ry MU EBALET, ZHUTEY Ay F AR— DR EIZ [shutdown
:1'?:/]\\\%);':%]\%“1/52—3—‘0

o HRFE- = FaA—FEHRIAELET,
o BOEMRRR - = RARAL N OBELMRERLET,

FireSIGHT pxGrid € €Y a1—I/ILO7vy7O—FK

ATvF1 pxGrid {&18 &= — /L% FireSIGHT Management Center (277" 2—RLE T,
[ARVU— (Policies) ] > [T~ a (Actions) | -> [fE14 (Remediations) | -> [ =—/L (Modules) ] ->
[HTHEY 22—/ DAL A—/L (Install a new module) ] ZERL, TV 2—/L 77 AL
pxGrid Mitigation Remediation v1.0.tgz #ZM L C, 7v 7 m—RLET,

FLLAOREZ DR

ATvF1 HL pxGrid A2 AZ L AR L £7,
["RU— (Policies) | -> [T 7 = (Actions) | -> [{&18 (Remediations) | -> [+ A%~ A (Instances) | ->
BT A L A% ADIE NN (Add a new Instance) | -> [ 2—/LZ A7 (Module type) ] -> [Talos Labs-
pxGrid#&J#, (Talos Labs-pxGrid mitigation) | > [1E/1 (Add) ] Z3&R L | [-1> A% A4 (Instance
Name) ] % pxGrid &L T [{F (Create) ] Z18RL %77,
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Instance Neme | pedGrid

FireSIGHT pxGrid Bl 21 7 D{ERK

INHDEEDIAT X, T RRA L NNEE T 7 ab MO AL — ST 505 L CEID Y Thid
pxGrid ANC DK T 7> ar & EFRLET,

FEBIRYBICEROGAREIIVILET,

wE
B — AN HE SO TR DRI 7> s & AERLE T,

ATvF1 [V — (Policies) | -> [ 77 =2 (Actions) | -> [f&1H (Remediations) ] -> [E=—/L (Modules) | ->
[Talos Labs- pxGridi&Ji (Talos Labs- pxGrid Mitigation) ] 28R L, 5% E & A > AX L AD pxGrid &
BRLET,

ATYT 2 MDA I ] -> [ — AT EEDWTHT LWWMETE Z 17 % 1B (Add a new remediation type based
on Mitigate Source) | #ZUv 77L&,

ATYTS3 {E18 4,12 Quarantine_SourcelP » A /1L 7,

ATvT4 BT 7 a2, Ray P H w7y A= a—nD [HiJ% (quarantine) ] Z 38R L £7,

ATvF5 [P%1F (Save) | &7V LE T,

Sawn, || cancel || Done

il ALY M $

BRI — AN SN TR — M U ADOERIN T 7> a Z R L £9,

ATvFS1 [RV < — (Policies) ] -> [7 7 2> (Actions) | -> [ A% A (Instances) | &38R L | i% E W F+A > A
5 AD [pxGrid] DRED DD %7V 7L ET,

ATYT2 Ray 7 Z 7 [ — A (Mitigate Source) | Z B4R L., 1B (Add) ] 22Uy 7L ET,
RATYT3 {E15 4412 portBounce & A 1L F 7,
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ATy 4 BT 7 a1t Ray 7 Z2 0 A=a—h5 [ — k37 X (portBounce) | 2 IRL£97,
RATFvT5 [PR1F (Save) | 27U 7 LT,

BERGE
B — AN DWW T HERGEOR T 7 ar A ERR L £,

ATvT1 [RY 2 — (Policies) ] -> [7 7 2> (Actions) | -> [+ A% A (Instances) | Z 18R L, iR E I+ A A
X AD [pxGrid] DFED DRz s) 7 LET,

ATvT 2 Rey 7 Z s [ — A (Mitigate Source) | Z3&IRL ., BN (Add)] &2V 27LET,

ATvF3 {EE 41 reAuthenticate = A )L F 9,

ATv74 BT 7 a2l Ray 7 2 A= o —b [FRRGE (reAuthenticate) | 23R L £9°,

ATvT5 [*17 (Save) | &2V 7 LET,

Maigation Action FAuthanticats £

D v
B — A DN Ty MR T 7 a B L F9,

ATvT1 [RV 2 — (Policies) ] -> [7 7 2> (Actions) | -> [ A% A (Instances) | Z 18R L, iR E I I+ A A
X AD [pxGrid] DFED bRz s) 7 LET,

ATvT 2 Rey 7 X0 s [#E — A (Mitigate Source) | Z3#IRL ., BN (Add) ] &2V 27LET,

ATY73 1EHE 41 Shutdown XA L £,

ATV 4 BT 7 a it Ray P H s A= a—inG [Ty M (shutdown) | 2538 IRLE97,

ATvT5 (%17 (Save) | &2V LET,
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Remediation Name Shutsawn

............

SRR T
I — AU He SN THRE T ORI 7 v 2 R LET

ATvFS1 [RY < — (Policies) ] -> [7 7 2> (Actions) | -> [ A% A (Instances) | &38R L | % E W F+A > A
L AD [pxGrid] DFED B3 0%E 7V 7 LUET,

RATYT 2 Rey 7 X7 s [/ — A (Mitigate Source) | 23R, 1B (Add) ] 227V 27LET,

ATv73 E1E 412 Terminate A JJLE7,

ATvT 4 BT 7 a2l Ray 72 A= —0b [HRil#& T (terminate) | 23R L £7°,

ATvF5 [f%17 (Save) | &7V LE T,

..........................

R AR
B — A ST IRIROBIT 7> 2> B ERLET,

ATvT1 [RV 2 — (Policies) ] -> [7 7 2> (Actions) | -> [ A% A (Instances) | Z 18R L iR E I I+ A A
X AD [pxGrid] DFED bRz 7) 7 LET,

ATvT 2 Rey 7 Z s [ — A (Mitigate Source) | Z3& L., BN (Add) ] &2V 27LET,

ATvF3 {E15 4412 UnQuarantine_SourcelP & A JJLET,
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ATv7 4 BT 7 aiZid, Ry X oy A=a—n [ fEER (unquarantine) | 38R L £77,
RATYT5 [fRAT (Save) | &7V v 7 LET,

Overview  Analysis JEVIEEEE Devices Objects  AMP

Access Contral  Intrusion v Files  Network Discovery  SSL  Applkation Detectors  Users  Comelation  Actions » Instance

Task Notification

Tank Status Your task [nstallation Setup (Register)
succreced ot Mon Sep 7 12:00:51 2015

Sensors are being regissered Check
RSk SERUS 10 MANITEE DrOgrEss.

Edit Remediation

Remediation Mame UnQuarantine_by_SourcelP
Remediation Tyoe Mitigate Scurce
Description

Mitigation Action unguarantine ¢
Whitelist

{am nprions st of nerworis |
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FireSIGHT pxGrid AR & —

ZOIA T, pxGrid (2 ARV —ZAERK L. FireSIGHT o —(ZE AL 9, ZOHRV— L SERVER IIS
CMD.EXE 77 B A V=)V & I T RA—Y N7 T7 P www.yahoo.com/cmd.exe EAT)F 5L FHBIARY
AT ADWTRAANRUIPAERRIIVET, 72720 B fEERFEBEARY > — 13515 T,

ATIT1
ATwT 2
ATVF3
ATy 4

ATvT5

ATv76

[ARY < — (Policies) | -> [{2 A (Intrusion) ] -> [{& A7RY < — (Intrusion Policy) | (ZBEIL £7,
[RU—DFERK (Create Policy) ] #7Vy 27 LET,

HLURY T —{Z pxGrid_Intrusion_Policy S\ )4 Bz £,

[RUS—D1ERK (Create Policy) ] 227V 7 L%,

Create Intrusion Palicy

Palicy Information
Name = RGED IrErution Pakey
Description

Brop when Inking

Bage Policy n Mask, Active

* Required
Creatn Policy | | Creats and Fdit Bolcy | | Cancal

PREEDT=8|Z [pxGrid_Intrusion_Policy] #27Vv 7L E7,

Mccess Cortrel  Intrusion * Intrusios Policy  Fies  Metwork Discovery  S5L  Application Detectors  Users  Correlation  Actions v

EmserUbnset u Edan Alew Corsd Patey Netmorh Anbivs ity

. Campare Posces. || (3 Craate Poboy

Tasi Notification L]

Task Seatuy Your task Jastalation Setup (Regiter]
wucenaced ot on Sep T 13,9551 315

Ferscors are b regisieres. Check tank status 55
moretor progrem.

taitial taiine Pulicy - sd.iabs.com - P 0 C S b e 1 By H807 12:35:48 T
Oetaen sobex Bocy nox acpied o= sy Sever oS- G 8
Ikl Pasabve Pulley - Sdlunt.com " LGRS RO B AL S FUS-00-07 12:3045 I =
et gty Boicy nos sceiad cn sy Sevcrs Mo ry “aomer B4
rie_ Ve chr ey auking cMe oty HS-00-07 203747
IGria_intrusion_Polloy e LT B A S niad ry ki ERsa
Paicy not agpied oo any devo a

[/ —/ v (Rules)] 27V 7L, emd.exe &7 (/LA ST, BLFOL— /L Z2TEIR L £9,

Overview Analysis JELIILSEER Devices Objects = AMP

Access Control Intrusion > Intrusion Policy Files Network Discovery SSL Application Detectors Users Correlation Actions v

Edit Policy: pxGrid_Intrusion_Policy

Task Notification *®
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check task status to
monitor progress.

Policy Information /&, Rules
Rules Rule Configuration Filter: [emd exe
FireSIGHT R Exie Congont Filter returned 21 results
Category
@ Advanced Settings =y T @ @ v
app-detect Rule State Event Filtering Dynamic State Alerting Comments
Policy Layers "
blacklist ] Gib s T o
brawser-chrome (11 17442 FILE-OTHER Microsoft Windows download of .Ink file that executes cmd.exe detected
browser-firefox )1 18736 INDICATOR-COMPROMISE Microsoft cmd.exe banner Windows 7/Server 2008R2
browser-ie 1 18757 INDICATOR-COMPROMISE Microsoft cmd.exe banner Windows Vista
browser-other 1 2123 INDICATOR-COMPROMISE Microsoft cmd.exe banner
browser-pluging O 1 303% INDICATOR-SHELLCODE Metasploit payload cmd_windows_download_exec_vbs
browser-webkit 01 3193 SERVER-IIS .cmd executable file parsing attack
content-replace ™ 1 1002 SERVER-IIS cmd.exe access
1 23626 SERVER-IIS cmd.exe access
Classifications “
™ 1 1661 SERVER-IIS cmd32.exe access

Ml et Vel B
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REVTHEADEMH (AR C|ISCIO '

ATvFT [/L—/ VIR BE (Rule State) ] > [/ hD A% (Generate Events) ] 227V 7L C, [OK] 27V 7L
7,

Access Control  Intrusion * Intrusion Policy  Flles  Network Discovery  S5L | Application Detectors  Users | Comrelation  Actions v

Edit Policy: pxGrid_Intrusion_Policy

Task Notification *
Th3% Status Your task Installation Setup (Register)
succeeded ot Mon Sep 7 12:30:51 2015

Sengors are being reqistered, Check task status to

Fnniten progres.

Py Intormation (i, m
Rusies o Filter: [ema exe
AreSIGHT Recomemendations Tl Contuat Filter returned 21 resuits
@ Amvanced Setings G L 2R * O
Appedeiea Rule State Event Fillering [Pyramic State Alerting Comments
@ Palicy Layers blackist z

oe « -

Generate Events.

beimmser-cheame BTHER Microsoft Windaws download of ik Fie that executes crd.exe detected

Crop and Generate Events

browperiGrngica “ATOR-COMPROMISE Microsolt ¢ o Bunrser Windowe 7/ Server J00RRI
browacrde b “ATOR-COMPROMISE Micresoft cma.exe banrer Windows Vise
bromser-cther 1 nn INDICATOR-COMPROMISE MKroseft cmad.&xe benner
browser-pluging 1 30390 INDICATOR-SHELLCODE Metasphoit paylosd cmd_windows_dawnload_exe_vis
bermesioe - wnbic 1 man SERVER-IIR crmd mxncutalie i parsing attack
content-repiace W 1 1002 SERVER-T1S emd.nxe access

M1 2 SERVER-115 cmd.exe access

81 1661 SERVER-I18 cmd3.exe access

ATvT8 (3 SO — BT B — W RBED R ENIE T T LI 22 a2 T Ay B — U FoRmEh
7,
ATv79 [RY > —{&# (Policy Information) | #27Vv 7L E7,

Devices Objects  AMP
Access Contrel  Imtrusion ® Intrusion Pelley  Files  Nebwork Discovery  S5L Application Detectors  Users  Correlstion  Actions v

Edit Policy: pxGrid_Intrusion_Palicy

Task Maotification B
Task SUatus Your tack Iestalistion Setup (Ragiter]
sutceeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check task status to
MONRDE progrest.

e T
FireS1GHT Recommendations ki Contant Fitter returned 21 results
) Advanced Settings - - - g B+ T
App-taci Rule State Evint Filerieg Dynaric Siate Merting Comemeats

blacklist

bromier-chiaeme FILE-CITHER Micremolt Windows downlcad ef ok file 1992 sxecutes emd. exe debected

Setmemad fiowro, INDICATOR-COMPROMISE Microsoft omd, exe banner Windows 7/Server 200882
INDICATOR-COMPROMISE Microsoft cmd.exe banner Windows Vists
INDICATOR-COMPROMISE Microsoft cd.axe banner

INDICATOR-SHELLCDOE Metasakoit payload cmd_windows_dowsiond_exnc_vbs

browsarie
Brumuer -ulter
Browser-pluging
browser wabkit SERVER.IIS cma executable fle parsing atack
SERVER-T1S cmd exe sccess

SERVER-11S cvd.sxe sccmss

Cortent e pane
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ATYF 10  [ZF&HEE (Commit Changes)] 27V 7 L E T,

Overview Analysis JLIHEN Devices Objects | AMP

Access Control Intrusion » Intrusion Policy Files Network Discovery SSL Application Detectors Users Correlation Actions ¥
Edit Policy: pxGrid_Intrusion_Policy

Task Notification x

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check task status to
monitor progress.

Palicy Information /&, Policy Information
Rul
ules Name xGrid_Intrusion_Palicy
FireSIGHT Recommendations
Description
Advanced Settings
Drop when Inline (m]
Policy Layers
| Base Policy | No Rules Active :]

@ The base policy is up to date (Rule Update 2014-09-02-001-vrt)

This policy has 3 enabled rules
= 3 rules generate events
# 0 rules drop and generate events

No recom have been Click here to set up FireSIGHT recommendations.

Commit Changes || | Discard Changes

ATYF1 [OK] &2V 7L ET,
ATvF 12 [RVi—(Policies) ] -> [T 7 A= hrr—/LRY T — (Access Control Policies) ] -> [T 7 4 /L h DR
B/ (Default Intrusion Prevention) | Z 3R L T, fRELET,

Overview Analysis I[N Davices Objects AMP dk Heaith  Systemn  Help ¥ sdmin v

Access Control Intrusion ¥ Files MNetwork Discovery 551 Agglication Detectors Users Correlation Actions ¥

Object Management Intrusian Policy Network Analysis Policy  Import/Export

7 Compare Poicies || G2 New Palicy

Accass Gonrol olky i St
Applied o 1 oot of 1 thrgeted cevices
Befault Intrusion Prevention s S e > ] |J

ATYF 13 [T IANARDT 73 (Default actions) | T, Ky 727755 [pxGrid IntrusionPolicy] 23R L
ESSIR

Overview Analysis EIIGIEEN Devices Objects = AMP A Health System Help ¥
Access Control  Intrusion v Files  Network Discovery ~ SSL  Application Detectors = Users  Correlation  Actions v

Default Intrusion Prevention You have unsaved changes | ] Save || @ cancel || & save
E scription

LS

B e ) security tnteli HTTP

#A Filter by Device (@ Add Category (@ Add Rule | Search Rules

Source Dest Source Dest =
ol i Zonss. Zotisn Nebworlsl | Metvor | VAAN TagE it Aplicaticar | Sisuane Destpotts i Eodiinad v W 59

Administrator Rules

This category is empty

Standard Rules

This category is empty

Root Rules

This category is empty




sl a0 ]
BREWTHEADEMAA(R c|| scloj

ATvF 14 [fRAF(Save) | &7V LET,
ATYFT15 T NDOE FD [aX 7 (Logging) | T A2 %2707 L F T,

A\ Health System Help v  sdmin v

Overview Analysis LU Devices Objects  AMP

Access Control Intrusion = Files Metwork Discovery S5L Application Detectors Users. Correlation Actions ¥

3 Cancel || o Save and fugly |

Default Intrusion Prevention

m Targeis (1)  Security Intelligence  HTTP Responses  Advanced
Filter by Device 3 Aud Category | 3 Add Rule | Search du

This category is empty

This category is ampty

This category is ampty
[ e |

ATYF 16 BEEOBAR K TREO X U 7 2L £, 5855 T [Defense Center] 38R L £7,
ATYF1T  [OK] &7V 7LFET,

Logaing
Loy 2t Beginning of Coemeetion
@ Log t End of Connection

Send Connection Events 1o:
4 Catense Conter

1) Sysiog

[ S Trap

ATYF18  [fR1FL T (Save and Apply) | 227U/ LE 9,
RATYFT19  RBFRINET,

Apply Access Control Palicy
Access Control Policy: Default Intrusion Prevention

Apply this Access Control policy and all associated rule configurations, obje
and policy changes to affected devices.

Apply Al || petails.. |




RELGT IV LADEM@A AN

atfran]es
CISCO.

ATvT 20
ATvT 21

ATy 22
ATvT 23

[T C&w A (Apply Al ] 2V 7 L ET,
BRI PF 2= CANSTSNIZERFRRSNET,

Apply Access Control Policy

Policy apply task queued.
Task Status

[

[OK] #27Uy 7L ET,

[Z A7 A (System) | -> [E=#1> 7 (Monitoring) | -> [# A7 A7 —%# A (Task Status) | &R L T

REFRL FRTPEFICTE T U2 MRLET,

Overview Analysis Policies Devices Objects | AMP
Local v Updates Licens¢

Job Summary L
Running o X i
Waiting 0
Completed 12
Retrying [

Failed o

Jobs

JTekCectpton e CwteaTee techewe

(= Active Directory Download Tasks
ORunning 0 Waiting 1 Completed 0 Retrying O Failed

Download users/groups from Lab

LDAP Download LDAP download successful: 37 groups, 8 users downloaded 2015-09-07 18:46:11 2015-09-07 18:46:12

= Policy apply tasks

ORunning O Waiting 4 Completed 0 Retrying 0 Failed
Apply Defoult Intrusion Pravention to 192.168.1.51 Access Control Policy applied successfully 2015-09-07 17:51:37 2015-08-07 17:52:37
Access Contral Policy
Network Discovery policy apply to 192.168.1.51 . " 00 1o e 19.ca.
T T Network Discovery palicy successfully applied 2015-09-07 17:52:37 2015-09-07 17:53:38
Apply Default Intrusion Prevention to 192.168.1.51 Access Control Policy applied successfully 2015-09-07 21:10:39 2015-08-07 21:11:27

Access Cantrol Palicy

poly Default Intrusion Prevention to 192.168.1.51 Access Control Policy applied successfully 2015-09-07 21:12:33 2015-09-07 21:13:19
ccess Control Policy
= an
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FireSIGHT #&#E/L—IL

ZOITIE, 774N T RA RIS =TI 28—V &2 ERLET, ZOT 74/ T7EA R —IZ
1% pxGrid (R ARV —b L AGA B E T, ZOHEEV— /LU, HTTP/HTTPS LEO#kiA XU het=4L, ZhbHD
PGt DFER% FireSIGHT Management Center O (ZFLEk L £4°, ZO#EHE/L—/LIL, UnQuarantine 78U —(Z
Ko TRIZFRBRODIEIE Z A T 2 N T —F D8 A N M B =T D7D S ET,

ATvT1 [RVUT— (Policies) | -> [7 7 &£ AHill##l (Access Control) ] (ZBEIL 7,
ATvF2 SWET A BTV LT, [T 74V EOIR ARG (Default Intrusion Prevention) ] ZfmEL £7,

Overview Analysis GIIHEEN Devices Objects | AMP A Health System Help v admin

Access Control Intrusion v Files Network Discovery SSL Application Detectors Users Correlation Actions ¥

{Gptect Management Intrusion Poficy. Network Analysis Policy  Import/Export

| ¥ compare Policies || & New Policy

Access Control Policy ‘ Status |

3 . Applied to 1 out of 1 targeted devices .
Default Intrusion Prevention Upto-date on 1 devices Edl P

P & ] [JL—/L DB (Add Rule) ] 227V 7 L%,

ATy 4 JL—/UZ HTTP Checks L\ )4 Rz AT E£9,
RATYT5 [R—h (Ports) | ¥ 7 Z#INLE T,

RATv76 SE5ER—hE LT, [HTTP] 3L O [HTTPS] Z#IRL £,

| Add Rule
|
| mame rre cnecus o Enabied Inart  below rule =4 [1

Actioe | o Allow ~ | IPE: o policies  Varables: o/a Fibes: no soaction Lagglng: no kpging

Zones  Networks VAN Tags  Usens  Applications m URLS Inspection  Logging  Comments
| Awoilable Ports & o Selected Source Ports (0) Selected Destination Ports (2)
| g HTTPS. &
| Hae aind i ]
| - Acd to
| 0% Source
| fof onse

# e
|tk

L MTTRS

A TR

o map

gt

" NFSO-TCR Protocol Port st Prowocol v Port Add

ATV [IPS] %2V 2 L. [pxGrid Intrusion Policy] Zi&IRL £,

Add Rule T X

Name HTTP checks ™ Enabled Insert | below rule >

Action |+ Allow ~| IPS: pxGrid_Intrusion_Po... Variables: default Files: no inspection Logging: no logging

Zones  Networks WLAN Tags Users Applications m URLs Inspection Logging Comments

Available Ports & @ Selected Source Ports (D) Selected Destination Ports (2)
%, Search by name or value | & HTTPS &
o HTTP @

@ oL
& Bittorrent

Add to

" DNS over TCP |
Source

44" DNS over UDP
il

& HTTPS

7 HTTP

& map

& LDap

4 NFSD-TCP Protocal - Pun\ Add | Protocol ~ Pnrtl Add |

Add /[ cancel \




sl lal ]l
REBTHIRADEMA (K c|| sclo )

ATvTS8 [Logging (x> 7)) Z&IRL £ 7,

Add Ruls
Nara TP checes  rusies [ e——
Action o asom =1 I et botruen P Varlebbatt St Plai i pectnt Logulige Cosesiction: 8¢
Zoses  Metwoccs  VLAN Tag  Uses  Applcetions  Perts LR tnagection Comenta
1 Log et Beginning of Consection

9 Lo v o Comsecton

Pl Evers:

San Comnaciion Prasts 3
94 Dotemn Camster
v
s Tran

ATv79 RNFRSINET,

natysis IEEIIETES Devices Objects  AMP

Access Control  dmruslon v Fies  Metwook Discovery 85U Applkation Detectors  Users  Comelation  Actions *

Default Intrusion Prevention o et wraerd changes | [ Save || £3 Cancel || o Save ana coly

mnmemn] Security Intelligence  HTTP Responses  Advanced
) Fiter oy Devio

LY

Gl Add Category ) AddRule  csent

T T P O N [ MO NN SN PR B

Administrator Rules
Standard Mules
4 WTTP
Root Rules
T - e o Q<]

ATYF 10 [Save (fR1F)] ZEIRLF T,

LTS Devices Objects AMP

Accoss Contrel Intrusion *  Files Network Discovery S5 Apadlication Detectors Usars Carralation Acions

Default Intrusion Prevention Yo have umsaved ¢ -...-...— 0 cancer || o sw-&wmtr

m Targets (1) Security Inteligence  HTTP Responses  Advanced

8 Filter by Device: () Add Category - i) Add Rule | Search Rule <
mre I T~ N | S [ [ e s ales i dlloleg

Sandard Rules
HTTR .
1 HITP checks HITES o Al 2 o i
Roat Rules
I - - o Tl




sl a0 ]
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ATFvF 11 [fR{FL G (Save and Apply) ] Z3#IRL E9,

Access Control  Intrusion v Files  Network Discovery ~ SSL  Application Detectors  Users  Correlation  Actions v
& | B cancel [ & Save and Asply |

Default Intrusion Prevention

Enter a description

m Targets (1)  Security HTTP

A Filter by Device | © addcategory | () Add Rule | Sesrch Rules

This category is empty

Standard Rules

g B . # HTTP B = 5
checks any any any any any any 7 HTTPS any o Allow W g o Z8/

This category is empty

ATvF 12 [ ~TZ M (Apply Al ] 227V 27LET,

Apply Access Control Policy
Access Control Policy: Default Intrusion Prevention

Apply this Access Control policy and all associated rule configurations, objects,
and policy changes to affected devices.

[ mopivan |[ pemis.. || Concel |

ATvF13 (AR —d A A7 3% 2—IZ A JJESFUELT= (Policy apply task queued) | £V ) AV E— V2R L
T, [OK] 227Uy 7L ET,

Apply Access Control Palicy

Policy apply task queued.
Task Status




sl el ]l
REVTHEADEMH (AR C|ISCIO '

ISEEPS H—E X LREEFRIARY) O—DERE

ZOIATIX, ISE T EPS AL, ISE THEFF Al ARV —EAE T2 FIEIZ DWW T RLET, ISE 1.4 T, =R
RA L MY —E A% Adaptive Network Control (244 BiAE ESFvELTZ, ISE 2.0 TiX, ZAULT 74/ CTHZ
(2720 B ELD T T Adaptive Network Control —E A EILHV EH A,

X :ISE 2.0 ® Adaptive Network Control 7R') & —I& . AdaptiveNetworkControl #&EIZZ k3N 5 pxGrid Y54 7V MMIKFELET . S ik, FireSIGHT
Management Center [Z[E#H TIEEYEH A, FireSIGHT Management Center (& EndpointProtectionService #REIZ & &S, iSE FAI7RY S —ITIK
FLET L ISE 2.0 TIX, TURRA U+ DIREMIRZE pxGrid GCL EPS_unquarantine X2 7rEEALTITIRENH S EITTELTESWL, IhlE,
FireSIGHT Management Center TIRZfZFRHERERY S —, JEMBIL—ILEERL .. MBS HG B ERERRARRY S —(CBY L THILETE
TLES,

ATyT1 ISE =2 RaRA L MEGEY —E 2 A RNILET,

[ 21 (Administration) | -> [ A7 A (System) | -> [G% & (Settings) ] -> [T RARA L MEGE Y —E X
(Endpoint Protection Service) ] Z 4R L, [T R A > Mii#H —E 2 (Endpoint Protection
Service) | AL T, FRIFLET,

EIURRAUMREY —EXRITISE 2.0 TIFBAINT . TIHILLTEMITHEYET,

Uicense Warning 1. |
Engine -~ e =
5 o' Home  Operations | ¥  Policy| ¥  GuestAccess| ¥  Administration | ¥

£ Identity Management il Network Resources |, Device Portal Management |6 pxGrid Services |65, Feed Service 8 pxGrid Identity Mappir
Deployment Licensing  Certificates  Logging  Maintenance  Backup&Restore  Admin Access
Settings Endpoint Protection Service i
i= Client Provisioning
=
i= FIPS Mode Service Status [ Enabled ~
i= Alarm Settings
v [ Posture
= Profiing Save Reset
+ [0 Protocols

ATvT2 B R 7 07 7 A VAR E T,
[RY— (Policy) | -> [RV I —# 3 (Policy Elements) ] -> [ 5% (Results) ] -> [7F 7]
(Authorization) ] -> [#F ] "2 7 71 /L (Authorization Profiles) | -> [JE/I (Add) | Z3&IR L, [4
A7 (Name) ] |Z Quarantine - A JLC, R1FLET,

= 7 Home Operations'*  Policy| ¥  GuestAccess|*  Administration | ¥ -
|2, Authentication ] Authorization |4 Profiling [, Posture |6 Client Provisioning |5 TrustSec
Dictionaries Conditions

Authorization Profiles > Quarantine

Results
( 7) Authorization Profile
12 B

» B A Description ‘

(5 Authenticatior
[ Authorization * Access Type | ACCESS_ACCEPT -

* ] Authorization Profiles )

Service Template

(44 Blackhole_Wireless_Access
2 Cisco_tP_Phones

(&4 DenyAccess

(&2 Non_Cisco_IP_Phones

) Permithccess

~ Common Tasks

X COFITIE, FFRIRETODFANERTI=DIS, FUER 314 T% [ACCESS ACCEPT] IZERFEL#ELT=,
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ATv73 SRR — 2R L £,

[ARU2— (Policy) ] -> [#F 7] (Authorization) | -> [f515} (Exceptions) | -> >

| Insert New Rule Above I} . . DL
E=eRelor] i, sossicant e

JL— 4, : EPS Quarantine
FTLWGA LV — L DIERK : [Session:EPSStatus: EQUALS:Quarantine]
T a7 7 AL [f29% (Quarantine) |

[# T (Done) | 27V 27 LET,

o e + T e+ e+ e

|2 Authentication 4] Profiling (@, Posture |6 Client Provisioning |5 Trustsec &, Policy Elements

Authorization Policy

Define the Autharization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

[ First Matched Rule Applies -

~ Exceptions (1)

Status  Rule Name Conditions (identity groups and other conditions) Permissions
EPS Quarantine if ion: EQUALS Qx i then  Quarantine Edit | =

ATy 4 [P%1F (Save) | &2V 7 LET,




sl el ]l
RENT HERDRMAAK ALl

FireSIGHT Management Center tHB87R1) & —

ZOITIL, ., R—I TR F{EGE, R —h vy o GEfilE T BRL O AEER 2 FireSIGHT FHEY
RV —BION— NV EERLET, ZNHOR) Y —IZIZZENZEIVEEINEZED Y T, = REHRA N TO pxGrid
ANC BB T 7 ar 242U E 1,

FHBEARY  —MERRSIVTZ 1% T v — b BV 2— VBB L E T, R — 32 NEno/—L TV a— /L%
BILET, =)L BV 22— VEZENEIULERE Y ThnET,

Tel 213 BEARRARY O —Z2AFR L £ 7, ML — L BV 2 — A DMERRES IV, R AANUIDIEAET DL =R
AURDEETE P TRUAPRIESNE T, BIE L —IL Vo — VREBE A T IHERE S TonET, =
YR — W pxGrid (R ARV —IZEK T HEARAANRUREARBIA XU IR NI — X3, RIEEE AT IRE I
SO THERIT 7> ar DSEEILET,

R A L FREGE, =y bF 7GRl T OBV —ZRC7m =TV ET,

WIEfRIEARYS — 1355 A XU N N — T AR L — L B2 — L af D o RRA U IMEEE D URL W
ANZT 7 EATHE, TURRALRDIEGE T IP TRV AIES THRIEFEFRSIVET,

w&

e FABARY > —Z R L E T,

RATvT1 [RY < — (Policies) | -> [#HBH (Correlation) ] -> [V —%& £ (Policy Management) | -> [FRUT—D
YER% (Create Policy) ] -> [pxGrid ANC_Quarantine] -> [{£{7 (Save) | ZE&RL £ 7,

Access Control Intrusion « Files. Network Discovery S50 Agmlication Detectars Users Correlation Actions =

[ Policy Managemant [ White LUist _ Tratfic Profiles

Correlation Policy Information save || cancel

L Add Puies




REFBTIVRADEMAMF CiIsco.
ATvF2 [RY < — (Policies) | -> [#HB4 (Correlation) ] -> [/L—/L4 B (Rule Management) | -> [/L—/LDAERK,

(Create Rule) ] Z#&4R L, Quarantine by SourcelP &\ \)/L— LA ZBANL, IRDIHIZATILT,
[{#7F (Save) ] LET,

FE:COIL—LTIEEER IP PRLRICH T 2R E DB R EIRELET,

ATv73

ATv7 4

Overview  Analysis IEGITSIEY Devices Objects  AMP

fccess Control Intrusion * Files MNetwork Discovery S5L Application Detectors Users Correlation Actions v

Policy Management m White List  Traffic Profiles
Task Notification
Task Statys Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015
Senscrs are being registered, Check
Ltk tatu to monsor progres.
Rule Information 3 Ada Comnection Tracker | | I
o
FRuile Description
Rl Group ngrouped ¢

Select the type of event for this rule

t| [18z18817 | |

[RV— (Policies) ] -> [fH B4 (Correlation) ] -> [RV— # (Policy Management) | -> [pxGrid ANC
59 (pxGrid ANC Quarantine) | > [/L—/LDiE (Add rules) | -> [pxGrid ANCH3% (pxGrid ANC
Quarantine) | -> [[E/ (Add) ] 2R L £7°,

Available Rules

Babect the rules you weth U 8 1o Ehis policy, than cick “Add”,

WIZ, B ZBIMUET, [ (Responses) | 7 #27Vv 7L ET,
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Overview Analysis BRUIRESY Devices Objects = AMP
Acoess Control  Intrusion ¥ Files | NetworkDiscovery | SSL Aoplkation Detectors  Users  Correlation  Adtions v

Alerts Wermedistions  Groups.

.Imn Y " . I’ White List Traffic Profiles L

Task Motification

Lk Status Your Task teataliation Setup (Regater)
sucoeeded at Mon Sep 7 12:30:51 2015

Sensers are being regsiered, Check
sk shatus b momiter Brogress.

Correlation Policy Information You have uaswved changes g Sive |, Cancel |
Policy Name Brid_ANC_Quacanting

Policy Description

Cataun riscay Neme :

Policy Rules

Quaranting_by_Seurcall This rule dests nek hiave any ressonses.

ATYT5 [Quarantine_SourcelP] % [V 4 THAL72 )i (Assigned Responses) | (ZFEEIL . [B#T (Update) ] ->
[PR1F (Save) | Zi®IRLET,

Responses for Quarantine_by_SourcelP

Assigned Responses

Quarantine_sourcelp

Unassigned Responses

Shutdown

Terminate
uUnQuarantine_by_SourcelP
portBounce

reAuthenticate

| Updste | Concel

RATYT 6 A7) 7 U ERBEARY S — 2T 7747 L ET,

o

1 Ereane Posey

LT |
EGTELANG_ Quarantioe 8
=]

firkd ANG_sortfsnce 48
SGrEANG_reAuthenticate am s a
BCE_ANC_shutdown [* -]
it ANC_Termisate am S B
WEGrE_ANE_ Unauaraniing a». a

TAK
TURZ—PNTTUY 70 R7Z www.yahoo.com/cmd.exe & A /13 5L, FireSIGHT @ pxGrid 12 ARV —0D

[SERVER-IIS.cmd.exe 77 A | )L — L& SR AARV IR T —SNFET, T RRA M, AHEEARY > —T
EHBEINTWBARE L — VB Y CTHON - BE RSB S W THES I ET,



http://www.yahoo.com/cmd.exe

sl el ]l
RENT HERDRMAAK ALl

ATvT1 T Ra2—YL 7T % T www.yahoo.com/cmd.exe & ASILET,
RTYT 2 ZHUTIWeb 77U —ab BB R AARU M N —LE T,

Overview CUTIEN Policies Devices Objects = AMP A Health  System  Help v admin
Context Explorer  Cannections ¥ | Inkrusions * Events | Flles¥  Hosts¥  Users v Vulnerabiities »  Correlabion *  Custom ¥ Search

BT P N DA CM s W Mol A

Events By Priority and Classification gmieh warion

Task Notification *
Tarsk Shatus Your task Trstallation Setup (Register]

succeeded at Mon Sep 7 12:30:50 2015
Sensars are being registered. Cheek task status to
munitor progress.

ADLF-09-08 L F0Z: 5% - 3 3 L THL A
Drilkdown of Event, Priority, and Classification Tabie View of Dvents 7 Packets i
Fapanding
Mo Search Canetraints (Euit Search)
Jumg to., ¥

3 ENVER 15 eyl sz swce

2F9F3 E B R BRI — L E T
WESNAEETE IP 7R AL FireSIGHT LDAP/——H 28k T2 O a—PIFRICEEL T
TEEUY,

A Heolth  System  Help *

Overview EULIIEY Policies Devices Objects  AMP

Context Explorer Connections ¥ Intrusions * Files v Haosts » Users v b < *C Evants Custom * Search

Bookmark This Fage Report Designer  Dashboard  View Boclomars
Correlation Events

Task Notification = k
Task States Your task Instaliation Setup (Register)
succepded at Mon Sep 7 12:30:51 2015
Sensors are being registered, Check task status to
manitor progress
Carralation Events =

No Search Constraints (Egit Segrch)

Jump to... ¥

[ ~Tim % imeass = Qallne *  FowrsedP ¥ Eeurce % Pastination *  Rasination *  Escudty Inmtsflience ®  Eource User * Pastication *  ERureaPort/ ¥
Result Country L Country Category Usar ICHP Typs
¥ 3 L _FLERTIRES L FTRETRTVRTI T 51245 { b

RATv7 4 [FCA NIRRT R T £7,
pxGrid_Intrusion_Policy /L—/WIZHE FALTWDLE SR — e — NERITIERE L TE SN,

prview EGENHIEE Policies Devices Objects | AMP

text Explorer Caonnections v Intrusions v Files » Hosts v Users v Vulnerabilities v Correlation * Correlation Events Custom v Search

ks Search

19:27:21
=xpanding

Destination Port / *  Description »*
ICMP Code

80 (http) / tcp

ATvT5 [FRICA N OIEREERLT £
FI0 2 TON TG E 2 P AT — LT AR B 2 — B LOMHBI L — /WTIEE L TLIES Y,



http://www.yahoo.com/cmd.exe

sl el ]l
REVTHEADEMH (AR C|ISC|O '

AMP A Health System Help v admii

A Hosts v Users Vulnerabilities » Correlation » Correlation Events Custom v Search

Policy * le * Priority ®* Source %  Destination ¥ Ingress % Egress X Device * Ingress X Egress
Host Host Security Security Interface Interface
Criticality Criticality Zone Zone

xGrid ANC Quarantine uarantine_by SourcelP None None Passive 192.168.1.51 eth2

ATY76 ISE D&% For4 51213, [(#EH (Operations) ] -> [F87E (Authentications) ] Z R L £,

License Warning v | Isel4sd yol
Identity Services Engine ) Home  Operations | ¥  Policy | ¥ Guest Access | ¥ Administration | ¥ Setup Assistan
[ Authentications i Reports i) Adaptive Network Control \ Troubleshoot
Misconfigured Supplicants ' Misconfigured Network Devices ' RADIUS Drops Client Stopped Responding ¥ Repeat Counter '/
[1] 1] 0 [1] 0
[ Show Live Sessions  40% Add or Remove Columns * & Refresh () Reset Repeat Counts Y Refresh | Every 1 minute v| Show[ Latest 20 records  v| within| Last 24 hours
Status o . i . i G . 0 . i G i
Time o Details  Repeat Count ‘Iuentlty | ‘Endpelm D ‘ |Endpo|m Profile ‘ “I\ Policy ‘ |Aumor\zanon Policy ‘ |Aul€hor\zauon Profiles ‘ ‘Netwcrk Device ‘ |Dewce Port
2015-09-08 23:15:18.995 ° a 0 jeppich 00:0C:29:CB:EB:4F Microsoft-Workstatior
2015-09-08 23:15:18.377 a jeppich 00:0C:29:CB:EB:4F Microsoft-Workstatior Default >> Dot1X >> D.. Default >> Quarantine  Quarantine 0 GlgabitEthernet1/0/3
2015-09-08 23:15:18.032 a 00:0C:29:CB:EB:4F W
2015-08-08 23:12:50.239 a jeppich 00:0C:29:CB:EB:4F Microsoft-Workstatior Default >> DotlX »> D.. Default >> Basic_Auth... PermitAccess = GigabitEthernet1/0/3

HR—kH R
R—b R ZFABRY > — 2B L £,

ATy 1 [RY < — (Policies) | -> [#H B4 (Correlation) ] -> [V —& E (Policy Management) ] -> [[R U —D
YER% (Create Policy) | -> [pxGrid ANC portBounce (pxGrid ANC 78— k72 R) ] > [£R 17 (Save) |
ZIIRLET,

Overview Analysis JEGIIGEEE Devices Objects | AMP A Health System Help v admin|
Access Control Intrusion v Files Network Discovery SsL Application Detectors Users Correlation Actions v
[N Mlerts Remediations Group:
Policy Management Rule Management White List Traffic Profiles
Task Notification x
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered. Check
task status to monitor progress.
Correlation Policy Information save || cancel
Palicy Name pxGrid_ANC_portBounce
Policy Description
Default Priority | Nene
Policy Rules | © add Rules
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ATvF2 [RY < — (Policies) | -> [#HB4 (Correlation) ] -> [/L—/L4 B (Rule Management) | -> [/L—/LDAERK,
(Create Rule) ] Z&{R L, portBounce_by SourcelP S\ )/l — /L4 %&BIIL, IRDIHZATILT,
BRIFLET,

Overview Analysis IS Devices Objects = AMP

Access Control Intrusion »  Files  Network Discovery S5L  Application Detectors Users Correlation

Policy Mansgement  [JEFTIITT " erll)  white List__ Traffic Profiles

Task Notification

Tk Stalus Vour task Trutallstion Set
succeded ot Mon Sep 7 12:00:51 20

Semsors are being regissered. »
TaSK SEatus 1) manitor progress

Rule Information

Fule Name

Rules Description

Rule Group Ungrouped |

Select the type of event for this rule

| i A condition | | (L) Add complax cendition

% | source 1# 2] L DEEET N |

ATvFT3 [7RU— (Policies) | > [fHB4 (Correlation) | > [AR) 2 — & # (Policy Management) | > [pxGrid ANC
portBounce (pxGrid ANC 7R—F/372) > [Jb—/L DB (Add rules) ] -> [portBounce by SourcelP]
IR T, — &8I ET,

Available Rules

Setert 1 riskes vou wish 15 800 18 1his pedicy, then el A",

ATv7 4 WA, B ZBINLET, [ (Responses) | #7 &7 Vv 7 LET,
m policies B

Access Control  Intrugion v Files  Network Discovery  SSL « users Actiong ¥

[ Poncy management [ White List  Traffic Profiles

Task Notification

Tk Statis Your tank Bsatatatuon Saci [gter)
wecrerosd st 9.25 015

Lo e

2t

Correlation Policy Information Pt coeed chatges | Bave || Gl
Paicy Hame peGrd_ANC_pertBoure

Beticy Desription

Oefiestt Prasety one =

Policy Rules

PortBounce buFsurcel? Thut e Soes ot Rave asy rripontet
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ATYvT5

[V — (Policies) ] -> [#HB4 (Correlation) ] -> [portBounce by SourcelP] Z#RL | [FR—hF 37

(portBounce) ] % [#10 4 THALZILZ (Assigned Responses) | IZBEIL | [ H (Update) ] > [#R17
(Save)] Z R L F7,

Responses for portBounce_bySourcelP

Assigned Responses
portBounce

Unassigned Responses
‘Quarantine_SourcelP
Shutdown

Terminate

UnQuarantine_by_SourcelP
reAuthenticate

Update | Cancel

ATvT6 BRE TRV —ET 2T 4T L, DO T ORZ %IV 7L T RV —E [N ET,

Access Control  Intrusion ¥

Files  Neowork Discowery 550 Applkasion Deteciors  Users  Correlation  Actions v

sens Aemediatons Grouplses
Rule Management  White List  Traffic Prafiies

Task Notification
Tis, S8t Your Lash bamaionion Setup (Regater]
succeeded o Mon Ses T 13:30:51 3015

Sensars ane being registered, Check
task SEAtS 0D MoNitD propTEss.

& Success
Acstvatod Pobicy: prGrd_ANE.perBounce

TAk

TURZ—NRTITTY 74 RUIZ www.yahoo.com/cmd.exe & A /13 %&, FireSIGHT @ pxGrid {2 ARY T —D
'SERVER-IIS.cmd.exe 77 E A | )L — VL NARAA R RBN AT —SET, ZURRA UM ETeAR—MNI,
BIARY Y —CEZRIILTNDL— /U EID Y THNT AR — I RIS AL FE SN TRy o ASIVE T,

ATvT1 T Ra2—YL 7T % T www.yahoo.com/cmd.exe & ASILET,
RTYT 2 T Web 77U —a B EAA_ e N —LE T,
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sl el ]l
RENT HERDRMAAK ALl

Overview JEGEIVEIEN Policies Devices Objects = AMP A Health System Help v admin

Context Explorer Connections v Intrusions » Events Files v Hosts v Users v Vulnerabilities v Correlation v Custom v Search
Bookmark This Page Report Designer Dashboard View Bookmarks Segech v

Events By Priority and Classification tswich woriiow

Task Notification x
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015
Sensors are being registered. Check task status to
manitor progress.
1l 2015-09-08 17:02:58 - 2015-09-08 19:31:18 ¢
Expanding

Drilldown of Event, Priority, and Classification > Table View of Events > Packets

No Search Constraints (Edit Search)

Jump to... ¥

(| Message ~ Priority Classification Count
3 [ SERVER-IS cmd.exe access (1:1002 high Web Application Attack 1

ATv73 7= FHEA_U M BRI —LET,
A—MIIEEITC IP TRV AL BT AHHRAMIR LTI AZILET,

EAVNT—IOBREORRBE LV —Y AR H>TLVEN=0 . I—FIEREHYEE A

Dverview IEOEUTIEE Policies Devices Objects = AMP A Health  System  Help ¥ admi

Context Explorer  Conmections v Intrusions v Files s Hostsy  Users » *  col » G Events  Custom v Search
Bookreurk Thi Page Repert Designer Dasbibasrd View Boskenatks Sears
Correlation Events
Task Notification od
Task Statys Vour Latk [nstakation Set (Register)

uctanded 8 Mon Sep 7 12:30:51 2015
Sanmars are bing regithered, Chick tark it o

anitet progress.

Lorrelation Syents

Mo Seaeh Constraints (it Search)

Tt ¥

[ «Time x Impact x  Inilne % SourcedP x  Sourcn ®  Destination < Destination % Security Intelligence x  Sourco *  Destination ¥  ScurcoPort/ % Destination Port/ &
L Sountry e Country Catwaeny L L TEME Tyea ISHP Sode
3 2015-09-08 010206 O 15248800 SAAIAM0A4E I USA 49552 / m 80 (hitp). / ten

ATy 4 [FICA OISR ERT £,
pxGrid_Intrusion_Policy /L —/UZE £ TN/ —/VIERITIER L TTZEN,

Analysis Policies Devices Objects | AMP A Health System Help v

Context Explorer Connections » Intrusions v Files » Hosts v Users v Vulnerabilities v Correlation » Correlation Events Custom v Search

Description ¥

ATYvT5 RICA R ROVEZEE el T £,
B Y THNTAR— ST RSB 2 N — LI AHREARY S — B L OB L — B LT
él/ \O




REBTIVAOEMA(F CIsCO.

ects MP System Help admin
Filesv = Hostsv  Usersv  Vulnerabiliies v = Correlation » Correlation Events Custom ¥ Search
x
Palicy % Rule % Priority ¥  Source X  Destination ¥ Ingress * [Egress * Device X Ingress * Egress X

Passive

192.168.1.51

pxGrid ANC portBounce portBounce bySourcelP None eth2

ATY76 ISE D&% For 351213, [(#EH (Operations) | - [F2FIE (Authentications) | i8R L F7,

/i Home Operations|¥  Policy| Y  GuestAccess|¥  Administration | ¥ Assisti
+* Reports i Adaptive Network Control " Troubleshoot
Misconfigured Supplicants '© Misconfigured Network Devices 7 RADIUS Drops Client Stopped Responding Repeat Counter ¥
0 [1] 0 [1] 0

ATYFT1

[il] Show Live Sessions 43} Add or Remove Columns * 45 Refresh ) Reset Repeat Counts

Status

Time

2015-09-08 05:06:44.968
2015-09-08 05:06:44.051
2015-09-08 05:04:10.726
2015-09-08 05:02:37.896
2015-09-08 05:02:37.353
2015-09-08 05:02:22.866
2015-09-08 04:32:21.130

i i i i " i
Details Repeat Count Identity Endpoint 1D Endpoint Profile Authentication Policy Authorization Policy

Refresh | Every 1 minute v | Show| Latest 20 records v | within| Last 24 hour:

Authorization Profiles "

Network Device *

Device Port '

0 00:0C:29:5F:04:E 00:0C:29:5F.04:E0
00:0C:29:5F:04:E 00:0C:29:5F.04:E0
00:0C:29:5F:04:E 00:0C:29:5F:04:E0

0 jeppich 00:0C:29:C8:EB:4F
jeppich 00:0C:29:CB:EB:4F
00: CB:EB:4F

jeppich 00:0C:29:CB:EB:4F

VMWare-Device

VMWare-Device Default >> MAB >> Def.. Default >> Basic_Auth... PermitAccess
Default >> MAB >> Def.. Default >> Default DenyAccess

Microsoft-Workstatior

Microsoft-Workstatior Default >> Dot1X >> D.. Default >> Basic_Auth... PermitAccess

Microsoft-Workstatior Default >> Dot1X >> D.. Default >> Basic_Auth... PermitAccess

Other Attributes
ConfigVersionld
DestinationPort
Protocol
Acct-Terminate-Cause
Event-Timestamp
AcsSessionlD
CPMSessionlD
EndPointMACAddress
Location
Device Type
Device IP Address

CiscoAVPair

41

1700

Radius

Admin Reset

1441688542
Ise14sd/231029914/147
0AD000010000004001ED7026
00-0C-29-C8-EB-4F
Location#All Locations

Device Type#All Device Types
192.168.1.3

audit-session-id=0A0000010000004001EDT026,
subscriber:-command=bounce-host-port

Session Events
2015-00-08 05:02:22.866
2015-09-08 05:02:22.861
2015-09-08 04:32:21.953
2015-09-08 04:32:21.13

Dynamic Authorization succeeded
RADIUS Accounting stop request
RADIUS Accounting start request

Authentication succeeded

Cisco Systems © 2016
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GigabitEthernet1/0/3
GigabitEthernet1/0/3

GigabitEthernet1/0/3

GigabitEthernet1/0/3
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REVTHEADEMH (AR C|ISC|O '

ATy 8 %72, FireSIGHT Management Center syslog X "R L T, IR—h TR T 73 2 I3k,
DT LZ R TEET,

Overview Analysis Policies Devices Objects = AMP A voaith BRIV Halp v sdmin v

Local v Updates Lictnses Maonitoring * Syslog Tools v

Task Notification
Task Sotus Your task Instollation Setup (Register)
satcotded ot Mon Sep 7 13:30:51 2015 L]

Sersors arn bring rogistered, Check
tarsk statins bo maniter progress.

Case-sensitive. Exclusion  Messages

Se 08 2005 01:16:00 SourcefinedD SF-IMS{15096]: (15106] prmilog [INFO] Frocess ‘store_whitslist_festory” closed output.
G Se0 08 2005 01:16:00 Sourcefine 30 SF-IMS[15096): [15096) pm:process |INFO) Started stoce_whitelier_history (21412)

Sep 08 2005 01:11:00 Sourcefire3D SF-IME{15096]: [15106] prilog [INFO] Process |

whitelist_pistory” closed output.
Sep 08 J015 01:11:00 SourcefireID SF-JMS[15096]: [15106] pm:log [INFO] Process ‘store_whitslist_bistory” closed output.
Se0 08 2005 01:11:00 Sourcefineld SF-IM5|15096]: [15096) pmiprocess [INFO] Started store_whitelss_history (20831)

Se0 08 2005 01:06:00 Sourcefire3D SF-IMS[15096]: [15104] pm:log [INFO] Process ‘siore_ whitelist_hestory” clowed output.
Sen 08 2015 01:06:00 Sourcefire3D SF-TMS[15096]: [15106) pmilog [INFO] Process ‘store_whitelist_estory” closed ousput

S0 08 2005 01:06:00 Sourcefine3D SF-1MS{15096]: [15096] prm:process [INFO) Started sioes_whiteist_history (20250)

S0 08 2015 01202517 Sourcefine 30 SF-IMS{11218]: pupnad_spent.pi:nermal [INFO] Mitgation Suctessful

Sep 08 2005 01:02:1

Sourcefire30 SF-IMS[19875]: pprid_mitigation. plznarmal [INFO] Netification pushed to the socket

e DR 005 £1:02:17

catiradD SFIME[11718]: pgiid_agent pl:nevmmal [INFO] Attemplieg Mitigation: action=portBeunce, i, sddnms=183.168.1.0

545 UB 2005 01:02:01 Sourcefine ) F-IM5{15096]: [15106] prilog [INFO] Precess RUASthadulsdDawniobd’ cicsed cutpet.

R—borobEoY
A=y MDA > — 2 AR L £ T,

RATvT1 [RY < — (Policies) | -> [#HB4 (Correlation) ] -> [V —%& £ (Policy Management) | -> [FR U —D
YE% (Create Policy) | -> [pxGrid ANC_shutdown] -> [fR 75 (Save) | Zi®IR L £7,

Overview Analysis ISEEN Devices Objects = AMP A Health System Help ¥ admin|
Access Control Intrusion v Files Network Discovery SSL Application Detectors Users Correlation Actions ¥

Alerts Remediations  Groups
S

Policy Management Rule Management ‘White List Traffic Profiles

Task Notification g

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered, Check
task status to monitor progress.

Correlation Policy Information save || cancel

Folicy Name pxGrid_ANC_shutdown
Policy Description

Default Priority | None =

Policy Rules | @ Add Rules

ATvF2 [RY < — (Policies) | -> [#HB4 (Correlation) ] -> [/L—/L4 B (Rule Management) | -> [/L—/LDAERK,
(Create Rule) ] 2R L, shutdown by SourcelP &\ )/L—/L& & BAIL, RO I ATIL T, &
FLET,




sl el ]l
REVTHEADEMH (AR CIISCIO :

Overview Analysis BEUlEISE Devices Objects | AMP
Access Control Intrugion v Files Netwark Discovary S5L Appacation Detectors Usars Correlation

Policy Management [JFTTRtrll White List  Traffic Profiles

Task Notification
Tosk Stabys Veur tnsk Instalabion Sets
succeeded at Hon Sep 7 12/30:51 208

Senans arn baing regatared, €
sk statuss 9 moniter Erogress

Rule Information

Fule Name shutdown_BySourteld

Rule Description

Fule Grows _ungrovees ¢

Select the type of event for this rule

0 Adg compaion | | 3804 complan conditen |

x l Source 1P il s 3| 152.168.1.8 l

ATv73 [RY < — (Policies) | -> [#HB4 (Correlation) ] -> [V — & 2 (Policy Management) | ->
[pxGrid_ ANC_shutdown] > [/L—/L®D;E 1 (Add rules) ] -> [shutdown_bySourcelP] ZE&R1L T,
=V EBIILET,

Available Rules

GEMCE thit FulS you wish to 800 1o this policy, then dick "Aad”,

ATvT 4 WA, ISEZBIMUET, [ (Responses) | # 7 #27Vw7LET,

Access Contral  Intrusiom ¥ Flles  Network Discovery 861 Appication Detectors  Users  Correlation | Actions ¥

m. — n Rule ‘Whita List  Traffic Profiles &

Task Notification

Tash Statys Your bask Installation Setup (Register)
suceeeded at Mon Sep 7 12:30:51 2015

Sensors ang being segistened. Check
bk shatd B STnEEr BrOgIEss

Correlation Poliey Information i have unsaved et nges | save || cancel |
Beficy Name Batirkd_ANC_ stulcomn

Pelicy Deseription

Default Priory Mene 3

Policy Rules

This rele does st have any respasses.

ATYT5 [RVU — (Policies) ] -> [#HB4 (Correlation) ] -> [pxGrid ANC_shutdown] Z &R L, [>T
(Shutdown) ] % [#V 4 THNTZIRZ (Assigned Responses) | (IZEEBEL , [F 7 (Update) | -> [fR17
(Save) | Zi®IRL £7,
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Responses for shutdown_bySourcelP

Assigned Responses
Shutdown

Unassigned Responses

Quarantine_Sourcel?
Terminate
UnQuarantine_by_SourcelP
portBounce

reAuthenticate

| Update || cancel |

ATvT6 BRE TRV —%T 2T 47 L, DO T ORZ %Iy T RV —E [N LET,

Overview Analysis IRLIEEEN Devices Objects  AMP

A Hesitn  System  Help v sdmin
Acckss Control Intrugion *  Files Hetwork Discovery SSL Appilcation Detectors Users Correlation Actions ¥

[ Policy Management [T White List  Traffic Profiles

Task MNotification x
Tagk Gtatys Yeur task Inetatstion Saeup (Registar)
‘succeeded a¢ Mo Sep 7 13:30:51 2015

Sensars are beng registered. Check
TR STl B moniler pragren

& Success *
Artivated Polcy: peGrid_ANC_shutdown

BTl ANC shutdows B
BRGr_ANC_poriBounce [= T
i ANC_Quarantin am s &
Eagird_ANC_reAuthenticate a».s o
Dairi ANC Tarminats am .~ &
Batirkd_ANC_Uncuaranting a®. 5

TAk

TURZ—NRTITTY 74 RUIZ www.yahoo.com/cmd.exe & A /13 %&, FireSIGHT @ pxGrid {2 ARY T —D
[SERVER-IIS.cmd.exe 77 A | /L— /VIERDPDIRAA R RRR T =S ET, U RARA L FOR—NIFABIRY
T TERLIL—UZE G TONT T vy M D BB B (S DV TS s,

ATvT1 T Ra2—YL 7T % T www.yahoo.com/cmd.exe & ASILET,
RTYT 2 T Web 77U —a B EAA_ e N —LE T,

Overview [ELTUNIEN Policies Devices Objects  AMP

Ak Health  System  Help ¥ admin

Context Explarer Cannections ¥ Intrusions * Events Files » Haosts » Users v Vulnerabilities * Corredation * Lustom v Search

Boukmark This Fage Reporl Designer  Dashboard  View Bookmarks W -
Events By Priority and Classification e warion

Task Notification ¥
Tarsk Siatus Yeur task Teatallation Setup {Register}
succeeded st Mon Sep 7 1230051 2015

Sensars are being registered. Cheek task status to
muonitar progress.

Drilldowin of Event, Priority, and Classification » Tabis View of Lyents  Packats " o on jaduec

Expanding
Mo Search Cansteaints (Eit Smarch)

Jumo ., ¥
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sl el ]l
RENT HERDRMAAK ALl

ATv73 F7-. FHEIA UM BRI —LET,
EETLIP TRV AIZE T ARARNDR — RN vy M T SNAZ LB L TSN,

E:ARVNT—OBREORRB LV L—HFAFRILEH> TGN I —FIFRIEHYEE A

A Hesith  System Help v admi

Overview EUENTSTE Policies Devices Objects  AMP

px v G » Con Events Custom v Search

Context Explorer Connections » Intrusions » Files ¥ Hosts v Users v
Bookmark This Page feport Designer Dashboard View Bookmarks Searc

Correlation Events

Task Notification X 3
Ttk Satus Yoer task Installation Setup (Register)

Succeeded 8t Mon Sep 7 12:30:51 2013

Sensors are being registered. Check task status 1o

manitar progress

srelation Events
Eorreimtion Eventa State

No Search Constraints (98 Seacch)

Jump to... ¥
O | =Tme = Imgess % Inflng = SeurcedP X Feurce *  Destioation % Destination X Sscuriy Intelllosnce X Sewrse *  Restination ¥ SeurcmPort/ *  Dastination Port s ¥
L Counry i Country Lategory Usar Msar IEMP Tymn ICMP Cody
3 2015:09.06.02:1%:38 @ 192,168,018 981308324 WA USA 458854 ten B0 (hitn) / tem

RATv7 4 [FCA N OIERZ R T £7,
pxGrid_Intrusion_Policy /b —/WZ & FALTWD/L—/WERIZEE L TTEENY,

Analysis Policies Devices Objects | AMP A Health System Help v

Context Explorer Connections v Intrusions v Files v Hosts v Users v Vulnerabilities v Correlation » Correlation Events Custom v Search {FI.)

h

Description

ATYT5 RICA N NOIEEERTET,
EHD Y THNTZAR— vy MO RN E 2 N T — U= R Y o — B X OSHE L — U EE L
TLIEENY,

A Health System Help v admin

Pbjects | AMP
v Files Hosts v Users v Vulnerabilities v Correlation » Correlation Events Custom v Search
Policy » Rule x Priority %  Source X Destination Ingress * Egress *  Device X Ingress X Egress x
Host Host Security Security Interface Interface
Criticality Critical Zone Zone
DxGrid ANC shutdown shutdown bySourcelP Mone Passive 192.168.1.51 eth2
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atfran]es
CISCO.

ATv76

2 Home  Operations| ¥ Polcy | v

ISE D&% Fex 351213, [(EH (Operations) ] -> [&71E (Authentications) ] Z &R L £,

Guest Access | ¥ Administration | ¥

T Reports cAdapeive Network Control « Troubleshoot
: ; L3 ¢
Misconfigured Supplicants ¢ Misconfigured Network Devices * RADIUS Drops Crent Stopped Responding  * Repeat Counter *

0 o 0 0 0
[ = o A or = B metvesh () Reset Reseat Counts frkresh | fvory Lminute 7| Show| Latest 20 records 7| wiin | Last 24 hours
This 'T:L‘m Aot oire |1¢u|tliyi lwpunru" | Ervipart Profic i| Authentication | Mhorization Policy ' Authorization Profles ' Network Device ! Device Port !
> ) | | | ]
2015-00-08 06:13:4463 a 0 fepich 00:0C:20:08:E8:4F  Microsoft-Workstatior
0150908 06:1304656 @ g 0 D0:0C:T9:5F0E DODC205R0HED  VMWareDevice
2015-05-08 05:13:44.625 m 004 A P
0050908 06:08:4047%¢ B g seonicn 00:0C:29:CO:EB:4F  Microsoft-Workstatior Default >> Dot1X >> D.. Defaut >» Basic AUth... Permiaccess w GioabAEthermetL 03

ATVF1

Other Attributes
ConfigVersionld 41
DestinationPort 1700
Protocol Radius
Acct-Terminate-Cause Admin Reset
Event-Timestamp 1441692824
AcsSessionlD Ise145d/231029814/167
CPMSessioniD ‘0A00000100000043022EA4 1A
EndPointMACAddress 100-0C-28-C8-EB-4F
Location Location#All Locations
Device Type Device Type#All Device Types

Device IP Address 192.168.1.3

‘audit-session-id=0A00000100000043022EA4 1A,

Che AV el 'subscriber:command=disable-host-port

Session Events
2015-09-08 06:13:44.636 RADIUS Accounting stop request
2015-09-08 06:13:44.625 Dynamic Authorization succeeded
2015-09-08 06:08:40.976 RADIUS Accounting start request
2015-09-08 06:08:40.474 Authentication succeeded
2015-09-08 06:08:13.178 RADIUS Accounting start request
2015-09-08 06:08:12.592 Authentication succeeded
2015-09-08 05:43:34.043 RADIUS Accounting start request

2015-09-08 05:43:33.832 Authentication succeeded

ATv78

%72, FireSIGHT Management Center syslog /X~ 2R LT,
DT LR TEET,

REMIARN 2 23R 5 & AR—R8 CiscoAVpair JEMEIZEE DWW TERLINDZ LDV ET,

A=k X NI AR T I a

Task Notification X

Task Status Your task Installation Setup [Register)
succeeded st Mon Sep 7 14:30:51 2015

Sensors are baing regitered. Chak
task status 0 MONIEC progress.

|| Case-geritive

Sep U8 2015 02-13:79 SourcefinedD SH-IM5{112181: pegrid_sgentpl:normal [INFO] Mitigation Successtul

Sep 08 2015 D2-13:30 SourcafinedD SF-1MS{29484]:

Poegrid_mitigation.pd:normal [INFO] Notificstion pushed to the socket

i

Localv  Updates Licenses Maonitaring * Sysiog

Sep U8 2015 02:13:58 Sourcefinedl SF-IMS{11218); pryrid_syenipl:normal [INFQ) Mitigation: ac

Raars MR IS 717 68 BersarraFirm AP CELIMGE AN BT

s
TIOATAT altirrorialedof bt bt DTSR Q| T UEBRNM fovorrs s 109 168 4 51 18 4 A1
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REVTHEADEMH (AR C|ISCIO '

ATv79 F7- . A F T, R—FD [shutdown | ZHEZRTEXET,

interface GigabitEthernet1/0/3
description internal LAN
switchport mode access

shutdown

authentication host-mode multi-auth
authentication open
authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
authentication fallback mab

mab

=
FRRAERY > — 2 ER L £,

ATy 1 [RY 2 — (Policies) | -> [#HB4 (Correlation) ] -> [V —& E (Policy Management) ] -> [[RUT—D
YERk (Create Policy) ] -> [pxGrid ANC F-GE (pxGrid ANC reAuthenticate) ] -> [£R1F (Save) | &5
RLET,

Overview Analysis JEEIIRERY Devices Objects = AMP A Health  Systemn  Help v admi

Access Cortrol Intrusion v Files Network Discovery 550 Applicatan Detectars Users Corralation Actions ¥

Mens Remesatens Croug

[ Policy Mansgement [SLTTS Syt e CTONIA Profise "

Task Notification %

Taskt S2atus Your task Instatatien Senup (Register)
Buccesded a8 Moo Sep I LLI0ISE 2015

Sansers are being regetered. Chick
task sabus to moniter rogress.

Correlation Policy Information Save || Comel
Palicy Name ElGra_ANC_reAutbentiiate

ety Descriion

Defauit Trigery [

Policy Rules W Add Rubts

ATvF2 [RY < — (Policies) | -> [#HB4 (Correlation) ] -> [/L—/ L4 B (Rule Management) | -> [/L—/LDAERK,
(Create Rule) ] #3%®RL ., reAuthenticate_bySourcelP &\ \)/L— /LA ZB AL, IRDEHIZATILT,
BRIFELET,

Overview Analysis IRCIEELE Devices Objects  AMP
Access Control Intrusion * Files Hetwork Discovery S5L Application Detectors Users Correlation

Policy .'l‘|’1 —— . White List  Traffic Profiles

Task Notification
iz Tl Your task Instaliation Setu
sotceeded 8t Mon Sep 7 12:10:51 201

Sensors are being registered. £
Lo slatus t monier progress

Rule Information

Bule Narme reAuthenticats_bySourcels

fule Description

Rule Group. Ungrouged T

Select the type of event for this rule

i Ada conasion | | i Aud comglen condition

K sourceip 3 3 D] 19216838 l
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REVTHEADEMH (AR CIISCIO :

ATY73 [RV— (Policies) ] -> [#HBH (Correlation) ] > [RV—& # (Policy Management) ] ->
[pxGrid ANC_reAuthenticate] -> [/L—/LDiE (Add rules) | -> [reAuthenticate bySourcelP] Z 3¢
RLUT =V EBIILET,

Available Rules

Select the rules you wish to add to this policy, then click "Add".

F:' Ungrouped Rules
[ portBounce_bySourcelP
|| Quarantine_by_SourcelP
"] Ungurantine
"] shutdown_bySourcelP
() terminate_bySourcel®
(¥ reAuthenticate_bySourcelP
(] UnQuarantine_by_SourcelP

7 wiite List Rules
() Default White List

Add || cancel

ATy 4 WIZ, B ZBINUET, 2 (Responses) | # 7 #27Vv 7 LET,

A\ Health  System Help *  admin

55L  Agplkcation Detectors  Users  Correlation  Actions *

Alerts fernediations  Groups
Rule Management _ Whita Ust _ Traffc Profies &

Task Motification

Task Stasus Your tesk Instatation Setup (Register)
succeeded ot Mon Sep 7 12:30:58 2045

‘Sensors are being registered. Check
fask S1EtUS 1o menin progress,

Carrelation Policy Information Tou have ursaved changes | Save || Cancel
Palicy Hame. pxfirid_ANC_reAutherticate:

Policy Description

Dt Frioeity abbore

Policy Rules

renlP This rule does not have any responses. Defaull : n

ATYvT5 [7RY < — (Policies) | -> [#HBH (Correlation) ] -> [pxGrid ANC_reAuthenticate] %R L | [FFi85
(reAuthenticate) ] % [V 4 TH 7254 (Assigned Responses) | (2B ENL | [ 5 #T (Update) | -> [£#
17 (Save) | ZERLF T,
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REVTHEADEMH (AR CIISCIC) :

Responses for reAuthenticate_bySourcelP
Assigned Responses

reAuthenticate

Unassigned Responses
Quarantine_SourcelP
Shutdawn

Terminate
UnQuarantine_by_SourcelP
portBounce

| Updste || cancel

ATv76 FRIEE TRV —5T 7T 4 7L, FDO FORE Z IV 7T R —52 N LET,

ysis IEEIEEEY Devices Objects

AMP
Access Control Intrusion ¥

Files  Network Discovery 551  Application Detectors  Users  Carrelation

Actions ¥

lm.... n 0 Whita List

Traffic Profiles

12 Ereste Pobey.
Task Notification =

Task Stacus Your task Instaliation Setup (Regier)
secconded ot Mon Sep 7 12:30:50 2005

Sensors are being registered. Check
sk STATUS L ManESr BrogEss

& Success

Deactivated Policy: pind_ANC_portBounce

TAk

TURZ—WNRTITTY 74 RUIZ www.yahoo.com/cmd.exe & A /13 %&, FireSIGHT @ pxGrid {2 ARY T —D

[SERVER-IIS.cmd.exe 772 A | b— VB IPHIRAANR NN T —SuE T, = RARAME, IR —T
TEFRII TN — U EN Y CTHON - B R RE R S B D W THRRGESIVE T,
ATy T Ra2—Y (L7 77 % T www.yahoo.com/cmd.exe & ASJILET,
ATv72 ZHUETWeb 77V —2a W R AARU NN —LET,
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http://www.yahoo.com/cmd.exe

sl el ]l
RENT HERDRMAAK ALl

Overview EEMEVNSEN Policies Devices Objects = AMP A Health System Help v admin

Context Explorer Connections v Intrusions » Events Files v Hosts v Users v Vulnerabilities v Correlation v Custom v Search

Bookmark This Page Report Designer Dashboard View Bookmarks Ss{ﬁhv
Events By Priority and Classification cswitch worksiow

Task Notification *
Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015

Sensors are being registered. Check task status to

monitar progress.
2015-05-08 17:02:58 - 2015-09-08 19:31:18¢
Drilldown of Event, Priority, and Classification > Table View of Events > Packets i -
Expanding

No Search Constraints (Edit Search)

Jump to... ¥

] Message ~ Priority Classification Count
3 (] SERVER-IIS ¢md.exe access (1:1002° high Web Application Attack 1

ATv73 7= FHEEA_U M BRI —LET,
BETLIP TRV RIZB T AT R — Y RN HEGESNAZEITEE L TS,

FE AV T—OBHORIE LV L= AFHIGO>TWEN =0, A—HFHEHREHYEE A,

A Health System Help v adm

Overview EEUEUEIESN Policies Devices Objects = AMP

Context Explorer Connections » Intrusions » Files = Hosts » Users » ilithes v [ G Events Custom » Search

Bogkmark This Page Roeport Designer Dashboard  View Bookmarks  Sen

&

Correlation Events
Task Notification
Iagk Statys Your task Instsfstion Setup (Register)
Focceeded at Mon Sep 7 12:30:51 2015
Sensors are being registered, Check task status to
MOMTOr progress.

Correlation Events A0LF-05-07 223500 - 2015-09-08 23 ﬂ;:

Mo Search Constrairts (Exit Search]

Jump ... ¥

O =Time x Impact % Infine *  SourcelIP X Source ®
Result Country
 § 015-00-08 0178 o 152 168. 1.8

ATvT 4 [RICA N ROMEREERET £,
pxGrid_Intrusion_Policy /L —/WIZE FALTWD/L—/LiEIZHERE L TTESNY,

mnnalysis Policies Devices Objects | AMP A Health System Help v adi

t Explorer Connections v Intrusions v Files v Hosts v Users v Vulnerabilities v Correlation » Correlation Events Custom ¥ Search

Description *

ATvT5 [RICA N hOIEREERET £,
TN Y THNIAR — MERRGEEEN E 2 N A — LI BEARY  — B L OEB L — LR L T2
by,




REBTIVAOEMA(F CIsCO.

bjects AMP A Health System Help ¥ admin

’ Files Hosts * Users » Vulnerabilities » Correlation * Correlation Events Custom v Search

xGrid ANC reAuthenticate

reAuthenticate bySourcelP None Passive 192.168.1.51 eth2

ATvT6 ISE D&% F R4 5121%. [JE M (Operations) | -> [#3:E (Authentications) | 2R L £,

it Home  Operatons| v  Pobcy| v Guestaccess!v  Administration | v

Iz Adaptive Network Control  Troubleshook
Misconfiqured Network Deviees © RADIUS Orops & Cient Stopped Responding | Rapeat Councer |
0 0 0 0

L] Som Live Sessions -H--Iddwllumtolmu" Qw Ommm M|m1m -] Wlummmm = within| Last 24 hours
Time [_m Repeat Count k!ﬂ [Encipoint 1D !Mmlc i Authertication Policy !Mﬂ! Pl 10| A I Prodh Dotica i M‘
2015-09-0805:29:03.133 @ o 0 feppich 00:0C:29:08:EB:4F
1015-09-08 05:29.02.437 ﬂ Jeppich D0I0C 2908 EB4F Microsoft-Workstatior Default = DotlX > DL, Default = Basic_Auth... PermitAccess o GigadiEthemet1/0V3
2015-09-08 05:29:02.178 a Q 00:0C: 29:CR:EB:AF e
2015-09-08 05:06:44.968 (@ o 0 00:0C:3%:57:04E 00:0C:29:5F:04:60  VMWare-Device

ATYTT SRR X B BRIN DL IR—B3 CiscoAVpair JEMEIZEE SV TEDLEINDLZENbo E9,

Other Attributes
Configvarsionid 41
DestinationPort 1700
Protocol Radis
Event-Timastame 1441600142
AcsSessioniD Isa 14823 102T9 141154
CPMSusSIoND QACOO0D T 00004 1CTE2052
EndPointMACACdress 00-0C-20-Co-EB4F
Loeation Locatond Al Locations
Device Type Davice TypesAll Device Types
Davice 1P Address 18216813
CiscoavPalr A

subsoriber command=reauhenticate

Session Events

2015-09-08 08:29:02.437 AutharSication sucoeshdnd
2015-09-08 05:29:02.378 Dynamic AUhTAIoN SLCOMRINT
20150908 04:02:37 896 RADILS Accounting star rquest
2015-09-08 05:02:37.353 AUReSCANION SUCCEI0D




sl el ]l
REVTHEADEMH (AR C|ISCIO '

ATvS8 F7-. FireSIGHT Management Center syslog X2 3 /m LT, FRBAERIN T 7 ar DBk L7=2
LETERTEET,

Overview Analysis Policies Devices Objects AMP

A Heann EERTUE Help v admin
Locel *  Updates  Licenses  Monitoring * Syslog  Tools

Task Notification *

Tk Statics Vour task Inatallation Setup (Regster) &
succeeded at Mon Sep 7 12:30:51 2008

5ENS0TE Are Deing registered. Check
Ak STARLS B0 MONIOF DrOGres.

Case-sensitive | | Exclusion Messages

Sep 08 2015 01:36:00 SourcelinedD SF-IMS[15096]: [15106] pmikog [INFG] Process ‘store_whiteist_history” chsed output.
Ga ] Sep 08 2015 01:35:00 Sourcefired0 SF-IMS[15096]: [15096] pm:process [INFO] Started store_whitelist_history (24188)

Sep 08 2015 01:31:00 SourcefiredD SF-IMS[15096): [15106] pm:log [INFO[ Process ‘store_whitelist_history’ closed output.
Sep 08 2045 01:34;00 ScurcefiredD SF-IMS[13086]: [15106] pmileg [INFO) Process ‘storewhitelist. hisory’ closed output.
Sap 08 2015 01:31:00 SourceliradD SF-IMS[15006]

15006) prm: process [INFO] Started sioee_whitelist_histery {11616

D 08 2015 01:28: 56 Sourcefired0 SF-IMS[11218]: pugrid_spent.plinarmal [INFO) Mitigation Sucoessful

08 2045 01:28:56 Sowrcelire3D SF-IMS[23376]: pagehd_mitigation pl:rarmal [INFO] Notification pushed 1o the socket

0 08 2015 01:28: 56 SourcefireID SF-1MS[11218]: pugria_sgent.

, Ip_Bddress= 192 160.1.8

S s
Ses 08 2005 01:28:0% SouteefiredD SF.IMSII07151: (390111 shunneld:sl heartbeat [INFD] Saved SW VERSION frem oeer 192,168 1,51 15.4.00

PR T
I TR — A LT,

ATv7T1 [V — (Policies) | -> [#H B4 (Correlation) | > [RV—& # (Policy Management) | -> [ U —DVERL
(Create Policy) ] -> [pxGrid ANC #ifill#4 T (pxGrid ANC Terminate) | -> [{#1F (Save) ] Z &R L £,

Overview Analysis JLUI=LR Devices Objects | AMP

A\ Health  System  Help v admi

Access Control Intrusion v Flles Network Discovery 551 Application Detectors Users Correlation  Actions v

Alerts Remediations  Group

s
Rule Management  White List  Traffic Profiles El

Task Natification N

Task Status Your Lk Enslallation Setup (Regier)
succeeded 8t Mon Sep 7 1230051 2015

Sensars are beirg registered, Check
bask Status tO MONCT progress.

Correlation Policy Information Saven canced |
Pulicy Name uxGrid_ANC_Terminate

Policy Description

Dedaulr Prineity Mone £

Policy Rules & hdd Rules

ATvT 2 [RU> — (Policies) ] -> [fHBE (Correlation) ] -> [/L— /L4 B (Rule Management) | -> [/L— /L DAERL

(Create Rule) ] Z#E4R L, Terminate by SourcelP =\ )/L—/ /LA ZBAIL, IRDIIITATILT,
RAFLET,




REBTIVAOEMA(F CIsCO.

Overview Analysis JELIST=EE Devices Objects | AMP

Access Control Intrusion v Files Network Discovery SsL Application Detectors Users Correlation

Policy Management Rule Management White List Traffic Profiles

Task Notification
Task Status Your task Installation Setu
succeeded at Mon Sep 7 12:30:51 201

Sensors are being registered. C
task status to manitor progress

Rule Information

Rule Name I terminate_bySourcelP I

Rule Description [

Rule Group | Ungrouped *

Select the type of event for this rule
1 | andi

| © Add condition | | © Add complex condition |

¥ || source 1P s [is :| [152.168.1.8 J{

[V — (Policies) ] -> [#HE4 (Correlation) ] -> [V —4 B (Policy Management) | -> [pxGrid ANC
sl #& T (pxGrid ANC Terminate) ] > [/L—/L 3Bl (Add rule) ] -> [Terminate by SourcelP] A3
RUT, =V ZBIMLET,

Available Rules

SAIECT I TUlSE YOU WIS to 802 1O Ehis Bolicy, Ehen cilk “ASd".

WIZ, B ZBIMUET, [ (Responses) | # 7 #7Vv7LET,

\nalysis JESEEEE Devices Objects = AMP A Health Systern  Help v admin
dceess Control Intrusion »  Files  Network Discovery ~ SSL Application Detectors ~ Users Correlation Actions =

Merts Remedistions Groups

[ Fotc Hanapament RS Wit it Tt protis ,

Task Notification X

Task Sotus Your task Installation Setup (Reghter)
succonded ot Mon Sep 7 12:30:51 2015

Sensors are baing registered. Chick
barsk statias b moniter progeess.

Correlation Policy Information You have unsaved changes | Save || Cancel
Peilicy Narma palirid_ANC_Taemirate

Policy Description

Default Priority. tome & |

Policy Rules 14, Add Putes |

fterminate_bySourcelP This nube does not have sny responses. Detasat

Cisco Systems © 2016
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REVTHEADEMH (AR CIISCIO :

ATYvT5 [RV— (Policies) ] -> [fH B4 (Correlation) ] -> [pxGrid ANC_Terminate] Z 3R L, [0 T
(Terminate) | % [FIV 24 THALIZIE (Assigned Responses) | (IZR B, [ #7 (Update) ] > [PR17F
(Save) | Z&IRLET,

Responses for terminate_bySourcelP

Assigned Responses
Termina te

._.u—-.. gan u Whits List  Traffic Profiles

Task Notification
Task Status Your tesk [nstalision Setup (Register)
sutcaeded Bt Mon Sep 7 12:00:51 2015

Sensors are being registered. Check
ERt SIS 18 FhEnSnr progeess

© Success *
Actvated Poicy: DRGrid_ANC_Termimate

|
4 |
xfirid_ANE_Guaranting o s o
Exfirisl_ANC_refuthenticate o G
EnGirid ANC shutdown [= PO ]
pGirid ANC Unquaranting s FE- ]

TAk
TURZ—NRTITTY 74 RIZ www.yahoo.com/cmd.exe & A /13 %&, FireSIGHT @ pxGrid {2 ARY T —D

[SERVER-IIS.cmd.exe 77 A | )L — V& NHIZAARVIBNI T —SNE T, =R 22— Dy iaid,
IR — TSIV TWA /L — LB S CTHI TR EI TS BTSN TRR T LET,

ATvT1 T Ra2—YL 7T % T www.yahoo.com/cmd.exe & ASILET,
RTYT 2 T Web 77U —a B G AL e A —LE T,



http://www.yahoo.com/cmd.exe
http://www.yahoo.com/cmd.exe

sl el ]l
RENT HERDRMAAK ALl

Overview [ELTUNIEN Policies Devices Objects  AMP

Ak Health  System  Help ¥ admin
Context Explarer Connections * Intrusions * Events Files Hosts » Users v Vulnerabibties v Correlation »

BT P N DA CM s W Mol A

Events By Priority and Classification gmieh warion

Task Notification *

2015
Sensars are being registered. Check task status to
munitor progress.
1] 08 170258 - J g FURTRIL
Dl ¥ Event, Priority, and Classificath TAbE View of Events o Packst
rilkdown of Event, Priority, and Classification ' Tabie View of Events ) Packsts erarelieg

Mo Search Cansteaints (Eit Smarch)

~ Priprity - Count

ATv73 7=, AU M BRI —LET,
FEETLIP TRLRIZBTAT R —% By ar ik T+ AZLICEBEL TSN,

FE AV OB ORINE LV L —YAF R S>TULVENSH ., I—FIEREHYEE A

verview EEOFEUTIEE Policies Devices Objects | AMP

A\ Health  System Help ¥ admin

Context Explorer Connections *  Intrusions v Fllesw  Hostsv  Usersv  Vulnersbilities v Correlation » Correlation Events Custom *  Search

Boskmark This Page Report Designer Dasboard Wk Bookmarks Searcr

Correlation Events

Task Notification »
Task Seatus Your task Instailation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015
Sensors ace being registered. Chack thsk status o
manisor progress.
Correlation Events 20150907 32:35:00 - 10150908 33142:00

Stati

Mo Search Constraints (Egy Segrch)

Jump to... ¥

O =Tmex Impact *  Inline *  SourcelP *  Source *  Destination *  Destination *  Security Intefioence *  Source X  Destinalion *  SourcePo/ ¥ Dastination Port/ x
Berult Conntry. 1 Sountry Sategery Awar Aear ICHE Tyee IEME Cosds
) 20150508 004327 & 152.168.1.8 $8,139.150.149 W USA 49887/ tem 0. (htta). £ tca

ATy 4 [FICA OISR ERT £,
pxGrid_Intrusion_Policy /L —/UZE £ TN/ —/VIERITIER L TTZEN,

Analysis Policies Devices Objects | AMP A Health System Help v

Context Explorer Connections v Intrusions v Files v Hosts » Users v Vulnerabilities v Correlation » Correlation Events Custom v Search

[

Description *

ATYT5 RICA XU NOIEEERTET,

TN Y THNIIRBFE TEBULE 2 N AT — LI BEARY »— B L OHER L — LT ER L T2
by,




sl a0 ]
BREWTHEADEMAA(R c|| scloj

jects = AMP A Health System Help v admin v
Files v Hosts v Users v Vulnerabilities v Correlation * Correlation Events Custom v Search
L3
Policy * Rule % Priority X  Source %  Destination ® Ingress * Eqress ¥ Device ¥  Ingress % Eqress %

pxGrid ANC Terminate terminate Nene Passive 192.168.1.51 eth2

ATY76 ISE D& %3 5121, [ (Operations) ] -> [&7E (Authentications) ] Z &R L £,

Guest Access | ¥

Misconfigured Supolicants ¢ Msconfigured Network Devices ' RADIUS Drops * Lhent Stopped Regponding R
0 0 0 0
[ st [ Add o R jumns b Refrech Y Resst Repoat Couts Pefresh | Every 1 minute 7| Show| Latest 20 records 7|
s , St nentity Enclpoint 0 Enclpeint Proflle ' puthentication ! Mthorization Policy ' Authorization Profiies ' Network Deviee
e - [ Il J ] | | [
el 0_jappich 00:0C: Z9:CRER4F  Microsoft-Woekstarior
— -
a jenpich 00:0C: 29:CBIER4F Microsoft-Workstatior Default >> DotiX »> 0. Default >> Basic Auth.. PermitAccess ™ I
o 00:0C: 29: B EBAF s
=
2015-09-08 05: 2902437 Qo Feppich 00 0C: 1908 Fl A et Default >> DotlX >> 0. Default >> Bamic_futh... PermitAcoess - 1

RATYTT F7-. FireSIGHT Management Center syslog {2’ F/m LT, 8 fl#& TN T 7S ar D3 L
el eZ MR TEET,

Overview Anslysis Policies Devices Objects AMP
Locsl *  Updetes  Licenses  Monitoring » Syslog  Tools
&

Task Notification x

Task Siatus Your task Installation Setup [Register}
sucomeded # Mon Sep 7 17:30:51 3015

Sensors are being registered, Check
ik SLAluL 1o MONSDr progiess,

Sep 08 2015 01:43: 28 Sourcefire30 5F-1M5]11218]: prgred_agers.pi:normal [[NFQ] MRiganon Successtul

Go 565 08 2015 01:43:27 Sourcefired0 SF-1M5{25330): pxgrid_miigation.sl:normal [INFO) Notfication pushed ko the socket




sl el ]l
RENT HERDRMAAK ALl

RIEMRHERIRY O —

B R EAARY S — B L OV — VI OFH ARV — L RO o A THER L £, 7277 1 DOFEWL, 20
MR — TR A AR N TR TEE G A XU MBI —EN A2 E T, = R —Y R fgkiL—/L ¢
EFSILD URL 22T 58, B BRI S B N R A S OBE Z fRER L E 97,

Fio, TXTO HTTP/HTTPS Fo7 7 4w 7N E=2 B L 0aX 7 &, pxGrid R ARV —b & TeT 740 77k
A RY—IZHD Y THNADINNCT, [Hake |V — VB ERRT D BERHYET,

RATvT1 [RY < — (Policies) | -> [#HB4 (Correlation) ] -> [V —% £ (Policy Management) | -> [FRUT—D
1ER% (Create Policy) ] -> [pxGrid ANC Unquarantine] -> [f&17 (Save) | Zi#IRL £ 77,

Policy Rules & Add Rules

RATYT2 [RV — (Policies) ] -> [#H B4 (Correlation) ] -> [/L— /L4 2 (Rule Management) | -> [/L— /L DAERL
(Create Rule) | #i%##R L, UnQuarantine_by DestinationIP X\ )/L— /LA ZBML T, fRIFLET,

ot Jl 1 ctrer the bangunaing or the snct of tha connacan_+ |

3 Rk et i

Qe |

ATv73 [RV — (Policies) | -> [#HB4 (Correlation) | -> [" U —%& £ (Policy Management) | ->
[pxGrid ANC_Unquarantine] > [/L—/ V@3B Il (Add rules) ] -> [UnQuarantine by DestinationIP] %-i%
RUT EHEERAFLET,




sl el ]l
REVTHEADEMH (AR CIISCIC) :

Available Rules

vy, g click A,

ATy 4 WIZ, B ZBIMUET, 2 (Responses) | # 7 & 7Vy 7L ET,

Overview Analysis LIRS Devices Objects AMP

A Heath  System  Help v admin
Access Control Intrusion v Files Netwark Discovery SsL Application Detectars Users. Correlation Actions ¥

Rule Management  White List  Traffic Profiles

Task Notification x
‘Tz Status Your tesk Instsitation Setup (Regiseer)
succeeded ot Mon Sep 7 12:30:51 2018

Sensory are being registered. Check
EBEK £2MUE 10 MOARDr Drogrest.
Correlation Policy Information

Vou have yiaved changes Save || Cancel
Boscy Mame

facirid_ANC,_Uncpsaranting
Pesicy Deseription
Dedaet Priceity [ Neoe :|

Policy Rules

UnQuarenting_tv_SourcaIP This rule doss fot have any respanes.

ATYT5 [7RU— (Policies) | > [#HB4 (Correlation) ] > [UnQuarantine by DestinationIP] Z &R L
[UnQuarantine_SourcelP] % [#]V X4 THA72Ii 25 (Assigned Responses) | IZFEE)L , [ 587 (Update) | ->
[f*17 (Save) ] Z R L F 97,

Responses for UnQuarantine_by_SourcelP

Assigned Responses

| UnQuarantine_by_SourcelP

Unassigned Responses

| Quarantine_SourceIP
| Shutdown

Terminate
portBounce
reAuthenticate

Update | Cancel

Cisco Systems © 2016



RELGT IV LADEM@A AN

lllllllll
CIsCO.

ATv76 R —%T 7T 47 LET,

ODverview  Analysis JELITSISE Devices Objects = AMP A\ veamh  Systern Help v admin v
Access Contrsl  Intrusion»  Files  Network Discovery  SSL Application Detectors  Users  Correlation  Actions v

Al Remediations Groups

n- ¢ Man l Rule White List Traffic Profiles

Task Netification x
Task Fatus Your task Instalistion Setup (Register)
Succesdsd st Mon Sep 7 12:30:51 2015

Sensars are being registered. Chock
a5k $iBtus b0 monitor progress.

& Success x
Activated Policy: BRGrid_ANC_Unguarsnting

=d Create Policy

Sortiy| s : |

alrigd_ANC Unguaranting 1
werid ANC portBounce . 6
palrid_ANC Quarantine O s A
wxris ANC resuthenticate .7 G
nGirid_ANC_shistdown o S A
pxGrid_ANC Terminate O~ a8

TAk

TURZ—PNRTTTH 70 R7IZ www.yahoo.com/cmd.exe £ A ]9 5L, FireSIGHT @ pxGrid 12 ARV —D
[SERVER-IIS.cmd.exe 727 & A )L — VIENDRAAN BT =S ES, = RRAME, AR —T

TE I TNDIL— LTI Y TH T MR BRI S B I B DUV TR BRIV E T,

ATYF1 TR =T TP T http://192.168.1.14/Unquarantine/unquarantine.htm & A /L9,

ATYT 2 ZHUE B AT —LE T,

Overview ECUEUTIES Policies Devices Objects  AMP A Health  System  Help *  ad

Context Explorer [« * Bvents i Files v Hosts » Users v Vulnerabilities v Correlation v Custom v Search

Boskenark This Page Report Designer DdDboard View Boskmarks Sear

Connection Events iswiwh workfiow) Halicious URLS
Pusaible Databsse Access
Task Naotification » Risky Applications with Low Business Relev
Task Status Your task Instaliation Setup (Register) Standard HTTP
succeeded st Mon Sep 7 12:30:51 20015 Standard Mal
Sensars are being registered. Check task sasus
manitor progress, i
. L0908 17.00:00 - JULS-C09-0Y §8:45
Connections with Application Details Tabée View Of CORNBCTion Cvents :.
*+ Search Constraints (Edit Search Save Seaech)
Jump to... ¥
(| = Eirst Packet Last Packet Action  Reason  Initiae 1P Initistor Aesponder 1P Responder  Ingress Egress  SouremPort/ Destination Port/  Applieation  CIl
: = : d i Saumiry . Susuriby Jonw  Security Zone il ! Prolosal
e — e —
3 12:29:36 AZALUT Ao L PLrRTTRE L LB FRTTANLY Passive S { b B0 (b0 / ke =]y (|

Fage. | of | Diisplaying raws 1-2 af 2 rows
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http://www.yahoo.com/cmd.exe

RELGT IV LADEM@A AN

lllllllll
CIsCO.

ATv73

TITUR, B P SkEL T

A Health System Helpv admin v

Jilities * Correlation ¥ Custom v Search
Search ¥ 8
18:45:00 &
Static
Client Web URL URL URL Device
Application Category  Reputation
[ Firefox Web Browsing  http://192.168.1.14/favicon.ico 192.168.1.51
192.168.1.51

Web Browsing  http://192.168.1.14/1

inefunguarantine.htm

rﬁm

ATV 4

Fo, THRBEA SRR —

LET,

EE T IP TRUADRE RSN DZEITER L TIEEN,

Analysis a2

d Health

System  Help ¥

Events  Custom*  Saearch

Context Explorer  Connections Files * Homs*  Users v
Bookenark This Page Report Designer  Dashdoard  View Bockrmar
Correlation Events
Task Notification
Task Stamus Your task Instaliation Setup (Register)
Sucemeced 3¢ taoe Sap 7 13:30:51 2015
Sensors are being regitered. Check task status to
monitnr progress.
2005-05-08 17:02-00 - 2015-09-09
Sarealation Rvents
o Search Constrants (LGS Saarch)
Jurpia.. ¥
[ wTimex impact *  inle % Sourceie % Sowee *  Desination *  Destination *  Security Intelligence *  Beurce Usar Destination *  Source Port f *
Bawult fountry IR Spuntry Category Ainge 15MP Typg
+ 5008 19:42:58 W 19218807 il 192,050,004 4 dohn Ergich (izanich, LDAP) 533344 bep

ATvT5

[FICA NP OIERERET £

Bt A N MIER L TSN,

A Health System

Search

rview EEOFEURAES Policles Devices Objects  AMP
text Explorer  Connactions  Intrusions»  Files*  Hosts»  Users v
5 Beareh
194500 D
Suate

Evants Custom *

| DastinationPort/ %  Dascription X

80 (hito) / oo Cpooection Typg: FirgSIGHT
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ATY76 RICA XU NOVEEERTET,
E Y CONTAE RSB A N AT — LA B ARY o — B L OHHBA L — W B L TLIE SN,

s AMP A Health System Help v admin

Files » Hosts » Users v Vulnerabilities v Correlation » Correlation Events Custom » Search

Policy * le % Priority * Source » Destination * Ingress Egress Device * Ingress Egress o
Host Host Security Security Interface Interface
Criticality Criticality Zone Zone

pxGrid ANC Unguarantine UnQuarantine by SourcelP  None None Mone Passive 192.168.1.51 eth2

ATvFT ISE D&% Frn 351213, [(#EH (Operations) ] -> [F87E (Authentications) ] Z 2R L £,

Lerma Wy 8 1
Services Engine

2y Home  Operations | * Poboy | T GuestAmoess| Y Administration | T

~ Reports i Adaptive Netwark Cantral « Troubleshoot
Misconfigured Supolicams ¢ Misconfigured Netwark Devices ' RADIUS Drops ! Client Stopped Responding Repeat Counter ©
o o 1] 0 o0
[il] Show Live Sessions 43t Add or Remowe Colunns = 8% Refresh ) Reset Repest Courts Refresh| Every Iminte 7| Show| Latest 20 records | wimin| Lact 24 howre
Stabs i i i 5 i i i i i
Trse v Bt | Repeat Coune | 1oty Endpoint 1D Endpoint Profile ‘| Authenticatian Pol Authorization Pl Autharization Profies © | Network Bevice ' Device Port
-] J [ ] [ il ]
M15-09-08 23:43:06660 (D a 0 fenpich 00:0C:25:CREBAF  Micromoft-Waorkstatior
2015-09-08 23:43:06.209 o feopich 00:0C:20:CHIERHF  Micresoft Default >> DotiX > D.. Default >> Basic_Auth... Permithccess w CloatEhernaeL (03
mis-ovos 23an0s @ a 00 29: CB.EB:4F W

ATv78 F7-. FireSIGHT Management Center syslog /X2 MR U C, MEMBRIEN T 7> a> DL
el LT R TEET,

Overview Analysis Policies Devices Objects | AMP A Health JSETIM Help v

Local ¥  Updates  Licenses = Monitoring » Syslog

Task Notification *

Task Status Your task Installation Setup (Register)
succeeded at Mon Sep 7 12:30:51 2015 X

Sensors are being registered. Check
task status to manitor progress.

() Case-sensitive ) Exclusion Messages

S
Sep 08 2015 19:42:59 sd SF-IMS[5214]: pxgrid_agent.pl:normal [INFO] Mitigation Successful

Sep 08 2015 19:42:58 sd SF-IMS[24297]: pxgrid_mitigation.pl:normal [INFO] Notification pushed to the socket

Sep 08 2015 19:42:58 sd SF-IMS[5214]: pxgrid_agent.pl:normal [INFO] Attempting Mitigation: action=unquarantine, ip_address=192.168.1.7
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ST a—F4245

ISE pxGrid H—E X ASEFH L0

fiftR 5 - ISE pxGrid /— R Clapplication stop ise | % 51T CfE L F T,

pxGrid T—Y x U MIERAELS— Avt—Y

fif# k-3 : FireSIGHT Management Center Syslog Ay — % #/RL T, GEETT — Ayt —U %R L £,
AERHEDZ )L SZPELWZ AR L £, /Volume/home/admin/...

FireSIGHT Management Center & ISE pxGrid /— R CREZI N RIS TDZ L2 MR L ET,
FireSIGHT, ISE pxGrid /—F, BX O RHR A2 MEIT T DNS iR A ETHLLERHVET,

FireSiGHT Management Center /% ISE &3@E{EL TUL VALY
fiftR 5% : FireSIGHT, ISE pxGrid /—F, BL T RRA L NI 9T DNS fifik i RE THHLMLE R HV F 9,
FireSIGHT Management Center, 22— 33OV ISE pxGrid /— R CREZI D RIS CWAZE AR L £ 7,

FireSIGHT Management Center % FFEZ#Ej L £7°,

FireSIGHT Management Center [ZHHBE A R MDA EST={TRRSNZLY

fi# LR : FireSIGHT Management Center, 22— 38X OV ISE pxGrid /— R[] CREZIMN FIHIS I TV D2 L2 RS
Li‘a‘o

FireSIGHT AR 1TIC KB L 1=

fi# R 3R : FireSIGHT Management Center, £ —_ 38X OV ISE pxGrid /— R[] CREZIMN FIHIS I TWAZ L2 RS
LET,

FireSIGHT Management Center % ffEE L 7,

BRERTTNILyo 7y TR

R T IRAZAD TP TRU AN ISE N2 Lo CEREFSN TWAZ 2R L E4, (B2 A T 2 EETTITK L TRIE
LTREET,
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pxGrid ¥EHEEEIZ XY FireSIGHT Management Console M DIT5— Ayt—
' syslog IZERREN B

fi# 3K : FireSIGHT Management Console CLI Tk % %171 . ISE pem 7 7 A /VIZFE ENE N TNDI LA FfERR
LET,

openssl x509 —noout -text -in isel4lab.pem

pem 77 A /VIFREHEN G TN TODLERHVET,

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
56:19:bf:90:00:00:00:00:ab:b7:4£:20:57:21:a0:03
Signature Algorithm: shalWithRSAEncryption
Issuer: CN=isel4.lab8.com
Validity
Not Before: Oct 11 01:46:56 2015 GMT
Not After : Oct 10 01:46:56 2016 GMT
Subject: CN=iseld4.lab8.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:a3:9e:b5:4e:68:e7:£f9:db:4b:c6:3f:£4:£9:12:
e8:6f:ba:05:4d:b6:0b:13:fc:3c:35:61l:ed:d6:dl:
0d:65:f4:e5:38:3d:5a:55:ac:94:e6:34:57:44:30:
64:75:9c:35:6£:£2:9c:0a:d6:£4:86:9d:94:10:2€:
b6:eb:ba:76:e2:33:84:77:70:20:71:a0:23:21:4b:
af:cc:6a:d9:c2:ba:9%a:9c:eb:27:e6:b3:64:a7:e5:
29:31:65:03:23:06:d8:39:09:74:48:32:75:de:ba:
5c:71:6a:27:8e:6:d3:58:d0:44:e6:52:ec:3£:d8:
38:5b:d2:fc:c2:d6:90:02:e8:5a:9f:a7:a2:dc:44:
81:31:fc:5e:£d:60:41:40:e6:57:09:9b:d6:11:0e:
a6:93:1b:b0:cl:c5:9p:¢c4:98:45:af:78:1b:9c:55:
02:d3:5:91:48:8b:1c:77:46:e6:49:d5:f0:5f:4c:
51:6c:d0:90:82:25:03:32:3b:ab:64:32:49:e5:b7:
45:db:9e:2c:c4:87:dc:dl:££:9c:£8:99:d7:88:be:
c6:9d:7c:c6:ea:74:bd:b0:c5:a2:b5:a4:d4:£d:04:
64:61:db:c5:cb:07:69:d3:c7:72:8f:17:a7:2e:04:
11:d5:58:0d:00:aa:26:3a:5£:¢c3:08:2c:dc:a0:26:
e8:87
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints:
CA:TRUE
X509v3 Key Usage:
Digital Signature, Key Encipherment, Key Agreement, Certificate Sign
X509v3 Subject Key Identifier:
8E:C0:5C:25:3A:5C:4E:9F:C4:6F:66:41:33:C3:6A:27:4C:00:A1:17
X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication
Netscape Cert Type:
SSL Server
Signature Algorithm: shalWithRSAEncryption
40:cc:1b:4d:94:94:d9:68:7b:95:6e:36:e4:3a:41:41:6c:fl:
4e:f0:1a:fa:3e:42:7e:00:73:80:ad:0f:4a:bb:d4:ce:cd:da:
ef:32:£9:d0:58:£0:¢c4:90:0c:97:20:88:26:£5:9¢c:96:d7:61:
£fe:05:09:40:0a:£6:33:04:dc:30:ec:10:d2:82:f2:ec:5d:£9:
b2:d1:69:5e:ed:ae:ab:b4:6d:bl:cd:16:bf:67:14:e9:ec:4f:
9c:83:07:35:64:26:9d:e4:41:bb:65:5e:77:7b:eb5:da:d1:98:
9c:c0:50:fc:ba:ad:dc:51:c4:e5:49:28:55:9£:40:0c:61:20:




sl el ]l
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1d:49:e3:ca:a5:a2:35:74:5¢c:57:71:17:32:71:2c:2b:51:2c:
cf:49:30:9e:31:28:19:4a:62:1b:4a:86:21:0d:54:73:b8:86:
92:df:8c:ae:3d:92:91:5£:70:d5:17:4¢c:14:07:d1:0c:59:0b:
3d:6d:6a:16:ca:a%9:3a:06:08:37:£1:28:af:c5:03:32:30:82:
3d:53:8b:77:ed:e7:8a:5a:38:b6:3b:0e:c0:93:63:cl:f6:2e:
a3:ce:33:24:0a:82:d4:£7:8£:0£:¢2:99:9e:96:36:¢c5:89:a2:
9£:£3:66:01:12:da:13:53:d4:92:ef:17:9%e:2b:26:4b:3c:7d:
1f:6f:a3:b4

ZDINTFIREN2NEGAIL, ISE A B B4 AB/FE X — T2V AR —RL, AT —REfEL T, ISE
A E L BLGEAELY FMC 54 CA AT I2BMUET,

ISE S RTs RRPADAUH—NZ L2 E DB L EREORIE

FERR : ZAUI LT LB R TIEHD FE AN, XU —DAB/FVEX— ST IX ISE [ZFHEY AT L AT A
R—hENDHZENHVET, 2T pxGrid SDK @ ISE ¥ 7 VEEAEER 352 EMFIATY, 2T 7T ANC
DHERTHRETHY, AFERITIFHERESNET A, B OBAEHEOREITIL, TH B4 EHO
FireSIGHT Management Center DX E | D FIAZfHE L TS0,
ATvT1 FireSIGHT PNl CA ABR/ME X — 7 % ISE sEE VAT L ANTIZA VR —RLET, X —
D/RAT —R BB TT,
[ 2 (Administration) ] -> [ A7 A (System) | -> [FIEF & (Certificates) | -> [ AT AGEH &
(System Certificates) ] iR L | FireSIGHT N ABH/FbE ¥ — T2 A R— £ 7, fEEF—

DISAT =R ANJLET,
License Warning
) Home  Operations| ¥ Policy | ¥ GuestAccess| ¥ Administration |

£ Identity Management BB Network Resources |24] Device Portal Management |5 pxGrid Services &) Feed Service 18 pxGrid Identity Mapping
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings
Import Server Certificate
Overview
- somtrve
System Certificates

Endpoint Certificates

* Private Key File | Browse... | fmc2.ke

Trusted Certificates Password | sessesss

Friendly Name ‘

'OCSP Client Profile
Allow Wildcard Certificates

e T s  Allow wildcard s disabled when pxGrid Is selected and vice versa. This is because pxGrid does
not support wildcard certificates. If you want to use wildcard with other usage type(s), make
sure pxGrid is not checked.

Certificate Authority Validate Certificate Extensions []

Internal CA Settings Usage

Certificate Templates [ Admin: Use certificate to authenticate the ISE Admin Portal

EAP Authentication: Use certificate for EAP protocols that use SSL/TLS tunneling
External CA Settin,
& pxGrid: Use certificate for the pxGrid Controller

[ portal: Use for portal

[ o JRo——

ATwT 2 AEFAEO [ (Usage) ] 121 [pxGrid] 238K L, BHMELET,
RATY73 WHRFRENET,
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= > W Oportons | Poly ¥ Gt Acceml T (|77
—
+ Sysdem L1 Mertity Management il etwork Reours [2] Bevice: Portal Management 55 aefirid Services: |65 Feedt Service: 4§ ptiric Tentity Mapping k:

e

o /63t [ Generate Sef Sgned Certticate. | (- impont | @ ot | X Deete || 0 view
Friendly Name Used By Portal group tag Issued To Issued By Vaid From Expiration Date
i
z Admin, Poetal,
Endpaint Certificates O TR NERI e oy Dcfoul Portal Centiicate (o0 4 abincom se14.1ab7.com Sat, 22 dog 2015 sun, 21 aug 2016 [
erificate : Group 7§
Trustec Certificstes = :I.:;?.mvﬂ.lﬁﬂml’ P sl T com sl lab T com Mon, 31 Aug 2015 Wed, 30 5e0 2ms T
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FEEDHER

pxGrid & Identity YvE VS H—EANEREEIT S

FEA RERIED ISE BB DEHEHANT DA VR — N EIEHIFRS L7235 | ISE pxGrid /—R T pxGrid & Identity
~oE 7 AN FEEILET,

BEINEE CSCuv43145

[BLEESR : V- —E AL A IS FEE) T 57O IC BRI L EHV EF AN, Y —E A B P IR LR A~
YMIARFES N EE A,

FRY-D 2T : ISE Carlsbad VU — % 2016 4E %

T T477% pxGrid /—F A GUI ITRBREENZELY, CLI [CIE RSN S

A : pxGrid HA J&BAT 2 2D pxGrid /—RB3FIHATRER GGG 1 DIET7 7747 T b9 1 DIFAZ LA TT,
EGOLRT I T 47 0 EBIT 285, & HE 1L CLI T pxGrid D AT — X AZ R T HMENHET, AT —F A%
Ul @ [J&BA (Deployment) | ~— IR RSN ER A, ZDIBNNIT Carlsbad TIThHOIE T,

ELBESE CLI 2{E L CT o747 128y 7 O EEA B £,
fiER-DFHHE : ISE Carlsbad VU — % 2016 4%
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EEEH

43 ISE BREE T pxGrid DR E :
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-88-Configuring-pxGrid-in-an-ISE-Distributed-
Environment.pdf

Cisco pxGrid (242 FERAEDER 1k, CA F4 ISE pxGrid /—REBL O CA B4 pxGrid 7747 > MORRIE :
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-89-
CA_signed pxGridISEnode CAsigned pxGridclient.pdf

Cisco pxGrid (2L 2REEDEBA 71k, ISE pxGrid /—R & pxGrid 7747 U M T 5 B O &4 fE &
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowT0-90-
Self signed pxGridClient selfsigned pxGrid.pdf



http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-88-Configuring-pxGrid-in-an-ISE-Distributed-Environment.pdf
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-88-Configuring-pxGrid-in-an-ISE-Distributed-Environment.pdf
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-89-CA_signed_pxGridISEnode_CAsigned_pxGridclient.pdf
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-89-CA_signed_pxGridISEnode_CAsigned_pxGridclient.pdf
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-90-Self_signed_pxGridClient_selfsigned_pxGrid.pdf
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-90-Self_signed_pxGridClient_selfsigned_pxGrid.pdf

