dtfuan]e,
CISCO.

Application Visibility and Control Deployment
Guide for Cisco Catalyst 9800 Series Wireless
Controllers, Cisco I0S XE Amsterdam 17.1

First Published: March 12, 2020

Cisco Systems, Inc.  www.cisco.com

1


http://www.cisco.com/

Application Visibility and Control Deployment Guide for Cisco Catalyst 9800 Series Wireless Controllers, Cisco I0S XE Amsterdam 17.1

Application Visibility and Control

Table of Contents

Application Visibility and CONEIoOl..............ceeuueieeuiiieuiiieniiiiniiieiiieniiiinisisioisesossnsissssssssasesssssssssssssassssnsssses 3
NBAR SUPPOIted FEAtUIE ....ccuuuiiiiieiiiiiiniiiiiieiiiiieniiniieaisiteesisiesssssssessssstesssssstessssssseansssssensssssssnssssnns 3
AVC-FNF Feature SUmMmMary on IOS XE 17.1 ......cciiiieiiiiieieiieiiniieiioiiniiencescsessasiossassassesssssssssassassassassensans 3
C9800 AVC-FNF Deployment MOdES .......cccuuiiiiimniiiienniiiinmiiiiemiiiiensiimsssisimessssimessssmmssssssssssssssssnes 6
Flexible NEetFIOW SUPPOTIE..... ..o iiiiieirteieeeirteereeereeeresereserenerensresssasesasesasesesssasssasssasesasesasssnsssasssnsesnsesnne 6
Aire0OS vs. C9800 Config MoOdel .....ccuuiiiieuiiiiiiniiiiiiniiiiiriiiiiieinieaeiireaseresssssiesssssssessssssressssssssnsssns 9
C9800 AVC WLAN CoNFigUIatioN....ccucieeuieieniereenerreneerennereanerenseeeassesessessnsesssssessssessasssssssessassssnsssssssessnseses 9
Setting up @ NetFIOW COIECTON ... e ittt rre e rea e e e ren s enasesensasenssssaasasensasennns 15
NBAR2 Protocol Pack UPErade ......ccceueieeeieieeereenierennerennerraneereseressessasesssssssssssssnsessnsssssssessasssssssssansesans 17
NBAR Custom Apps Configuration........ccciiieiiiiiiiiciiiiiciricrecreerrnserseerea e rensesenesesensesenssssaasesensanans 18
C9800 -CL AVC CLI COMMANMS ...uuuriiiiiiiiiiiiiiiiiiiiiiiiiiiisiiisiisieesieieeeeeeeeeeeeesesssessssssssssssssssssssssssssssssssssssss 18

SEALS SNOW COMMANGS ...ttt r et et e et et e s a e s ae e s bt e ae s bt e n e s e e e r e s e e e st eme e r e e e e er e e e e smeennesreennesnnen 18
MiIniMal AVC CLI CONFIGUIATION «...eeiiiieieriieieneete ettt ettt et st r e st sr e e s r e e e e s bt e ne s b e e neer e e s e emeeneemeenneenes 19
Minimum config for NBAR ProtOCOI DISCOVEIY .....cccuiiiiciieeeiiieeeeiee e ctteeestteeeetaeesetteeestteeessteessaeeessteeesssseesnseessssesessseesnssesesnseeann 19

Related DOCUMENTALION..........ccceeeeeeeeiiiiriieeeeeiiiiiireieeiiiiiisierseeeeessisssssssesssssisssssssssssssssssssssssssssssssssssssnns 19



Application Visibility and Control Deployment Guide for Cisco Catalyst 9800 Series Wireless Controllers, Cisco I0S XE Amsterdam 17.1

Application Visibility and Control

Application Visibility and Control

Application Visibility and Control (AVC) is the Cisco leading approach for deep-packet inspection (DPI) technology in wireless and wired
products. AVC empowers users to a whole new level of traffic recognition and shaping through the Network Based Application Recognition
engine (NBAR) and Quality of Service (Q0OS) mechanisms. The AVC feature supports Wireless products using a distributed approach that
benefits from NBAR running on the Access Points (AP) or Controller whose goal is to run DPI and reports the results via Flexible Netflow (FNF)
messages. The controller aggregates all reports and consumes them with show commands, WebUI or further Netflow export messages to
external Netflow collectors such as Prime. Once the Application Visibility is established, the user can define Control rules with policing
mechanisms at a client level.

AVC is a subset of the entire FNF package that can provide traffic information even when the deep packet inspection is disabled. FNF is a
feature supported in wireless that relies on the Netflow enablement on the controller for all modes: centralized and flex.

Network Based Application Recognition (NBAR) provides application-aware control on a wireless network and enhances manageability and
productivity. It also extends Cisco’s Application Visibility and Control (AVC) as an end-to-end solution, which gives a complete visibility of
applications in the network and allows the administrator to take some action on the same.

NBAR is a deep-packet inspection technology available on Cisco 10S based platforms, which supports stateful L4 - L7 classification. NBAR2 is
based on NBAR and has extra requirements such as having a Common Flow Table for all I0S features which use NBAR. NBAR2 recognizes
application and passes on this information to other features like QoS, NetFlow and Firewall, which can take action based on this classification.
The key use cases for NBAR are capacity planning, network usage base lining and better understanding of what applications are consuming
bandwidth. Trending of application usage helps network admin to plan for network infrastructure upgrade, improve quality of experience by

protecting key applications from bandwidth-hungry applications when there is congestion on the network, capability to prioritize or de-
prioritize, and drop certain application traffic.

NBAR Supported Feature

NBAR as a feature can perform the following tasks:

1. Classification—Identification of Application/Protocol.
2. AVC—Provides visibility of classified traffic and also gives an option to control the same using Drop or Mark (DSCP) action.

3. Flexible NetFlow—Updating NBAR stats to NetFlow collector like Cisco Prime Assurance Manager (PAM).

Complete list of the protocols supported in the release posted at the link below

AVC-FNF Feature Summary on IOS XE 17.1

e NBAR on controller: NBAR engine v38, protocol pack v45

e |2 & L3 roaming supported, L2 includes AP NBAR context transfer
e Application-based statistics reporting per WLAN and per client

e External FNF collectors

e AVCTimeline


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/prot_lib/config_library/nbar-prot-pack-library.html
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e Support for Wave-1 and Wave-2 APs. Fabric, Wave-2 only.

e WebUI, CLI, Netconf/Yang and SNMP support

e |Pv4 and IPv6 traffic classification, FNF support for IPv6 traffic flows on Wave-2 APs only

e  Support for all Cisco C9800 deployment modes

C9800 W1 AP’s W2 AP’s WiFi 6 AP’s

Local mode (Central Ipv4 Traffic: Not applicable Not applicable Not applicable
switching)
AVC Supported

FNF Supported

Ipv6 Traffic :
AVC Supported

FNF Supported

Flex mode (Central Ipv4 Traffic: Not applicable Not applicable
switching)
AVC Supported

FNF Supported

Ipv6 Traffic:
AVC Supported

FNF Supported
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Flex mode

(Local switching)

N/A

Ipv4 Traffic:
AVC Supported

FNF Supported

Ipv6 Traffic:

AVC Supported

FNF Not supported

Ipv4 Traffic:
AVC Supported

FNF Supported

Ipv6 Traffic:
AVC Supported

FNF supported

Ipv4 Traffic:
AVC Supported

FNF Supported

Ipv6 Traffic:
AVC Supported

FNF supported

Local mode (Fabric Ipv4 Traffic: Ipv4 Traffic: Ipv4 Traffic:
Mode)
AVC Not Supported AVC Supported AVC Supported
FNF Not Supported FNF Supported FNF Supported
Ipv6 Traffic: Ipv6 Traffic: Ipv6 Traffic:
AVC Not Supported AVC Supported AVC Supported
FNF Not Supported FNF Supported FNF Supported
n “Creco pSCO -:Z:_au\. yst 9800-L Wireless Controlier w " e Q, »
»  Application Visibility
S~ B
@ .l Cisco Catalyst 9800-CL Wireless Controller # B & e ]

Q

= Dashboard Enable AV

(
=/

¢Z) Monitoring 3

'@\\b Configuration Lo

Application Visibility
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AVC- FNF vs. AVC- QoS

Deep Packet
Inspection

DPI engine (NBAR2)
identifies applications
using L7 signatures

FNFv9

(oo, AP

NBAR on AP

App Visibility &
Stats reporting CLI/WebUI

WebEx 3 Mb 150 ms

Citrix 10 Mb | 500 ms

AP/Controller collects
application info and exports
it to local/remote collectors

C9800 AVC-FNF Deployment Modes

C9800 IOS-XE 17.1 Supports 4 deployment modes

e  Flex (a.k.a. “Local switching with APs in FlexConnect mode”

Statistics reports
aggregate application
performance:
cumulative, last 90 secs,
over time

e  Flex Central (a.k.a. “Central switching with APs in FlexConnect mode”)

e  Local (a.k.a. “Central switching with APs in local mode”)

e  Fabric (a.k.a. eCA DNA)

Flexible NetFlow Support

An IP traffic flow is a sequence of packets passing through a network device with common attributes like source and destination IP address &
transport ports, direction, etc. Additional common attributes for wireless flow are SSID, AP MAC. These packets with common attributes are

Use QoS to control
application bandwidth
usage to improve
application performance

aggregated into flows and exported to the NetFlow Collectors. Prior to IOS-XE release 17.1, controller exported NetFlow data was not

supported.

Starting with Cisco I0S XE 17.1.1, IPv6 flow monitor is supported on Wave 2 APs. Two flow monitors can be attached in a policy profile per
direction (input and output) and per IP version (IPv4 and IPv6) in local (central switching) mode, whe NBAR runs on the controller. However,
only one flow monitor is supported per direction (input and output) and per IP version (IPv4 and IPv6) in FlexConnect and Fabric modes on

Wave 2 APs, when NBAR runs on the corresponding AP.

IPv4 and IPv6 Flexible Netflow records exporter is introduced in rel 17.1. FNF is sending 17 different data records ( as defined in RFC 3954) to
the External 3rd Party Netflow collector such as Stealthwatch and others. Support for the Enhanced Flow Record Data Export was added on the

C€9800.

e Application Tag

e  C(Client Mac Address
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e AP Mac address

e  WilanID

. Source IP

. Dest IP

. Source Port

° Dest Port

. Protocol

. Flow Start Time

. Flow End Time

. Direction

. Packet count

. Byte count

e VLAN ID (Local mode) — Mgmt/Client

e TOS-DSCP Value

C9800 IPv4 and IPv6 AVC-FNF Supported Platforms

e (9800

. Flex and Local modes: C9800 APs

e  Flex mode supports Wave-1 APs and WiFi 6 APs

e  Flex and Fabric modes support Wave-2 and WiFi6 APs Only

e AP_1810W, AP_1810T, AP_1815W, AP_1815T, AP_1815I, AP_1815M, AP_1815TSN, AP_1815STAR, AP_1832I, AP_1852E, AP_1852I,
AP_2802E, AP_2802I, AP_2802H, AP_3802E, AP_3802P, AP_3802H, AP_4800 and C9100 APs.

e  Local, Fabric and Flex Central modes support all C9800 I0S-XE rel 17.1supported APs
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Wireless Controller Access Points

i o Lol U
| s Cisco Catalyst 9800
Wireless Controller
C9800- 40- KO Series

C9800- 80- K9

Gisco Catalyst 9800
Wireless Controller for
Cloud

C9800- CL- KO

Catalyst 9800 SD-
Access Erbedded
Wireless

*GCP in 16.10 is EFT Only

o S
( . i /
\ ‘{;\ i ‘
AP1810, AP1815, AP2800/ AP1540/ AP1560
AP3800/ AP4800

AP1830, AP1850

11ac Wave 1 and Wave 2 Access Points
AP18xx, 28xx, 38xx, 15xx, 1700, 2700, 3700

Deployment Modes
Centralized, Distributed Branch, SDA and Mobility Express (Future)

AP Modes
Local, FlexConnect, Monitor, Mesh, Flex+ Mesh, Sensor, Sniffer

Global
Sales Training

Next Generation Wireless Infrastructure

For Any Scale

- B ey
ﬁj 5 Catalyst 9800- L
{ 250 APs, 5K Cli .
E[: 2 Gbpss ients

Catalyst 9800
Embedded Wireless**

200 APs, 4K Clients

11
JJJ

Catalyst 9800
Embedded Wireless*

100 APs, 2K Clients

Up to 100 APs Up to 250 APs

Distributed Branch & Small Campus

Catalyst 9800- CL™*

1000 APs, 10K Clients

Up to 1000 APs

Medium Campus

T
Catalyst 9800- 80
6000 APs, 64K clients
80 Gbps

e T
Catalyst 9800- 40

2000 Aps, 32K Clients,
40 Gbps

Catalyst 9800- CL
1000, 3000 or 6000 APs
10K, 32K or 64K Clients

*Supports Local Switching only
**SD- Access only
Catalyst 9800 for Public cloud FlexConnect only

Up to 3000 APs Up to 6000 APs

Large Campus
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AireOS vs. C9800 Config Model

Going towards a more Modularized and Reusable model with Logical decoupling of configuration entities

Granular & simplified
What Policies on which Sites with what RF

s 1
WLAN AP Group Flex Group RF Profile Basic Policy
Ve N /- N /- N\ /7 N Wireless Tag
jh Density HDX Advanced
Advanced Wireless site Wieless secuty Data Rates
Wireless settings Decouple Wireless Security
Wireless Sectrity [ RF Parameters ] [ e ] [ DCA, TPC, CHDM ] I
Site Specific Remote site Profile threshold Modularize
Policies parameters forraps Policy
Profile
-

s

AireOS Config Model

Wireless site
settings

AP Join
Profile

Remote Site
Confi Flex

Profile
Remote
paramet

site Specific

Policies

CA,
Profile threshold
for traps
Client Distribution

RF Profile

\ v \ 7
Cisco 9800 Catalyst Wireless Config Model
/,— """ ‘~~\\\ Access Points ,,—” ----- s\\\\
’,,’/—-“\\ N ,,f,. ~~~~~~~ . AN
i N polcyTagh, D N\
/ .,' AN \‘. Policy Tag \‘ _ /i RF \“- RF Tag \\
l' | Profile / \ " i Profile ! \
Y / o \ ‘ i\ 2406H J— \
L N : - =
\ Policy / \ !
\ potie ) / ) am
S —— —’,/ \\_//
Defines the broadcast domain (list of t[l)leﬁnes thiR'F properties of
WLANS to be broadcasted) with the ¢ networl
properties of the respective SSIDs S~
N,
e \, \\
¥4 "\ "
/' ' SiteTag \‘
,’ ‘ AP Join \I \
] \
': \\ Profile [ ___ ||
N |
\ !
\ /
\ Defines the properties of the
‘\5 _,/ central and the remote site APs
—e

C9800 AVC WLAN Configuration

Step 1: Login to C9800 and from the controller main

menu go to Configuration > Services> Application Visibility
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Visibility Collector Address

Select Configured WLANs and apply AV on them as shown in the example below, you may also select here local or external Netflow Collector

Application Visibility

[Q s e oy Ji COTOATEN ) Senices >

Enable AVC Define Policy
55| Dashboard
@ Relevant
2 J Irrelevant
itori ® Defaul
Monitoring efault
Enabled

Administration

Drag and Drop, double click or click on the button from Selected Profiles to add/remove Profiles

Q. Search
roub
fct! Available (3) Enabled (2)
Profiles Profiles Visibility Cuollector Address
= " =

eog[e—pohcy 3> ave-tme v Local[ | External[]  10.91.104.105 ¢

eogre-vw-policy >
@ default-policy-pro v Local[/] Externallv| 1091104105 e

tme-bonjour-PP1 >

Step 2: Connect a client(s) to the one of the AVC enabled WLANs and pass traffic by browsing to different sites

then wait for few seconds and then go to C9800 main menu Monitor > Application Visibility

i _ Monitoring ™ » Services ™ > || Application Visibility
‘ [ Dashboard &/ EEET S

MNBAR Protocol Pack Version: 44.0
)

NBAR Version: 38

Source type SSID Direction Interval
SSID v All-SSID v Both

Administration ‘ & Clients O Applications

Configuration

v Last 2 hours v

10
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The page will show a graphical view of the all apps running on the network and monitored by the NBAR.

User can filter it through per SSID, direction and time interval (up to 48 hrs). User can see the apps which clients try to access.

Application Visibility NBAR Version: 33
Source type SsiD Direction Interval
| sso - All-SSID . Both v | | Last2hours -
i Clients |
Last updated:Aug 31, 2018 21:30:26
Usage Next update: 04:18 (MM:SS)

3.0Kbes

2.0Kbps

1.0Kbps —

Oops.
19:45 20:00 20015 2030 2045 200 s

Application T Usage(%) Y Usage T Sent b
SSL 72.30 148.1KB 28.4KB 119.7K8
Ent-Switching-docs 12.82 26.3(B 16.4KB 9.8KB
Unknown 9.42 19.3kB 18.6KB 748.08
customapp 4.95 10.1KB 1.6KB 8.6KB
Apple services 0.49 1.0kB 568.0B 450.0B

Internet Control Message Protocol 0.03 56.08 08 56.08
000 o8 o8 o8

Apple Push Notification Service 0.00 0B [v:} o8

Similarly, per client AV stats can be seen - click on the Clients tab and select the client and click on View Application Details button

Application Visibility NBAR Version: 33
_Sonrca type SSID Direction Interval
[ssp . Al o [ +| [ Lest90 seconds v
 swvicsior: TR,
[ ]
— View Application Details
Client MAC Address T AP Name T WLAN T State T Protocol h
c:11:23:2e:b0:91 VWLC-AP1851 1 Run 1ac

This will show all the apps usage in % graph and in tabular format which that client tried to access

11
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Gromesors

+ Back to Client's

Application Name T Avg Packet Size T Packet Count T Usage(%) T Usage T Sent T Received h )
ssl 500 16957 43 8.1MB 791.2kB 7.3MB
Ent-Switching-docs 721 7915 29 5.4MB 494.9€B 5.0MB
Ent-Mability-docs 774 4772 19 3.5MB 228.1KB 3.3MmB
TME-lab-WLC1 754 1742 7 1.3MB 57.1KB 1.2MB
customapp 212 1381 1 2B6.6KB 67.2KB 219.4KB
unknown 63 4324 1 267.6KB 256.3KB 11.3KB
apple-push-notification 528 179 0 92.4KB 6.3K8 B86.1KB
icmp 56 240 0 13.1KB 560.08 12.6KB
icloud 263 13 [¢] 3.3KB 824.08 2.5kB
apple-services 139 17 0 2.3KB 946.08 1.4KB
251 [ 0 1.5KB 1.3KB 207.08
apple-updates 122 9 0 1.1KB 533.08 568.08
hnn 114 I 0 £R4 OR A77 0B 207 OR

Step 3: To control the applications (Mark, Drop or Rate limit) or the traffic - configure AVC with a QoS policy to Mark/Drop or Rate Limit an
application. the YouTube application.

Go to Configuration>Services>QoS and Click on Add button and it will take you to QoS policy page

12
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coniauon Ty menee _

Auto QOS Disabled
Policy Name* qos-ratelimit
Policy Name Description Rate-limit-qos
qos-ratelimit
Match v  Match v Mark v Mark v Police Value v AVC/User -
AutoQos-Enterprise Type Value Type Value (kbps) Drop ~ Defined Actions ~
application- cisco-jabber-
AutoCos-Voice pelest ! DSCP 46 5000 Disabled ~ AVC 0]
group group
1 apple-
pratocal pay.box,hui None 8 Enabled  AVC (0}
DscP 46 pscep 46 5000 Disabled  User Defined 0]
1 (10
+ Add Class-Maps
Class Default
Mark DscP v Police(kbps) 5000
Value 46 v
Drag and Drop, double click or click on the button to add/remove Profiles from
Selected Profiles
Available (3) Selected (2)
Profiles Profiles Ingress Egress
= - = R ” &
eogre-policy > avc-tme v
eogre-vw-policy 3 default-policy-profile % - €

In that Auto QoS page select a button +Add Class_Maps, and in that next page configure desired AVC options such as Mark DSCP value or Drop
a specific Protocol as shown in the example below YouTube and Twitter are configured to be Dropped by the AVC policy

13
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Match ~  Match v Mark v Mark ~ Police Value v AVU/User ~
Type Value Type Value (kbps) Drop ~ Defined Actions  ~
| application-  cisco-jabber-  poop 46 5000 Disabled  AVC T
group group
apple-
[ | protocel pay,boxhulu None 8 Enabled  AVC i
[ | pbscp 46 DscP 46 5000 Disabled  User Defined i
1 ) 10 « | items per page 1 -3 of 3 items
AVC/User Defined AVC v
Match Any O Al
Mark Type | DScCP v |
Mark Value | 46 v
Drop O
Police(kbps) ‘ 8 - 10000000 |
Match Type | protocol v
Available Protocol(s) 'Selected Protocol(s)
[ youku | jabber-video
z39.50 i yahoo-messenger-
zannet =1 video
L mmbbnm ] antubhns

Next, select the WLAN profiles on which you want to apply this QoS policy. In the example below, we select two WLAN profiles we configured
in the previous steps and applied the Ingress.

14
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Edit QoS x

1 10 v

-+ Add Class-Maps

Class Default

Mark DSCP B Police(kbps) 5000
Value 46 v
Drag and Drop, double click or click on the button to add/remove Profiles from Q Search

Selected Profiles

Available (3) Selected (2)

Profiles Profiles Ingress Egress
eogre-policy 2> avc-tme [v L4 €
eogre-vw-policy > default-policy-profile [v] [v] €
tme-bonjour-PP1 >

Step 4 ( Verification): Connect a client to one of the WLAN profiles configured above and try accessing different sites e.g. cisco.com and also try

accessing YouTube and Twitter. The client should be able to browse to all sites except YouTube and Twitter, which are marked as dropped in
the Configured QoS-policy.

Setting up a NetFlow collector

I0S-XE controllers support Netflow collectors such StealthWatch. Below are sample configurations of the Netflow collectors.

Configuration~ > Services™ > NetFlow Edit NetFlow x

m Netflow Template Wireless avc basic »
Local Exporter o
Netflow v
Template Interfaces/Profiles External Exporter s
Wireless avc basic  Not Assigned Collector Address* 10.91.104.105
avc-tme— , defac.
Wireless avc basic 1
] || = Exporter Port* 9995 o
1 10 |
Available (3) Q Selected (2)
Profiles Profiles Ingress Egress
eogre-policy L ave-tme 4 . €
= — -policy- €
eogre-vw-policy > default-policy-profile L4 v
tme-bonjour-PP1 E ]

15
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Edit NetFlow

‘ Netflow Template ‘ J Wireless avc basic v
Security
Local Exporter . .
P Capacity Planning
External Exporter StealthWatch
TrustSec IPv4
Collector Address* TrustSec IPv6
Encrypted Traffic
Exporter Port* Analytics o
Wireless avc basic
A .l Ly i
Configuration™ > Services~™ > NetFlow
+ Add
Netflow ~ Export ~  Sampling ~  Sampling Exporter
Template Interfaces/Profiles v Collector ~ |Interface IP Method RangefACL Name Port
:;::E'ess e Not Assigned 10.91.104.105 10.70.0.211 NA NA 9995
ergless avc ave lnE:—, default-policy 10.70.0.211 NA NA 9995
basic profilef—
1 ‘ 10« ||I;' Ms per page 20f2

Netflow collector services can be also setup on the DNA-C server as illustrated below.

16
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Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM
I
MNetwork Hierarchy Metwork Settings Image Repository Network Profiles Authentication Template
=G Hie Network Device Credentials IP Address Pools Qos Wireless
< & Global Setup network properties like AAA, NTP, Syslog, Trap and Netflow using the " Add Servers” link. Once devices are
5 & EkahauDNA discovered, DNA Center will deploy using these settings.
> & Richfield

SYSLOG Server

Cisco DNA Center as syslog server

5Y5L0G

10.1 +

SNMP Servere

Cisco DNA Center as snmp Server

SNMP

10. +

Netflow Collector Server o

O Metflow Collector Port
| 10.1 2055
NTP Server

NBAR2 Protocol Pack Upgrade

e  Allows to update the Protocol Pack (list of recognized protocols by NBAR engine) on the controller only. APs are not upgraded as of

IOS-XE rel 17.1.
e  Upgrade is seamless — no interruption of service is needed
e New protocols/applications show up after upgrade without reboot in AVC CLIs & WebUI
e  New custom protocols / applications can be defined by the user

Step 1: Upload the protocol pack to the bootflash (example)

Apply - it takes about 10 sec before new flows can be classified but not interruption of service happens:

C9800#conf t
C9800 (config) #ip nbar protocol-pack bootflash:<uploadppack>

Check the version:
C9800-MAl#show ip nbar protocol-pack active

17
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Active Protocol Pack:

Name: Advanced Protocol Pack
Version: 44.0

Publisher: Cisco Systems Inc.
NBAR Engine Version: 38

State: Active

Same can be done from the WebUl interface

Administration ~ > Software Management

Software Upgrade

SMU
Upgrade INSTALL v
Mode
APSP Current Mode (until next reload): BUNDLE
Transport Desktop (HTTPS) v
APDP Type
File System bootflash v Free Space: 2829.75 MB

pource Flle E> Select File Protocol Pack File |
& Download & Install

NBAR Custom Apps Configuration

e After definition, it takes up to 10 seconds for the app to be ready in NBAR engine

e Only new flows will be classified with the newly defined apps

#imp nbar custom <app name> <rules>

Example to match a URL:

C9800 (config) #ip nbar custom myappname http url http://internalwiki.cisco.com

C9800 -CL AVC CLI Commands

Stats show commands

show avc wlan <ssid> top <n> applications (upstream | downstream | aggregate)

show avc client <mac_addr> top <n> applications (upstream | downstream | aggregate)
show avc wlan <ssid> application <app name> top <n>(upstream | downstream | aggregate)
show avc status wlan <ssid>

show controllers dot 0 wlan

Show ip nbar version

show avc nbar statistics

Show ip nbar protocol-pack active

show ip nbar protocol-discovery wlan <wlan profile name> [filtering options]

clear ip nbar protocol-discovery wlan <wlan profile name>
clear avc (wlan <ssid>| client <mac_addr>) stats

18
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Minimal AVC CLI configuration

flow exporter fm-exp
destination local
or Destination <hostname or A.B.C.D>
flow monitor fm-avc
record wireless avc basic
exporter fm-exp
cache timeout active 60
wireless profile policy avc-policy-prof
ipv4 flow monitor fm-avc input
ipvd flow monitor fm-avc output
no shutdown
wireless tag policy avc-policy-tag
wlan avc-wlan policy avc-policy-prof
wlan avc-wlan 1 avc-wlan-ssid
no shutdown
ap <AP's ethernet mac>
policy-tag avc-policy-tag

Minimum config for NBAR Protocol Discovery

Enable the NBAR Protocol Discovery in the default-policy-profile:

wireless profile policy default-policy-profile
central association
central switching
ip nbar protocol-discovery
vlan 70
no shutdown

Related Documentation

Cisco C9800 Controller Information: https://software.cisco.com/download/home/286322605/type/282046477/release/Gibraltar-16.10.1

Complete list of the protocols supported in the release posted at the link below
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