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Priority Order > Management User

Authentication

Mot Used Order Used for Authentication
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File Action View Help
a9 nm Bm

& NP3 (Local) RADIUS Clie
4 | RADIUS Clients and Sercers
& RADIUS Clients

& Rernote RADIUS Server
b1 Policies
¢ B Metwork Access Pretection
BE Accounting
i W Ternplstes Management

T manualy typs & shared sacnt, click Marusl Thuimﬁ:ﬂrruﬂam
sacrel_ chell Ganerte. Vou must configure the RADILS chert with tha same shansd
sacn anlened hetw. Shaved secrely ane CaBe-Janalivg,

) Marl ) Generpte
Shares] secnet-

| EEERRREE
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File Action View Hedp
o nm @

i NP (Locsl)
4 [ RADIUS Clients and Senoers
5 RADIUS Clients
& Remote RADIUS Server
a [I Policies
() Connection Request Po
] Metwork Palicies
] Health Polecies
4 B, Netwerk Acoess Protection
b o Systemn Health Validete
33 Remedastion Server Gre
B, Accounting
¢ My Templates Manegement

Polcy Stabe
I snablad, NFS svalustes this policy whils processing connesction requests. I dissbled, NP'S doas ot evahus this polcy.

[+ Pobicy enabled

Metwirk Sorwchon methad

Select the type of nefwodk access server that sends the cormection reguest ko NPS. iou can select alther the network acoess senver
mmm,mmlm ¥ your network access senver is an B2 1X suthenticating switch o winsless acoess point,

Lok || Cmod || ooy

|Jglbgs 3_. oew edlpd IJowsse Jiysb: g pg)JINAS Juiyl 2383, g0 [Jpbldus. i)@J lw e
IJpos0 J9z2d Idoede JBsps: Jpl 09 pouoe O IUu09)6.




| Ovenview | Condtions | Settings |
Corfigure the condtions for this network policy.

¥ condtions match the connection request, NPS uses this policy to authorize the connection request. ¥ conditions do not match the
connection request, NFS skips this policy and evaluates other policies, ¥ addtional policies are configured.

Condition Value

4 NAS Identifier Cisco-WLC

Condition dascription:
The NAS Identfier condition spacifies a chamacter siring that is the name of the network access server (NAS). You can use pattem matching
gyt to specly NAS names.

IJglog6 4. 1oedd [Js Iduwslusle > gusluwle IJgsuds. 1o@) i) 1dplsuw 1Jlsew Jluoles vog
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nve Action  View Help
«< 2w Bm

& NPS (Local)
4 | RADIUS Clients and
5 RADIUS Clients
i3 Remote RADIUS Server
[ a [1] Policies
] Connection Request Pc
i Network Policies
[ Health Policies
¢ B Network Access Protection
B, Accounting
¢ il Templates Management

Overview | Condeions | Canstraints | Settings |

Pokey nama: [Gace WIC RW |
Pokcy State
¥ enabled, NP$ evahustes this pobicy whils perfurming authorization. I dsabled, NP5 does not evaluate this polcy.
[+] Pokicy snablad
Access Pemmission

Hwﬁﬁruwmﬁm#hwm match the connection request, the policy can either grant access or deny
sccess. Wwhatis sccess permission

(®) Grart access. Grant access f the connection request matches this pobcy.
) Deny access. Deny access f the connection request matches this policy.

[+ lgnore user account dialan proparties.

¥ the connection request matches the conditions and constrants of this network policy and the policy grants access. perform
authorzation with network policy only; do not evakuate the dialin properties of user accounts .

HNetwork: connection method

Sadact the type of network access senver that ssnds the connection request ta NPS. You can select etther the netword: access sarver type
or Vendor spacific, but neither is required. F your network access server is an B02. 1X authenticating switch or winslass accass point,

() Type of network access senver;
II.I'm-ll;ﬁ-d w
() Vendor specific:

I.__Jé_]ogé 5. oo eJlpo I._Joyg‘,:s.._, Juingb: 169, 8938 |uolds. 235 peesele IJpuvedspsy Slud)
W99 Juolwé: Jpl 09 p9 oz WO IJuo9)6.




Cisco WLC RW Properties X

| Overview | Condiions | Constraints | Settings |
Configure the condtions for this netwerk policy.

i condiions match the connection reguest, NP'S uses this policy to authorize the conneclion request, F condiions do not maich the
connection request, NP5 skips this policy and evaluales other policies, f additional policies are configured,

_Euluﬂ a condtion, and then click Add.
Groups

Windows Groups

The \Windows Groups conditon specifies that the connecling user or computer must belong to one of the selectad
groups.

Machine Groups
The Machine Groups condition specifies that the connecting compuier mast belong to one of the selected groups.
User Groups
The User Groups condiion specifies that the connecting user must belong to ane of the selected groups.
HCAP

Location Groups
i The HCAP Location Groups condition specifies the Host Credential Authorization Protocol (HCAF) location groups
required bo match this Pﬂﬂs@j HCAP protocol is used for communication between NPS and some third party

BCOESS Servers | See your NAS documentation before using this condation.

L B -
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Cisco WLC RW Properties

User Groups

|n-c:|§]

Spacify the group membenship regquined to match this policy.

Groups

b request. § condtions do not match the:
j are configured.
[x |
ter must belong to one of the selected IE
belong to one of the selected groups.

bool (HCAF) location groups

and some third party

ISl o pe 1uplds 1dui b wubdd Lozse: Bszw b w9 Jol 09 p9 oz 0ul.



| Overview | Cendtions | Constraints | Settings |

Corfigure the condtions for this network pobicy.

¥ conditions maich the connection requast, NP5 uses this policy to authorize the connection request. F conditions do not maich the
connection requast, NP S skips thes policy and evaluates cther policies,  additional policies are configured,

Condtion Walue
&% User Groups WLANLSC\Domain Admins
Condition description:

The User Groups condiion specifies that the connecting user must balong 1o one of the sslacted groups.

pdlebs: Jpg 96 oVl osd 1Jp9de 9luwe [JJlisu: e Active Directory gloze gu luwpe
Ipumedse Idplbdsw. s odlldpeld: sodau puwisds IJpeld pu puvcsps Sop puzop
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" ForeignSecurityPrinci
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I E Active Directory Users and Computers
File Action View Help

e xm & O

Remote cortrol |  Aemote Deskiop Services Profle | COM«
General | Address | Account | Profle | Telephones | Organization
Msmber OF [Chal-n

Primary group: Diernain Admins

There is no need to change Frimany group uniess
| Sel Frmay 50U uo have Macintosh chents or POSIX-comphant

applcatons.
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Overview | Condtions | Constrants | Sestings |

Configure the constraints for this netwark palicy.
¥ all constraints are not matched by the connection request, network access is denied.

Constraints:
Eﬂaﬁrﬂ

Alow access only to thoss chants that suthenticats with the specifisd methods.

futhentication Methods

o Idle Timeout EAF types are negotiated between NP$ and the clent in the order in which they ame
g Session Timeout i
(5] Called Station ID

% Day and time restrictions . .
T MAS Port Type _F-hvEDmm _

EAF Types:

Morve Up

Bt Ramawe
Less secune authentication methods:
[] Micmaoft Encrypted Authentication vemion 2 (MSCHAP«Z)
| User can changs password after it has expired

[ ] Microseft Encrypted Authetication (MS-CHAP)

[_] User can changs password after it has sxpined
[] Enceypted authentication [CHAP)
(v Unencrypted authertication (PAFP, SPAF)
[] Alow chents to connect without negotiating an authentication method
[ Perform machine heakh check only

IJgbgs 8. wew Lodes IJlgsble. ooz IJs guolisyo RADIUS > §sluws. lud) W93 luols
Jluol96 Lwpeod 3836« u9g I1Ugapé. pu 1USlses IJpuuwsJé. 23> Administrative Jo9s) 9,09J
Jled Jdpuwegrpsu ldeesuso Josl lduee. lud) B9 cbusd Jedb IJogssle: Jel o9
P9PT B 1Jues)s.



Cisco WLC RW Properties [ x|

" Overview | Condtions | Constrants | Settings |

Configuns the seftings for this natwards policy.

¥ condtions and constraints match the connection request and the pobcy grants access, settings ane applied.
Settings:
RADIUS Attrilbubes

*b Standand

Wendor Specific
Hebwork Access Prolech
&g, NAP Enforcament
{E Exended State
Routing and Remole A

oy Muliilink and Bandwid| Atrbute Value:
Allscation Protecol (B () Commonly used for Diak-Up or VPN

"I IFFilters P
£} Encryption ) Commonly used for 802.1x
oty 1P Settings e

Erumerator

pdlebs: bl Jouo ohE0 B puz 9009d JJB)les BEb Jpueddpsy prdSu: S
robLJ;_;c") NAS y-1V) |Jd|5po |.Jrouuu)J5. VIS .o')l |de';|d‘ SUpe louwle uu.,§|u.u5 |é)._s VIU‘UP
Cisco WLC RO Ju s, 9,29d JJW@)les B gb Jdpuwegspsu weo luwe Jlisu puucsps
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m|mlm|m|

Corfigre the condbons for ths network pobcy

¥ conditions match the connection request, NIFS uses this pollicy to suthorze the connection reguest. F oonditions do not match the
connsction requast, NPS skips this polcy and evalustes other policies, f addiional policies sre configuned.

Condition Value
B User Groups WLANLSC Domain Usars
Condition description;

The Lisar Groups condiion speciies thal the connecting user must belong o ons of the sslected groups.

| Add. || Ed. | Remove |

| ok || Concel || ooy




Cisco WLC RO Properties x|

Corfigune the seftings for ths network; pobcy
¥ condiions and consiraints match the connssciion requeest and the policy grants actess, selings are apphed

Zeftings
HADIWS Aftributes Attribute Information e —
ADILS clhanty, See
1 Viendor E'H\:'{‘-r Sm-T:.m
Hetwaork Sooess Prolect Aok ;
B, NAF Erforcement &
‘B Extended Timte Feirbube Formal
e Erurmerator

Houting and Femole Sao
Ay Multilink and Bardwid Firiute WValue
Aiocation Protocol (B8 () Comemonly used for Dial-Up or VPN

V' IF Filsers .
§h Encrypsion Commeriy used for 802 tx
#ly |F Semings
® Others
= 7

0K || Concel

O |_E.|r|-a=l

IJoedd pu lJuoes

1. g0 luwopsle vslole leeph puwesp 1duwed: Jl suvez Jdpuwotse wodsso s véssle
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Authorization Failed. No sufficient privileges

o debug aaa all enable. spJod 1o o)s BSped Gwpd WIE 1Ues06 B luvoelus lJowas o os 7

sldos wblog pozo NAS.

Dec 07 22:20:14.
Authentication Packet (pktId 14)
30:01:00:00:00:00-00:00

*aaaQueueReader: 664:

30:01:00:00:00:00 Successful transmission of
to 10.106.33.39:1812 from server queue O,

proxy state

*aaaQueueReader: Dec 07 22:20:14.664: 00000000: 01 Oe 00 48 47 £f8 £3 5c 58 46 98 ff 8e f8 20 7a

L WHGOA\XE.L L. z

*aaaQueueReader: Dec 07 22:20:14.664: 00000010: f6 al f1 dl 01 Ob 6c 6f 67 69 6e 75 73 65 72 02

...... loginuser.

*aaaQueueReader: Dec 07 22:20:14.664: 00000020: 12 c2 34 69 d8 72 fd Oc 85 aa af 5c bd 76 96 eb
4i.r..... \.v

*aaaQueueReader: Dec 07 22:20:14.664: 00000030: 60 06 06 00 00 00 07 04 06 Oa 6a 24 31 20 Ob 43

e j81..C

*aaaQueueReader: Dec 07 22:20:14.664: 00000040: 69 73 63 6f 2d 57 4c 43 isco-WLC

*radiusTransportThread: Dec 07 22:20:14.668: 30:01:00:00:00:00 Access-Accept received from

RADIUS server 10.106.33.39 (qgid:0) with port:1812, pktld: 14

*radiusTransportThread: Dec 07 22:20:14.668: AuthorizationResponse: 0xa3d3fb25a0

*radiusTransportThread: Dec 07 22:20:14.668: RadiusIndexSet(l), Index (1)

*radiusTransportThread: Dec 07 22:20:14.668: StrUCLUTreSIizZe . vt i ittt ittt ittt ineneeeennennn 304

*radiusTransportThread: Dec 07 22:20:14.668:

ProtocolUsed. i ittt ittt ettt et e 0x00000001

*radiusTransportThread: Dec 07 22:20:14.668:

pProxyState. . i e e e 30:01:00:00:00:00-00:00

*radiusTransportThread: Dec 07 22:20:14.668: Packet contains 2 AVPs:

*radiusTransportThread: Dec 07 22:20:14.668: AVP[01l] Service-

1. < 1= S 0x00000007 (7) (4 bytes)

*radiusTransportThread: Dec 07 22:20:14.668: AVP[02]

L0 DATA (44 bytes)

2. £ lwepdlp wslole lecels Wpgwogsp Ipuwisd: sev 1o sopce Ideuvetse vod IUsuosd
IJJled pg 1J 86 098 1UE06 6. 9lJos wugld g pg Administrative.



|i||||||| B B S A
e L c Advanced = &

@ Monitoring

*aaaQueueReader: Dec 07 22:14:27.439: AuthenticationRequest: 0x7fba240c2£f00

*aaaQueueReader: Dec 07 22:14:27.439: CallbacKk. ...ttt ittt ettt 0xa3cl3ccb70
*aaaQueueReader: Dec 07 22:14:27.439:

PrOXYState . vttt it e i e 2E:01:00:00:00:00-00:00

*aaaQueueReader: Dec 07 22:14:27.439: Packet contains 5 AVPs:

*aaaQueueReader: Dec 07 22:14:27.439: AVP[01l] User-NamMe. ..ttt ittt eeeeennnnnneeeennn adminuser
(9 bytes)

*aaaQueueReader: Dec 07 22:14:27.439: AVP[04] Nas-Ip-

2N L et = 0x0a6a2431 (174728241) (4 bytes)

*aaaQueueReader: Dec 07 22:14:27.439: AVP[05] NAS-TIdentifier. ...t eeeeeenennn Cisco-WLC

(9 bytes)

*radiusTransportThread: Dec 07 22:14:27.442: 2e:01:00:00:00:00 Access-Accept received from
RADIUS server 10.106.33.39 (qgid:0) with port:1812, pktId:13
*radiusTransportThread: Dec 07 22:14:27.442: AuthorizationResponse: 0xa3d3fb25a0

*radiusTransportThread: Dec 07 22:14:27.442: structureSize........ ...t iiiiiiiiiiiinnnn. 304
*radiusTransportThread: Dec 07 22:14:27.442:

ProtocolUsed. c i ittt ittt ettt it 0x00000001

*radiusTransportThread: Dec 07 22:14:27.442:

PrOXYSEatE . vttt it e 2E:01:00:00:00:00-00:00

*radiusTransportThread: Dec 07 22:14:27.442: AVP[01l] Service-

i o = 0x00000006 (6) (4 bytes)

*radiusTransportThread: Dec 07 22:14:27.442: AVP[02]

[ = = DATA (44 bytes)

lweduuld IJizble 9] oJlzol

Jigwed ol i'a]olc 1516 1J9 o9 IJs WLC gy NPS glodlzol §p wouvgsd IJi,oJ debug aaa
all enable.

1. sup &Hue Iduvedle g luwedsle wslule lgepl g5 wozsed oul.

*aaaQueueReader: Dec 07 22:36:39.753: 32:01:00:00:00:00 Successful transmission of

Authentication Packet (pktId 15) to 10.106.33.39:1812 from server queue 0, proxy state

32:01:00:00:00:00-00:00

*aaaQueueReader: Dec 07 22:36:39.753: 00000000: 01 Of 00 48 b7 e4 16 4d cc 78 05 32 26 4c ec 8d
LHO L MLx.28L. .

*aaaQueueReader: Dec 07 22:36:39.753: 00000010: c7 a0 5b 72 01 Ob 6c 6f 67 69 6e 75 73 65 72 02

..[r..loginuser.

*aaaQueueReader: Dec 07 22:36:39.753: 00000020: 12 03 a7 37 d4 cO0 16 13 fc 73 70 df 1f de e3 e4

P SP.e....
*aaaQueueReader: Dec 07 22:36:39.753: 00000030: 32 06 06 00 00 00 07 04 06 Oa 6a 24 31 20 Ob 43
2 3$1..C

*aaaQueueReader: Dec 07 22:36:39.753: 00000040: 69 73 63 6f 2d 57 4c 43 isco-WLC
*aaaQueueReader: Dec 07 22:36:39.753: 32:01:00:00:00:00 User entry not found in the Local FileDB
for the client.

*radiusTransportThread: Dec 07 22:36:39.763: 32:01:00:00:00:00 Counted 0 AVPs (processed 20
bytes, left 0)

*radiusTransportThread: Dec 07 22:36:39.763: 32:01:00:00:00:00 Access-Reject received from



RADIUS server 10.106.33.39 (gid:0) with
*radiusTransportThread:
deleted in the RADIUS cache database
*radiusTransportThread:

'Authentication Failed' (-4) for mobile

*radiusTransportThread: Dec 07 22:36:39.763:
*radiusTransportThread: Dec 07 22:36:39.763:
*radiusTransportThread: Dec 07 22:36:39.763:
*radiusTransportThread: Dec 07 22:36:39.763:
ProtocolUsed. v v vt ittt ettt e et e
*radiusTransportThread: Dec 07 22:36:39.763:
*emWeb: Dec 07 22:36:39.763: Authentication

Dec 07 22:36:39.763:
32:01:00:00:00:00 serverIdx 1

port:1812, pktId:15
Dec 07 22:36:39.763:

32:01:00:00:00:00 Did not find the macaddress to be

32:01:00:00:00:00 Returning AAA Error

AuthorizationResponse: 0Ox7fbaebebf860
SErUCtUreSizZe. i ittt e e e e e e e, 136
resuUltCode. v v it ittt ittt et e e et -4

Oxffffffff
Packet contains 0 AVPs:
failed for loginuser

2. sup oo Iduwedle IJos sop Bsol [uwegsle u9g 1Jgr6 pg 9Spd I&)s &) Administrative
(value=6) I5 plolJ,d NAS (ValUe=7) Jpl sJ.s. Bes pind 050 lJzlds: b Livd comzsd 1Use9d 2o

Bl veew lJpuolb96.

*aaaQueueReader: Dec 07 22:46:31.849: AuthenticationRequest: 0x7fba240c56a8

*aaaQueueReader: Dec 07 22:46:31.849: CallbackKk. ...ttt ittt teeeeeenenennn 0xa3cl3ccb70
*aaaQueueReader: Dec 07 22:46:31.849: ProtOCOLl Ty P . v vttt ittt ettt eeeeeeeeeenneeeens 0x00020001
*aaaQueueReader: Dec 07 22:46:31.849

PrOXYState . v vttt ittt i ettt e e e e et 39:01:00:00:00:00-00:00

*aaaQueueReader: Dec 07 22:46:31.849: Packet contains 5 AVPs:

*aaaQueueReader: Dec 07 22:46:31.849: AVP[01l] USEr—NalC . . v vttt vttt ntnenenenenenenenenen adminuser
(9 bytes)

*aaaQueueReader: Dec 07 22:46:31.849: AVP[02] UsSer—-PassWord. ..o uue e e eeeeeeeeeeenenennn [...]
*aaaQueueReader: Dec 07 22:46:31.849: AVP[03] Service-

T P e o e e e e e ettt ee e enaeaanns 0x00000007 (7) (4 bytes)

*aaaQueueReader: Dec 07 22:46:31.849: AVP[04] Nas-Ip-

AddreSS . ittt ittt ettt 0x0a6a2431 (174728241) (4 bytes)

*aaaQueueReader: Dec 07 22:46:31.849: AVP[05] NAS-TIdentifier...u. ittt te e eeeeenennn Cisco-WLC
(9 bytes)

*radiusTransportThread: Dec 07 22:46:31.853: AuthorizationResponse: 0xa3d3fb25a0
*radiusTransportThread: Dec 07 22:46:31.853: RadiusIndexSet(l), Index(1l)
*radiusTransportThread: Dec 07 22:46:31.853: structureSize. . ...ttt ittt teeeeeeennenns 304
*radiusTransportThread: Dec 07 22:46:31.853: resUltCOde. i i i ittt ittt ittt eeeeeeeeeennenns 0
*radiusTransportThread: Dec 07 22:46:31.853:

ProtoCOlUSed. v v vt ittt ittt et ettt 0x00000001

*radiusTransportThread: Dec 07 22:46:31.853: Packet contains 2 AVPs:

*radiusTransportThread: Dec 07 22:46:31.853: AVP[01l] Service-

i 152 == 0x00000001 (1) (4 bytes)

*radiusTransportThread: Dec 07 22:46:31.853: AVP[02]

[ = = DATA (44 bytes)

*emWeb: Dec 07 22:46:31.853: Authentication

succeeded for adminuser



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



