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ouwesd 1Usged |Js Kubernetes 1Jgl o6 o RCM 9wy puwlele 1Jlgwple:



cl oud- user @p0300- ai 0- 1-pri mary- 1: ~$ kubectl get namespace

NANVE STATUS AGE
cee-rce3l Active 54d
def aul t Active 57d
istio-system Active 57d
kube- node- | ease Active 57d
kube- public Active 57d
kube- syst em Active 57d
ngi nx-i ngress Active 57d
rcmrnml Active 54d
rcmrnm3 Active 54d
registry Active 57d
sm -certs Active 57d
sm - node- | abel Active 57d
sm - vi ps Active 57d

cl oud- user @ip300- ai 0- 2- pri mary- 1: ~$ kubectl get namespace

NANVE STATUS AGE
cee-rce32 Active 54d
def aul t Active 57d
istio-system Active 57d
kube- node- | ease Active 57d
kube- public Active 57d
kube- syst em Active 57d
ngi nx-i ngress Active 57d
rcmrnm2 Active 54d
rcmrn4 Active 54d
registry Active 57d
sm -certs Active 57d
sm - node- | abel Active 57d
sm - vi ps Active 57d

gusle IP 1Jgloo wblyé UPF

£dlu IP 031 o233 98)wb o VM I UPF. 909 suwegse W Idlouoldle IUlsdss wsu 1duowsd
IJobus JJogzss IdSsluws sldsé IJoounsd IUlddses: s sd9e 1Juouasd wldouyvesd
pe 1Jso lJoouwsd 1JIvdses 9ldss IJoouwsy 1dIedses wodsso IUuour9d 1Usbos
JJoszss IJdsluws 9sesu lsual b9l spdud luweisle guglu IP o3l Jozass UPF oy pszle
9lz08 b, IJisle, (CLIY IJgl_oé  RCM.

UPF Device Role IP

powl w9y (bubbllzoslbs):

Suodd gu9lu IP 03l pg 2390 IJwezosd.
I9loy CLI IJpBd:836 Jluwed sl iglble RCM ] oJlzol

Spdoud p)lzes s pzeogd RCM os UPF o0 0y gpdsle bls $less vslole 1dezed (RCM).
leuod eJs £50b pu wble IJuuiy IJluads ew) IJuvelw6 (CNDP):

[l ocal ] UPF317# show rcm info

Redundancy Confi guration Mdul e:

Cont ext : rcm

Bi nd Address: 10.10.9.81



Chassis State: Active

Session State: SockActive

Rout e- Modi fi er: 32

RCM Control | er Address: 10.10.9.179

RCM Control |l er Port: 9200

RCM Control | er Connection State: Connected

Ready To Connect: Yes

Managenment | P Address: 10. 10. 14. 33

Host | D: UPF320

SSH | P Addr ess: 10. 10. 14. 40 (Acti vated)

pdlzbé: pe, 9 1Jp oS Jsuw 09 b S luwe puo 59 UPF.
oul spdud 9806 1JzlJs eds pyd) gpdsleo RCM:

[ up300-ai 0-2/rnB4] rcn# rcm show-status
nmessage :
{"status":[" Thu Qct 21 10:45:21 UTC 2021 : State is primary"]}

[up300-ai 0-2/rnB4] rcn# rcm show-statistics controller

nessage :
{

"keepal i ve_version": "65820a54450f 930458c01e4049bd01f 207bc6204e598f 0ad3184c401174f d448"

"keepal i ve_tineout": "2s",

"num_groups": 2,

"groups": |

{
"groupid": 2,

"endpoi nts_configured": 7,

"standby_configured": 1,

"pause_swi tchover": fal se,

"active": 6,

"standby": 1,

"endpoi nts": [

{

"endpoint": "10.10.9.85",
"bfd_status": "STATE UP",
"upf_registered": true,
"upf_connected": true,
"upf_state_received": "UpfMsgState_Active",
"bfd_state": "BFDState_ UP",
"upf_state": "UPFState_Active",
"route_nodifier": 32,
"pool _received": true,
"echo_received": 45359,
“management _i p": "10.10.14. 41",
"host _id": "UPF322",
"ssh_ip": "10.10. 14. 44"

"endpoi nt": "10.10.9. 86",

“bfd_status": "STATE UP",

"upf_registered": true,

"upf_connected": true,
"upf_state_received": "UpfMsgState_Active",
"bfd_state": "BFDState_ UP",

"upf_state": "UPFState_ Active",
"route_nodifier": 32,

"pool _received": true,

"echo_received": 4518,



"managenent _i p":

"10. 10. 14. 43",

"host _id": "UPF317",

"ssh_ip": "10.10.

14. 34"

"endpoi nt": "10.10.9. 94",
"bfd_status": "STATE_UP",

"upf_registered":
"upf_connect ed":

true,
true,

"upf_state_received": "UpfMsgState_ Active",
"bfd_state": "BFDState_ UP",
"upf_state": "UPFState_ Active",

"route_nodifier": 32,

"pool _received": true,
"echo_received": 4518,
"managenent _i p": "10.10. 14. 59",
"host _id": "UPF318",

"ssh_ip": "10.10. 14. 36"

"endpoi nt": "10.10.9.81",
"bfd_status": "STATE_UP",
"upf_registered": true,
"upf_connected": true,

"upf_state_received": "UpfMgState_ Active",
"bfd_state": "BFDState_ UP",
"upf_state": "UPFState_ Active",

"route_nodifier":
"pool _received":
"echo_received":
"managemnent _i p":

32,
true,
45359,
"10.10. 14. 33",

"host _id": "UPF320",

"ssh_ip": "10.10.

14. 40"

"endpoi nt": "10.10.9. 82",
"bfd_status": "STATE_UP",

"upf_registered":
"upf_connect ed":

true,
true,

"upf_state_received": "UpfMsgState_Standby",
"bfd_state": "BFDState_ UP",
"upf_state": "UPFState_Standby",

"route_nodifier": 50,

"pool _received": fal se,
"echo_received": 4505,
"managenent _i p": "10.10. 14. 35",
"host _id": "",

"ssh_ip": "10.10.14. 60"

"endpoi nt": "10.10.9.83",
"bfd_status": "STATE_UP",
"upf_registered": true,
"upf_connected": true,

"upf_state_received": "UpfMsgState_ Active",
"bfd_state": "BFDState_ UP",
"upf_state": "UPFState_ Active",

"route_nodifier":
"pool _received":
"echo_received":
"managenent _i p":

30,
true,
4518,
"10.10. 14. 37",

"host _id": "UPF319",

"ssh_ip": "10.10.

14. 38"



"endpoi nt": "10.10.9. 84",
"bfd_status": "STATE_UP",
"upf_registered": true,
"upf_connected": true,
"upf_state_received": "UpfMsgState_ Active",
"bfd_state": "BFDState_ UP",
"upf_state": "UPFState_ Active",
"route_nodifier": 32,

"pool _received": true,
"echo_received": 4518,
"managenent _i p": "10.10. 14. 39",
"host _id": "UPF321",

"ssh_ip": "10.10. 14. 42"

}
]
b

IJog)rd gJs 9238 UPF IJlzoslbss IzlJsé po ) gpdsle lubes ouvgsd
RCM

PU Epdsle wuvgsd bLs $lexs wslule 1Jpezed (RCM). sz 1de,d; UPF Ws 9 g IJlpwoesl
cluwedsle lo) 9236 IJozdp Vs show-statistics J RCM:

"endpoi nt": "10.10.9. 82",
"bfd_status": "STATE_UP",
"upf_registered": true,
"upf_connected": true,
"upf_state_received": "UpfMsgState_Standby",
"bfd_state": "BFDState_ UP",
"upf_state": "UPFState_Standby",
"route_nodifier": 50,
"pool _received": fal se,
"echo_received": 4505,
"managenent _i p": "10.10. 14. 35",
"host _id": "",

"ssh_ip": "10.10.14. 60"

H

owad 1>89J [Js UPF 91tz o pedsele RCM:

[l ocal ] UPF318# show rcm info
Sat ur day Novenber 06 13:29:59 UTC 2021
Redundancy Confi guration Mdul e:

Cont ext : rcm

Bi nd Address: 10. 10. 9. 82
Chassis State: St andby
Session State: SockSt andby
Rout e- Modi fi er: 50

RCM Control | er Address: 10. 10.9.179
RCM Control I er Port: 9200

RCM Control |l er Connection State: Connected
Ready To Connect: Yes
Managenent | P Address: 10. 10. 14. 35
Host 1 D:

SSH | P Addr ess: 10. 10. 14. 60 (Acti vated)

Bspl sds Ipedsple 1Upds36 1UI s 191156 oo oy £ pdsle 1ubes ouuésd RCM:



[up300-ai 0-2/rnB4] rcn# rcm show-statistics
Possi bl e conpl eti ons:

bf dngr Show RCM BFDMgr Statistics information
checkpoi nt mgr Show RCM Checkpoi ntngr Statistics information
confi gngr Show RCM Configmgr Statistics information
controller Show RCM Controller Statistics information

| Cut put nodifiers
<Ccr>

Bp wouisd 2dsd RCM Jl ool 21. 24.

op IJlGJIE g0 pubIJd oo Bod 2ldle wubdJ RCM g¢Js CNDP
PODs

we ldledIg eo IJpunvdds O lpds gpdsle UPF IJpoed 96 wldovwsoe
UP_SX_SESS_ESTABLISHMENT_SR. s9_o¢z 03l lJouwsoe lu pesd vele lugvle gduws IUg pd
eJs 9lzos SX @5 v o wew Ides 1U3s wp wdssuo.

Bl obyo lJs gldle Grafana: Wswpe pdlzbs lugwl o 5G/4G o uwew Ybg IJloold
pdn_sess_create || zlJlo IJwbJ | UPF_FAILURE:

- PDU Session Status

56 PDU - CREATE SUCCESS RATE 56 PDU - CREATE FAILURE RATE 4G PDU - CREATE SUCCESS RATE 4G PDU - CREATE FAILURE RATE

021-11-02 06:04:00
4G PDU CREATE SUCCESS:  97%

0400 200 12:00 0400 aB00 1200 £00 o400 08:00

5G PDU CREATE SUCCESS SG PDU CREATE FAILURES 4G POU CREATE SUCCESS 4G PDU CREATE SUCCESS

PROCEDURE FAILURES

pin_sess create || faillures || upf_failure 253

2021-11-02 06:04-30
pin_sess_croats || failures || upf_fallws: 214

04:00 05:00 0600 0700 08300 0%:00 1000 1:00 1200 1300

903l s8> Iy, pdn_sess_create || elJle IJuvyud || UPF_FAILURE C vo UPF419:

[l ocal ] UPF419# show rcm info
Sat urday Novenber 06 14:01:30 UTC 2021
Redundancy Confi guration Mdul e:

Cont ext : rcm

Bi nd Address: 10.10.11.83
Chassis State: Active
Session State: SockActive
Rout e- Modi fi er: 30

RCM Control | er Address: 10.10.11. 179
RCM Control |l er Port: 9200

RCM Control | er Connection State: Connected
Ready To Connect: Yes

Managenment | P Address: 10. 10. 14. 165


/content/dam/en/us/td/docs/wireless/upc/21-24/rcm-config-admin/21-24-rcm-config-admin.pdf

Host 1Dt DNUD0417
SSH | P Addr ess: 10. 10. 14. 162 (Acti vat ed)

b SMF. spJdud IJopdd pu odsse UPF. B 030 IJzlJé: lue suvgs veew g IJ UPF N4
guslu:

[snf/snf2] snf# show running-config profile network-element upf node-id n4-peer-UPF417
profile network-el ement upf upfl9

node-id n4- peer - UPF417
n4- peer - address i pv4 10.10.10. 17
n4- peer - port 8805
upf-group-profile upf-groupl
dnn-1i st [ internet ]
capacity 10
priority 1

exit

083 3JY spdud oudss luwegdle Grafana JJog s uzg ol s g0y UPF N4 ould pelop
elJle I ind:

lowoedle Grafana:
sum(increase(proto_udp_res_msg_total{namespace=~"$namespace".
message_name="session_establishment_res". status="no_rsp_received_tx"} [15m]) by
(message_name. status. peer_info)

lJouwpesé: {{message_name}} || {{status}} || {{peer_info}}

&lSlul szo lu sbo, lsu wese IJRBISle. 988 IJpeld: seedd ldluweslus 1Us9)s IJuiled

g IJlooold Uldoble: sedud cldss £r0 wesso tduws IJgpd wuvdd LozsT > w298
RCM Jly IJgsss pu pas)s Ideduwle Jsuwsl W zlds 'Actv Ready' [Jew9 986.

[l ocal ] UPF419# show srp checkpoint statistics verbose
Tuesday Novenber 02 17:24:01 UTC 2021

sngr state peer recovery pre-alloc chk-point rcvd chk-poi nt sent
i nst conn records calls full mcro full mcro
1 Act v Ready 0 0 1108 34001 14721 1200158
2 Act v Ready 0 0 1086 33879 17563 1347298
3 Act v Ready 0 0 1114 34491 15622 1222592
4 Actv Conn 0 0 5 923 0 0

5 Act v Ready 0 0 1106 34406 13872 1134403
6 Actv Conn 0 0 5 917 0 0

7 Actv Conn 0 0 5 920 0 0

8 Actv Conn 0 0 1 905 0 0

9 Actv Conn 0 0 5 916 0 0
10 Actv Conn 0 0 5 917 0 0
11 Act v Ready 0 0 1099 34442 13821 1167011
12 Actv Conn 0 0 5 916 0 0
13 Actv Conn 0 0 5 917 0 0
14 Act v Ready 0 0 1085 33831 13910 1162759
15 Act v Ready 0 0 1085 33360 13367 1081370
16 Actv Conn 0 0 4 921 0 0
17 Act v Ready 0 0 1100 35009 13789 1138089
18 Act v Ready 0 0 1092 33953 13980 1126028
19 Actv Conn 0 0 5 916 0 0

20 Actv Conn 0 0 5 918 0 0



21 Actv Ready 0 0 1098 33521 13636 1108875
22 Actv Ready 0 1090 34464 14529 1263419

IJzJ

03l e Cisco gJJ wede wble (CDETS) CSCVZI749. wp ez IUluodlz s 21.22.ua4.82694
sldlposble 1Udlz@e.

I.Ja.J

pu..sJ eJuwo g_,o.J IJI,oJ Task Kill Facmty <> 3o>| 53_J U,09L9d

o

[l ocal ] UPF419# show srp checkpoint statistics verbose
Wednesday Novenber 03 16:44:57 UTC 2021

sngr state peer recovery pre-alloc chk-point rcvd chk- poi nt sent
i nst conn records calls full mcro full m cro
1 Actv Ready 0 0 1108 34001 38319 2267162
2 Actv Ready 0 0 1086 33879 40524 2428315
3 Actv Ready 0 0 1114 34491 39893 2335889
4 Actv Ready 0 0 0 0 12275 1049616
5 Actv Ready 0 0 1106 34406 37240 2172748
6 Actv Ready 0 0 0 0 13302 1040480
7 Actv Ready 0 0 0 0 12636 1062146
8 Actv Ready 0 0 0 0 11446 976169
9 Actv Ready 0 0 0 0 11647 972715
10 Actv Ready 0 0 0 0 11131 950436
11 Actv Ready 0 0 1099 34442 36696 2225847
12 Actv Ready 0 0 0 0 10739 919316
13 Actv Ready 0 0 0 0 11140 970384
14 Actv Ready 0 0 1085 33831 37206 2226049
15 Actv Ready 0 0 1085 33360 38135 2225816
16 Actv Ready 0 0 0 0 11159 946364
17 Actv Ready 0 0 1100 35009 37775 2242427
18 Actv Ready 0 0 1092 33953 37469 2181043
19 Actv Ready 0 0 0 0 13066 1055662
20 Actv Ready 0 0 0 0 10441 938350
21 Actv Ready 0 0 1098 33521 37238 2165185
22 Actv Ready 0 0 1090 34464 38227 2399415

IJowedle lJpbdse cepseol O 2lds Wubd UPF 1Uss
SOy IS oS

pdlebs: clds po wpdso uedle wusese Uigble s RCM (bdo 1Jesld 86 God
opdsu ks wwed ouoese): bee lds wavesle IJouvesd.

puwoss ouwesd IUbgad IJs e gpdslo RCM

| oggi ng | evel application debug

I ogging |l evel transaction debug

I ogging |l evel tracing off

I oggi ng nanme infra.config.core | evel application warn


https://bst.cisco.com/quickview/bug/CSCvz97499

| oggi ng nane infra.config.core |evel transaction warn
| oggi ng nane infra.resource_nonitor.core |level application warn
| oggi ng nane infra.resource_nonitor.core |level transaction warn
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5. 23> RCM 1Jigwlgus I9 1Jouws 1dlzaslbss. B 2lds CN. $p wpuvhds Idpgdsele JIJ
o0 1391z RCM.
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sle> vuble 9p2,9 I8,luo SSD sles Bs 9 0¢ IJluwogsls. :

9. sop luwedsle 19lp) lzuolissle 9256 1o de W blyo 1UJ9es IUluwluuss (RCM) 9 configmgr
9 Checkpoint Manager 9 switchover g switchover-verbose J3J, glzoé _ulb, Uigl,oJ (CLI)
w1 96.
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oJ9su RCM show-statistics

uldbid [¢osl) RCM show-statistics

we9sd RCM show-statistics

RCM show-statistics switchover-verbose

10. Syslog 1Jglos wpsié 9236 IJpeldzs 1Jp,rdis6 (UPF)" Iy RCM.

1. bl oo ey dJs proubs vl IJoessd: sdie 929> peud 18,lue UPF SSD o b
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13. sdje 929> puld) VPNMGR/Sesmgr W zlJs zage gbollpudJs O [Jglse/vpnmgr.
Sesmgr_instance_id o9 IJpesd 138 Swp Wso pdlzbo IJegudJo. vpnmgr_instance_id o9
IJuwsld # pu sl RCM. _
p&sd posd <sesmgr_instance_id Joy88 1Jp006 1wl wsé
p&sd <vpnmgr_instance_id Jpole core facility vonmgr>

14. B 21J6 2290 puvdJé Ws RCM HA. Lol d guzdle ouoese lgble/@slise lJopdp B
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