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master-1:~$ kubectl get pods -n smf-smf -o wide

NAME READY  STATUS RESTARTS  AGE
cdl-ep-session-cl-d0-7889db4d87-5mln5 1/1 Running 0 80d
cdl-ep-session-cl-d0-7889db4d87-8q7hg 1/1 Running 0 80d
cd1-ep-session-c1-d0-7889db4d87-fj2nf 1/1 Running 0 80d
cdl-ep-session-cl-d0-7889db4d87-z6c2z 1/1 Running 0 34d
cdl-ep-session-cl-d0-7889db4d87-z7c89 1/1 Running 0 80d
cdl-index-session-cl-m1l-0 1/1 Running 0 80d
cdl-index-session-cl-ml-1 1/1 Running 0 80d
cdl-index-session-cl-m2-0 1/1 Running 0 49d
cdl-index-session-cl-m2-1 1/1 Running 0 80d
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cd1-index-session-c1l-m3-0
cdl-index-session-cl-m3-1
cdl-index-session-cl-m4-0
cdl-index-session-cl-m4-1
cd1-slot-session-cl-ml-0
cdl-sTot-session-cl-ml-1
cd1-slot-session-cl-m2-0
cdl-sTot-session-cl-m2-1
cd1-slot-session-c1l-m3-0
cdl-slot-session-cl-m3-1
cd1-slot-session-cl-m4-0
cdl-sTot-session-cl-m4-1
cd1-slot-session-cl-m5-0
cdl-slot-session-cl-m5-1
cd1-slot-session-cl-m6-0
cdl-slot-session-cl-m6-1
cd1-slot-session-cl-m7-0
cdl-sTot-session-cl-m7-1
cd1-slot-session-c1-m8-0
cdl-slot-session-cl-m8-1
etcd-smf-smf-etcd-cluster-0
etcd-smf-smf-etcd-cluster-1
etcd-smf-smf-etcd-cluster-2
georeplication-pod-0
georeplication-pod-1
grafana-dashboard-cd1-smf-smf-77bd69cff7-qbvmv
kafka-0

kafka-1

mirror-maker-0

zookeeper-0

zookeeper-1

zookeeper-2
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192.168.
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192.168.
192.168.
192.168.
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192.168.11.17
192.168.7.59
192.168.11.66

80d 10.10.1.
48d 10.10.1.
192.168.7.41
80d  192.168.
49d  192.168.
80d  192.168.
34d  192.168.
48d  192.168.
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» Actual call data flow
- CDL Control flow(Registration and Discovery)

wussé CDL



CDL Architecture with primary components

Map: 1 Map: 2 Map:

—,—.F Replicas: 2 Replicas: 2 Replicas: 2

== =

Map: 1 Map: 2 Map: n
Replicas: 2 Replicas: 2 Replicas: 2

x: Indexing maps /shards

n: Slot maps /shards

For HA purpose, each map should have 2 replicas minimum
Data distributed in multiple maps. Data in each map is different.
Each replica in a map has identical data for redundancy.

pdlebs: I 92> pdo9p Isds/elugs Jeese IJdcele Idpoles Jepdsle IdJelus. wged
eds ceuwsu IUsde 1Udbe Joglys Idwyvd Ws bd g0 lz)le locilole Tuwlguss.

pdlebs: sop wuby Blisps IJoede Vs 1Usuesd (CDL) wundd 18eluss pg wuwgosy
puplodosy Jgsbs DB-EP. 9¢,sbbsé Wwzs 9lzas (buwgolu popledoly JIJ gslbo)
98,86 Vo, 9120 (Luwioly popledoly JIJ Ersbs).
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smf# show running-config cdl

cd1 system-id 1 /// unique across the site, system-id 1 is the primary site ID for
cd1 node-type db-data /// node Tlabel to configure the node affinity
cd1 enable-geo-replication true /// CDL GR Deployment with 2 RACKS
cd]l remote-site 2
db-endpoint host x.x.x.X /// Remote site cdl-ep configuration on site-1
db-endpoint port 8882
kafka-server x.x.x.x 10061 /// Remote site kafka configuration on site-1
exit
kafka-server x.x.x.x 10061
exit
exit
cd1l label-config session /// Configures the Tist of Tabel for CDL pods

endpoint key smi.cisco.com/node-type-3
endpoint value session

slot map 1

key  smi.cisco.com/node-type-3

value session



exit
slot map 2
key
value session
exit
slot map 3
key
value session
exit
slot map 4
key
value session
exit
slot map 5
key
value session
exit
slot map 6
key
value session
exit
slot map 7
key
value session
exit
slot map 8
key
value session
exit
index map 1
key
value session
exit
index map 2
key
value session
exit
index map 3
key
value session
exit
index map 4

key  smi.cisco.
value session
exit
exit

cd1 datastore ses
Tabel-config
geo-remote-site
s1ice-names
endpoint cpu-req
endpoint go-max-
endpoint replica
endpoint externa
endpoint externa
index cpu-reques
index go-max-pro
index replica 2

smi.cisco.

smi.cisco.

smi.cisco.

smi.cisco.

smi.cisco.

smi.cisco.

smi.cisco.

smi.cisco.

smi.cisco.

smi.cisco.

com/node-type-3

com/node-type-3

com/node-type-3

com/node-type-3

com/node-type-3

com/node-type-3

com/node-type-3

com/node-type-3

com/node-type-3

com/node-type-3

com/node-type-3

sion
session

[ 2]

[ SMF1 SMF2 ]
uest 2000
procs 16

5
T-ip x.x.x.X
T-port 8882
t 2000
cs 8

/// unique with in the site

/// number of cdl-ep pods

/// number of replicas per mop for cdl-index, can not be changed a

NOTE: If you need to change number of index replica, set the system mode to shutdown from respective op

index map 4
index write-fact
slot cpu-request

or 1
2000

/// number of mops for cdl-index
/// number of copies to be written before a successful response



slot go-max-procs 8
slot replica 2 /// number of replicas per mop for cdl-slot
slot map 8 /// number of mops for cdl-slot
slot write-factor 1
slot metrics report-idle-session-type true
features instance-aware-notification enable true /// This enables GR failover notification
features instance-aware-notification system-id 1
slice-names [ SMF1 ]
exit
features instance-aware-notification system-id 2
slice-names [ SMF2 ]
exit
exit
cd1 kafka replica 2
cd1l kafka label-config key smi.cisco.com/node-type-3
cd1 kafka Tlabel-config value session
cd1l kafka external-ip x.x.x.x 10061
exit
cd1l kafka external-ip x.x.x.x 10061
exit
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kubectl describe pod cdl-ep-session-cl-d0-7889db4d87-5mln5 -n smf-rcdn

weese wwedle POD

kubectl Togs cdl1-ep-session-cl1-d0-7c79c87d65-xpm5v -n smf-rcdn

L1 ®
EBeasiss Siorsge Laye ‘Bassian Diatge Layer
Shard-1 Shard-2 Bhardn Shasd-1 Shars2 Sherd-n
edl-slot odslot - edl-slot cdi-slof edkslot odi-shat
Slot data
reglicated by
remote site i
GAPC from
wel-op wll-op ]
il -
Incezing dama
Shard EShard. Shard: replicaned ba Shard- Shard- Shard-
1 2 - remode site via 1 2 m
afka and mirror
- — mskar
g ll-inde caknden kafia katia <. cd-nde: wd-ndex cebnce s
Pulls data from Puils data from
mibror-maker  PETOAE KalkE 8t L —
[Pushes 10 local and pushes to
kafiea instancy tocal kafka
COL Site-1 instancs. COL Site-2

Locs
" B
=

5.2 cdl Js lu seued aduwd ped9es pu 2duws edule
sI3J CDL wzwys JJ gduwo gpd £Js 28d suwpes Unique-keys IJss sg)w9 o030 IJgduwo.

lo Sbhol uuwes IJeduws IJpbusgs po eruo pubesd wole 9 cdl g,00 eduwé pdéue UinSTe-
name u,sgé 1 db-name gJwé oy

« gusle zJuwé IPV4 og SUPI = "1#/#imsi-123969789012404:10.0.3"

« ddn + g9ly ip4 = "1#/#lab:10.0.0.3"

« eusle zJuws IPV6 p 8,0 pe SUPI = "#/#imsi-123969789012404:2001:db0:0:2:"

« ddn + go9ly IPVB o0 IJzduwé = "1#/#1ab:2001:db0:0:2:"

« smfTeid ls ol N4 e wé pbele = "1#/#293601283" 03l pds> 28l gwd luwe I vl 1Jigble
sluadlzol eds UPF. spdud IJuee oo gl uvedle [Jeduws 9lde &9, eds Idpedsele sle
IJuods oldzduws.

« SUPI + ebi = "1#/#imsi-123969789012404:ebi-5"

« supi + ddn= "1#/#imsi-123969789012404:lab"

[smf/data] smf# cdl show sessions summary slice-name slicel db-name session filter { condition match
Sun Mar 19 20:17:41.914 UTC+00:00

ke



message params: {session-summary cli session {0 100 1#/#293601283 0 [{0 1#/#293601283}] [] 0 0 false 40
session {

}

primary-key 1#/#imsi-123969789012404:1

unique-keys [ "1#/#imsi-123969789012404:10.0.0.3" "1#/#1ab:10.0.0.3" "1#/#imsi-123969789012404:2001
non-unique-keys [ "1#/#roaming-status:visitor-Tbo" "1#/#ue-type:nr-capable" "1#/#supi:imsi-12396978
flags [ flag3:peerGtpuEpKey:10.10.10.150:20.0.0.1 session-state-flag:smf_active ]

map-id 2

instance-id 1

app-instance-id 1

version 1

create-time 2023-03-19 20:14:14.381940117 +0000 UTC

last-updated-time 2023-03-19 20:14:14.943366502 +0000 UTC

purge-on-eval false

next-eval-time 2023-03-26 20:14:14 +0000 UTC

session-types [ rat_type:NR wps:non_wps emergency_call:false pdu_type:ipv4v6 dnn:lab qos_5qi_l_rat_
data-size 2866

[smf/data] smf#

Bl Spul vplbuwoel ldouwes lJplbuggd oo SMF:

[smf/data] smf# show subscriber supi imsi-123969789012404 gr-instance 1 namespace smf
Sun Mar 19 20:25:47.816 UTC+00:00
subscriber-details

{

"subResponses": [

[
"roaming-status:visitor-1bo",
"ue-type:nr-capable",
"supi:imsi-123969789012404",
"gpsi:msisdn-22331010101010",
"pei:imei-123456789012381",
"psid:1",
"snssai:001000003",
"dnn:lab",
"emergency:false",
"rat:nr",
"access:3gpp access",
"connectivity:5g",
"udm-uecm:10.10.10.215",
"udm-sdm:10.10.10.215",
"auth-status:unauthenticated",
"pcfGroupId:PCF-dnn=1ab;",
"policy:2",
"pcf:10.10.10.216",
"upf:10.10.10.150",
"upfEpKey:10.10.10.150:10.10.10.202",
"ipv4-addr:pool11/10.0.0.3",
"ipv4-pool:pooll",
"ipv4-range:pool11/10.0.0.1",
"ipv4-startrange:pool11/10.0.0.1",
"ipv6-pfx:poo11/2001:db0:0:2::",
"ipv6-pool:pooll",
"ipv6-range:pool11/2001:db0::",
"ipv6-startrange:pool11/2001:db0::",
"id-index:1:0:32768",
"id-value:2/3",



"chfGroupId:CHF-dnn=Tab;",
"chf:10.10.10.218",
"amf:10.10.10.217",
"peerGtpuEpKey:10.10.10.150:20.0.0.1",
"namespace:smf",

"nf-service:smf"

IUcedd po 2lJé CDL gJs SMF:

cdl show status
cdl show sessions summary slice-name <slice name> | more
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lJp9 0996

kubectl describe pods -n <namespace> <failed pod name>
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kubectl get nodes -1 smi.cisco.com/node-type=<value of cdl/node-type, default value is 'session' 1
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kubectl describe pods -n <namespace> <etcd pod name>
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5.4 Mirror Maker Pods W.s zlJs £, puwe§)d

c2dd pu l8)lz "pods” 9wzl POD I p9 006

kubectl describe pods -n <namespace> <failed pod name>
kubectl Togs -n <namespace> <failed pod name> [-c <container name>]
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chronyc tracking
chronyc sources -v
chronyc sourcestats -v

6 - lJouwsele

losl

IJele9,6

pdeue

cdlLocalRequestFailure

([&la

I3l bdo peds pesd wele 18d po 907 JIJe, po 5
>8lis 9 sbdy 1Jlwsl)

cdIRemoteConnectionFailure

(Sl

Bl sgodo lJleuoldle Idoguls oo 0 9ls IJuolss
pod |Jss 1Jesde IJwgss 1Js 0 Jess losd pu 5
38l Sswp ¢ Il (B8 JJuble 1d3s wpe
wpdsu GR)

cdIRemoteRequestFailure

e

Bl Ily pesd Idugle Ws Idbdole 1Ussse go wed i&._J
o0 907 JIJE,) 00 5 58lis@ Buwsdss 3JI I1Js
ouvgsd lJouwsoe (Wab Jduble 1U3s we wpdsy
GR Lo)

cdIReplicationError

e

Blidloe ouwed bdole Idogwe Idusl>,e |Us
IUbJole 1Jppdsé Bs puwlzs luwe cdl-global 1 9J pou
907 Jide,) pu 5 58lsd.(JJoble 1Jss ©p wpdso
GR V@b). swpe w9de 030 lJovusele leule uusll
lJo)8086 900 &p Spdud welodol.

cdlKafkaRemoteReplicationDelay

([&la

Bl ol gpdss IJouwg Ideceled JJIIBSII s
PIVE wESI Vluol wugly; 10 &9ly Jpss bl oo 5
>8lisde Bsop s8e IUlwsh (B@b JJuble IUss s>ge
GR)

cdlOverload - jissuvs

Josy

151 95,0J whble CDL 1Jis 1Juuwews 1Jpisess 1pdous
(IJlwe,lyoss 807) po yugwor Blu IJuble 89
woubgsd Il (B8b Il e wpdsu psis "zelss
Izpd 1J5lis>")

cdlOverload - ol

e

131 suod wble CDL |Js IJouweé [Jpisssé IJos wp
wJdgsuol (IJBspeo IJlve,)lose 907 ) ey uewo:
Sly IJoble sd9p vouvésd Jovwse (B3b Ss




lo3l,

pdeuo

elJo wpdsu psi6 "2elss 1Uzed 1U5lis>")

cdlKafkaConnectionFailure
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7.1 cdIReplicationError
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7.2 cdIRemoteConnectionFailure & GRPC_Connections_Remote_Site

Subod ol ldovus) eds JIWs IJouowsole "cdIRemoteConnectionFailure”
9"GRPC_Connections_Remote_Site".

Jdewed eds wuuwsole CdIRemoteConnectionFailure:

e wedlo udll volsé CDL: ¢ s i IJlouold wldpuosd Idogss po ubo olse CDL 9>

9 9o:

2022/01/20 01:36:18.852 [ERROR] [RemoteEndointConnection.go:572] [datastore.ep.session] Connection to r
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[WARN]
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alerts history detail cdlRemoteConnectionFailure f5237c750de6

severity critical

type "Processing Error Alarm"

startsAt 2025-01-21T01:41:26.857Z

endsAt 2025-01-21T02:10:46.857Z

source cdl-ep-session-cl-d0-6d86f55945-pxfx9

summary "CDL endpoint connections from pod cdl-ep-session-cl-d0-6d86f55945-pxfx9 and namespace smf-rcdn
Tabels [ "alertname: cdlRemoteConnectionFailure" "cluster: smf-data-rcdn_cee" "monitor: prometheus" '"na
annotations [ "summary: CDL endpoint connections from pod cdl-ep-session-cl-d0-6d86f55945-pxfx9 and nam

op ldlouold wldpsosud Idogss wogle W 02:10:32:

2022/01/20 02:10:32.702 [WARN] [RemoteEndointConnection.go:437] [datastore.ep.session] Stream to remote
2022/01/20 02:10:38.923 [WARN] [RemoteEndointConnection.go:563] [datastore.ep.session] Cdl status chang
2022/01/20 02:10:38.927 [WARN] [RemoteEndointConnection.go:437] [datastore.ep.session] Stream to remote
2022/01/20 02:10:38.934 [WARN] [RemoteEndointConnection.go:437] [datastore.ep.session] Stream to remote
2022/01/20 02:10:38.934 [WARN] [RemoteEndointConnection.go:437] [datastore.ep.session] Stream to remote
2022/01/20 02:10:38.935 [WARN] [RemoteEndointConnection.go:437] [datastore.ep.session] Stream to remote

IJedsse 1Jpszes B SMF JJpsde lJogss J CDL:

cd]l remote-site 2

db-endpoint host 10.10.10.141
db-endpoint port 8882
kafka-server 10.10.19.139 10061
exit

kafka-server 10.10.10.140 10061
exit

exit

JJouwso GRPC_Connections_Remote_Site:

Subu® v IJowuws) eJs "GRPC_Connections_Remote_SITE" i.;u'ol ub)l Jive i.;u'ol oU
uS w udbo yolsse CDL.

alerts history detail GRPC_Connections_Remote_Site f083cb9d9b8d

severity critical

type "Communications Alarm"

startsAt 2025-01-21T01:37:35.160Z

endsAt 2025-01-21T02:11:35.160Z

source cdl-ep-session-cl-d0-6d86f55945-pxfx9

summary "GRPC connections to remote site are not equal to 4"

labels [ "alertname: GRPC_Connections_Remote_Site" "cluster: smf-data-rcdn_cee

monitor: prometheus



po wedle udlb wolss CDL. Ll ldouwse gus 8o Idleuald wldpuassd Idwess:

2022/01/20 01:36:18.852 [ERROR] [RemoteEndointConnection.go:572] [datastore.ep.session] Connection to r

we puve Jovwse eus vele ldloueld Cldesse Iogs:

2022/01/20 02:10:32.702 [WARN] [RemoteEndointConnection.go:437] [datastore.ep.session] Stream to remote
2022/01/20 02:10:38.923 [WARN] [RemoteEndointConnection.go:563] [datastore.ep.session] Cdl status chang
2022/01/20 02:10:38.927 [WARN] [RemoteEndointConnection.go:437] [datastore.ep.session] Stream to remote
2022/01/20 02:10:38.934 [WARN] [RemoteEndointConnection.go:437] [datastore.ep.session] Stream to remote
2022/01/20 02:10:38.934 [WARN] [RemoteEndointConnection.go:437] [datastore.ep.session] Stream to remote
2022/01/20 02:10:38.935 [WARN] [RemoteEndointConnection.go:437] [datastore.ep.session] Stream to remote
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