802.1x WLAN + &zl9; VLAN og Mobility Express
(ME) 8.2 9 ISE 2.1
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Lodasale
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louble powedsp 2 ISE
Sble 8lgss | 1> 96

lJp 95,00

s9u2e 03l IJpuwows Jsdss leslsy svwds WLAN (Lo Js ppdss Jluvddss) luwegsle 1ol
Wi-Fi Protected Access 2 (WPA2) eJs puwess IJpduwwsd oluwegsle 9226 wezdpe Mobility
Express 9¢bbp ghes Jgxpd puolb 86 bdo louold IJpuwegse IJogss (RADIUS). sop luwegsle
e €306 1J09s6 (ISE) Jpuld gds ¢9l>e RADIUS 1Uglzs6.

@290999d IJpuolb 88 Ipcsuwe (EAP) IUpuucirp B odl1dsdsd 09 wusesdsd Idpuol> 96
lJecouwe Idpepes (PEAP). Oldluolwe |Js lue swp wessu ldgpsd Juveds VLAN peses
(wedl oJY Idpesus JJuvwds Iezdss IUdluedIss (WLAN) wuvdd 1de,lo.s).
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lJpdoule 1dpuuegspd

oo Idpedsele 1U9lss WO o3l Idpuwows Is luesble Idwlez sldpdsole 1Jelss IJoldss:
ME IJ]esl, 8.2

ISE 1Jlosl, 2.1

U pos9es, 1dezesd bo,l; Windows 10

oe qu.ulc IJrogdgplu |.J_9|_,.>o -._95 o.>| IJrouuuLp ,ou IJlao_,o |J,o_935.>o n_9._s WSS ng,oJ._so aluoo
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ISE v2.1

Win10

lJoJdgsule
9lJgbsle IJglesd os:

1. lodble pg W pgpe9es IUg>p0 (SSID) s ME glgJly ¢lbp RADIUS (ISE W o3l IJpeld) eds
2. 1Jlgdlu g0 929> eds ¢lbpe RADIUS (ISE)
3. louble 8lgss IJpuol> 86 eJs ISE



4. louble 8lgsé IJogosd eds ISE
5. oJdysu v dbo IJuolss

lJodosy eds

Jduwelz wldlouold wsu gbe RADIUS 9 ME: sJjp ouwesd gbe RADIUS gds 9ldedw. woLoe
030 IJgb9s Js 86 wuwesd ¢lbpe RADIUS gds.

IUz 96 1. 182 91206 IUpuucese lyuwsess 1Uzluo6 o ME sloedd 1Us leshle Jlguddss >
ol WLAN > | olds Liods WLAN 230536

O il on
i i cisco Cisco Aironet 1850 S
&8 Monitoring

£+ Wireless Setting:

= WLAN CONFIGURATION

& Access Points
& WLAN Users

% Guest WLANs
Active WLANSs

lll'- Management

-"."n Advanced

U096 2. 235 luw el Jduivods I ppdss 1JJluuddss (WLAN).



Add Mew WLAN

eneral WLAN Secunty  VLAN & Firewall  Gos

WLAN Id 3 v

Profile Name *  me-ise

SSID* me-ize
Admin State Enabled v

Radio Policy ALL v

IJg1096 3. 235 o J9su IJiely Lopw £Jleé wu9se lely WLAN.

i'acu WPA2 Enterprise. JIgosl) ¢bp 1Jpuolb 80 RADIUS 1Ughzs. lud)y W9l gsh Idoz)s)
Jluols gugly IP 1Jgluo « RADIUS glpo@le pdolz puis puvesd.



Add Mew WLAMN

General WLAN Security YLEAMN & Firewall GCloo

Security ‘WPAZ Enterprise ¥

Authentication Server External Fadius v

Radiuz IF & Radius Fort Shared Secret
-‘IE-‘I 2 TEETEEEELELTE :I
TEETEXEETETLELTE
(e 1812 <

External Radius configuration applies to
all WLAN=




Add New WLAN

General WLAN Security WLEAMN & Firewall oS

Security WPA2 Enterprizse v

Authentication Server External Radius v
FRadius IF & Fadiusz Port Shared Secret
®) a.b.c.d 1812 | eessseed]
= . )
& | (M Please enter valid IPvd address fsesesrssns

External Radius configuration applies to
all MLAaMs

<a.b.c.d> spled ¢l>p RADIUS.

lJgb9o 4. 9p wotuosue Uvwds VLAN Jpeg 0 SSID.

Bl Yl sdjp wessw SSID Jyvwds VLAN 1UglLos woudbs IUsuosd: spdu welys 030 [Ugbgs.
Joguosue Idpuvedsresu Jegyd SSID o3l Juivwds VLAN pesus (widld yuvwds VLAN

IUglo6 wudlbs IUsuosd): spdud luwesle suoe edlple eds Juwds VLAN 9oz o800 pesd
U VLAN 1Jp)é90.



Add Mew WL AN

General WLAN Security WLEAMN & Firewall Cloo

Use VLAN Tagging

VLAN ID *

Enable Firewall

WLAN and Firewall configuration apply to
all WLANs

% pdlzbo: I3l wp luwegsle 9,08 edlple eds Iduveds IUpedss IUblo,ss (VLAN), Belds P
wd9su switchport 1U3s swpe wysosd udbs UgugogJ wo Jpuds ¢b loold 9p0 wdssy
Juwds VLAN IJgl o6 wodlbs 1Jyuoad Juveds |uodss.

1J¢b9o 5. 168 W99 cbusd Jluole IUodgsy.



Add MNew WLAN

General WLAN Security WLEAMN & Firewall Cloo

Use VLAN Tagging
VLAN ID *

Enable Firewall

WLAN and Firewall configuration apply to
all WLANs

lJglo9é 6. [toshs: e vodssy yvodsd WLAN Jowod welyy yvwdsé VLAN.

Bp wopdso ozlyy AAA eds Livwds WLAN slod uodle VLAN lJebdsws. JJdsle w3JI:
WwSUESU edsd Bup gduws CLIJs 9lzos b6 ME sluosl) 1UIsle, IJeldse:

>config wlan disable <wlan-id>

>config wlan aaa-override enable <wlan-id>

>config wlan enable <wlan-id>

>config flexconnect group default-flexgroup vlan add <vlan-id>

leJus eJs ISE

IJgbgo 1. 10wz 9236 wedpe ISE gluedd IJs 1Ub1L6 > p9l)s IJgbeds > ig_o_,'c's lJuvods > | olss.



'||:||!s‘.l.!:||' Identity Services Engine Home » Context Visibility ¥ Operations ¥ Policy b W]

= Administration

b Device Portal Management  pxGrid Services ¥ Feed Service

¥ System ¥ |dentity Management |§ = Metwork Resources

= Metwork Devices  Metwark Device Groups  Metwork Device Profiles External RADIUS Servers RADILIS Server Sequences

|
¢ ]
Metwork devices Metwork Devices

r}a Edit :ﬂ:.ﬁ.dd [hDupIicate iaImport  fpExport »  @Generate AT 3 Delete -

Default Device

IJgo9s 2. bed IJpgdople.

9o dd leoshis: $pdo woass luve L)l 19 1ol wulez 19 9,00 suesso presele Tzoss
Juvwdo IJloold lgwoobl Ids lugle 1dlzos6 19 1dpsde 19 bole Ideede bs IdyveJs [Jpedss
IJJlwddss (WLC).

seoldé ab.cd g gously IP IUgloo o ME.



Metwark Devices List = New Network Device

Metwork Devices

Mame | WLC-narme

Description ||:|pti|:|nal description |

[ rrrr—

* Device Profile sk Cisco | » | 64

Wodel Name  |yic.model v |

Software Version |yic coftware 7 |

* Metwork Device Grodp

Device Type |W|_|:5_25|:|4 | | Set To Default |
Location [ Locations | £ Set To Default |
WILCS |yl cs | [ Set To Default |

- RADILS Authentication Settings

Enahle Authentication Settings

Frotocol RADIUS

*Bhared SECrel | eeeeeene . | Show |

Enable kKeywrap ]

* Key Encryption Key Shioay

* Message Authenticator Code ey Sk

key lnput Farmat =0 ASC HE=ADEC IMAL

CoaPort [1700 | Set To Default |

Jeiss pu ldpedsple 29d pepsele lzos6 IJubwds Hlze o3l IULoulb:

ISE - 62098l 12036 1, o é



https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_secure_wired_access.html#ID1661
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_secure_wired_access.html#ID1661

louble puwese 228> £Js ISE

IJgbgo 1. lowdd IJs 116 > b6 1Jegss > 1Jogsle > Idpuwegspso > [uols.

il dentity Services Engine

Home b Context Visibility P Operations F FPolicy = Administration

b Systemn | = ldentity Management k Metwork Resources b Device Portal Management  pxGrid £ System

= |dentities  Groups  Esternal ldentity Sources  |dentity Source Sequences b Settings D.Epll:ly.ment
—— Licensing
(<] Cetificates
Metwork Access Users Lnggmg
Maintenance
Latest Manual Metwoaork Scan Res. .. ~ parade
Zh Status - Imnport E [
@ R 8= e Expor | Backup & Restor
Status [larne a  [Descriptior Admin Access
oe Loading.. Setings

Iderﬁ'ﬁ Manaieml

IJgbo9s 2. e IJpgdople.
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Metwork Access Users List = Mew Metwork Access User

+ MNetwork Access User

*Mame | userl

Status Erabled

Email

* Passwords

Pazswaord Type: Imternal sers i

Passwaord Re-Enter Pazsw

*Login Password | sesssses  TITTITIY)

Enahle Password

» User Information

Fir=t Mame

Las=t Mame

* Account Options

Description

Change password on next login

» Account Disable Policy

' Dizable gaccount if date exceeds | 2017-01-21

w llcer rolmnms



» Engine

etk Identity Horme b Contex

Summary Endpaints Guesis Yulnerability Threat <+

Profiling
METRICS Client Provisioning

Total Endpoints € Active Endpoi

— e,

lJglo9gé 2. [5,)lz Wlgss puol> 96 g3$36.

JJBsle w3JI: loodd IJs voz > puols s > Ile Lo zass leds/iyudd.

sl Identit - Enging Hame » Cante ¥ b Operations ¥ Adminis

Authentication | Authorization  Profiling Posture  Client Provisioning  » Palicy Elements

ing the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
wsterm = Backup & Restore = Policy Export Page
ed

Jf Wyired_MAB OR e b
| Protocols  and I nsert new row above '
) ] NSET e FOW Del0v
use Internal Endpoints
Duplicate above

S Wiired_202.1% OR Duplicate below
IC_Protocols  and | Tiohiie

IJglogé 3. Ibgd IJpedsple 1Jplbdosd

Suwee pold $less IJpuolb s o3l Jzese Idessesddle 1deszs woe Blised 1Jsunsd IUs
Iobods UG e, lupss: 9subud 03l eds bdo 1dpuol86 Jg pdle Wireless 802.1x gl uwegsle
&9 IJpelbs IJluuesgle 9suwos o ISE-SSID.

Al denti ngine Home Co ility Operations ~Palicy » Administration

Authentication | Authorization  Profiling  Paosture  Client Provisioning » Policy Elements

Authentication Policy

Define the Authentication Policy by selecting the protocals that 1ISE should use to communicate with the network devices, and the identity sources that it should use for authentica
Far Palicy Export gao to Administration = Systern = Backup & Restare = Policy Export Page

Policy Type () Simple  (®) Rule-Based

& v ” Rule name 1 | 0 [ wireless 80213 AND Select Attibute | = N Ballow Protocols | [Default Metwark Access v and

B 2dd &l Conditions Below to Library

iti Description -
v | Default cud B = - P -
Wireless_802, 1% |l & condition to match 802, 1% based authentication request AND

¢ Radius: Called-5ta... \-,J |Ends With v| |ise—ssid| ;;|

ige, lsuol puos, 1Jogss JJgpdle 1dsso wblud Bless IJe ol 86 030 909 Wb 03l Ipel
punede Jdpuwodrpsu lblzJsso



v | Rule name | S [wireless_802 1X AND Radius Cal.. Slowy Protocols | |Defaulk Network Access and

& ~ | Default o Use |internal Users L= (N
Idertity Snurcellnternal Users l l
Options - -
Identity 5 List
It authertication failed Reject b ety Source He
If user nat found| Reject = [ L ]
If process failed| Drop > T v -

o all_ab lain_Paink
Mote: For suthertications using PEAP, LEAP, EAP-FAST, EAP-TLS ot < lein _meints

it iz not possible to cortinue processing when suthertication fails o @ Al _User_ID_Stores

If continue option iz selected in these cases, requests will be reject 4 Certificate_Request_Sequence

o Denyilccess

o iquest Uzers
o Guest_Portal_Sequence
@ IdnetitySequence ST _Internal

o Internal Endpoints

I = Internal Lsers I

wew? luwolksol lug) W98 we 9 Izl

# + [ Rule name | i [ wiireless_s02.1X AND Radius:Cal. Allow Protocols © [Dafault Network Access and

= | Default Use | Internal Users Actions -

I El Reset

Jeiss pu ldpedsele 29d 1duwele Juee Idengwsdadio lee oSl Lo lb:
JJewesd eds s> pu ldpedsele 29d puols) Idogss lze o3l UL lb:
louile p2p986 09,56 gD

logule Blgss 1Jegosd

Slexd IJogasd os 1Usless 1Jpuussds Jozsss ol Bl o suwer JJgpsd wldlugople Us
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http://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_auth_pol.html#wp1123345
http://www.cisco.com/c/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide_20_chapter_01101.html#ID238

:es Engine Haorme b Context Visibility b Cperations b Administration

norization | Profiling Posture  Client Provisioning  » Policy EI2  juthentication Authorization
Profiling Posture
kd Client Provisioning Policy Elements
Falicy by configuring rules hased on identity groups andfor other condi Dictinnaries
dministration = Systerm = Backup & Restore = Policy Export Page conditions
Lies - | Results

IJglo96 2. 5,1z @less 23836. lowdd 1Js Iduwoe > IJogasd > bl Bless zasé ledlo/bylo.

AL dentity Services Engine S b Context Viskilty  » Operations v Administration » Work Certers License'

CISCO

Authentication Authorization Profiing  Posture  Clisnt Provisioning v Policy Elemernts

figuring rules based on identity groups andior ather conditions. Drag and drop rules to change the order.
= System = Backup & Restare = Policy Export Page

-l

Conditions (identity groups and other conditions) Permis=ions

: M
i Insert Mew Rule Above J7

Insert Mew Rule Below
Duplicate Abowe

[uplicate Below

IJgbo9s 3. bed IJegdople.

2o ladl luwe JJSlEs6 9pzp9ele 1J09ss 28 sop wiisu Idpuwcgse. B o3l Idpsld: sop
oEisu ldpuwedse Bs peees ALL_ACCOUNTS.

Statuz Rule Mame Conditions (identity groups and ather conditions) Permizsions

r MameduthZrule m | condition(s) ip W‘
- o
RS T et [ag |'°'W | u - ess nottn

User Identity Groups

PSR A & [
Frainod = oo T o Mesr = e |
[ Coagenbharn_Seniees Lot "=
'@ Mrmwloun: 200 THE T @ GuestType_Contractar [default) .
2 pr :
e - i
[ Chipnieas Oipbnerdiee Mpslagn G074 CEPMRTHARD L Fo
2 Rhipc abe Uil S 20 Na ALL_ACCOUNTS (default) || -

’ N1 LTS Cdofon by

w83 3JI 1Be, Liob 13)s wred odss IJogasd wde B 030 1J8less. B o3l 1dpeld: woglys
gpdsé IJugasd 030 1JWless bl Jlue wgwegse yuvwds 802.1x Wireless 9 swpes 1D Station Id
(perd lJpzlod) g ISE-SSID.




Status  Rule Name Conditions (idertily groups and olher conditions) Permissions

P ~ | MameAuthZre . & | [wireless_802 1 AND Radus:Call... I I L T

8 IB Addd All Conditions Belowy to Library

& Condition Marme Description
e I | wiireless 802, 13 )|  Mormalised Radius:RadiusFlowType EQUALS Wirelesss02_1> AND
7
[Radius:Called-stat... | [Endswith =]  [ise-ssid al
&

Slesl igey pdd ogrsd IJegasd IUss suwee Jdepdle wldluuople 1Js oo ds: lud) eds
wp 9e9b.

Status Ruilg Maime Candtions (idertity groups and olber condtions) Permisansg

B - [Hamencthzrule | [ AL... o [ Wwreless_802.1X AND Radius:Call.. < | B0 [ PermitAc...

’ Exit | =

(o] = —

a Standard

7 Edt| v
( o)

Q= [ Ec | v

(7] ;Q‘ Edit | =
@«

® @« Edt|w
Qe

@ ar Edt| v

[} = Eit | =

[ ] S—— - . Edi | =

Edt |+

Defautt t atches, then  DenyAccess Exit | =

e

Swundd Bosbs: Gp vlogvle pJV wg s wEsd 228> wsd9p vogssu IJgpsd
IUJlowdds 1Js s s VLAN o oJdé:

— |

o
standard
& v

@ Blackhole_Wireless_Access

L

Il

E,él?- Add New Standard Profile ]

bed IJpedsple:



Add Mew Standard Profile

puuthorization Profie

"Hame | name-of-profie

Diescription
“Acoess Tpe [ACCESS_ACCEPT M
Metwerk Device Profile 4% Ciseo |+ €

Serdce Template [
Track Movement [ ;

Pagsive Identity Tracking [7]

O AcL (Filer-1D)

= Tagih 3 Edi Tag |1DMame [ van-d

[ voice Domain Parmission

= Advanced Attributes Settings

[select an kem

= Attributes Details

Access Type = ACCESS_ACCEPT
TunnekPrvate-Group-iD = 1:vian-d
TunnekType = 1:13
TunneHdedum-Type = 1:6

odysu IJzol IJb,yes

O wvodasu Jpusyo) pzesd Sepd wuble IJogugsd Windows 10 JJleold wpeg o SSID
e 96 802. 1x uluuwgsle PEAP/MS-CHAPV2 (losl, Microsoft oo wy9w9d9d [Jpuol> 96
Joldss Idlouold o 8speé Idogss IUluesl) 2).

VI pold Idodysy 03l suuwgspe ISE ivolbwo IJe9des slos!l Jooudss Idpuolb $6.
Jlogile pJ og)s9 WLAN gJs zol; Windows. ould gsblu:

1. 9p vodusw IJuvolbé 1Jpsdeé slosl eds 1Jzoly JJdwegdl pu uozd ebpe ISE 9lde 96
Wso Jlgwedeld 1Jpuol> 96

2. oelos 1deedd pu élbp RADIUS 9lJe 86 B s glse RADIUS suwegse Jlo)le Idpuol> 86
(Es) pumczumo: Jol spdu lu suowe pubdJs clpsu)

Swpe iz IJodssy Joso IJgshle Ws edasy lzols Loy ds - 1o ile o) og 509 WLAN -

| J2lo9o 7.

luole wdysu Ideols - wowse Juolyé ISE 3luss [Jwgdse

lJglb9s 1. o uoss,) Uuoldé 09986 Slusl pu ISE.

wved [Usgod |Js ISE gluogd 1Js bhé > ublp > Juoble > Luoble IJuble.



Sp e Idubolsd Jpuegsed Jpuol> 96 EAP glu 9, wuoss).

el ldentity Services Engine Hoime b Context Visihbility ¥ Operations ¥ Palicy ~ &dminiztration b Wik

b Identity Management b PMetwork Rezources ¢ Device Portal Managemert  pxGrid Services r Feed Service k|
Deployment  Licenzing | ~Certificates b Logding ¢ Maintenance  Upgrade  Backup & Restore b Admin Access b Zettir

<]

- Certificate Management System Certificates ), For disaster recovery it is recommended to export certificate ar
Eperdtose | // Edit | |4 Gemerate Self Signed Certificate | |5 Import Jlefe Export A€ Celste | |
System Cettificates Friendly Maime L=zed By Portal group tag I
Endpoirt Certificates -

EAP-SelfsignedCerdificate®E
Truzted Ceificates v  AP-SelfSionedCedificatedl SRR Gy EA|

Ea T o B HENCE T o PP P

O we b IJuivols Vs 1Jpsde lJplbbdge. 030 Idbolss pewws gds zoly Windows.

Export Certificate 'EAP-SelfSignedCertificate#EAP-SelfSignedCertificate#00001' e

®) Export Certificate Only

) Export Certificate and Private Key

*Private Key Password

*Confirm Password
YWarning: Exporting a private key is not a secure operation, It could lead to possible exposure of the private key.

Cancel |

190 2. §p voswse lJuvolssé W zol; Windows.

louwe Iduvolss IJos wp wuossyol God 3JY [Js goly Windows: 99 wogss) lpesh 1Jpd pu
pem lds .crtc g IJuw) [Jpjdse edso 9wesrss vowse [duvolsé...



ah Certificate

Garersl Oetalls  Cartification Path

rﬂ.ﬁ Certilicate Information

This CA Root certificate is not trusted. To enable brust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bto; EAP-SeFSignedCertificate

Issued by: EAP-SaFSignedCertificate

Valid from 23/11/2016 ba 23/11/2018

Install Certificate, .. [ssuer Skabement

ié_o_) oowswo IS IJzgols dpeds: ep lu@y Wl IJolds.



£ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard hielps pou copy certificates, certificate trust ksts, and certificats revocation

ksts from your disk to a certificate store,

A certificate, which 5 ssued by a certfication authority, s & confirmeation of your identity

and conk&ine infarmation used bo proteck data or bo establsh secure network
connections. A certficate store (s the system area whers certficates are kept.

Shore: Lo slon
() Currant Lsar
(@) Local Machine

To contirmwes, chck Mest.

O et

Cancel

2> 9upe I Idubeble B Idpor IJolds: ep luvegruo 912w polee puolb$6 IUzd) 1Jpsesd

wol. g3 3J3. 168, 898 IJeld.s.



& & Centificate Import Wizard

Gt i eate Stoae

the certificate.

Certificate stors:

Certificabe stores are system srass where certificates are kepk,

Windows can automatically select a certificate storg, or you can specfy & lacation For

() utomatically select thee certificate store based on the typs of certficate
(®) Place ol certificates in the following store

Trusted Rock Certification Authorities

Browea, .,

Sp lud) W9s luole.

Net | | Conce




& & Cenificate Impornt Wizard

Completing the Certificate Import Wizard

The certificate will be mported after you dick Firich,

You have specfied the Following settings:
B0 e e e B Trusked Rook Certification Athoritiag
Cortificabe

Finish Cancel

B IJuolss 1ol eds vep Joldss couse Iduvolss.



securn by Warning

| Youare about toinstall a certificate from a certification authonty
5 (CA) claiming to represent

EAP-SelfSignedCertificate

Windows cannot validate that the certificate is actually from
"EAP-SelfSignedCertificate”. You should confirm its onigin by
contacting "EAP-SelfSignedCertificate”. The follosing number will
assist you in this process:

Thumbprint {shal) e Tes 002 o) el 302 ATRENT

so M i

Waming:

If you install this root certificate, Windows will automatically trust
any certificate issued by this CA. Installing a certificate with an
unconfirmed thumbpnnt is a securty nsk. |F you click "Yes™ you
acknowledge this nsk

Do youwant to install this certthcate?

slud) izl B398 OK.



Certificate Import Wizard

o The import was successtul,

luole wdysu Ideol; - lugnle pJo og_)gggé WLAN

IJgloss 1. 108 wiv IJplouw Ilspo £Js lsdous [Jwse 9235 J9zé Idezdp.



Programs and Feabures
PAchalty Cenber

Fower Clptaons

el Wikl

Sy

Dievice Manadger
PRETWOIE ConmeCtiods
Cusk Banagerment
Computer BManagement
Command Prompt

Cammand Prompt {&diren)

Task Manager

Cantrol Panef



& Metwork and Sharing Center

« w ‘I‘IEI * Control Panel * Network and Internet * Metwork and Sharing Centerl

View your basic network information and set up connections

Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing cisco.com Access type: Internet

settings Damain network Connections: = Ethernet

Set up a new connection or network

&

Set up a broadband, dial-up, or VPN gonnection; or set up a router or access point.

Troubleshoot problems

i)

Diagnose and repair network problems, or get troubleshooting information.

lJglo9é 3. 235 IJoguosd $298! vuvedd JlgwdIdss we log) eds lJolds.

| 3‘ et o a Connection or Metwork

Choose a connection option

Eﬂ Conmnect to the Intermet

'15' Sat up a new network

|m Connect to a workplace
1 - - haATI

Mewt | iCancel




IJgogs 4. bed IJpedsple luwpe SSID guge IJelpse WPA2-Enterprise &p lud) eds IJelds.

= % Manually connect to a wareless network

Enter information for the wireless network you want to add

Matwork name: it ssid

Secunty type WrAZ - Enterprise =

Ercryption type: AES

Spcurity Ky Hide chasactars

k=] Seam this connection automatcally

[_] Connect aven o the network i1 nat brosdcasting
Warning: I you select this aptkan, your computer's privacy might be at rislk

| tex |

Canged

121906 5. 235 wess) leshle IUlouold Joguosue odise pdd ogysed WLAN.



5" Mariually Conmet o & wardles fetwork

Successfully added ise-ssid

=* Change connection settings
Cipen the comnection propertes ©o that | can change the settings

1Jg1096 6. loodd |Js eJleé IJowssy lolo 9lod, W lesble.



Ize-ssid Wireless Network Froperties

Connection  Security

Security type: WPAZ-Enterprise

Encryption type: AES v

Choose a network authentication method;

Microsoft: Protected EAP (PEAP) ™

Remember my credentials for this connection each
time I'm logged on

Advanced settings

K Cancel

IJgb096 7. 130, pl 13l o 1Jc288 po Logs ¢he RADIUS Ip JI.
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Frotected EAF Fropertie

When connecting;

| Verify the server's identity by validating the certificate

|| connect to these servers (examples:srvl;srv; . ¥\ .srv3.com):

Trusted Root Certification Authorities:

[ smieei s A
R R A I N

I:li. Coent i

EAP-SelfSiqnedCertificate

e T Rt TR S e I Sl

Dt 1.l -.‘-I'.'—-I'I--:-_ -_I |-..:. =1 n.l.-.-..:\.-.' "'\-I-_'\""é-i' T" -'. {' --.- Ir
DEﬂ . - .-"\-..l - - '-.':::--.'b{. g .:'..I'.'n'
I = e e ™o o
L4 >
Notifications before connecting:

Tell user if the server name or root certificate isn't specified

Select Authentication Method:
Secured password (EAP-MSCHAP v2) : Configure...

Enable Fast Reconnect
|:| Disconnect if server does not present cryptobinding TLY
[ | Enable Identity Privacy

0K Cancel
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1se-551d Wireless Network Properties

Connection  Security

Security type: WPA2-Enterprise

Encryplion type: AES

Choose a network authentication method:
Microsoft: Protected EAP (PEAF) ¥ Seftings

[+] Remember my credentials for this connection each
time Tim logged on

Cancel




Advanced sethings -
BOZ.1X settings 802,11 settings

Delete credentials 1or all users

[ ] Enable single sign on for this netwark

Perform immediately before user logon

Perform immediately after user logon
10 -

Maxamum delay (seconds
Ay add®icnal dialogs to be displayed during Linghe
sign on

This netwark uses separate virteal LANS Ffor machine
Al wher autheniicatisn




Windows Security x
Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

user

OK Cancel

IJozdd pu lduoes
sedu 1Jozdd pu w288 1deuolb§8 eu WLC Iy pu pub, ISE.
£pJs8 IUpol>§6 s ME

Sp woubtsd o3l 1dlpy Jpil§us gpdss IUpuol$6 Jpuwotse pesu:

> debug client <mac-add-client>

pold Jdpuob 8o IJulzes (wpe 239 weuo Idpézlw):

<#root>
*apfMsConnTask_0: Nov 25 16:36:24.333:

08: 74:02: 77: 13: 45 Processing assoc-req station: 08:74:02:77:13: 45 AP: 38: ed: 18: c6: 7b: 40- 01 t hread: 669ba80

*apfMsConnTask_0: Nov 25 16:36:24.333: 08:74:02:77:13:45 Association received from mobile on BSSID 38:e



*apfMsConnTask_0: Nov 25 16:36:24.334: 08:74:02:77:13:45 Applying site-specific Local Bridging override
*apfMsConnTask_0: Nov 25 16:36:24.334: 08:74:02:77:13:45 Applying Local Bridging Interface Policy for s
*apfMsConnTask_0: Nov 25 16:36:24.334: 08:74:02:77:13:45 Set Clinet Non AP specific apfMsAccessVlian = 2
*apfMsConnTask_0: Nov 25 16:36:24.334: 08:74:02:77:13:45 This apfMsAccessVlan may be changed Tater from
*apfMsConnTask_0: Nov 25 16:36:24.334: 08:74:02:77:13:45 Received 802.11i 802.1X key management suite,
*apfMsConnTask_0: Nov 25 16:36:24.335:

08:74:02:77:13:45 0.0.0.0 START (0) Change state to AUTHCHECK (2) | ast state START (0)

*apfMsConnTask_0: Nov 25 16:36:24.335: 0

8:74:02:77:13:45 0.0.0. 0 AUTHCHECK (2) Change state to 8021X REQD (3) |ast state AUTHCHECK (2)

*apfMsConnTask_0: Nov 25 16:36:24.335:

08:74:02:77:13:45 0.0.0.0 8021X REQD (3) DHCP required on AP 38:ed: 18:c6: 7b: 40 vapld 3 apVapld 3for thi:c

*apfMsConnTask_0: Nov 25 16:36:24.335: 08:74:02:77:13:45 apfPemAddUser2:session timeout forstation 08:7
*apfMsConnTask_0: Nov 25 16:36:24.335: 08:74:02:77:13:45 Stopping deletion of Mobile Station: (callerld
*apfMsConnTask_0: Nov 25 16:36:24.335: 08:74:02:77:13:45 Func: apfPemAddUser2, Ms Timeout = 0, Session

*apfMsConnTask_0: Nov 25 16:36:24.335: 0

8:74:02:77:13: 45 Sendi ng assoc-resp with status 0 station:08:74:02;:77:13: 45 AP: 38: ed: 18: c6: 7b: 40- 01 on «

*apfMsConnTask_0: Nov 25 16:36:24.335:

08:74:02:77: 13: 45 Sendi ng Assoc Response to station on BSSID 38:ed: 18:c6: 7h: 4d (status 0) ApVapld 3 Sl ot

*spamApTask0: Nov 25 16:36:24.341: 08:74:02:77:13:45 Sent dotlx auth initiate message for mobile 08:74:
*Dotlx_NW_MsgTask_0: Nov 25 16:36:24.342: 08:74:02:77:13:45 reauth_sm state transition 0 ---> 1 for mob
*Dotlx_NW_MsgTask_0: Nov 25 16:36:24.342: 08:74:02:77:13:45 EAP-PARAM Debug - eap-params for Wlan-Id :3
*Dotlx_NW_MsgTask_0: Nov 25 16:36:24.342: 08:74:02:77:13:45 Disable re-auth, use PMK Tifetime.
*Dotlx_NW_MsgTask_0: Nov 25 16:36:24.342: 08:74:02:77:13:45 Station 08:74:02:77:13:45 setting dotlx rea
*Dotlx_NW_MsgTask_0: Nov 25 16:36:24.342: 08:74:02:77:13:45 dotlx - moving mobile 08:74:02:77:13:45 int
*Dotlx_NW_MsgTask_0: Nov 25 16:36:24.342:

08:74:02:77: 13: 45 Sendi ng EAP-Request/ldentity to nmobile 08:74:02:77:13:45 (EAP 1d 1)

*Dotlx_NW_MsgTask_0: Nov 25 16:36:24.401:

08:74:02: 77: 13: 45 Recei ved EAPOL EAPPKT from nobile 08:74:02:77:13: 45

*Dotlx_NW_MsgTask_0: Nov 25 16:36:24.401:

08:74:02:77: 13: 45 Received ldentity Response (count=1) from nobile 08:74:02:77:13: 45

*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.978:

08:74:02: 77: 13: 45 Processi ng Access-Accept for nobile 08:74:02:77:13: 45

*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.978:

08:74:02:77: 13: 45 Usernane entry (userl) created in nscb for nobile, length = 253



*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov

25
25
25
25
25
25
25
25
25
25
25
25
25
25
25
25
25
25
25

16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:

08:74:02:77:13: 45 Starting key

*Dotlx_NW_MsgTask_0: Nov 25 16:

08:74:02: 77: 13: 45 Sendi ng EAPCL- Key Message to nobile

state I NITPMK (nessage 1)

36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:

exchange to nobile 08:74:02:77:13: 45, data packets will

36:25.980:

25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.

978:
978:
979:
979:
979:
979:
979:
979:
979:
979:
979:
979:
979:
979:
979:
979:
979:
979:
979:

, replay counter 00.00.00.00.00.00.00.00

*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

Nov
Nov
Nov
Nov
Nov
Nov

25
25
25
25
25
25

16:36:
16:36:
16:36:
16:36:
16:36:
16:36:

25.
25.
25.
25.
25.
25.

08:74:02: 77: 13: 45 Recei ved EAPOL- key

*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov

25
25
25
25
25
25
25
25
25

16:
16:
16:
16:
16:
16:
16:
16:
16:

36:
36:
36:
36:
36:
36:
36:
36:
36:

25.
25.
25.
25.
25.
25.
25.
25.
25.

08: 74: 02: 77: 13: 45 Sendi ng EAPQOL- Key

980:
980:
980:
980:
983:
983:

08:74:02:77:13:45 Station 08:74:02:77:13:45 setting dotlx rea
08:74:02:77:13:45 Creating a PKC PMKID Cache entry for statio
08:74:02:77:13:45 Adding BSSID 38:ed:18:c6:7b:4d to PMKID cac
New PMKID: (16)

[0000] 80 3a 20 8c 8f c2 4c 18 7d 4c 28 e7 7f 10 11 03
08:74:02:77:13:45 Adding Audit session ID payload in Mobility
08:74:02:77:13:45 0 PMK-update groupcast messages sent
08:74:02:77:13:45 PMK sent to mobility group
08:74:02:77:13:45 Disabling re-auth since PMK lifetime can ta
08:74:02:77:13:45 Sending EAP-Success to mobile 08:74:02:77:1
08:74:02:77:13:45 Freeing AAACB from DotlxCB as AAA auth is d
08:74:02:77:13:45 Found an cache entry for BSSID 38:ed:18:c6:
08:74:02:77:13:45 Found an cache entry for BSSID 38:ed:18:c6:
Including PMKID in M1 (16)

[0000] 80 3a 20 8c 8f c2 4c 18 7d 4c 28 e7 7f 10 11 03

M1 - Key Data: (22)

[0000] dd 14 00 Of ac 04 80 3a 20 8c 8f c2 4c 18 7d 4c

[0016] 28 e7 7f 10 11 03

be dropped

08:74:02: 77:13: 45

08:74:02:
08:74:02:
08:74:02:
08:74:02:
08:74:02:

77:13:45
77:13:45
77:13:45
77:13:45
77:13:45

Reusing allocated memory for EAP Pkt for re
Entering Backend Auth Success state (id=70)
Received Auth Success while in Authenticati
dotlx - moving mobile 08:74:02:77:13:45 int
Received EAPOL-Key from mobile 08:74:02:77:

in PTK_START state (nessage 2) from nobile 08:74:02:77:13: 45

983:
983:
984 :
984 :
984 :
984 :
984 :
984 :
984 :

08:74:02:77:13:45 Successfully computed PTK from PMK!!!
08:74:02:77:13:45 Received valid MIC in EAPOL Key Message M2!
00000000: 30 14 01 00 00 Of ac 04 01 00 00 Of ac 04 01 00 O..
00000010: 00 Of ac 01 Oc 00
00000000: 01 00 00 Of ac 04 01 00 00 Of ac 04 01 00 00 Of ...
00000010: ac 01 Oc 00 ....

08:74:02:77:13:45 PMK: Sending cache add

08:74:02:77:13:45 Stopping retransmission timer for mobile 08

Message to nobile 08:74:02:77:13:45

state PTKI Nl TNEGOTI ATI NG (nessage 3),

replay counter 00.00.00.00.00.00.00.01
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.984: 08:74:02:77:13:45 Reusing allocated memory for EAP Pkt for re

*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.988:

08:74:02: 77: 13: 45 Recei ved EAPOL-key in PTKI NI TNEGOTI ATI NG state (nessage 4) from nobile 08:74:02:77: 13:



*Dot1x_NW_MsgTask_0: Nov 25 16:36:25.988: 08:74:02:77:13:45 Stopping retransmission timer for mobile 08
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.988:

08:74:02:77:13:45 0.0.0.0 8021X REQD (3) Change state to L2AUTHCOWPLETE (4) |ast state 8021X REQD (3)

*Dot1x_NW_MsgTask_0: Nov 25 16:36:25.988: 08:74:02:77:13:45 Mobility query, PEM State: L2AUTHCOMPLETE
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.988: 08:74:02:77:13:45 Building Mobile Announce :
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.988: 08:74:02:77:13:45 Building Client Payload:
*Dot1x_NW_MsgTask_0: Nov 25 16:36:25.988: 08:74:02:77:13:45 Client Ip: 0.0.0.0

*Dot1x_NW_MsgTask_0: Nov 25 16:36:25.988: 08:74:02:77:13:45 Client Vlan Ip: 172.16.0.136, Vlan mask : 2
*Dot1x_NW_MsgTask_0: Nov 25 16:36:25.988: 08:74:02:77:13:45 Client Vap Security: 16384
*Dot1x_NW_MsgTask_0: Nov 25 16:36:25.988: 08:74:02:77:13:45 Virtual Ip: 192.0.2.1

*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.988: 08:74:02:77:13:45 ssid: ise-ssid

*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.988: 08:74:02:77:13:45 Building VlanIpPayload.
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.988: 08:74:02:77:13:45 0.0.0.0 L2AUTHCOMPLETE (4) DHCP required on
*Dot1x_NW_MsgTask_0: Nov 25 16:36:25.988: 08:74:02:77:13:45 Not Using WMM Compliance code qosCap 00
*Dot1x_NW_MsgTask_0: Nov 25 16:36:25.988: 08:74:02:77:13:45 0.0.0.0 L2AUTHCOMPLETE (4) PTumbed mobile L
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.988:

08:74:02:77:13: 45 0.0.0.0 L2AUTHCOVPLETE (4) Change state to DHCP_REQD (7) last state L2AUTHCOWPLETE ( 4)

*Dot1x_NW_MsgTask_0: Nov 25 16:36:25.988: 08:74:02:77:13:4
*Dot1x_NW_MsgTask_0: Nov 25 16:36:25.988: 08:74:02:77:13:4
type = Airespace AP - Learn IP address

on AP 38:ed:18:c6:7b:40, slot 1, interface = 1, Q0S = 0
IPv4 ACL ID = 255, IPv
*apfReceiveTask: Nov 25 16:36:25.989: 08:74:02:77:13:45 0.0.0.0 DHCP_REQD (7) mobility role update requ
Peer = 0.0.0.0, O1d Anchor = 0.0.0.0, New Anchor = 172.16.0.136
*apfReceiveTask: Nov 25 16:36:25.989: 08:74:02:77:13:45 0.0.0.0 DHCP_REQD (7) State Update from Mobilit
*apfReceiveTask: Nov 25 16:36:25.989: 08:74:02:77:13:45 0.0.0.0 DHCP_REQD (7) pemAdvanceState2 6261, Ad
*apfReceiveTask: Nov 25 16:36:25.989: 08:74:02:77:13:45 0.0.0.0 DHCP_REQD (7) Replacing Fast Path rule
type = Airespace AP - Learn IP address

on AP 38:ed:18:c6:7b:40, slot 1, interface = 1, Q0S = 0

IPv4 ACL ID = 255,
*apfReceiveTask: Nov 25 16:36:25.989: 08:74:02:77:13:45 0. 0 DHCP_REQD (7) Successfully plumbed mobi
*pemReceiveTask: Nov 25 16:36:25.990: 08:74:02:77:13:45 0. 0 Added NPU entry of type 9, dt1Flags 0xO0
*pemReceiveTask: Nov 25 16:36:25.990: 08:74:02:77:13:45 0.0.0.0 Added NPU entry of type 9, dt1Flags 0xO0
*apfReceiveTask: Nov 25 16:36:27.835: 08:74:02:77:13:45 WcdbClientUpdate: IP Binding from WCDB ip_Tlearn
*apfReceiveTask: Nov 25 16:36:27.835: 08:74:02:77:13:45 IPv4 Addr: 0:0:0:0
*apfReceiveTask: Nov 25 16:36:27.835: 08:74:02:77:13:45 In apfRegisterIpAddrOnMscb_debug: regType=1 Inv
*apfReceiveTask: Nov 25 16:36:27.835: 08:74:02:77:13:45 IPv4 Addr: 0:0:0:0
*apfReceiveTask: Nov 25 16:36:27.840: 08:74:02:77:13:45 WcdbClientUpdate: IP Binding from WCDB ip_Tlearn
*apfReceiveTask: Nov 25 16:36:27.841:

HCP_REQD (7) pemAdvanceState2 6623
HCP_REQD (7) Adding Fast Path rule

o O
o O

50.0.0.0
50.0.0.0

0.0.
0.0.

08:74:02:77:13: 45 172.16.0. 16 DHCP_REQD (7) Change state to RUN (20) |ast state DHCP_REQD (7)
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https://cway.cisco.com/tools/WirelessDebugAnalyzer/
https://cway.cisco.com/tools/WirelessDebugAnalyzer/
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