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Configuration= > Services~ > Application Visibility
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Configuration~ > Services~ » Application Visibility

Enable AVC Define Policy Upgrade Protocol Pack Flow Monitors
& Relevant
2 Irrelevant ‘ _"
@ Default [
Enabled

Protocol Pack
bootflash:pp-adv-c9800-1712.1-49-70.0.0.pack

1 10
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Via CLI

9800WLC#copy tftp://10.10.10.1/pp-adv-c9800-1712.1-49-70.0.0.pack bootflash:
9800WLC#configure terminal
9800WLC(config)#ip nbar protocol-pack bootflash:pp-adv-c9800-1712.1-49-70.0.0.pack

To verify NBAR protocol pack version

9800WLC#show ip nbar protocol-pack active

Active Protocol Pack:

Name: Advanced Protocol Pack

Version: 70.0

PubTisher: Cisco Systems Inc.

NBAR Engine Version: 49

Creation time: Tue Jun 4 10:18:09 UTC 2024

File: bootflash:pp-adv-c9800-1712.1-49-70.0.0.pack
State: Active
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Configuration = » Senices= »  Application Visibility

jcomesdmin | & B L E B R @ o

Enable AVG Define Policy Upgrade Pratocol Pack Flow Monitors
—
1 2 =
Enateied

Available (2) Enabled (0)

Profles Profiles Visibility Collector Address
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B <etaun-palicy-profie >
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Configuration = > Services = > Application Visibility
Enable AVC Dafine Policy Upgrade Protocol Pack Flow Monitors
.
—
1 J ® Dot *, —
Eratied
= Apply

Awaitable (1) Enabiled (1)
Profiles Profiles isibility Coliector Address
ﬁ default-policy-profik 3 E AVG_testing Extieraal +

wedsd pepes NetFlow peds

Jizb I&0 9> wp odysu leshble NetFlow 9 NetFlow o v dd od@liss 99381 Jdowosdle
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Configuration = » Services= > Application Visibility
Enable AVC Define Policy Upgrade Protocol Pack Flow Monitors
® Finaant
—’
1 @EE & =
insbiod
Exporter
Monitor m
Nama T Description T Type T Source P T Destination 1P
| wirgless-local-exporer User defined Local 0.0.00 0.0.0.0
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il Cisco Catalyst 9800-CL Wireless Controller Welcor
17123

Configuration= » Services~ »  Application Visibility

Enable AVC Define Palicy Upgrade Protocol Pack Flow Manitors
1 3 =
-]
Ersbsbe

Exparter
Nama ¥ Dascription Y Flow Expodtars
winaless-ave-basic User defined wireless -local -exporier
wiraless-avc-basic -ipve User defined wiraless -local-exporter

odysu pldws IJosd 9 wluwegsle pzee NetFlow IJezds

wSwp yob Jblgile ¢x9 @ IPVv4 9 IPVE oJylissl wedwd og)s Iduwsluws. loodd 1Js
IJodsso > edlele ldepss) 9o IJog)rsd > Iduusluws . 1ud) eds pdd og)rsd Iduwslyws
> AVC 92956 [Jg>p6 .

Configuration - » Tags & Profiles~ > Policy Edit Policy Profile
A UISBNIHQ a |':')|IC'|.' or :'.:')n'-lg..' ing it in Enabled” state, will regult in loss of connect Wity fior clents associatad with this Pol ICy Lf'ﬁh'f.‘.
Admin T Associated & Y
Status Policy Tags Palicy Profile Name General Access Policies QOS and AVC Mobility Advanced
' ——
] AVC_testing
Auto QoS Hone hd Flow Monitor IPv4
@ default-policy-profile
1 10 - QoS SSID Policy Egress wirglgss-ave-basicx » | B
EgrP.ss - [#] Ir‘.grcss wirgless-avc-basicx [ ~]
Ingress y| B Flow Monitor IPv6
QoS Client Policy Egress wirgless-ave-basi.x » B
Egress - B Ingress wirglesg-avc-basi X » B
Ingress v| B8

od9su pldws [Jesd§ Bs pdud ogysd Idyuslws
Via CLI

IJgbogs 1: odssu guuoy Idoedp Vs Iduvods 1Jpedss IUJlgvdIdss (WLC) b,l; 9800 Je oo,
pTds.

9800-C1-VM#config t

9800-C1-VM(config)#flow exporter wireless-local-exporter
9800-C1-VM(config-flow-exporter)#destination local wlc
9800-C1-VM(config-flow-exporter)#exit

1J21096 20 §p wodssu il §ws wr98 Iduvwds 1Jgluos oldluesh Ilee po wi9wsdsd
IJloc,ow 9ldluoshy Iduwbuw po wi9wsdsd IJlow,ow (IP) Jlgweesle 1Ughe IJeeds (WLC)
Jpo>) J NetFlow.

9800-C1-VM(config)#flow monitor wireless-avc-basic



9800-C1-VM(config-flow-monitor)#exporter wireless-Tocal-exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#record wireless avc ipv4 basic
9800-C1-VM(config-flow-monitor)#exit

9800-C1-VM(config)#flow monitor wireless-avc-basic-ipv6
9800-C1-VM(config-flow-monitor)#exporter avc_local_exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#record wireless avc ipv6 basic
9800-C1-VM(config-flow-monitor)#exit

IJg1096 3: Bp wogSSU puwles w3 IPVA 9 IPVE B pJd wg s Iuwsluws JIJ pu 2)Jé
e 1Usged 9lJgoe.

9800-C1-VM(config)#wireless profile policy AVC_Testing
9800-C1-VM(config-wireless-policy)#shutdown

Disabling policy profile will result in associated AP/Client rejoin

9800-C1-VM(config-wireless-policy)#ipv4 flow monitor wireless-avc-basic input
9800-C1-VM(config-wireless-policy)#ipv4d flow monitor wireless-avc-basic output
9800-C1-VM(config-wireless-policy)#ipve flow monitor wireless-avc-basic-ipv6 input
9800-C1-VM(config-wireless-policy)#ipve flow monitor wireless-avc-basic-ipv6 output
9800-C1-VM(config-wireless-policy)#no shutdown
9800-C1-VM(config-wireless-policy)#exit

oeps NetFlow IUghes

lo pzpe NetFlow IJghzs: gud luveslpo s usld L9ss Idobosdle sldeede Ssol (AVC)
eds 9236 ldogdpe Vs Iduvedo IJpedss IJJluwdIdso (LAN) Cisco Catalyst 9800 (WLC). o9
uble i3 E3p6 pELoLed wodds walule NetFlow 1Je o356 pu guuo) Idoedpe Bs IUgveds
lJezdss IJJluwdIdsé (WLC) gogpseol sozdsdol. spdoud lpl odssy pees NeFlow IUghzs
BEb Jp)lBubd 1388 IJobusd Is luvagsleo g pzee pds lsual.

g Slzod ldpuesp ldyuu9pssd

lJ¢logs 1: J:;',pdg___s.;, AVC gJs SSID peswo: luodd IJs Idodssy > 1Ugsple > H9s0

IJobosd. 2o pdd ogrssd Iduog 1Uss wuge Vs cudvsb AVC Jo. 235 Idpeee Jebes 980
vodosu guslu IP Jegpee NetFlow pod Cisco Prime. 9 SolarWind. 9 StealthWatch 9lo 9,
wbosy.



B i Cisco Catalyst 9800-CL Wireless Controller wocomeaomn | # & £ @ o me o Q mreedvack 7

Caonfiguration - » Services~ » Application Visibility

Enable AVC Define Policy Upgrade Protocol Pack Flow Monitors

@ Fosiirant

Froupant
1 @i= & =
Erstied
Bapely |

Available (1) Enabled (1)
Profiles Profiles Visiblity Collector Addrass
& cetoun-nalicy-protie > & ~vo_tesing P o | — 10.106.36.22 '

od9su AVC Jpgpee NetFlow 1Ughzs

Jleb luo wpzs wbusd wdssu AVC. wp wId9su leshble puos, NetFlow 9 NetFlow o Jélissl
luwegsle gusle IP Jezes NetFlow Jgosly ooy o005, £Js Iuo 9800 WLC ¢ |esble IJpods
IJIe,)luos6 9093 UDP 9995, spdud Idezdld pu uduw IJl)le oo gdId IJloe@ld 1Us
lJodssy > 1Ugsple > |pdluss 59686 Idobosd > pildews IJwsdd > 1dpuos)/Idgvl s .

n ”cllls'cllg;' Cisco Catalyst 9800-CL Wireless Controller Weicome admin | # W& Af B & e o Q W Feedback
17123
Configuration = » Services - > Application Visibility

Enabie AV Define Policy Upgrade Protocol Pack Flow Monitors

@ Rivircane
1 - + —
o
Expo

Mame T Description T Type T Source IP T Destination IP

| export_- 163038067 User defined External 10.197.234.75 10.106.36.22

odysu pzee NetFlow IUghezs eds 9800 WLC

il Gisco Catalyst 9800-CL Wireless Controller Weicomeaamin | # & £ B & W @ T Q
17.12.3

Configuration - > Services - »  Application Visibility

Enable AVC Define Policy Upgrade Pratocol Pack Flow Monitors

® Rilinit
1 Inewwant ‘ —_
® Detmun === =
Erablod
Exponis
MNama Y Description T Flow Exporters
dwave_-1638030067 User defingd expon_-1638039067
dwave_ipvi_- 1638033067 Usar defned axpont_-1638039067

odysu pldws IJosd§ wluuegsle pzee NetFlow 1Ughzs

Spdoud Idozdd pu wdssu IJpuds IJgluo wuiluve NetFlow IJos we logilyel oddliss! pu
eJlJ IJovwd IJs Idodasy > 1Jgs el > NetFlow .



creco  —isco Catalyst 9800-CL Wireless Controller wicomescmn | % ® £ B 8 W O Q o
s

sonfiguration - NetFlow
L=l
Netflow Template T interfaces/Profles T| Collector T Export imerface IP T Sampling Method T Sampling Range/ACL Name T Exponer Port
Wireless ave basie AVC_testing= 10.106.36.22 10.197.234.75 MA A 9005
WC_testings— 10.106.36.22 10.197.234.75 A NA

edlebs: Bl 9pe wodssy AVC gu) 9lzod IJpuwese lUy)uu9pess. Ll9u“a§¢.°n oJd9su puod)
NetFlow 1U3s wpe logble od@lissl Jluwegsle puwds UDP 9995. 1 zle IJolds pu ldozdd pu
w220 08p IUpud3 1Uss swp luwwgsleo w9luwlos pzes NetFlow.

eJds wwosd dpold: Bl oo oguegse Cisco Prime Jpgpes NetFlow 1Ugluo wJ Bpu 12,98
CESSU pu9 IJpuo) 8ds 9991 s lu 03l 09 1Upwds IU3s w@§9pe Cisco Prime Lldluweple
lJso JzyJs o9, NetFlow. e suwebse $x9sl £suw ldpuos) psule s NetFlow ovdsd.



B . Cisco Catalyst 9800-CL Wireless Controller wecomesarn | % ® £ B & ™0 o Q ™ Feedback | (b

cISCO

Configuration= > Senvices= > NetFlow Edit MetFlow =
Natfiow Template Wirgless Bve DasiC  w
Meaflow Tempiate T interfacesiProfiles T Collector T Exortingg LOcH Exparter
Wirglgss ave basic Hot Assigned 10,106,36.22 10.197.25 External Exporter
Wirlaas st Bsic IPVE Nt Assigned 10.106.36.22 10L197.234

Collactor Address* 10.106.36.22
Wireleds vt bsic BAC_testingi— 10.197.234
Expartar Port®

Wirless ave basic IPvE ANC_testing— 10.187.234
i 0 . Available (1)
Profiles Profiles Ingress Egreess
B cotoun-poscy-protie 3 B ~ve_testing +

CESS) U9p pud IJpuod) Vs wdysy NetFlow
Via CLI

lJg9é 1: 9p wodosy guslu IP 1JEluo wpepee NetFlow [Jghzs oluveésle 1Uslzed 1Jpe o).

9800-C1-VM#config t

9800-C1-VM(config)#flow exporter External_Exporter
9800-C1-VM(config-flow-exporter)#destination 10.106.36.22
9800-C1-VM(config-flow-exporter)#source $Source_Interface
9800-C1-VM(config-flow-exporter)#transport udp $Port_Numbet
9800-C1-VM(config-flow-exporter)#exit

1J296 20 §p wodssu pil§ws wr98 Iduveds 1Jgluos oldluesh Ilee po wi9esdsd
IJloc,oe 9ldluosh Iduwbuw po wa9esdsd Iloe,ow (IP) dlgveesle 1Ughe 1Jpezds (WLC)
Jpuos,) J NetFlow.

9800-C1-VM(config)#flow monitor wireless-avc-basic
9800-C1-VM(config-flow-monitor)#exporter External_Exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#record wireless avc ipv4 basic
9800-C1-VM(config-flow-monitor)#exit

9800-C1-VM(config)#flow monitor wireless avc ipv6 basic
9800-C1-VM(config-flow-monitor)#exporter External_Exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#record wireless avc ipv6 basic
9800-C1-VM(config-flow-monitor)#exit

1Jgo96 3: §p wogssSu puwled w399 IPV4 9 IPVE WS pJ wg)s Idwsluws JIJ pu 2yJo
290 1d>gsd slde)ge.

9800-C1-VM(config)#wireless profile policy AVC_Testing
9800-C1-VM(config-wireless-policy)#shutdown

Disabling policy profile will result in associated AP/Client rejoin



9800-C1-VM(config-wireless-policy)#ipv4d flow monitor wireless-avc-basic input
9800-C1-VM(config-wireless-policy)#ipv4d flow monitor wireless-avc-basic output
9800-C1-VM(config-wireless-policy)#ipv6e flow monitor wireless avc ipv6 basic input
9800-C1-VM(config-wireless-policy)#ipv6e flow monitor wireless avc ipv6 basic output
9800-C1-VM(config-wireless-policy)#no shutdown
9800-C1-VM(config-wireless-policy)#exit

odosy AVC gds 9800 WLC Llwegsle Cisco Catalyst Center

Sod pologs wdosy lpdluss 1986 IJobosd sldogde (AVC) eds 9236 wedp Os IdyvoJs
lJpeedsé IJJluwdIss (LAN) oo Cisco Catalyst 9800 (WLC) oo ¢JIJ oy Cisco Catalyst. oo
lUpoe IJezdd pu luuble logold wslule IUSsluw e v s 9228 IJoede S 1duveds
lJeedso IJJluwdIsse (WLC) 90,9 Cisco Catalyst wuogle. yopue lo sboy | WLC B 2lJs esl)
wepu Id cisco pl>e V156 095 BLu _9i¢, 09 OO WISy gldo 09 wubId wuvb. 9uldluols |Js
3Jdc 9dpil s 2lds Iduoes wuvdd Seld: pu ldpop SEuosue I po eouo) Idoede IS
lJuveds IUpedss IJdlunddss (WLC) suilb 1Usuesd (APs) wuvdd woese Jdeslse 1Ugluod
wopl sIgd oy Cisco Catalyst.

9800WLC#show telemetry connection all
Telemetry connections

Index Peer Address Port VRF Source Address State State Description

170 10.78.8.84 25103 @ 10.105.193.156 Active Connection up

ouvds) loyald wslule cooe IJlguedsle eds 9800 WLC

Devices [5} Focus: Inventory
Q
0 Selected Tag (%) Add Device Actions -
Tags Device NMame = IP Address Vendor Reachability EoX Status () Manageability
SB00OWLC.cisco.com 10.105.193.156 Ciscao @ Reachable i Not Scanned @ mManaged
CW91 641-ROW1 10.105.193,152 T @ Reachable & Not Scanned @ Managed
CW3164I-ROW2 10.105.60.35 MA @ Reachable & Not Scanned @ Managed

-

WLC 5 AP Gs 21Js |sly6



Owerall Metwork Client Metwork Services s~ Applications SD-Access Al Analytics

@ Global/BGL TAC/Shalini_AVC - 24 Hours -~

Metwork Devices

LATEST 6 7".’-"3 Haalthy b, TOTAL: 3

Mo Davices No Davices No Devices Mo Davicas m 12
- - - H
-+ . - 3 -"'""\T
4 - - - yx .

Router Core Distribution Access Wireless Access Point
Contraller

40°%
ToEOp 730

WView Metwork Health

clJs Loes WLC 9 AP gJss oy Cisco Catalyst

lJglb9es 1: wdysu ey Cisco Catalyst Jpgpe NetFlow gopdso vslule vooe ldosluloe
IJJluwdIdss O Idlesh IUgle. loodd Ids IJouopse > lesh Iduvods > IJ3sluw 80 wgd 939p
wopdsu IJodsso Ipsgse Jel 09 p9uoe.



aluanln Catalyst Center

CISCO

Sensers Desnce Credentals IP Address Poals Whrgless Telemetn,- Secunty and Trust

ptalyst Canter is your defauli SNEF col ior, i polls network dewvices to gather telemetry data, View datails on the

Application Visibility

Enable Natflow Application Talemetry and Controller Basad Application Recognition [CBAR

ﬂ Enable by default on supported wired access devices

jeatination collector for Metllow recands sant lrom netwark o
g Use Catalyst Center as the Nelllow Collector

« Wired Endpoint Data Collection

O Disable Catalyst Center Wired Endpoint Data Collection At This Site |

Wireless Controller, Access Point and Wireless Clients Health

B Enable Wireless Telametry

cout wslule Idgveds 1JJlgwdIdss sodosy AVC

196 2: §p wupdsu vooe lJobosdle eds euuo) Idogde Vs IJuveds 1dpzdso
IJJluwJdsé (WLC) 9800 IJplbdsw pu lzd 388 wdase AVC eJs suuoy Idoedp B IJ o ds
IJpzdsé 1JJluwdIss (WLC) byl 9800. Josl luodd s w9ds) > gols IUuvods >

IJpgisu. 2o, suuoy Idopde B 1uvuds IUpedss IUJluuddss (WLC) bb,yl; 9800 1Uss o)hgw
VIS wudvsb vslule cows lwoedsle IJobosdle edso: Sp loodd Ids lple > wslule wooe
luvodsle Idoslule > wpdso vslule vovg [uwegsle IJobosdle .

Catalyst Center

= bl
— EISED

v Glabal 0 Routars Switches  Wirsless Contrallors  Accods Poins Sonsors

Davices (5) Focus: Inventory -

DEVICE WORK ITEMS

Q
i Tag () Add Deviee &7 Edit Device [ Delete Deviee Actions ~

[ Tags Device Name = I Address wenRary EoX Stams (3 Monagesbility [

= £ 9B0DWLE cisco.com 10,105,193, 156 4 Not Scanned © Managed

CWE1641-ROWT 10,105,193, 182 Tebematry b

Device Replacemant
] SV E4I-F 0.105.60,35%
[ SDA_WLC cisco.com 10.106.38.185 Moarg




wedsu wooe IJobossle eds 9800 WLC

IJg 096 3: 1ze) supe IJuuin 538! Jdecbdule.
peds: Jopdsu AVC Vs pJd wg s Iduwsluws Idpedss (IJeessd 1Jpsd5s)

Flex/Fabric: Jopdsu AVC W Flex Policy Profile (Idezysd Ideeds) |_9 SSID lJpuwows IJs
lJouss.

Enable Application Telemetry

You have chosen to enable Netflow with application telemetry on 1 wireless contrallers.
By default, all non-guest WLANs on Wireless Controllers will be provisioned to send Netflow with Application telemetry
To override this default behavior, tag specific WLAN profile names with keywond " lan”,
Once specific WLANs are tagged, only those WLANs will be menitored
For each wireless contraller, select the AP modes where you would like to enable application telematry.
« For Catalyst 9800 Series Wiraless Controllers, the application telemeatry source is always Netflow.

» For Aire0S wireless controllers, the application talemetry source may be either
Netflow or WSA (Wireless Service Assurance]

A Enabling or disabling application telemetry on the selected 3510 types will cause a disruption in network services,

A Note: In order to update application telemetry conhguralion on the WLC, disable application telematry first and then re-enable it. To do so, please use the Disable/
Enable Application Telemetry buttons in the Actions menu.

4800WLC. cisco.com

@ Local () Flex/Fabric
[0 Include Guest SSIDs

@

Telemetry Source: NetFlow

Mote: Devices require Catalyst Center Advantage license for this feature to be enabled.

oS 9uoe IJuuiy £ds pyd; Cisco Catalyst

lJgb9é 4: s 89 wuwde popd Jouuushb leshble AVC: guwsep wbousd lJodsso IJpblod eds
cuuoy IJoedpe u.9.,5 lJubeds IJpedss IUJlgudIdss (WLC) byl 9800. spedud g0 1J2lJs
clJlvould |Js loguvls > gued 1Jos8s3 -

Jul 18, 2024 0922 PM 3

%370
% Filter
Time: Description
+ Today
Jul 18, 2024 20:52 PM (IST) Compliance run completed for device 10,105,193, 156[9800WLC cisco.com] and compliance status is NON_COMPLIANT
Jul 18, 2024 20:36 BM (IST) Execuling command config t wireless profile policy default-policy-profile no shutdown exit wireless profile policy testpsk no shutdown exit

wireless profile policy BGL14-4_WLANID_12 mo shutdown exit wireless profile po

Execut n flow expor '\ suily : C 0.78.8.84 sou A nsport udp 6007 exy rotoc
Jul 18, 2024 20:36 PM (IST) Executing command config t flow exporter ave_exporter destination 10.78.8.84 source Vian1 transport udp 6007 export-protocal ipfix
aption vri-table timeout 300 eption ssid-table timeout 300 option application -table tim

Jul 18, 2024 20:36 PM (I5T) Request recelved to enable telemetry on device(s) : [10,105.193,156]



wSW9pe ey Cisco Catalyst Loy odssule "euod) 1Je>8 " 9 Flow Monitor. o el s 3JY
Up.;,u_é.} lJpeas 9leshle 138 souubsbol slgd pdd wgrsd yusluws Isuog 1Upg ol Jel o9
p9uoe bule:

Configure Cisco Catalyst Center as Flow Exporter:

9800-C1-VM#config t

9800-C1-VM(config)#flow exporter avc_exporter
9800-C1-VM(config-flow-exporter)#destination 10.104.222.201
9800-C1-VM(config-flow-exporter)#source Vlanl0
9800-C1-VM(config-flow-exporter)#transport udp 6007
9800-C1-VM(config-flow-exporter)#export-protocol ipfix
9800-C1-VM(config-flow-exporter)#option vrf-table timeout 300
9800-C1-VM(config-flow-exporter)#option ssid-table timeout 300
9800-C1-VM(config-flow-exporter)#option application-table timeout 300
9800-C1-VM(config-flow-exporter)#option application-attributes timeout 300
9800-C1-VM(config-flow-exporter)#exit

Configure 9800 WLC as Local Exporter

9800-C1-VM#config t

9800-C1-VM(config)#flow exporter avc_local_exporter
9800-C1-VM(config-flow-exporter)#destination local wlc
9800-C1-VM(config-flow-exporter)#exit

Configure Network Flow Monitor to use both Local(WLC) and Cisco Catalyst Center as Netflow Exporter:

9800-C1-VM(config)#flow monitor avc_ipv4_assurance
9800-C1-VM(config-flow-monitor)#exporter avc_exporter
9800-C1-VM(config-flow-monitor)#exporter avc_local_exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#default cache entries
9800-C1-VM(config-flow-monitor)#record wireless avc ipv4 assurance
9800-C1-VM(config-flow-monitor)#exit

9800-C1-VM(config)#flow monitor avc_ipv6_assurance
9800-C1-VM(config-flow-monitor)#exporter avc_exporter
9800-C1-VM(config-flow-monitor)#exporter avc_local_exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#default cache entries
9800-C1-VM(config-flow-monitor)#record wireless avc ipv6 assurance
9800-C1-VM(config-flow-monitor)#exit

9800-C1-VM(config)#flow monitor avc_ipv4_assurance_rtp
9800-C1-VM(config-flow-monitor)#exporter avc_exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#default cache entries
9800-C1-VM(config-flow-monitor)#record wireless avc ipv4 assurance-rtp



9800-C1-VM(config-flow-monitor)#exit

9800-C1-VM(config)#flow monitor avc_ipv6_assurance_rtp
9800-C1-VM(config-flow-monitor)#exporter avc_exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#default cache entries
9800-C1-VM(config-flow-monitor)#record wireless avc ipv6 assurance-rtp
9800-C1-VM(config-flow-monitor)#exit

Mapping the IPv4 and IPv6 Flow Minitor in Policy Profile

9800-C1-VM(config)#wireless profile policy AVC_Testing
9800-C1-VM(config-wireless-policy)#shutdown

Disabling policy profile will result in associated AP/Client rejoin

9800-C1-VM(config-wireless-policy)#ipv4 flow monitor avc_ipv4_assurance input
9800-C1-VM(config-wireless-policy)#ipv4 flow monitor avc_ipv4_assurance output
9800-C1-VM(config-wireless-policy)#ipv4 flow monitor avc_ipv4_assurance_rtp input
9800-C1-VM(config-wireless-policy)#ipv4 flow monitor avc_ipv4_assurance_rtp output
9800-C1-VM(config-wireless-policy)#ipv6 flow monitor avc_ipv6_assurance input
9800-C1-VM(config-wireless-policy)#ipv6 flow monitor avc_ipv6_assurance output
9800-C1-VM(config-wireless-policy)#ipv6 flow monitor avc_ipv6_assurance_rtp input
9800-C1-VM(config-wireless-policy)#ipv6 flow monitor avc_ipv6_assurance_rtp output
9800-C1-VM(config-wireless-policy)#no shutdown
9800-C1-VM(config-wireless-policy)#exit

IJozdd pu IJougld IdJo9pgulbsus

e luwodsle suuo) Idoedpe WS IJyveds IJpedso [JJluwddsse (WLC) bl 9800 Je oo,
JJor 88 spdu pdlzbs lzuolissle 1Jwsle§ 1Jo 90 ullbsyws oo

ledloss Liss ldobosdle Jdgpdle Idpouodsu ew zese SSIDs.
lowodsle ldobosdlo 1Jw)nse JIJ gpsd.

luowodsle obosyd ez eds JJ SSID wuvdd pudoJ.
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Monitaring = » Services= »  Application Visibility

NEAR Prowcool Pack Version: 81.0

KEAR Viersion: &6

Source bypi [SSID Intinl

S50 - MG _lesting - Last 2 hoia's -

Lt updstiod Al 18, 2024 21:45:53
Usege Pount upciana: 18:00 MMSS)

3 Mg —

15 8hos —

7 oo =

M_J
0o Foil] 20030 0as nod mas 2138 s

Applicatnn T Usagel®) T Usage T FRecoed T Sem T
Unknawn 3383 T96.0KB 300.0KB 456.0KB
Drain Noma Sysiim 17.08 407.0KE 168.0cB 234 QKB
Fing 1232 paiiles ] 145,065 145.0k8
HyporTest Transfer Protocol 1203 283068 17068 166.0kB
ICMP for B 032 217 0B 1E0.0K8 4B.0KE
Internet Cortnol Messagh Probocal 5.0 120.CEB B4 OKB 36.0RE
Simpie Service Discovery Protocol 255 0,068 47.0K8 13058
Microsoft Senvices 23 52068 44 088 2068
mORE 1.36 32.0K8 ITOKE 5.0K8
Binary owar MTTP 0.83 2,008 G.0KB 13.068

lpdluss 986 lJobosdle Jdpuwegseso ldpouodsy o AVC_Test SSID JJJ pu 2096 39, 1d>¢9d 9lJé )9z

Jorws lewolssle lpdluss Hiss ldebosd JIJ gpsd: spdud IJud) B9 edles IJowssw
"IJepdle" slzesh gpsd pesu G lud) 998 e wdluosd IJoboss.

Monitoring = > Sernvices - > Application Visibility

ISR Protocol Pack Version: 61.0
HELAR Version: 46

Tatal Clients: 1 — View Application Details

Clignt MAC Address T AP Name T WLAN T State T Protocol T
— CWB164I-ROW 18 Run 11n(2.4)

ledluss 19sé IJobosd Jepsd oz - 1



+ Back to Client's

Application Name T Avg Packet Size T Packet Count T Usage(%) T Usage T Sent T FRecoived T
ping 60 6562 2] 390.4KB 195.2K8
unknown 693 572 el 387 268 264.8KB
dns 108 1511 2 160,4KB 137.1KB
ivE-icmp " 1313 0 142.6K8 27.2K8
http 300 427 9 125 .4KB 5268 73.3KB
icmp 147 333 4 478K 44,168 37KB
sadp 168 123 1 20.3K8 16.0KB8 43KB
mdns 80 204 1 16.0K8 14 868 1.26B
ms-services 64 231 1 14.6K8 10.8K8 37KB
e & 159 1 12,68 6,958 578

1 - 0 v

leIluss 1986 IJobosd Jepsd pess - 2
Via CLI

lJoedd pu glds AVC

9800WLC#show avc status wlan AVC_testing
WLAN profile name: AVC_testing

AVC configuration complete: YES

leuelissle po NetFlow (31956 IJegiso [Jesde J FNF)

9800WLC#show flow monitor $Flow_Monitor_Name cache format table

flow monitor wireless-ave

FLOW DIRN WIREL IP PROT APP MAME bytes long
2185 .19 Output AVC_testing 7 layer7 llmnr
9.185.193.195 Qutput Al Lng 17 port dns
Input AVC_t 1 prot icmp

Input AVC_testing 1 prot icmp

Output A\ g 17 layer? Llmar

Output port dns
Input L testing 1 prot icmp

Qutput 17 port dns

IJe2dd pu AVC £Js 9lz06 Lulbs, 1Ji9le, 9800

JJdozdd vuvdd W6 pu luwedsle IJobosd IJedss JIJ v ds ppdss Jlguwddss (WLAN)
sepdlsol ldpwodsur

9800WLC#show avc wlan <SSID> top <n> applications <aggregate|downstream|upstream>
9800WLC#show avc client <mac> top <n> applications <aggregate|downstream|upstream>
where n = <1-30> Enter the number of applications



9800WLC#show avc wlan <SSID> application <app> top <n> <aggregate|downstream|upstream>
where n = <1-10> Enter the number of clients

IJoedd pu £33 2jp FNFVO 921J6 WI o)psjiol eds puwess Idoede (CP)

9800WLC#show platform software wlavc status decoder

9800WLC#show platform software wlavc status decoder
AVC FNFv9 Decoder status:

Pkt Count Pkt Decoded Pkt Errors Data Records Last decoded time Last error time

25703 25703 ] 132480 07/20/2024 14:10:46 01/01/1970 05:30:00

L}‘JC\J cJpo FNFv9

sedoud lsuol IJezdd pu leuolssle issb 1dwsss puluiss.

9800WLC#show ip nbar protocol-discovery

b lguole Fabric 9 Flex. spJdod 1dzuo9d eds eldle NBAR o0 w@bé 1909 &

AP#show avc nbar statistics
Works on both IOS and Cl1ickOS APs



pdlzbo: Ws lesh Idhuwle 1Ughzs: wigdp 9220 Idoedp Vs Iduveds Idpedse IUJIpundIdso
(WLC) IJ¢l o wldyol dozgs Idbw 96 3 Jdepsd: wsupel ogpd 9296 IJopdp S 1duvwds
IJpedss [JJluudIdss (WLC) 1Jghzss B 1Ubw@s 2. ubl Jiu [pdloss 1986 IJobussdle
9ldozdp Vsol (AVC) wepd Vs IUbo@o 30 VWl Idoslule sle 1duods spdu pdlzbool W Eb
eds guwos IJopde Vs 1dubeds IJeedss Idlunddss (WLC) 1JElue Lo b.

<.s DNAC

o Iyob IJodlb gJs 9800 WLC: veu suvwbse 388w 09 Syuvd pebsle Vel soedd
vldobosyle 92,96 09, IJuveds |Js cisco Catalyst Center ol ww o)l).



] ] ip.addr == 10.78.8.84 and udp.port ==

No. Time Source Destination Pratocol Lengtr Info
FEIL™ LUV AU IUIIIT AU s LU L JSe LU AR FLFe U U v LI JIAWY T GO LCI=aay
74228 15:86:30.002998 18.185.193.156 18.78.8.84 upp 178 55148 - 6887 Len=136
76582 15:06:41.012984 10.1085.193.156 1@.78.8.84 upp 178 55148 - 68T Len=136
76879 15:86:45.816997 18.185.193.156 1@.78.8.84 unP 178 55148 - 6287 Len=136
79686 15:87:81.832987 18.185.193.156 18.78.8.84 upp 178 55148 - 6B87 Len=136
85872 15:87:17.847986 10.1085.193.156 10.78.8.84 upp 178 55148 - G287 Len=136
93995 15:87:37.866982 18.1085.193.156 1@.78.8.84 upp 178 55148 - 6@8Y Len=136
94989 15:87:43.073986 10.185.193.156 18.78.8.84 upp 178 55148 - GBBT Len=136
98292 15:88:82,784847 10.185.193.156 1@.78.8.84 upp 1434 55148 - GRBT7 Len=1392
98293 15:98:82.784947 10.1085.193.156 1@.78.8.84 upp 1434 55148 - 6@B7 Len=1392
98294 15:88:82.784947 18.185.193.156 18.78.8.84 upp 1352 55148 - 6887 Len=131@
98295 15:88:82.784947 18.185.193.156 18.78.8.84 upp 1352 55148 - 6887 Len=131R
98296 15:08:02.784947 10.1085.193.156 1@.78.8.84 upp 1352 55148 - 6887 Len=1318
98297 15:88:82.784947 18.185.193.156 1@.78.8.84 Upp 1352 55148 -+ 6BB7 Len=13180
98298 15:88:02.784947 18.185.193.156 18.78.8.84 upp 1352 55148 - 6BBT7 Len=13180
98299 15:08:82,784947 10.105.193.156 1@.78.8.84 upp 1352 55148 - 6@87 Len=1318
98309 15:88:92.784947 18.185.193.156 18.78.8.84 uoP 1352 55148 - 6@B7 Len=1318
98301 15:88:82.784947 18.185.193.156 18.78.8.84 upp 1352 55148 - 6887 Len=1318
98302 15:88:82.784947 18.185.193.156 18.78.8.84 upp 1352 55148 - 6887 Len=1318
98303 15:98:82,784947 10.105.193.156 1@.78.8.84 upp 1352 55148 - B@@7 Len=1318
98384 15:88:92.784947 18.185.193.156 18.78.8.84 uppP 1352 55148 - HBBT7 Len=1318
98395 15:88:02.784947 10.185.193.156 18.78.8.84 upp 1352 55148 - 6BBT7 Len=1318
98306 15:98:902,784947 10.105.193.156 1@.78.8.84 upp 1352 55148 - 6287 Len=1310

Frame 1332: 178 bytes on wire (1424 bits), 178 bytes captured (1424 bits)
ISt T RN — e ————— — — ——— _— _ ___—_ ______________ - ___ 3
Internet Protocol Version 4, Src: 10.105.193.156, Dst: 18.78.8.84
User Datagram Protocol, Src Port: 55148, Dst Port: 60@7
Data (136 bytes)
Data [truncated]: 208a20@886698e17a00001faT7R0R0010001180A7E0269C1500808058050411003501242Fd0daaldalooeeedzaoddddl2edenp3noaas:
[Length: 136]

lJodlb IJgjeé Js 9800 WLC

Jorwe vslule IJebosd Jdepdle Ipouodso w9296 wede Vs Iduveds [ppdss
lJJlwdIsé (WLC) pesus eds pyd; Cisco Catalyst: oo 8d IJs [duzelo > Joglo 1Jpedpele >
lJueed > 1dobusy .

= il Cat

CIsCO

Owearal Metwork Client Metwork Servicas Applications. SD-Access Al Analytics
SUMMARY NETFLOW ThousandEyes Tests
13 7.4 mB 715.7 bps 1 19.3 ue ThousandEyes integration Not Avallable 07
Buginoas Rolovant Data Ussge Avg Throughpat Exporians Data Usage
Applications
Business Relevant Application Health &) Application Usage
LATEST TREND LATEST TREND:
|
.
6 3 MB
L]

TOTAL APPLICATIONS

TOTAL USAGE

o)l 8w6 AVC gJs pyd; Cisco Catalyst

Spduul wedu IJobosdle IUIYe,) luwegslel oo God IUgpdle 908> 1B od puweodds
lJoslole Jel 09 p9 oz oul.



= lub Catalyst Center Assurance [ Dashboards / Health

CISCO

Overall MNetwork Client Metwork Services w Applications SD-Access Al Analytics
Top Applications by Throughput Top Endpoints by Throughput
LATEST TREND LATEST

|
unknown 26.2Kbps DESKTOP-QSCE4PE 19Kbps

dns 19Kbps

ipvB-icmp 16.3Kbps

http 7.3Kbps

icmp 4.3Kbps

I od leuolisslo puwogses IJobousdle sleds g0 IJoblé 1Jo,ss

JDsd 1Ud2,6 eds yoob ez Jpesd SSID pesur ppl sose JI pildwd pues Idepgldes
lJJJdso glywedslp Idobosdle JJgpdle IJpyovbsy wodl ldpg .

opdud 030 1J9bsuW96 pu wpdsd igéu'oJ lJobossle _9ie.J..s lJeuwedspsu lUdsu syvwoddsy
e ldoublg lJo)ss slgd gvodod.

9uldluoles |Js 3JdYe spdoud |uwesle psio "glpd wuoss 1Jgge" Joz o o3 Iduslule
JOule jp0ss wwlods: pel S99, 198 Clistss Vs luweesle IJuboJs.



Crwerall Metwork Client Metwork Services Applications S

) Global/BGL TAC/Shalini_AVC -~ 24 Hours - " Filtar {1}

Time Range
A By default, hourly data is showr

2 3 Hours @ 24 Hours O 7 Days

4: 30
b Start Date
7 [ 17 [ 2024
Hi
po3 Tosl 4 4:23 PM W
End Date
? [ 18 [ 2024
SSID: AVC_testing >
4:23 P W
SUMMARY
13 7.4

Business Relevant Crata Us:
Applications Cancal

elod cuoBs6 IJg e Je)ue leuelissle AVC



Oeeral

Memvork

Cliemt

() Global/BGL TAC/Shalini_AVC

ﬁ By default, houwrly data is show

L=
[

SSID: ANG _testing

couve SSID Jg, o leuolissle AVC
eJs pepe NetFlow IJghezs

olJ1: Cisco Prime as NetFlow Collector

Metwork Services

2 Hours s

SaID (1 F14)

Liancel

ot Applications Sh=,

4 Filtar (1) -

Clear Filter

Y CWA-test-321
) Session_[Himeaout
i ) LM-INTERMAL
0 AVC_tasting

gwspl wuwogse Cisco Prime Jpgzpe NetFlow Ul Iuslole Idos op wzpseol spdoud 1o o)s
9800 WLC Jp0>) vslule syuvd wslule NetFlow g uuse e logole 9lJe NetFlow oJ$lissl
9938l Jdoslule IJos swpe huwldel w9luwlbs 9800 WLC.

o 1Idodlb 1508 1Jelge3é £Js 9800 WLC. spduul IJezdd pu lve syuwd lduslole
lJewed 96 wldobossle 9g,I6 o9, Iduveds |Js Cisco Prime wluuep)l).



d B @ RE Qe E‘ESF $§ . = @ Q  FF

M |ip.addr == 10.106.36.22 && udp.port == 9991

Mo, Time Source Destination Fratocal Lengtt Info

- 87 28:50:23.855943 18.185.193.156 18.186.36.22 upp 1786 51154 -+ 9991 Len=128
1453 298:58:24,775945 10.185.193.156 18, 186.36.22 [ 458 51154 - 9991 Len=416
1465 20:50:24,856950 10.185,.193.156 18.186.36.22 UDp 178 51154 - 9991 Len=128
1583 20:50:25,.776952 10.185,.193.156 10.186.36.22 UppP 1394 51154 - 9991 Len=1352
1584 20:50:25,.776952 10.185,193.156 10.186.36.22 UppP 1082 51154 - 9991 Len=104@
1596 20:50:25.857942 18.185.193,156 18.1086.36.22 upp 1394 51154 - 99291 Len=1352
1597 28:508:25.857942 18.185.193.156 18.186.36.22 uppP 1394 51154 - 9991 Len=1352
1598 20:508:25.857942 18.185.193.156 18.186.36.22 uppP 474 51154 - 9991 Len=432
1779 20:50:26.777959 18.1085.193.156 18.186.36.22 upp 1394 51154 - 9991 Len=1352
1788 20:50:26.777959 18.185.193.156 18.186.36.22 UDp 1158 51154 - 9991 Len=1116
1857 20:50:26.858949 18.185.193.156 10.186.36.22 [ 1394 51154 - 9991 Len=1352
1858 20:50:26.858949 16.105.193.156 19.186.36.22 upp 1394 51154 - 9991 Len=1352
1859 208:50:26.858949 10.105.192,156 10.186.36.22 upp 1394 51154 - 9991 Len=1352
1860 208:50:26.858949 10.185,193,156 10.186.36.22 upp 278 51154 - 9991 Len=228
1861 28:58:26.858049 18.185,193,156 18,186.36.22 upp 1394 51154 - 9991 Len=1352
1862 28:508:26.858049 18.185,.193,156 18,186.36.22 upp 678 51154 - 9991 Len=636
2886 20:508:27.778951 18.185.193,156 18.186.36.22 uppP 1394 51154 - 9991 Len=1352
2087 20:50:27.778951 18.185.193.156 18.186.36.22 Upp 1394 51154 - 9991 Len=1352
2088 20:50:27.778951 18.185.193.156 18.186.36.22 [l 534 51154 = 99391 Len=492
2113 20:50:27.85994@ 18.1085.193.156 10.186.36.22 UDP 578 51154 = 9391 Len=536
2287 20:50:28.779958 18.1085.193.156 10.186.36.22 UDP 378 51154 - 9991 Len=336
2295 20:50:28.859940 18.185.193.156 10.186.36.22 [ 1394 51154 - 9991 Len=1352

WAL

s B WS BEANAR

il AAE AN3 ACE

ia RS BIE T

Frame 87: 170 bytes on wire (1360 bits), 170 bytes captured (1368 bits)
Ethernet 11, Src: [N

Internet Protocol Version 4, Src: 1@.185.193.156, Dst: 19.106.36.22

User Datagram Protocol, Src Port: 51154, Dst Port: 9991
Data (128 bytes)

Data [truncated]: @@89000128cbd1e0669932b7000R0004000004000147R06C00RRR0R00A0R0ER000A000C00RR000RETTAZORREER002000RRR8A00L1

[Length: 128]

IJodlb 1Jz506 1plees eJs 9800 WLC

e st fne
cIco

A Senvices / Application Visibility & Control / Data Sources

~ Device Data Sources

=T

(XETF]

Aannd

T

Seleciod U Total 1

Sk | Quick Filer

Device Namp Data Source A Type Exporting Device LLast § min Flow Record Rate Last Active Time

SBOIWLE dsco com 10,108, 193, 156 NETFLOW 10.105.163.156 F 2 Fridoy, Juty 19 2024 at 04:50:18 AM india Standa...

Cisco Prime Detect 9800 WLC Jp o>, wslule NetFlow

Spdud vessu g9lpd IUo oS0 quoolfl IJs IJobos 9ldgrplo seos w9luwlod 1Ug psd:
luwedsdle gudlo IP Jopdsd Idwslole IUIYe,) |gueoosll.



Top N Applications & @

Rate | Volume

s I

suonediddy

2
Kilpbits/sec
ledluss 1988 IJobosyd Jeese Idgedle
fA Dashboard / Performance
Site Device Access Point Interface Application Voice/Video End User Experience
Filters. . "Chang 10,1065, 163,80, Lina, . - "3 “Tirses Frame  Past 1 Hour v -'h Application | AN L "!‘ Matwork Auvars
Top N Applications Il @ EES
Rate | “olume
N e
-
: mssenves D
5 oo D
a maos
nethios-ns .
lImrir -
igmp -
mg-update
o '..I:I ."IIII ’;I:I q::l 4] &0 ] ﬁlil "iICI e 180 1.;'|:| :I;-III E40 LEI.IZI ISI.I'.‘p 170 i 190 ."I!l\'.'l
bits/sec

obosd gpsd pesu wluwedsle guslo IP



pold 2: pepe NetFlow oo loole zod Ehess

O o3l ldpelde swp luvwgsle pzee NetFlow [SolarWind] IJeleg Jzos ghzss Jeee leuolissle
IJobosdle. ouuegse 9226 IJoedp Vs IUyveds Idpedss IUJlgwdIdss (WLC) byl 9800
olusd Flexible NetFlow (FNF) Juwd ldoslole Idusledd 1Jpoed8dé wldobos@le 9g,J6 09,
lJoslole go) Iduvedégldos sop wepseol ved 3JY woluubs o,ulpe SolarWind.

WY DASHBOARDS - ALERTS & ACTIVITY = REPORTS = ZETTINGS =

&7 NetFlow Applications Summary

Time Ferod Flowwr Direction P Version
Last 1 Hours Ingress and Egress 1Pvd and IPvh
Top 10 Applications MatFlow ~ S HELE
E INGRESS AMID EGRESS, LAST 1 HOURS, RATE
o
]
R
b
J
=
= 500.0 kbps
o
[T
20D kbhps
-
E T00L0 kbpi
=
2
[T Z00.0 kbps
[a ]
£
Q@ 100.0 kbps
=
L
0 bps
2:40 PM 50 P T:00 Pl 310 P 1: 20 PR 1:30 P 40 P
II-I
1
a0 ¢ ._..x,."“‘-\q__.
i Eil P
INGRESS EGRESS INGRESS EGRESS
AFFLICATION PERCENT
BYTES BYTES PACKETS PACKETS
[ | it protocoll over TLSASSL [443) G477 kirgtes 11.4 Mbytes 2BS kK 6.54 K T 4T%:
Woarld Wide Web HTTP (B0} 19.5 kbytes 1006 kehytes 74 105 0.25%,
[ | Comain Mame Serser (53] 10.7 kbytes 4.5 kbyies S8 =11 0.12%
LLMMR [(S355) 0 bytes o0 kbytes o a4 0.07%
[ | METBIOS Mame Service (137) 0 bytes E1 kbytes 0 as 00T
METBIOS Datagram Service (138) 0 bytes 972 bytes 0 4 0.01%
[ | Palace-4 (995) 618 bnytied 0 Eryties 5 0 0.0 %

leuolissle wbos$ NetFlow gJs SolarWind

lJuvslo,yo eds 2o 1Je9)



Subsy Idoede Bs J6 1e19) [Us preses o ldessle slUldsle IUpumatrps Jbbs soubse
&8 2,96 0,9, Iduuds. woubse 2yd6é 1e9) 19 weass Ipesd os IUslo wuwegsp B 9236
IJoede IJJlunddss Jdopde O pdsl 2096 1Upu9) 1Jerumds pu ldgpsd. 909 Soldw pesd
IJoslole Jords pi9) IJuveds 950 lple Bousl ews weles 2 pedd s puvedl gusel
oozles 298 1dens) 1Jpesd IUpesse $pdo 1o s@9p w2283 Ieesd wluwdlb IUgse 15ls6 1
cedseol Jlwdd po 2JlJ céss) 3sp "Bisé 1Jgsps" (COS) Iy Gese "udlos J9s 1gple
lJppsjo" (DSCP) IJgluoo wol. spdu wepdsd 3JY pu ¢dld wdsy 2920 1Ugr06 BOS suLo)
IJoede WS IJuveds Idpedss IJJlgwdIdse (WLC) b,l; 9800 spedod Idyz9e IJs
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-
controllers/215441-configure-gos-rate-limiting-on-catalyst.html JJgz _29J gJs wlb,6 glpd 29J
Js9s6 gpd 030 IJpdgule 9Js9 Spdu wdysuel Jugdsd volisg pgoduds.

luvoduled 1Jigble 9] odlzol

SOUpU luwed il Tgble o9ld§ o9ldd IJoede B 1Usuo9d (AVC) sl odlzol wesss
IJpuuldJd IJos §> woe) eds §2,6 w9l uuwe IJobosdle (AVC) eds wass 2ydd p)9)
IJobosdle eds duveds IUJlgwdIdss 9opousdol ghleol wuvdd Logse: Spdu io
couoeu Ideuildd IJpuiends puildd uposd ©ds IUpsg: 0o Iduwsluws: s IUIGJIE. oul
wEuo steps glewuble gwspl sozys AVC |osl) sds plé zu8lj6 9800 WLC:

* 0288 pu odosu AVC: el pu odasu AVC wundd Lozt eds euue IJoede B
IJubvedo Idpedss IJJlwdIse (WLC) sldeluo wuvodlo WLAN 9o 0s9le Lozseo.

* W lesb AVC oo gdld slzed IJpuwerp Ihuwsess: Blue uwsdse wddlssl vogssy
|JPQL95 9995 d|L§QJ|ub§.3PE 3JI Bl oo SUOEIR PePeE tlJa‘-..S‘ duadd U |Jrogu.-9')
lJ3s wp wdssue JJlgweple [Jse Jeyds py9) NetFlow. oo Idpope odssy 1@ e [Jpeuds o3l
wubdd vozse Jsblud leshble 1dezee 1UElue .

* 02O U UEISE LS IU9LLd 938 e SuE IJuUi-
* bee lds 1JB8s9> eJs 9800 WLC leule wudss AVC Ws vodod IdIgeddss.

peeses IJuvedle

wvedle WLC

1. pdo Idblog 15p0s 1o $I80 Jo pze 58w JIJ 1Jisle,.
9800WLC#term exec prompt timestamp
2. Jpolegd IJodssy

9800WLC#show tech-support wireless


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215441-configure-qos-rate-limiting-on-catalyst.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215441-configure-qos-rate-limiting-on-catalyst.html

3. spdud ldogdl pu glds AVC glgolele NetFlow.

o2l pu zldé wdysy AVC.

9800WLC#show avc status wlan <wlan_name>

289 pu £ e FNFVI 921Js Bd 1de,pes) IJeoumsws IUs puvess Ideede (CP),

9800WLC#show platform software wlavc status decoder

Veuo IJlzuolissle pu NetFlow (3196 1Jegiso 1Jpesde J FNF).

9800WLC#show flow monitor <Flow_Monitor_Name>

uadd y3e) ig.J._s N e lugwedsdle ldobosy JIJ oo ds pedss JlgwdIdss (WLAN) e n = <1-
30> bed e lJobosdle.

9800WLC#show avc wlan <SSID> top <n> applications <aggregate|downstream|upstream>

ST PU igJ5 nJlgwodsle ldobosy JIJ gpsd: gse n =<1-30> i)éJ en ldobosylo.

9800WLC#show avc client <mac> top <n> applications <aggregate|downstream|upstream>

OE&@ oU ig.Js N pu ldgpdle IJpouodsy wuvedd WLAN pesué wlgwogsle ldobose ez
2w bgd n=<1-10> g5 |Jg pdle.

9800WLC#show avc wlan <SSID> application <app> top <n> <aggregate|downstream|upstream>

w0 pu lzuolssle IJgish.

9800WLC#show ip nbar protocol-discovery



4. 5eSS0 puwess IJouvesd lUs wusest IJigblsll o).

9800WLC#set platform software trace all debug/verbose

Il To View the collected logs
9800WLC#show logging profile wireless internal start last clear to-file bootflash:<File_Name

11Set logging Tevel back to notice post troubleshooting
9800WLC#set platform software trace wireless all debug/verbose

5. vpdsu ldowog Idlusgles (RA) Jewslo MAC Idgpsd Jdozdd pu wozsd ldle AVC.
Via CLI

9800WLLC#debug wireless {mac | ip} {aaaa.bbbb.cccc | x.x.x.x } {monitor-time} {N seconds} !! Setting ti
9800WLC#no debug wireless mac <Client_MAC>

'IWLC generates a debug trace file with Client_info, command to check for debug trace file generated.
9800WLC#dir bootflash: | i debug



oS Spdu wuoese Jigbls Iuisbs cuvesd 1U589d eds pumess wusest IJigble IUss
$958 w3900 [Js 5sbd zze Iduwedle 1dos we logbldel. $9ss wud o3l IJevésd Ids oddsd
lJe,6 1djpus6 IJos spdoud gdldel g)00 Iduwedle. J3JYe s9008 wogbsd vuozse
IJigble slispl B wolss gduwsd luveduuld IJigble gl odlzol.

# clear platform condition all
# undebug all

gwo Sleod ldpuwetse lhumgpss

lJgbgs 1. luwdd IJs lgwedulo IJIRble 9l odlzol > 1Joowg Idpuie -

lJglo9s 2. 168, 9938 luolws 9bgd gusly MAC Jdgpsd 1U3s o) luwod vl IUJIg ble
sluadlzol. spdud |uols 1Ugsrss pu gulssu MAC Jowwgol.

lJglogs 3. guspl ©doy puwwesl .Jg.__,)c lJooog [Jpube: I}',L§J W99 wie. wegyd wie lJouvgsd
wop Jolus ogvesd wuogse IJIigble [Js 1U9ruo 29d s peldzd puwess wede pogd 6



weuldsu MAC IJus wp wgldwol.

IJg1o96 4. 050l ©B9p Llebs loole IUpudJs 1dos wiss luveduold IJigble gluadlzol. 108,
998 ls3lS .

IJ¢1o96 5. JJJ gusle MAC wp wuopse ldblse. spdud lugile pJd uved $89p wozess JJ
Idovedle IJpoedds vewslo MAC o3l gu by IJuds W98 lugbls .

IJg1o96 6. 1z 1Jps6 1dos wuss 1o svou [Usol pdd Iduwed 1 wp wzpsto Gp lud) 99,9
wbosy eds IJzols.

IJg1096 7. spdud Ul ouisd UpdS wldody 998 Ioes IJuoés) 1Jpsss wrsl luwe IJpd .
03l lJpJd 929> Bes pe,yd 18)luo Boot Flash (151456 1Jp8808) 1UElLe wsz6 IJoedp 85y
lsuol o pu ldeswg pu edld CLI (slzes b, 1J19le)).

98 pl sJs Jpzd g0 wuoese leble w9ld§ wuwe lJobuséle (AVC) B Tol, 1Jesls 1Ugb,6

2024/07/20 20:15:24.514842337 {wstatsd_R0-0}{2}: [avc-stats] [15736]: (debug): Received stats record fo
2024/07/20 20:15:24.514865665 {wstatsd_R0-0}{2}: [avc-stats] [15736]: (debug): Received stats record fo
2024/07/20 20:15:24.514875837 {wstatsd_R0-0}{2}: [avc-stats] [15736]: (debug): Received stats record fo
2024/07/20 20:15:40.530177442 {wstatsd_R0-0}{2}: [avc-stats] [15736]: (debug): Received stats record fo

6. lJoylb puopy weo wuodseo Wyluwbs gugly MAC JJgpsd W JJl Idlozlosu: pyuive
MAC IUslgds JJgpsd po9d) wes 17.1.
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Via CLI

monitor capture MYCAP clear

monitor capture MYCAP interface <Interface> both

monitor capture MYCAP buffer size 100

monitor capture MYCAP match any

monitor capture MYCAP inner mac CLIENT_MACG@

monitor capture MYCAP start

Il Inititiate different application traffic from user

monitor capture MYCAP stop

monitor capture MYCAP export flash:|tftp:|http:.../filename.pcap
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3. wuoese lgble AVC

AP#term mon

AP#debug capwap client avc <all/detail/error/event>
AP#debug capwap client avc netflow <all/detail/error/event/packet>
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/application-visibility-and-control.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/application-visibility-and-control.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215441-configure-qos-rate-limiting-on-catalyst.html
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