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Add QoS

Auto Qos Macro | voice v | l
Drag and Drop, double click or click on the button to add/remove Profiles from Selected Q. Search
Profiles

Available (2) Enabled (0)

Profiles Profiles

? qaos-policy > E ;

websb Loy AutoQoS
vy’ wpdsu ldpld)y e lduee 1U3s szw Lol o ulduoe.

oJ9su 9lzos Lwlo 1UI9le, Jz936 1U506 1JoJblissé

# enable
# wireless autoqos policy-profile default-policy-profile mode voice

Io we> wedso 2938 1J22e8 1UlUiss: spdod Lt Iogssile s 22ow. o 03l 1J3uwe
wtssle IJodsse Jduose.

class-map match-any AutoQos-4.0-Output-CAPWAP-C-Class
match access-group name AutoQos-4.0-Output-Acl-CAPWAP-C
class-map match-any AutoQos-4.0-Output-Voice-Class

match dscp ef

policy-map AutoQos-4.0-wlan-Port-Output-Policy

class AutoQos-4.0-Output-CAPWAP-C-Class

priority level 1
class AutoQos-4.0-Output-Voice-Class
priority Tlevel 2

class class-default

interface TenGigabitEthernet0/0/0

service-policy output AutoQos-4.0-wlan-Port-Output-Policy
interface TenGigabitEthernet0/0/1

service-policy output AutoQos-4.0-wlan-Port-Output-Policy
interface TenGigabitEthernet0/0/2

service-policy output AutoQos-4.0-wlan-Port-Output-Policy
interface TenGigabitEthernet0/0/3

service-policy output AutoQos-4.0-wlan-Port-Output-Policy
ip access-1ist extended AutoQos-4.0-Output-AcT-CAPWAP-C

10 permit udp any eq 5246 16666 any
wireless profile policy qos-policy



autoqos mode voice
service-policy input platinum-up
service-policy output platinum

ap dotll 24ghz cac voice acm

ap dotll 5ghz cac voice acm

ap dotll 6ghz cac voice acm
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Service Policy

Class Map Policy Map

Attach policy-map to target
in a specific direction.

Classifies the traffic Bind traffic class to actions
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Add ACL Setup

ACL Name* server-bw ||
Rules
Sequence* ‘
Source Type any v |
Destination Type any v |
Protocol ahp v |
Log O
Sequence Y Source Y
it Action Y Source P Y Wildcard
(. permit 192.168.31.10
O 2 permit arny
1 [10 o]

ACL Type

Action

DpscP

Destination Y Destination Y
[ Wildcard

any
192.168.31.10

|Pvé4 Extended -
permit -
Mone -
Source
Protocol ¥ Port
ip None
ip MNone

Y Destination Y

Port DSCP Y Log T
None None Disabled
MNone MNone Disabled

1-2of 2items

" Apply to Device
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Add QoS

o s

Paolicy Name* | server-ow

Description |

Y Match Y Mark Y Mark Y Police Value h AVC/User T
Value Type Value (kbps) Drop Y Defined Actions Y

|. 10 w» | No items to display

AVC/User Defined | User Defined

Match O Any

Match Type | ACL

Match Value* | server-bw

Mark Type | Nene

Drop O

Police(kbps) 100

uugsk).ué MQS



Mark None -
Police(kbps) 20
Drag and Drop, double click or click on the button to add/remove Profiles from Selected Q Search
Profiles
Available (1) Selected (1) (S =SSID, C = Client)
Profiles Profiles Ingress Egress
ﬁ default- policy-profile » os-policy S D C S C]C €«

[ D Cancel J -/ Update & Apply to Device

pJV o s MQS

o J9su 9lzod Lul, IUisle, MQS

ip access-1list extended server-bw
1 permit ip host 192.168.31.10 any
|
class-map match-any server-bw
match access-group name server-bw
|
policy-map server-bw
class server-bw
police cir 100000
conform-action transmit
exceed-action drop
exit
class class-default
police cir 20000
conform-action transmit
exceed-action drop
exit
wireless profile policy default-policy-profile
service-policy input server-bw
service-policy output server-bw
exit
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Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

| Auto QoS | None v Flow Monitor IPv4
QoS SSID Policy Egress | v |
Egress platinum X v | [ Ingress | i |
Ingress platinum-up X ¥ | [ Flow Monitor IPv6
QoS Client Policy Egress | ¥ | a
Egress - | Ingress | v | w
Ingress v | [ ~]
SIP-CAC
Call Snooping D
Send Disassociate O
Send 486 Busy O

fo._JgB lJEJgsd 2930 ¢1p0 |J|DE_>L')

& J9s0 9lz0s ulo, IUIsl o) Jz936 306 1Upesw

#configure terminal

#wireless profile policy qos-policy
service-policy input platinum-up
service-policy output platinum
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w9l pe s )9y Iduose.

= | Time FA RA | Source b | Prodocod |BSCP Prigrily Larglh ke
2861 BH:19:24.830431 2ciabiebidTicdiel 24:2Figdidaialild Cisco_3TicdieS i i

BBz, 11 €58 Volce (Voice) 971 QoS Data, SN=1952, FH=0

» Frame 2861: 971 byt

bits) on interface en@, id @
» Ethernet II, Srec

d4 (bcid@:74:19:82:d4)

- IEEE BB2.11 Qo!
Typ
* Frame Control Fi
.@98 PORR BA1l @

Fragment number: @&
Sequence number

BxbezeTefe [unverified]

» gedd Poed
P parameters
» Data (836 bytes)

lJogll OTA pu AP IJs gpsd

B 1Jpreds IJigs,6 odou 1dzp6 IJpuwaded oo bud IdYpusse, IUdlundds. suvodud
lJJposso IUJlgedIds IJIblL o 9seé DSCP oo Jg 46.

903l sy IJs lwo swp IJlzeVllb wedlele DSCP g puwb IUbuwld wldIled: oo IJdpus9e,
IJveuos Iduwdds s IdIposse) IUlpwdds. ©9d> §spé DSCP IJpoolywds IJos oodé

46 u¥bo gds wbousy uwsluvle 2930 1Jg>e0 (Q0S) 9ldpzldlbs gdsol wuvdd Logse WS
loglo ey ldoslule.




M, = | Tirme kL RA | Source E G | Predocad |BscP Prierily Lergth Infa
2961 @B 1924, BIRAIL 2ciabiebidTicdied 24321 iddidaialild Cizco 37icdied i idaiaf: B9z, 11 C50 Volce (Voice] 971 QoS Data, SHN=1952, Fi=d

» Frame Z061: 971 bytes on

+ Ethernet II, Src:

» Internet Protocol Ve ' 18.105.68

* User Datagram Protecel, Src Port: 5555, Dst Port: 58890
AiroPeek/OmniPeek encepsulated IEEE B82.11

equence Aumber:

nEe2eTete [unverd

IJeglb 1ddpeosse; IUdlgedds
wsubsy IJIRouh 20 1Jez 88 pu uoes 2936 1Ugdps B Idpyeds o posssd

OGS ywsubsy ool 03l sY9y 1Jodd 09 [dez 88 pu oo wdIsy 29206 [JEsps JJozpsd.
Sswuoeu IJlgsh Jeosse, Jigwdds syuwd 2ipe UDP og DSCP 46 |Js Jpusso, uuguos
wdds. sop odasu guues Idoede s Iduvods Ippdss [JJIuedIdss (WLC) Cluweisle
wwsluws "2936 1Us06 lJodlosuss" IUgluos uldeglbo JIJ po loglole 1Jgbe sldusd.

© wd98 2yJs 1dp,9):

et Jposse, JuwdIds

IJ9zed: Jpwssc, uwdds

098 2,96 109, 230 UDP Ul uwisle DSCP 46

o odosu uwsluwé 2936 1Ug>ped eds WLC:

pJO g )W 2956 1UE>p0: 2936 g6 Platinum

IJlozlo: JJI po 1UEbp 9ldes9 8

* Islo) 090 2926 IUdps 1Jper0ss:
wireless profile policy gos-policy

service-policy input platinum-up
service-policy output platinum



peblb pulb9s 9ue9sd DSCP W luzlo 1Ugbe:

d — |
Q'JE o

Trust DSCP

:
{

pelol pubds 90295J DSCP - ©509§

IU25e IJesuwdd po Jewsse, Jluwdds IJs Jeosses undds. sop ldod@lb o3l gds
IUdposse) IddlgwdJs.

Souwd IUdpos9e, IUJluwdds 25e UDP Ul uegsl DSCP 46.

Time
41 19:53:22. 043438 - .13 a PHE

Priority Length Info

B34 52421 - 5281 Len=8103

Frame 241: 834 by

Internet Protocol Ve
210 Versi

. 81el =
« Differentiate (< xb8 (D EF PHB, ECM: Mot-ECT)
ited Forwarding (46)

IJedlb 1Jdewsse, IUJludds B loglo o

w83 3JYsegul wub) Vs gpdss IJodlb OTA oy IJgpsd 1Js AP.



odpse: ewd luwesle Jpowsse, JluwdIds po Windows Juwld 1Jz)e wluwegsle DSCP
46. 5890 Windows wogssu DSCP 46 [Js $sp6 190956 ldpuweise (UP) o5 5
(B5389)- Suwses J3dI seHuo IJodl OTA Iz e Jzyds 019, Bs>$9 (UP 5). 9p8
3JIc Bl Ypo w8y wvds) 1Ugjps Olo 9seé DSCP wbd gy 46.



pdlebo: Loel pu IJluosl) 17.40 seped Idgudsd IUIG el os J Cisco 9800 WLC s
lJe 96 WOs Bsp0 DSCP Vs pJdud we s luuople 0 @bs 19 o9d. 903l suopeu IUzWlb
eJs Bspo DSCP 1Jgluo6 o 46 91J9e98 wol woluwbs suuo) Ideedpe Vs Idubeds
lJpedsé [JJlgudIdss (WLC). ppl Spue s puuldJ poed§sé wuwdd wesso DSCP
Juble Windows.



'r QoS Control Field: $0000000000000101
@
L@
~® . 00
L@ P
]
® 0 seesesss sssss
‘.|" 802.2 Logical Link Control (LLC) Header
@ Dest. SAP: OxAR SNAF
@ Source SAP: OxAM SNAL
. . P~ Trnimbored Tnfowms i ar
o o e T In MS Windows, the WMM UP is derived
...@ Protocol Type: O0x0800 TF from the 3 msb of the DSCP value
“.r' IP Header - Internet Protocol Datagram DSCP Ef (46) = [101 110] 9 101 = UP 5
.- @ Version: 4
@ Header Length: 5 20 bytes

= ‘.r' Differentiated Services:%101110Q0
e |

wessu Windows zos DSCP

Swp wedsd gpdso Ildedlb 1Jeid)o go) IJogle (OTA) Idos wpe ldo@lbol o0 lesls
IJpgows JJozdd pu odssu 2926 1Jgsed oo 1Ughe.

sbo, IJodlb OTA IUzje 3le Gspt 1998 Ieumotae (UP) 5 (Bsrs9). seds Ige eu lu
lJoBll OTA sbo, gJs 5 Blu Gsp6 DSCP »lgd 1dz5e6 lJpuivdyo wlbd gds 46.

) SA | RA Da Protecal oscp Priarity | Lemgth
2.982358 24:2f:c0:dazaf:ld ad:bd:30; de:B5 4T @:dazaf:ld Cisc H 882,11 C58 Video (Videa)

Infe
1442 Qo5 Data, SN=1347,

* Frame 5643: 1442 bytes on w
» Ethernet II, Src: Cisco_a?: i 11la:7f), Dst: Apple_f@:82:d4 (bc:d@:74:f@:82:d4)

» Internet Protocol Version 4, Src: - 185,68, . Dst: 10.233.7.212
» User Datagram Protocal, Src Port: 5555, Dst Port: 5208

» AlroPeek/OmniPeek encapsulated IEEE B8@82.11

* B82.11 radio information

trol Fiel
28 8189 1991
er addr s Ci

« 9101 = TID: 5
.181 = Priority: Video (video) (5)]
. = Qo5 bit 4: Bits Control field are TXOP Duration Requested
Ack Policy: Norm ck

oad Typ
OF Duration ested: @ (no THOP requested)

lesh IJpglpd OTA B loglo Idpuwg

g 3JYc sop wedsd IJodlb 1Jz5e6 eJs pudd 9,0J6 AP Juoely IJzlb eJs $speé DSCP
leole udd 1Jzjpd pu ulbo IJyuoed IUs suuo) Idoede Vs IUyveds Idpedss IUJluwdIdso
(WLC).

* sup ldlzovdlb o ¥spes DSCP gds bo 9o CAPWAP 1Jglzso gus 46.
« 9lgd ud 8 CAPWAP. sup lsuol Idlzodllb L dses DSCP gus 46.



RA oe | Destination Protocol DECP Priority Length | Infa
18.185.60.1 18, 185,68, 19€ CAPWAP-Data EF PHB 1498 CAPWAP-Data (Fragment ID:
3418130 r4er 85 rdB 192.168.39.13 152.168.31.18 IPvd EF PHB Video [Video] 144 Fragmented IP protocel (ps

9, Don't fragnent
B BEO0 00D BOGR = Frag
Time to Li @

Source Addr
Destina ddres:
ptagram Protocol
trol And Provisioning
ge fragment

trol field are

Duration Requested: @ [(no TXI requested)

Logical-L
Internet Protocel Version 4, Src: 1 B.13, D 152.168.31.18
o100 ...
snee 0101 =
Differentiated Ser E f DSCP: EF PHB, ECN: Nat-ECT)
1911 18.. = Differentiated Services Codepoint: Expedited Forwarding [46]
1an NETITLE WOt ECN-CApaEie 1 SGFT (B)
Total Lei
Identifica

IJoslb hoollb AP Ws loglo wrd g ldoslule

sop ldJodlb Ui, Bs gouuoy Idoede B IUuvods Ipedss IUJluudIdss (WLC) zse wuod
IJz5p6 pu 1dezsd.
* oued Ideied Ids guuo Idoede Ws Idubods Idpedss IJdlunddss (WLC) e Sspd

DSCP IJos oudi 46 £Js bo s CAPWAP 1Jghz.s6.
. 93l3J 0BG CAPWAP. sop Il ol w56 DSCP gos 46.



| SR Pricrity Langth Infa
EF_PHD 1582 CAPWAP-Dats {Fragrent ID:
EF PHB Video {Video] 148 Fregeented IF protocel (g

WLC EPC sgy02 1Jzjpe 1Jgly6 oo AP

s 1o oles 1Jz06 39, puwely Bs I WLC. sop buwldel p)6 18,6 IJs pldcle IUsuods: p9zo 1Us
IJIpws9o) IduwdIds. ©89p suuo) Idoede Ws Idyvwds IJpedso IJJluuddss (WLC) Clglss
w9zso 1Jgipes wlywedsle 9spdé DSCP IJos wodg 46.

Lenath | Info.

838 bytes captured (6784 bi
B:da:af:1d), Dst: C

Internet Protocol Version 4, Src: 192.168.38.13, Dst: 192.166.31.19
018@ .... = Wer

1 Expedit
t Mot ECN-(

WLC EPC sg)u2 Igie 1dpouwds [Js zols Jposse gwdds

slgsile sep wedsd IUodlb 1Uzes Bs 9u0J6 1Jdpusse, Iduvguas IJuvdIdss Juoelu
IJe Sl eds Bspé DSCP g0 90,09d 1Uzses pu euues Joede B 1duivods Ipedsé
IJJlwJdsé (WLC).




152.168.31.18 1318 Fragnented 1P protocol ip
152.168.31.18 1518 Fragmented IF protacol ip

IJodlb pzed 9uodle PCIJundIdss O loglo 1UEhe

B Upapds Iigsys sop cpdsd 1eies IJos sop luvadoldol wsluvbs IJdpwsse,
IJuigoos Iduvdds Juoelo 50209 1Jeieé 1Js 1dIposses IduwdIds wdspsé DSCP IJes
ooJg 46.

DSCP | Prierity Length Infa
192,168.38.13 3 . 1P EF_PHE 1514 Frapnented IP protocel (g
152,160, 39,13 L . (] 1514 Fragoented IP protecel (g

» 1514 byt 12 bits] on L
JoieBiad (bdif

ding (48]
Le Transpart (@)

IJoylb zol IdJpwsye) Iduvdds - logle waxd§ ldoslole

oee leool 2926 1Ug06 JJodd 8 B 1Jozdd pu oIy 2996 1Jgrp6 Joyds py9) IJoslole
lJpws8$6 pu IJdpwsse, Iduvgues IddluwdIds s IUdposse; Iduwdds. o 1dlzeulb
IJolod wd8p6 DSCP IJUIJEs 46 B zese puble Idbuwld wlddied $8d5 iuo sop wbuss
0oz 2926 1Jgsp6 (QOS) sludlsel wvdd Logse.

lwod ol IJIgble 9]l odlzol

280 IS busdle 1Jupscss sldpisss stsel e IJobusdle B Isde IJdeds zusluws
v dd Eloo Jouldd ble lduiwds. 98> s ks 1ogBluo Bis 2926 Ieaes (Q0S) s clowsle
pJe9bs 9p 058, £Lrpl Sep wEdSe Tip 2928 1UE208 w3sp DSCP 15U spdu o sdsu Ueles)
eJds IJuo9we 9lddsssy Jos)l.

IJoles) eds IJuose:

* po loedld o) sebde Uloueld 1Idueses jew su09d 18d Jupelu lu IUpehele
bosess weds. §> 5935 lugdlup Bsp DSCP |Js wlés) Uzie Idupsess: pel sdrs [Js
2298 ol pdeab B IUpehbole.

* 1szdlo spdo o sebd Ipctsy s hdle 9009d 1zie (1,2810) IJeuwdse Iduvdu
JJie 1Jupsess. sedo 1o $9ss 3JY 1ds wo9e pego Is puoésb. pel szed pu lduew



g90p|LLJup|86.

« B &sly 1Jzp6: oo IUese 1duesess puwluws JJELss JB@slo 1Jze6. zos 1o pdsl)l
sl pu BB1u 1dzips &> s Ids B> IJddple Iy Ipdlbe 1JJBbss. pel s>
IJs gﬁ’&“é 39)5 LquﬂLJp|C:9L}q9c|hh_§0p.

* 1Jogbse sldhosb: sedu lu 18 5sbs IJolgs) sldouigo [Us 2298 wubge B IJuose
3luoss: pel s8I e 2926 IUpdldes I uo9ess wundd 10,

|\JCJiC}g§J eds IJusrss:

* 5p0 suesd ey cobdy lowalle 1JBs389 5eu 9009 18J JJzddlb eds 1Jeslpus wsuo
o398l 1Juo9e 9IUB$389. 88> oumwe 5sbs 50 1J9uosd B 229 clgsle: epl
seed pu lduogw IJzuesd eds oVledlo Vs IUsde IJedsds.

o 1l spdu lu souwon Idlowls B 9,09 lbble IJBs$389 ebe Josose s eds
Bl gy pocbps: pel $98 1S wrrws B89 Ud$28 Iddeelu Iy 1luls.

© B8 el sedu o suce gu Jeie Ipd 8936 lbble p85938: el spdu 1o $9os [
oepss b9 19 8500 IJoisole.

2998 B89 pug B8 sedu T shr8 luESlup Bsp w9esdsd DSCP |Us wiuosue
&uo Idublyg 1de)ss Josi@le 1JBsrsy: ppel 8938 1Js 596 UJ 92936 9S>89 UJ.gosl
PO Ubloo 16 szed pu IJuogw 2888 IJoBluasd Idpops B IJDs>89.

IJowsobiss 11 1dpezad IUsuwshb ses> Jolos wpss; DSCP

Bs wsubsy luveduuled 1Jigble gluodlzol 03l sop lJoedsd Bs wlos, lelhs Jolus ppad
pusuml Jedles DSCP gds 296 1Upu9) ews 9u09dol [Us euuos IJoede S Iduvods
IJpedsé IJJluwddss (WLC). sdodl odle sop wdssu Idpzsd Jlghs Jolus gdles DSCP 46
gJs C31 gds slzes suodle IUJdpwss, Iduvtuos IJuwddss.

sop buwld 1506 po 1 pwsse, Iduvdds eg £Jleé DSCP 46.

Frame 367: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface \Device\NPF
Ethernet II, Src: IntelCor 26:e@:a3 (b4:96:91:26:e@:a3), Dst: Cisco 37:cd:f5 (2c:ab:eb:37:cd:f5)
% Internet Protocol Version 4, Src: 192.168.31.16, Dst: 192.168.30.13
8les .... = Version: 4
. 9181 = Header Length: 28 bytes (5)
v Differentiated Services Field: @xb8 (DSCP: EF PHB, ECN: Not-ECT)
1811 16..

Differentiated Services Codepoint: Expedited Forwarding (46)
Explicit Congestion Notification: Not ECN-Capable Transport (@)
Total Length: 15@@

Identification: ex5a74 (23156)

206 Luwld PC Luddsé pg eJlps DSCP 46

ouod Idzies IJs suue) Idozdpe Vs Iduveds Idpedse IUJIpunddso (WLC)= v 9Spd DSCP pu
CS1 (DSCP 8). s9JJ IJogss)y pu DSCP 46 |Js DSCP 8 L uvdd Jos) pu 19J956 1Uz)jed.



> Frame 137: 1518 bytes on wire (12144 bits), 1518 bytes captured (12144 bits)
> Ethernet II, Src: Cisco 37:cd:e5 (2c:ab:eb:37:cd:e5), Dst: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
» 802.1Q Virtual LAN, PRI: 1, DEI: @, ID: 1009
Internet Protocol Version 4, Src: 192.168.31.10, Dst: 192.168.30.13
0100 .... = Version: 4
.. 0181 = Header Length: 2@ bytes (5)

Differentiated Services Field: @x2@ (DSCP: CS1, ECN: Not-ECT)
0010 00.. = Differentiated Services Codepoint Class Selector 1 (8)

.. 00 = Explicit Congestion Notiticationy WNot ECN=Capabte Transport (@)
Total Length 1500

Identification: @x5a41 (23105)

[ [ T [T P e

WLC EPC sbo, &pss; CS1

O 030 lJgbb9s: sup wedsd IUgied IJos wew lglhé wozsool woluulbs guuo) IJoedp BOs
IJobods Idpedss IUJluwddsé (WLC) [Js wbs 19 asd.

¢ SYp UPLSLS_) _)|u.u CAPWAP l'JE.I.Ja\S UIU'”UE.)IP CS1 (DSCP 8)
¢« sop lsuol wpss) luv CAPWAP IUslgJs wlguogsle CS1 (DSCP 8).
© Op CESSU BiSpb 194956 [Jpwegse (UP) eds BK (IJgJbss).



Frame 148: 164 bytes on wire (1312 bits), 164 bytes captured (1312 bits)
Ethernet II, Src: Cisco_e7:9d:ab (8@:2d:bf:e7:9d:ab), Dst: Cisco_28:35:74 (a4:b4:39:28:35:74)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 31
Internet Protocol Version 4, Src: 10.1085.60.198, Dst: 10.105.60.158
0100 .... = Version: 4
ss. 0101 = Header length: 2@ bvies (5)
~ Differentiated Services Field: @x2@ (DSCP: CS1, ECN: Not-ECT)
0810 8d.. = Differentiated Services Codepoint: Class Selector 1 (8)
i @l Explicit Congestion Motification: Not ECN-Capable Transport (8)
Total Length 146
Identification: @x@608 (@)
Flags: 6x8@
..D 2000 PORD PORO = Fragment Offset: @
Time to Live: 255
Protocol: UDP (17)
Header Checksum: 8x2d@5 [validation disabled]
[Header checksum status: Unverified]
Source Address: 1@.105.60.198
Destination Address: 18.105.60.158
User Datagram Protocol, Src Port: 5247, Dst Port: 5262
Control And Provisioning of Wireless Access Points - Data
[2 Message fragments (1534 bytes): #139(1424), #140(110)]
IEEE 882.11 QoS Data, Flags: -
Type/Subtype: QoS Data (B8x@828)
> Frame Control Field: 0x880@(Swapped)
.000 0PG0 AAO0 00O = Duration: @ microseconds
Receiver address: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
Transmitter address: Cisco_4e:85:4f (ad:b4:39:4e:85:4f)
Destination address: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
Source address: Cisco_37:cd:e5 (2c:iab:eb:37:cd:e5h)
BSS Id: Cisco_4e:85:4f (ad:b4:39:4e:85:4F)
STA address: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
taes asas 2., 000 = Fragment number: @
0000 9Q00 0PQ0 .... = Sequence number: @
~ Qos Control: @x@0@l
sess ssss saaa 0001 = TID: 1
[eeav e2as wuw. @81 = Priority: Background (Background) (1)]
sess ssss sas® ... = EOSP: Service period
. .88. .... = Ack Policy: Normal Ack (@8x@)
asss asss Baas «aas = Payload Type: MSDU
> 000@ ooee .... = QAP PS Buffer State: 0x@@
> Logical-Link Control
~ Internet Protocol Version 4, Src: 192.168.31.1@, Dst: 192.168.38.13
9108 .... = Version: 4
.». 8101 = Header Length: 2@ bytes (5)
v Differentiated Services Field: 8x2@ (DSCP: C51, ECN: Not-ECT)
@010 @0.. = Differentiated Services Codepoint: Class Selector 1 (8)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (@)
Total Length: 1580
Identification: @x5a4l (231@5)

WLC EPC sbo, gJlps CS1 s 2,J6 o9, CAPWAP

oued Idgips Ids IUdposse) Iduvguos IUJluwdIds pe 9spe6 DSCP oy CS1 (DSCP 8).

Frame 613: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface \Device
Ethernet II, Src: Cisco_4e:85:4f (ad4:b4:39:4e 8 :4f), Dst: 24:27:d@:da:af:1d (24:2f:d@:da:af:1d)
v Internet Protocel Version 4, Src: 192.168.31.1@, Dst: 192.168.30.13
eles .... 53
8lel
ECN: Not-ECT)
eale @0. leferentlated
- T Ewp11c1t Congestion Hotlflcatln : Mot ECN-Capable Transport (@)
Total Length: 156

lJoglb zoly Jposysw) JluwdIds sbo, gdlple CST

39022 03 IJuwsubisd s spdu 1o $hos IJedasu 1Uglbis eds ppad pouwb |ds Juw)




SIS0 2996 1Jgrp6: ppl $958 I 1dble 1Jppd Lo Jeurds 1Up)9) sle 1Jlsdoss 1gldss. op
IJogled pg 1Jzsp 1duososs: IJos wp wpssiol B Iduslss JJisdess IJedsl eds lwol 2,98
£295 18J 19956 wuwow lehs Jolus wi9esdsd DSCP. s§3s 03l Iduusuliss lopss Joplu v
welob i@_o_jc's lJuveds Idguwsbo wuvdd uozse eJds edlple 296 1Ug>ps JJelb eJs 2956
1J¢>06 |Jplodows Jerdé 1de,9, 3le 1Jisdsss 1JglJss.

lduvsuobsy 2: sess peod bovlb AP Jolué wess) DSCP

B 03l IJuwsuliss: sop IJozdd pu olos) pead pusuwlb pouod wodbs lJs ol Jlglé
Jolwo gdles DSCP gds 2yJs 1Jp)9..

* sop odysu ldezsd Idpouod coudbé Iguesd Jlghé Jolus gdles DSCP 46 [Js Gsped
ptoduw9s CS1 gds 9lzod 90J0 AP.

¢ sop buwld 102306 00 1Udpos9cs Idoudds pe £led DSCP ouJg 46. 03l s Io 2,Jé
lJea9) edee wuvdd uozse w DSCP 46 W 1Jpoo).

Frame 923: 834 bytes on wire (6672 bits), B34 bytes captured (6672 bits) on interface \Device\NPF_{@@89

Ethernet II, Src: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d), Dst: Cisco_37:cd:e5 (2c:ab:eb:37:cd:e5)
v Internet Protocol Version 4, Src: 192.168.3@.13, Dst: 192.168.31.10

2182 .... = Version: 4
. 8181 = Header Length: 2@ bytes (5)

v Differentiated Services Field: @xb& (D5CP: EF PHB, ECN: Not-ECT)

1811 18.. = Differentiated Services Codepoint: Expedited Forwarding (46)

...... @8 = Explicit Congestion Motification: Mot ECN-Capable Transpert (@)
Total Length: 82@
Identification: @xcd67 (52583)

L0000 = | Jas sy

IJo@llb Wireless PC 9oz DSCP 46

Swpe lJodlb |Ji|o_) Vs guwoy Idoedpe Ws Idgveds Idpedse IUJlgwddss (WLC) e wuod
IJ25p6 pu Idpzod.

o._:,a.J IJesed lJs euuey Idoedp Vs Iduveds I1dpedse IJJlgvdIdso (WLC) e L'9;..§,oé DSCP
Jluv CAPWAP 1J¢hzs po CS1 (DSCP 98500 DSCP 1UsIgJso pw 46. 03l s@e Jlu ldpole
pu9wl suwobse Jlsys 1dz)yds o9 seduwdslgd |IJ CAPWAP (0.

S suuo) Idopdpe Vs IJuveds 1Jpedss IJJluwdIse (WLC) s edlps DSCP »lgd v g
CAPWAP 988> wozse s o9y Iduslule s Iddposse; Iuvguas Idpouad wluvegsle
eJlps DSCP IUslgdss IJos owdg 46.



Frame 1880: 148 bytes on wire (1184 bits), 148 bytes captured (1184 bits)
Ethernet II, Src: Cisco_28:35:74 (a4:b4:39:28:35:74), Dst: Cisco_e7:9d:ab (80:2d:bf:e7:9d:ab)
802.10 Virtual LAN, PRI: 1, DEI: ©, ID: 31
Internet Protocol Version 4, Src: 10.185.60.158, Dst: 10.105.60.198
= Version: 4
. 0101 = Header Length: 2@ bytes (5)
~ Differentiated Services Field: @x2@ (DSCP: CS1, ECN: Not-ECT)
pA1A AR.. = Differentiated Services Codepoint: Class Selector 1 (R)
@8 = Explicit Congestion Notification: Not ECN-Capable Transport (@)
Total Length: 13@
Identification: @xe372 (58226)
Flags: @x4@, Don't fragment
...0 0000 0OBB 0O = Fragment Offset: @
Time to Live: 250
Protocol: UDP (17)
Header Checksum: @x@ea? [validation disabled]
[Header checksum status: Unverified]
Source Address: 18.165.60.158
Destination Address: 10.185.60.198
User Datagram Protocol. Src Port: 5262. Dst Port: 5247
Control And Provisioning of Wireless Access Points - Data
[Z Message Tragments (1534 bytes): #10/9(1448), #108@8(94)]
IEEE 882.11 QoS Data, Flags: ...ueas T
Type/Subtype: QoS Data (0x0028)
> Frame Control Field: ©x8800(Swapped)
.000 0000 0008 0000 = Duration: @ microseconds
Receiver address: Cisco_4e:85:48 (a4:b4:39:4e:85:40)
Transmitter address: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
Destination address: Cisco_37:cd:e5 (2c:ab:eb:37:cd:e5)
Source address: 24:2f:d@:da:af:1d (24:2f:d6:da:af:1d)
BSS Id: Cisco_4e:85:40 (ad4:b4:39:4e:85:40)
STA address: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
1888 = Fragment number: 8
1000 2001 1118 .... = Sequence number: 2078

+~ Qos Control: @x0806
21168 = TID: &
........ .118 = Priority: Voice (Voice) (6)]
noa QoS bit 4: Bits B-15 of QoS Control field are TXOP Duration Requested
Ack Policy: Normal Ack (@x@)
Payload Type: MSDU

TXOP Duration Requested: @ (no TXOP requested)

0000 0000 .... ....
> Logical-Link Control
Internet Protocol Version 4, Src: 192.168.30.13, Dst: 192.168.31.18@
8180 .... = Version: 4
. 8181 = Header Length: 28 bytes (5)
+| Differentiated Services Field: @xb8 (DSCP: EF PHB, ECN: Not-ECT)
1011 10.. = Differentiated Services Codepoint: Expedited Forwarding (46)

Explicit Congestion Notification: Not ECN-Capable Transport (@)
Tntal | annth=- 15804

WLC EPC sg,02 s CAPWAP DSCP
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Frame 1888: 834 bytes on wire (68672 bits), 834 bytes captured (6672 bits) on interface \Device\NPF
Ethernet II, Src: Cisco_37:cd:f5 (2c:ab:eb:37:cd:f5), Dst: IntelCor_26:e@:a3 (b4:96:91:26:e@:a3)
¥ Internet Protocol Version 4, Src: 192.168.36.13, Dst: 192.168.31.16
e1ea .... = Version: 4
. 8181 = Header Length: 2@ bytes (5)
¥ Differentiated Services Field: @xb& (DSCP: EF PHE, ECN: MNot-ECT)
1811 18..

Differentiated Services Codepoint: Expedited Forwarding (46)
Explicit Congestion Notification: Not ECN-Capable Transport (@)
Total Length: 828
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<tfroot>

On the WLC, these commands can be used to verify the configuration.
# show run qos

# show policy-map <policy-map name>

# show class-map <policy-map name>

# show wireless profile policy detailed <policy-profile-name>

# show policy-map interface wirel ess ssid/client profil e-name <nane> radio type 2GHz| 5GHz| 6GHz ap nane -



# show policy-map interface wireless client mac <MAC> input|output
# show wireless client mac <MAC> service-policy input|output

On AP, these commands can be used to check the QoS.
# show dotll qos
# show controllers dotllRadio 1 | begin EDCA
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