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Network Access Users

Latest Manual Network Scan Res...

-+ fdd % Change Status pby tmpart Py Export

Status Usarname -~ Description First Name Last Name

1 @ Disabled 9 adminuser

dh License Waming g & pe

Selected O Tatal 1 3

Al

g/ser Identity Groups  Admin

admin-group

&

o
W

B Up9dR wIISU "puwdde IU9uesd Ids IJubeds 1deass" Gp vogrs luwe Idpunwcise

99Jpd IJprs) 1Jeluosu wldpuwcsp IUss wpe luublso.
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Eandding Girousa Extmmal idantity Sourcas Idnrsty Source Sequascen Satlings
e Nt L e e . Frwm bt docans Uner
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 Netwark Acoess User
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Passwards
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User information
Arcoa Optians
Ancnun Disable Pelicy
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J), 030 1Ugbb9s Jlouvle USER2.




Metwork Access Users

ramans Dmiription FinaNems LeviNem Emad Addessy  Uner idemiy Grougs Admin

IJglo9s 4. odose wosed wog lJogssd.

we® w9y 1J09ss 98lises IJcedp B 1J9u09d Jdwuss Iluulunss (AACL). sz odosy
woz IJegasd pu led cesso Blisps cede Bs 1Jsuesd JJwuss IUiuwluuss (dACL) pesus
Jdpuwwese IU3s sbloy I Jlguegsle o3l 1Juez. JJVsle widdiluedd IJs Iduwslyus >
goluoy Iduwsluws > 1doclse > 1dogasd > pdle wiuosue IJogssd. luvegse 15 "luplds”
Jog)rsWd vog wasd 238> 9lJeld 030 1Uz 99

o 1Jluwe: lgwe wog IJogssd: oul "9800-DOT1X-USER1".

* U9 1J9uo9d: vwag 1Jguosd Idpuwedse sus pblw$s 03l IJuog: ol ACCESS_ACCEPT.

© popd pUbo o plolu 9o "luwe Blises Idoede Vs 1J9o9d (DACL)" pe "ACL_USER1"
Jdpumctse Ibleds. bodl Jdiguple IJpuwcgsps B o3l lJpuwows: sop odso pdud
lJog)ysed 9800-DOT1X-USERT Lluwwgsle Slispes IJoede wldsuosd 1Ugluos wldpeowds
(dACL) IJos wpe wdysuoel gds osisé "ACL_USER1T".
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Auihon Profil
S—
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I o 0~ DUTH |
.
S
- [ pr—— ]
art Presaiinds .
LLLLLLLL |
lihig

J)yy 030 IJgbys Jluvle voszs IJuoz "9800-DOT1X-USER2" gwgssu "ACL_USER2" J DACL
Jol.

= Cl
[
F— o )
Standard Authorization Profiles
et grofle
v

1Jgbb9s 5. |wwgsle pdle og)rs IJugasd Wb pepsss lJuog.

wpr L8 wolisg e wgrs 1Jegssd wubdd LozsT: Sbd pu IJuous)s 1o sdsu el pu
pee9&s IJuoz Idpuweses Jpuob s lUpuwespsu IddlundIdsso 9ogssdop. luwdd IUs
IJuoz > presele Iduog 9l0ee preses IJuoe Ipumeed.

ool weblud Blgss umsluws Idpuolsds "dottx" g i louald we llse gu Ilouald Iduudds
I9 1UJluwJ s 802.1X. & §9p §lEx6 Lwesluws [Jogesd "802.1X User 1 dACL" Loy Uinb



eds luwpe Idpuwegse ldpuwegse ldpuwodsp Idpuwese (IU3s sewss InternalUser-Name gJs
USER1). I3l wp lp)le ©o89suo wluwegsle luve Idpuwegse USERT Ouusop luvwgsle pJuwd
lJog s "9800-DOT1X-USER1" IJpg )0 W 1Ugbys 4 Jogasd Idpuvegse: soldolds: sop
obosy $lises ldogde Vs 1Uguo9d 1UElLos wldpuwegse pu 030 IJueszse (ACL_USERT)
I3JY gds Idpwegsp. vOuw Idubse 09 odssy Jigwpe Idpgvedse USER2: 9lJss swpe
luwwesle "9800-DOT1X-USER1T" Jo.

odlzble 29d [uvegsle Y9lise IJoedpe Vs IUyLo9d IUs IJu@d
o& SSIDs J CWA

Jel 09 p9 oz I 2lisd wdsuwdase S S

WLC 9 ISE: wgwpes CWA eJs MAB guwlisg gluos Jpuob 96 IJpuwegspsu 9ugssdop. Spdu
lolds Bolisp IJozdp B 1dsosd (ACL) IJ8luJs JJeuisd lJs odssu CWA oy zluw ISE
V,JDGJ.J rero|Q.J pE r°| Op _9._,0(90 iE_.J|o.


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html

0238t Spdu luwedsle Wolise IJozde B 1Usuesd (ACL) IJBleds JJoussd S¥b
J3lsps 9,09 1Us 1o ds 9dl sop sgpol d9kse wede Vs IJsuosd (ACL) Sod
IJpo388. J3JY: Sz wpass s Blses wede B 1d9ue9d (ACL) $ud Ideuol> §s
Codde IS ) Eod CWA O wdasu euuos Ioede I Iuvods Idppdss
IJJlwJsé (WLC).

IJozedd pu lduoes

JJezdd o IJodsse 1Uss wpe loldo: spdu luwagsle 030 1.

show run wlan

show run aaa

show aaa servers

show ap config general

show ap name <ap-name> config general
show ap tag summary

show ap name <AP-name> tag detail

HOH OH K KR H K



show wlan { summary | id | nme | all }

show wireless tag policy detailed <policy-tag-name>

show wireless profile policy detailed <policy-profile-name>
show access-lists { acl-name }

H* H H W

oul wup IJluuhs [Js 1Jgie 38 1duods pu wdssu euuey Idogde Vs Idubeds 1Upzdsd
IUJlwddss (WLC) 1 pbolo Josl 1JpclJ.

aaa new-model
!
!
aaa group server radius authz-server-group
server name DACL-RADIUS
!
aaa authentication Togin default Tocal
aaa authentication dotlx default group radius
aaa authentication dotlx DOT1X group radius
aaa authorization exec default Tocal
aaa authorization network default group radius
!
|
aaa server radius dynamic-author
client <ISE IP>
!
aaa session-id common
!
[...]
vlan 1413
name VLAN_1413
!
[...]
radius server DACL-RADIUS
address ipv4 <ISE IP> auth-port 1812 acct-port 1813
key 6 aHaOSX[QbbEHURGW  cXiGAUE]CR]JAPVANTfcbROb
!
!
[...]
wireless profile policy DACL-8021X
aaa-override
vlan VLAN_1413
no shutdown
[...]
wireless tag policy default-policy-tag
description "default policy-tag"
wlan DACL_DOT1X_SSID policy DACL-8021X
[...]
wlan DACL_DOT1X_SSID 2 DACL_DOT1X_SSID
security dotlx authentication-Tist DOT1X
no shutdown

Sup &2 wdgsu ¢l RADIUS: 9swp &)000 wluwaegsle |Ji|o_) show running-config all.



WLC#show running-config all | s radius-server
radius-server attribute 77 include-in-acct-req
radius-server attribute 77 include-in-access-req
radius-server attribute 11 default direction out
radius-server attribute nas-port format a
radius-server attribute wireless authentication call-station-id ap-macaddress-ssid
radius-server dead-criteria time 10 tries 10
radius-server cache expiry 24 enforce hours
radius-server transaction max-tries 8
radius-server retransmit 3

radius-server timeout 5

radius-server ipc-1limit in 10

radius-server ipc-1limit done 10

radius-server vsa send accounting

radius-server vsa send authentication

lowoduul IJigble gl oJlzol

Slised 1oz dd

o olds pU 92,6 Idgpdle eds IUlouold wuvdd Lozse w 802.1X SSID IJws we wdssuoel.
o ol pulu bduldusd RADIUS szoss eJs 19lz Bsps 1duwpd [Jpoluvwd (AVPS).

ool po luwegsle g pdle Jpd o s Idumslueslduieds 1 eedess 1JJlouddss (WLAN) IJpolowe.

> IJweJ WLC One Stop-Shop

JJ2d8 pu oessu Blises Idozde B 1Usuesd JJouss Idiuwlunss (JACL) wuvdd wozse Jeesd Jluwdds pesu: spdud
lovogsle ilpJ show wireless client mac-address <H.H> detail Jpol 09 p9_o2. 9p0 ould: Spdu IJlblle gJs pedsple o856 pgoJdd
g0 luwedunlad 1Jigble gluodlzol 90s: luwp puvcése IJg psd 9lJzlJs 9pJW g s I wsluws sldubuds [Jpedsé
IJJluuddss (WLAN). glJiop ol Blisps IJoedp B IUgLo9d (ACS-ACL).

<#root>

WL C#show wireless client mac-address 08be.ac14.137d detail Client MAC Address : 08be.ac14.137d Client MAC Type : Universally Administered Addr
Client Usernane : USERL

AP MAC Address : f4db.e65e.7bcO AP Name: AP4800-E

Client State : Associated Policy Profile : DACL-8021X

Wireless LAN Id: 2

WLAN Profile Name: DACL_DOT1X SSID Wrel ess LAN Network Name (SSID): DACL_DOT1X_SSI D

BSSID : f4db.e65e.7bc0 Association Id : 1 Authentication Algorithm : Open System Client Active State :
Client ACLs : None Policy Manager State: Run

Last Policy Manager State : IP Learn Complete Client Entry Create Time : 35 seconds Policy Type : WPA2



VLAN : VLAN 1413

[...] Session Manager: Point of Attachment : capwap_90000012 IIF ID : 0x90000012 Authorized : TRUE Sess
SM State : AUTHENTI CATED

SM Bend State : IDLE Local Policies:

Service Tenplate : w an_svc_DACL-8021X | ocal (priority 254) VLAN : VLAN 1413 Absolute-Tinmer : 28800
Server Policies:

ACS ACL : XACSACLx- | P- ACL_USERL1- 65e89aab

Resultant Policies:

ACS ACL : xACSACLx- | P-ACL_USER1-65e89aab VLAN Name : VLAN 1413 VLAN : 1413 Absolute-Timer : 28800

[...]

Isle, )00 WLC

Joys JJ B9lise [dozde W6 1Ugo9d (ACL) IJos os glds! gie po wdysy Catayst 9800 WLC: spdod [gwwgsle I,JiPJ show
access-lists. sy 031 1Jlp, zose @slisp IJopde B 1Usuesd (ACL) IJpg 86 ppdslls Bolse Ideede B Idsuesd (ACLS)
IJos op cuisdel wsluwbs guue) Ideede B 1duieds 1deedss IJJluwddss (WLC). ks Gslise Idezde B 1dsuesd 1Js
IJooss Iiguluwss (ACL) IJos op uisdol po ISE woluwlbs WLC Jol IJoou usd XACSACLX-IP-<ACL_NAME>-<ACL_HASH>.



pdigds: o lbJ Golisp IJopde s Idsuesd (ACL) IJBlLJ8 JJousisd Bs Idedsso bldel o IJgpsd pde,ul
Ssuwegdpol B Iouss IUluwlwss 1JJlgnddss. wezs péls 1) gpsd suveese Slises Iozdpe s 1o
JJousd IJluwlgwss oop 51Us $lises [dozde Bs 1Usuo9d JJouséd IJluulgwss (JACL) oo Idodsse.

WLC#show access-1lists
Extended | P access list |P-Adm V4-1|nt-ACL-gl obal

[-..]
Ext ended | P access |ist | P-Adm V4- LOGOUT- ACL

[...]
Extended | P access list inplicit_deny

[...]

Extended | P access list inplicit_permt

[...]



Ext ended | P access |ist neraki-fqdn-dns
[...]
Extended | P access |ist preauth-ise
[...]
Extended | P access |ist preauth_v4
[...]
Extended | P access |ist xACSACLx-|P-ACL_USER1- 65e89aab
1 deny ip any host 10.48.39.13
2 deny ip any host 10.48.39.15
3 deny ip any host 10.48.39. 186
4 permit ip any any (56 matches)
I Pv6 access list inplicit_deny_v6
[...]
I Pv6 access list inplicit_permt_v6
[...]
| Pv6 access |ist preauth_v6

[...]

Ieag st ok e 0okl 10uddde

Icole luvedunld igble IJodsso sluadleol spdud cepse S 6 Jepsd SO UESSUO pE LEISd
Blisps IJogdp B 1J9uo9d (ACL). 98 el sJs oy Iduwedle Ides coso Idgie Idpos) Jdlocsle po I 1Idpuugs gJIJ
gpdsé lBeslu IJgpsd 08be.acl4.137d.

<#froot>

24/ 03/ 28 10: 43:04. 321315612 {wncd_x_R0-0}{1}: [client-orch-sn] [19620]: (note): MAC. 08be.acl4.137d Assc

2024/03/28 10:43:04.321414308 {wncd_x_R0-0}{1}: [cTlient-orch-sm] [19620]: (debug): MAC: 08be.acl4.137d

2024/ 03/ 28 10:43: 04. 321464486 {wncd_x_R0-0}{1}: [client-orch-state] [19620]: (note): MAC. 08be.acl4. 137c

2024/ 03/ 28 10: 43: 04. 322185953 {wncd_x_R0-0}{1}: [dot11l] [19620]: (note): MAC. 08be.acl4.137d Associ ati or


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2010809796

2024/ 03/ 28 10: 43: 04. 322199665 {wncd_x_RO-0}{1}: [dot11] [19620]: (info): MAC. 08be.acl4.137d DOT1l state

2024/ 03/ 28 10: 43: 04. 322860054 {wncd_x_RO-0}{1}: [client-orch-sn] [19620]: (debug): MAC. 08be.acl4.137d

2024/ 03/ 28 10: 43: 04. 322881795 {wncd_x_R0-0}{1}: [client-orch-state] [19620]: (note): MAC. 08be.acl4. 137c

2024/ 03/ 28 10: 43: 04. 323379781 {wncd_x_R0-0}{1}: [client-auth] [19620]: (info): MAC. 08be.acl4.137d Ci er

2024/ 03/ 28 10:43: 04. 330181613 {wncd_x_R0-0}{1}: [client-auth] [19620]: (info): MAC. 08be.acl4.137d i er

2024/03/28 10:43:04.353413199 {wncd_x_R0-0}{1}: [auth-mgr-feat_wireless] [19620]: (info): [08be.acl4.13
2024/03/28 10:43:04.353414496 {wncd_x_R0-0}{1}: [auth-mgr-feat_wireless] [19620]: (info): [08be.acl4.13



2024/ 03/ 28 10: 43: 04. 353438621 {wncd_x_RO- 0} {1}

2024/ 03/ 28 10: 43: 04. 353443674 {wncd_x_RO-0}{1}:

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28

10:

10:

10:

10:
10:
10:
10:
10:
10:
10:
10:
10:
10:

10:

10:
10:

43:

43:

43:

43:
43:
43:
43:
43:
43:
43:
43:
43:
43:

43:

43:
43:

04.

04.

04.

04.
04.
04.
04.
04.
04.
04.
04.
04.
04.

04.

04.
04.

381397739

381411901

381425481

381430559
381433583
381437476
381440925
381452676
381466839
381482891
381486879
381489488
381491463

381494016

381495896
381498320

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[client-auth]

[client-auth]

[ radi us]

[radius] [19620]:

[ radi us]

[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]

[ radi us]

[radius] [19620]:
[radius] [19620]:

[19620]: (note):

[19620]: (info):
[19620]: (info): RADIUS:
(info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
(info): RADIUS:
(info): RADIUS:

MAC: 08be. acl4. 137d L2 A

MAC. 08be. acl14.137d di er

Send Access- Request t

authenticator e9 8b e

User-Name [1] 7 "USERI

Service-Type [6] 6 Fr
Vendor, Cisco [26] 27
Cisco AVpair [1] 21 "
Framed-MTU [12] 6 148
EAP-Message [79] 12 .
Message-Authenticator
EAP-Key-Name [102] 2

Vendor, Cisco [26] 49
Cisco AVpair [1] 43 "
Vendor, Cisco [26] 20

Cisco Avpair [1] 14 "y

Vendor, Cisco [26] 32
Cisco AVpair [1] 26 "



2024/03/28 10:43:04.381500186 {wncd_x_R0-03}{1}:

2024/ 03/ 28 10: 43: 04. 381502409 {wncd_x_RO-0}{1}:

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

10:

10:
10:
10:

10:

10:

10:

10:
10:
10:
10:

10:

10:

43:

43:
43:
43:

43:

43:

43:

43:
43:
43:
43:

43:

43:

04.

04.
04.
04.

04.

04.

04.

04.
04.
04.
04.

04.

04.

381506029

381509052
381511493
381513163

381515481

381517373

381519675

381522158
381524583
381532045
381534716

381537215

381539951

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

[radius] [19620]:
[radius] [19620]:
[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

[radius] [19620]:
[radius] [19620]:
[radius] [19620]:
[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

(info): RADIUS: Vendor, Cisco [26] 20

(info):

(info):

(info):
(info):
(info):

(info):

(info):

(info):

(info):
(info):
(info):
(info):

(info):

(info):

RADI US:

RADI US:

RADIUS:
RADIUS:
RADIUS:

RADI US:

RADIUS:

RADI US:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADI US:

RADIUS:

Cisco Avpair [1] 14 "\

NAS- | P- Address [4] 6 !

NAS-Port-Type [61] 6
NAS-Port [5] 6 3913
Vendor, Cisco [26] 39

Cisco Avpair [1] 33 "¢

Vendor, Cisco [26] 41

Cisco Avpair [1] 35 "\

Called-Station-Id [30
Calling-Station-Id [3
Vendor, Airespace [26
Airespace-WLAN-ID [1]

Nas-ldentifier [32] 17

wlan-group-cipher [18



2024/03/28
2024/03/28
2024/03/28
[...]

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

10:
10:
10:

10:

10:
10:
10:
10:
10:
10:

10:

10:

10:

43:
43:
43:

43:

43:
43:
43:
43:
43:
43:

43:

43:

43:

04.
04.
04.

04.

04.
04.
04.
04.
04.
04.

04.

04.

04.

381542233
381544465
381619890

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

392544173 {wncd_x_RO-0}{1}:

392557998
392564273
392615218
392628179
392738554
726798622

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

726801212 {wncd_x_RO- 0} {1}:

726896276 {wncd_x_RO-0}{1}:

726905248 {wncd_x_RO- 0}{1}:

2024/ 03/ 28 10:43:04.727138915 {wncd_x_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 727148212 {wncd_x_RO- 0} {1} :

[radius] [19620]: (info): RADIUS:
[radius] [19620]: (info): RADIUS:
[radius] [19620]: (info): RADIUS:
[radius] [19620]: (info): RADI US
[radius] [19620]: (info): RADIUS:
[radius] [19620]: (info): RADIUS:
[radius] [19620]: (info): RADIUS:
[radius] [19620]: (info): RADIUS:
[radius] [19620]: (info):

[dotlx] [19620]: (info):

[dot 1x] [19620]: (info):

[dotlx] [19620]:

[ dot 1x]

[ dot 1x]

[ aut h- ngr]

[19620] :

[19620] :

(info):

(info):

(info):

[19620]: (info):

wlan-pairwise-cipher[
wlan-akm-suite [188]
Started 5 sec timeout

Received fromid 1812/

authenticator 08 6d f
State [24] 71 ...

EAP-Message [79] 8 ..
Message-Authenticator

Valid Response Packet, Free t
[08be.acl4.137d:capwap_9000001

[ 08be. ac14. 137d: capwap_90000017

[08be.acl4.137d:capwap_9000001

[ 08be. acl14. 137d: capwap_9000001-

[ 08be. ac14. 137d: capwap_9000001~

[ 08be. acl14. 137d: capwap_9000¢



2024/03/28 10:43:04.727164223 {wncd_x_R0-0}{1}:
2024/03/28 10:43:04.727169069 {wncd_x_R0O-0}{1}:

2024/ 03/ 28 10:43:04.727223736 {wncd_x_RO-0}{1}:

2024/03/28 10:43:04.727233018 {wncd_x_R0-0}{1}:
2024/03/28 10:43:04.727234046 {wncd_x_R0O-0}{1}:
2024/03/28 10:43:04.727234996 {wncd_x_R0-0}{1}:
2024/03/28 10:43:04.727236141 {wncd_x_R0O-0}{1}:
M$evTI[Po«? %y0?a@<™CNbWi6\E&\q-1U+QB-20"#[INv?"

2024/ 03/ 28 10: 43: 04. 727246409 {wncd_x_RO- 0} {1} :

2024/ 03/ 28 10: 43: 04. 727509267 {wncd_x_RO- 0}{ 1} :

2024/ 03/ 28 10:43: 04.727513133 {wncd_x_RO-0}{1}:

2024/03/28 10:43:04.727607738 {wncd_x_RO-0}{1}:
2024/03/28 10:43:04.728003638 {wncd_x_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 728144450 {wncd_x_RO- 0} {1} :

[auth-mgr] [19620]: (info):
[auth-mgr] [19620]: (info):

[aaa-attr-inf] [19620]:

[aaa-attr-inf] [19620]:
[aaa-attr-inf] [19620]:
[aaa-attr-inf] [19620]:
[aaa-attr-inf] [19620]:

[aaa-attr-inf] [19620]:

[auth-ngr] [19620]: (info):

[auth-mgr] [19620]: (info):

(info):

(info):
(info):
(info):
(info):

(info):

Applying Attribute :

Applying Attribute :
Applying Attribute :
Applying Attribute :
Applying Attribute :

Applying Attribute :

[08be.acl4.137d:capwap_9000
[08be.acl4.137d:capwap_9000

USEe

cl
EA
Me
EA

[ 08be. acl14. 137d: capwap_9000C

[ 08be. acl14. 137d: capwap_9000C

[svm] [19620]: (info): SVM_INFO: SVM Apply user profile
[svm] [19620]: (info): SVM_INFO: Activating EPM feature

[epm misc] [19620]: (info):

[ 08be. acl14. 137d: capwap_9000¢



2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
[...]

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28

10:
10:
10:

10:

10:
10:

10:

10:

10:

10:

10:

10:

10

43:

43:

43:

43:

43;
43;

43:

43:

43:

43:

43;

43:

143

04.
04.
04.

04.

04.
04.

04.

04.

04.

04.

04.

04.

04

728161361 {wncd_x_RO-0}{1}:
728177773 {wncd_x_R0O-03}{1}:
728184975 {wncd_x_RO-0}{1}:

728218783 {wncd_x_RO-0}{1}:

729005675 {wncd_x_R0O-0}{1}:
729019215 {wncd_x_R0-0}{1}:

729422929 {wncd_x_RO- 0} {1}:

729428175 {wncd_x_R0-0}{1}:

729432771 {wncd_x_RO-0}{1}:

729435487 {wncd_x_RO-0}{1}:

729437912 {wncd_x_R0-0}{1}:

729440782 {wncd_x_RO- 0}{1}:

.729442854 {wncd_x_R0-0}{1}:

[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]
[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]
[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]
[epmacl] [19620]: (info): [08be.acl4.137d: capwap_90000C
[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]

[svm] [19620]: (info): SVM_INFO: Response of epm is ASY

[radius] [19620]: (info): RADI US: Send Access-Request tc¢

[radius] [19620]: (info): RADIUS: authenticator 20 06 3

[radius] [19620]: (info): RADIUS: NAS-I|P-Address [4] 6 1

[radius] [19620]: (info): RADIUS: User-Name [1] 32 "#ACS

[radius] [19620]: (info): RADIUS: Vendor, Cisco [26] 32

[radius] [19620]: (info): RADIUS: Cisco AVpair [1] 26 "¢

[radius] [19620]: (info): RADIUS: Vendor, Cisco [26] 30



2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

10:

10:
10:

10:

10:

10:

10:
10:

10:

43:

43;
43;

43:

43:

43:

43:
43:

43:

04.

04.
04.

04.

04.

04.

04.
04.

04.

729445280 {wncd_x_RO-0}{1}:

729447530 {wncd_x_RO-0}{1}:
729529806 {wncd_x_R0O-0}{1}:

731972466 {wncd_x_RO- 0}{1}:

731979444 {wncd_x_R0-0}{1}:

731983966 {wncd_x_RO- 0}{1}:

731986470 {wncd_x_RO-0}{1}:
732032438 {wncd_x_RO-0}{1}:

732048785 {wncd_x_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 732051657 {wncd_x_RO- 0} { 1} :

2024/ 03/ 28 10: 43: 04. 732053782 {wncd_x_RO- 0} {1} :

[ radi us]

[radius] [19620]:
[radius] [19620]:

[ radi us]

[radius] [19620]:

[ radi us]

[radius] [19620]:
[radius] [19620]:

[ radi us]

[ radius]

[ radi us]

[19620] :

[ 19620] :

[19620] :

[ 19620] :

[ 19620] :

[19620] :

(info):

(info):

(info):

(info):

(info):

(info):

(info):
(info):

(info):

(info):

(info):

RADI US:

RADIUS:
RADIUS:

RADI US:

RADIUS:

RADI US:

RADIUS:
RADIUS:

RADI US:

RADI US:

RADI US:

Cisco AVpair [1] 24 "

Message-Authenticator

Started 5 sec timeout

Received fromid 1812/

authenticator 2a 24 8

User-Nane [1] 32 "#ACS

Class [25] 75 ...
Message-Authenticator

Vendor, Cisco [26] 47

Cisco Avpair [1] 41 "

Vendor, G sco [26] 47



2024/ 03/ 28 10: 43: 04. 732056351 {wncd_x_R0-0}{1}: [radius] [19620]: (info): RADIUS: Ci sco AVpair [1] 41 "i

2024/ 03/ 28 10: 43: 04. 732058379 {wncd_x_R0-0}{1}: [radius] [19620]: (info): RADIUS: Vendor, Ci sco [26] 48

2024/ 03/ 28 10:43: 04. 732060673 {wncd_x_RO-0}{1}: [radius] [19620]: (info): RADIUS: Ci sco AVpair [1] 42 "i

2024/ 03/ 28 10: 43: 04. 732062574 {wncd_x_R0-0}{1}: [radius] [19620]: (info): RADIUS: Vendor, Cisco [26] 36

2024/ 03/ 28 10: 43: 04. 732064854 {wncd_x_R0-0}{1}: [radius] [19620]: (info): RADIUS: Ci sco AVpair [1] 30 "i

2024/03/28 10:43:04.732114294 {wncd_x_R0O-0}{1}: [radius] [19620]: (info): Valid Response Packet, Free t
[...]

2024/ 03/ 28 10: 43: 04. 733046258 {wncd_x_RO-0}{1}: [svn] [19620]: (info): [08be.acl4.137d] Applied User Pr



2024/03/28 10:43:04.733058380 {wncd_x_R0-0}{1}:
2024/03/28 10:43:04.733064555 {wncd_x_R0-0}{1}:
2024/03/28 10:43:04.733065483 {wncd_x_RO-0}{1}:
2024/03/28 10:43:04.733066816 {wncd_x_R0O-0}{1}:
2024/03/28 10:43:04.733068704 {wncd_x_R0-0}{1}:
2024/03/28 10:43:04.733069947 {wncd_x_RO-0}{1}:

2024/ 03/ 28 10:43: 04. 733070971 {wncd_x_RO-0}{1}:

2024/03/28 10:43:04.733079208 {wncd_x_R0O-0}{1}:
2024/03/28 10:43:04.733080328 {wncd_x_R0O-0}{1}:
M$evTI[Po«? %y0?a@<™CNbWi6\E&\q-1U+QB-20"#[INv?"
2024/03/28 10:43:04.733091441 {wncd_x_R0O-0}{1}:

2024/ 03/ 28 10: 43: 04. 733092470 {wncd_x_RO- 0} {1}

2024/ 03/ 28 10: 43: 04. 733396045 {wncd_x_RO- 0}{1}:

2024/03/28 10:43:04.733486604 {wncd_x_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 734665244 {wncd_x_RO-0}{1}:

2024/03/28 10:43:04.734894043 {wncd_x_R0O-0}{1}:
2024/03/28 10:43:04.734904452 {wncd_x_R0O-0}{1}:

[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]

[aaa-attr-inf]

[aaa-attr-inf] [19620]:
[aaa-attr-inf] [19620]:

[aaa-attr-inf] [19620]:

[aaa-attr-inf]

[auth-nmgr] [19620]:

[cTient-auth] [19620]:

[client-auth]

[cTient-keymgmt] [19620]:
[cTient-keymgmt] [19620]:

[19620] :

[19620]: (info):
[19620]: (info):
[19620]: (info):
[19620]: (info):
[19620]: (info):
[19620]: (info):
[19620]: (info):
(info):
(info):
(info):
[ 19620]: (info):
(info):

(info):

Applied
Applied
Applied
Applied
Applied
Applied

Appl i ed

Applied
Applied

Applied

Appl i ed

User
User
User
User
User
User

User

User
User

User

User

Profile:
Profile:
Profile:
Profile:
Profile:
Profile: i

==

=

Profile: us

Profile: c
Profile: E

Profile: e

Profile:Cic

[ 08be. acl14. 137d: capwap_9000C

(note): MAC: 08be.acl4.137d L2 A

MAC. 08be.acl4.137d di er

(info): MAC: 08be.acl4.137d E
(info): MAC: 08be.acl4.137d C



2024/ 03/ 28 10: 43: 04. 734915743 {wncd_x_R0-0}{1}: [dot1x] [19620]: (info): [08be.acl4.137d: capwap_9000001:

2024/ 03/ 28 10: 43: 04. 740499944 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43: 04. 742238941 {iosrp_RO-0}{1}: [og] [26311]: (info): OG_PI_ACL_INFO ogacl_configured: /

2024/ 03/ 28 10:43: 04. 744387633 {iosrp_RO-0}{1}: [parser_cnd] [26311l]: (note): id= consol e@onsol e:user= ¢

2024/ 03/ 28 10: 43: 04. 745245318 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-IAL-EVENT: epm acl |

2024/03/28 10:43:04.745294050 {iosrp_RO-03}{1}: [buginf] [26311]: (debug): AUTH-FEAT-IAL-EVENT: Allocate

2024/ 03/ 28 10: 43: 04. 745326416 {i osrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: Index in



2024/ 03/ 28 10: 43: 04. 751291844 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10: 43: 04. 751943577 {iosrp_RO-0}{1}: [og] [26311]: (info): OG PI_ACL_I NFO ogacl_configured: /

2024/ 03/ 28 10: 43: 04. 752686055 {wncd_x_R0-0}{1}: [client-auth] [19620]: (info): MAC. 08be.acl4.137d Ci er

2024/ 03/ 28 10: 43: 04. 755505991 {iosrp_RO-0}{1}: [parser_cnd] [26311l]: (note): id= consol e@onsol e:user= ¢

2024/03/28 10:43:04.756746153 {wncd_x_R0-0}{1}: [mm-transition] [19620]: (info): MAC: 08be.acl4.137d MM

2024/03/28 10:43:04.757801556 {wncd_x_R0O-0}{1}: [client-auth] [19620]: (note): MAC: 08be.acl4.137d ADD |

2024/ 03/ 28 10: 43: 04. 758843625 {wncd_x_R0-0}{1}: [client-orch-state] [19620]: (note): MAC:. 08be.acl4. 137c

2024/ 03/ 28 10: 43: 04. 759064834 {wncd_x_R0-0}{1}: [client-iplearn] [19620]: (info): MAC. 08be.acl4.137d II



2024/ 03/ 28 10:43:04.761186727 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: epm acl |

2024/ 03/ 28 10:43: 04.761241972 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: Index in

2024/ 03/ 28 10:43: 04. 763131516 {wncd_x_R0-0}{1}: [client-auth] [19620]: (info): MAC. 08be.acl4.137d Ci er

2024/ 03/ 28 10:43: 04. 764575895 {iosrp_RO-0}{1}: [parser_cnd] [26311l]: (note): id= consol e@onsol e:user= ¢

2024/ 03/ 28 10:43: 04. 764755847 {iosrp_RO-0}{1}: [og] [26311]: (info): OG PI_ACL_|I NFO ogacl_configured: /

2024/ 03/ 28 10: 43: 04. 769965195 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢



2024/ 03/ 28 10:43: 04. 770727027 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43: 04. 772314586 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-IAL-EVENT: epm acl |

2024/ 03/ 28 10: 43: 04. 772362837 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: Index in

2024/ 03/ 28 10:43:04.773070456 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e:user= ¢

2024/ 03/ 28 10:43:04. 773661861 {iosrp_RO-0}{1}: [og] [26311]: (info): OG PI_ACL_|I NFO ogacl_configured: /

2024/ 03/ 28 10:43: 04. 775537766 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢



2024/ 03/ 28 10:43: 04. 777154567 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43:04. 778756670 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: epm acl |

2024/ 03/ 28 10: 43: 04. 778807076 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: Index in

2024/ 03/ 28 10:43: 04. 778856100 {iosrp_RO-0}{1}: [npls_ldp] [26311]: (info): LDP LLAF: Registry notificati

2024/ 03/ 28 10:43: 04. 779401863 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e:user= ¢

2024/ 03/ 28 10:43:04. 779879864 {iosrp_RO-0}{1}: [og] [26311]: (info): OG PI_ACL_INFO ogacl_configured: /



2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28

10:

10:
10:
10:
10:
10:
10:
10:
10:
10:

10:

10:

10:

10:

10:

10:

10:
10:
10:

43:

43:
43:
43:
43:
43:
43:
43:
43:
43:

43:

43;

43:

43:

43:

43:

43:
43:
43:

04.

04.
04.
04.
04.
04.
04.
04.
04.
04.

04.

04.

04.

04.

04.

04.

04.
04.
04.

780510740

786433419
786523172
787787313
788160929
788491833
788576063
788741337
788761575
788877999

789333126

789410101

789622587

789632684

789642576

789651931

789653490
789735556
789800998

{iosrp_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[ parser _cnd] [26311]: (note): id= consol e@onsol e: user=

[sisf-packet] [19620]: (info): RX: DHCPv4 from interfac
[sisf-packet] [19620]: (info): TX: DHCPv4 from interfac
[sisf-packet] [19620]: (info): RX: DHCPv4 from interfac
[sisf-packet] [19620]: (info): TX: DHCPv4 from interfac

[cTient-iplearn] [19620]: (note): MAC: 08be.acl4.137d C
[auth-mgr] [19620]: (info): [08be.acl4.137d:capwap_9000
[webauth-sess] [19620]: (info): Change address update,

[auth-mgr-feat_acct] [19620]: (info): [08be.acl4.137d:c
[epm] [19620]: (info): [0000.0000.0000:unknown] HDL = O

[client-iplearn] [19620]: (info): MAC. 08be.acl4.137d IF

[cTient-orch-sm] [19620]: (debug): MAC: 08be.acl4.137d

[aaa-attr-inf] [19620]: (info): [ Applied attribute : us

[aaa-attr-inf] [19620]: (info): [ Applied attribute : c

[aaa-attr-inf] [19620]: (info): [ Applied attribute : G s

[aaa-attr-inf] [19620]: (info): [ Applied attribute : bsr

[aaa-attr-inf] [19620]:
[ewlc-qos-client] [19620]:
[rog-proxy-capwap] [19620]:

(info): [ Applied attribute : t
(info): MAC: 08be.acl4.137d
(debug) : Managed client RUN



2024/ 03/ 28 10: 43: 04. 789886011 {wncd_x_R0-0}{1}: [client-orch-state] [19620]: (note): MAC:. 08be.acl4. 137c

Il g Jab

9006 3 Bed 1) pos) Jdlowple 909 183 pzesele 1Uzse 9oedsdol Jusd§ RADIUS Jl$e,lo IJgesd. wewes $9lise IJoedp B
Idsesd (ACL) 1éluds JJowsisd eds RADIUS. Jsuw Béb Joguosueol Jeesd Juwdds wd Jouisdel ksl wsluwlos
gouo, Ioede Bs 1Juvods 1dpedss IUJlunddss (WLC). ioule Tgs IJodlb 1de5p6 Jluuwadild lgble odsse @okse lJopdp
S5 IU9uosd (ACLS) sluadlzol see edsd wldelds IdIdedlb gds 1Uslzos Idos ouvagspol 9236 IJeede Jdlouold wihbe
RADIUS. 5w 031 965,86 I 1 suvdd wuwosds sbp, sub eds 1Jpls 2uslis 9800, Is sodds sdsu luvegpdo 1o szee
IJ eJs Bwuo Sgdd B 03l plss.

puali@ gasd RADIUS

Sedod libdle gds bdo 9,09J RADIUSIUEILe wldgesd 1Uss we buwlde pu euuo) Ioede S 1dubeds 1dpedss
IJJluudIss (WLC) IUss e RADIUS Jpuols$6 puwese 1 (AVP user-name) g s DACL_DOT1X_SSID SSID (AVP NAS-Identifier).

- 489. 617 Access-Request id=92, Duplicate Request
T 0. Access-Accept 1d

617 bytes captured (4936 bits)

Ethernet II, Src: C e 1 b2:fe:ff), Dst: VMware_Bd:@l:ec (88:50:56:8d:901:ec)
802.10 Virtual LAN, ]
Internet Protocol Version 4, Sre: 10.48.39.138, Dst: 18.48.39.134
User Datagram Protocol, Src Port: 63772, Dst Port: 1812

Code: Access-Request (1)

Pack fier: Bx5c (92)

Length

Authenticator: 3642d8733b9fb2acl98d8%edfd4faffrl

(1)

Attribute Value Pairs
AVP: t =i (1) 3

48 Last Segment[1]
tor(8@8) 1=18 val=cdc76l

B B P e, 48 tres Puckets: 5521 - Displayed: 7 (9006 - lgnored: 1 [2.6%)

ewpl wuge IJpuolb96: )5 b RADIUS L §u9d 1Usuosd: 9ldss JI sild JJpuwwgsel (AVP user-name) sobosd uwpelo AAA,
98106 Lwple AVP ACS:CiscoSecure-defined-ACL Uzl oé wldess 1092938 ool "#ACSACL#IP-ACL_USER1-65¢89aah".


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId--373065109

Length |ID S

6 9 B r Acce
488~ 394 39 19.48.39.134 18.48.39.138 Access-Accept id=92

Frame 48839: 394 bytes on wire (3152 bits), 394 bytes captured (3152 bits)
Ethernet II, Src: VMware_8d:@1:ec (@@:58:56:8d:81:ec), Dst: Cisco_b2:fe:ff (@@:1le:f6:b2:fe:ff)
802.10Q Virtual LAN, PRI: @, DEI: @, ID: 39
Internet Protocol Version 4, Src: 10.48.39.134, Dst: 10.48.39.130
User Datagram Protocol, Src Port: 1812, Dst Port: 63772
RADIUS Protocol
Code: Access-Accept (2)
Packet identifier: 8x5c (92)
Length: 348
Authenticator: 643ableaba94787735f73678ab53b28a

[Time from request: 8.859994880 seconds)
Attribute Value Pairs
AVP: t=lser-Name(1) 1=7 val=USER1
AVP: t=Class(25) 1=48 val=434143533a38323237333030841303030303030304038343033354132443a007305213439..
AVP: tmEAP-Message(79) 1=6 Last Segment[1]
AVP: t=Message-Authenticator(8@) 1=18 val=de@lc27ad18e8280dd5d6b29165aCHT2
AVP: t=EAP-Key-Mame(182) 1=67 val=\831f\@05CHIH\0031VE 66:x\0026~00RE\032q0075000046'021(60{6%035/s Balidly’ 027 0066000FId
AVP: t=Vendor-Specific(26) 1=66 wnd=ciscoSystems(9)
Type: 26
Length: 66
Vendar ID: ciscoSvstems (91
~ WSA: t=Cisco-AVPair(1) 1=6@ val=ACS:CiscoSecure-Defined-ACL=#ACSACL#~IP-ACL_USER1-65eB%9aab
Type: 1
Length: 6@
Cisco-AVPair: ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-ACL_USER1-G5e89aab
AVF: t=Wendor-speciticlle) (=58 vnd=Microsoft{ill)
AVP: t=Vendor-Specific(26) 1=58 wnd=Microsoft(311)

B B est e fiet), 60 Dyoes Puckets: 55217 - Displayed: 1 (2,006 - lgnored: 1 10.0%)

eajed DACL

Bl dlue Blisesd IUogdpe Vs 1J9u09d JJwusd IJiuuluu§6 (dACL) zsel pu od9su guuey Idoedpe Vs IUuveds [Jpzdsd
[JJluvddss (WLC) olded Buwsop wessuol vouwlbs Jdpuwegse 9ouwos zduws gpd RADIUS. 9l Blo guues Ideedpe
Ss IJuveds 1depdss IJJluwddss (WLC) s @9 wowuisd Slises IJozde Bs 1dsuesd (ACL). sdJdue JI s)ld suveese
RADIUS. JJ@sle o3dde ©99p 9226 [Joedp O IJyvedJo lJpedse IJJluwddss (WLC) wlz)le bdo 9,09J IJs RADIUS: 9030

LJPJ(S yluuot)hp |uu'o d|§po IJUCdP L.9.5 |J3u03J ‘JJVQ.’sé |J|uu|uu.,50 (ACSACL#—|P—ACL_USERl-65€8983b) J AVP IL)”P
puwesp. 9uldluolds |Us 3JY o@9p 9226 IJozdp B 1duvuds Ipedss IUJluudIdss (WLC) Lledle glsp RADIUS Uiy $wsd
IJ9,29d 03l 889 wuwde wujsd Blises Idozde Vs 1J9u09d (ACL) Llwegsle 9z Cisco AV aaaevent=acl-download.

Length |ID Source Destination Infa
8937 1B4 39 198.48.39.138 18.48.39.134 Access-Request id=81, Duplicate Regquest
del 1 39 A6l 546,39 @, 48,35, 130 A S5-ACCEpT ld=d

Frame BO37: 184 bytes on wire (1472 bits), 184 bytes captured (1472 bits)
Ethernet II, Src: Cisco_b2:fe:ff (8@:le:f6:b2:fe:ff), Dst: VMware Bd:@l:ec (@8:50:56:8d:01:ec)
B892.10 Virtual LAN, PRI: @, DEI: @, ID: 39
Internet Protocol Version 4, Src: 18.48.39.13@, Dst: 18.48.39.134
User Datagram Protocol, Src Port: 63772, Dst Port: 1812
~ RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @x51 (81)
Length: 138
Authenticator: b216948576cB8a46a51899e72d07059454

Attribute Value Pairs
AVP: tshAS-IP-Address(4) 1s6 vals18.48.39,138
AVP: t=User-Mame(l) 1=32 val=FACSACL#-IP-ACL_USER1-65e89aab
Type: 1
Length: 32
User-Name: #ACSACL®-IP-ACL_USER1-65e89aab
AVP: t=Vendor-Specific(26) 1=32 wnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) 1=38 wvnd=ciscoSystems(9)
Type: 26
Length: 3@
Vendor ID: ciscoSystems (3)
VSA: t=Cisco-AVPair({1) 1=24 val=aasa:event=acl-download
Type: 1
Length: 24
Cisco-AVPair: aaa:event=acl-download
AVP: t=Message-Authenticator(88) 1=18 val=41da231159246db3fa562860dbfTRaf8

S29S Bwdd 9009d RADIUSIUss e buwldo 06 186 1Js 9236 Ioede eds $lises Idozde wldsuesd (JACL) IJpbd
09 p9,2z. JJ Bless pu §9led Blised IUozdp Vs 1J9u09d (ACL) 092936 slgd AVP pgedud pu Cisco pu IJuse
ip:inacl#<x>=<acl_rule>. g s sJ9u <x>, 9 IJJle.




Leegth |ID o
8837 184 39 19.48.39.138 19.48.39.134
8038 369 39 19.48.39.134 19.48.39.130 Access-Accept id=81

Frame BB3B: 369 bytes on wire (2952 bits), 369 bytes captured 52 bits)

Ethernet II, Src: VMware_Bd:@1:ec (@@:58:56:8d:81:ec), Dst: Cisco_b2:fe:ff (80:1le:f6:b2:fe:ff)
£02.1Q Virtual LAN, PRI: @, DEI: @, ID: 39

Internet Protocol Version 4, Sri 10.48.39.134, Dst: 10.48.39.130

User Datagram Protocol, Src Port: 1812, Dst Port: 63772

- RADIUS Protocol

Packet identifier
Length
b

t 12.48.39.13
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(ACL) 259¢ eSSy Vs g IJogiss pu luwe Blispsd Iozdp B 1Jsuesd (ACL). JsJdd: B 1Up)s IJeldss Ides
soe Dol vessu Slisps Ioedp B 1J9ue9d (ACL) 030 [Js puwcgse: stw lu $I90 luwpol ppoddl soldolds.
Sew Il odoy Blises Iopde B 1Us o9 (ACL) iel po wdasy Blises Iopde B 1Usuo9d 1JJluvddss (WLC)
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oo,y pwedle Idgpdss puolb 86 ulees Jdpuwoése "userl”: gldos sop wbusd Blisps IUozde S 1y o9d (ACL_USER1)
Ulods JJeossd edsel seee woslgs igle 1Jes cuindd lopss wldowws Jluued il Iigble sluaJizel wlddso Uiz

Cisco ISE
. Steps
Overview o
. 11001 Recoived RADIUS Access-Roquest
Everit S200 Authertication succosded
11017 RADIUS created a new session
Usemame USER1 15049 Evaluating Palicy Group

Endpoint id OB:BE-AC 1 &13:70 = 15004 Evaluating Service Selection Policy

Endpoint Profile Unknown 11507 Exiracted EAP-Response/ldentity

15600 Praparad EAP-Raquest propesing EAP-TLS with
Authantication Pakoy Dafault >> Det1X ehallenge

12675 Valid EAP-Key-Name stirbule recened
11006 Retwmed RADIUS Access-Challenge
11000 Received RADIUS Access- Request

Autharization Policy Dofault >> 802, 1x User 1 dACL

HAuthorization Result 9B00-DOT1X-USERT

11018 RADIUS is ro-using an existing sossion

Extracied EAP-Response/MAK requesting o use PEAR

—

Authentication Details
12300 Prepared EAP-Request proposing PEAP with challenge

12625 Valid EAP-Key-Name atinbute receied
11006 Retumod RADIUS Access- Ghallengo
11001 Received RADIUS Access-Reguest

Sowrce Timestamp 2024-03-28 05:11:

Received Timestamp 2024-03-28 05:11:

Policy Server ise

11018 RADIUS is re-using an existing session
Event 12302 Extracted EAP-Response containing PEAP challsngo-
FEpenge and stoenting PEAR 48 nogotisted
Usemame USERT
12318 Successfully nogotiated PEAR version O
User Type User 12800 Extracted first TLS record: TLS handshake stacted
Endpoint Id 08:BEAC:14:13:7D 12805 Extracted TLS ClientHollo message
12806 Propared TLS ServerHella mossage
Calling Station 08-be-ac-14-13-7d
12807 Prepared TLS Cadtificale massage
Endpoing Profile Unkrigwn 12808 Propared TLS SorvorKeyExchange mossage
" eation k 12810 Prepared TLS ServerDone messa
;u.henl.c-sl an danity — ge
it 12305 Prepared EAP-Request with anothor PEAP challenge
Identity Graup Unkrawn 11006 Retumod RADIUS Access-Challengn
11007 Received RADIUS Access-Request
Audit Session Id B2F7I00A0MIODI0DE4BABEIF
11018 RADIUS i ra-using 8n axistng sassion
I Authentication Method det1x I 12304 EXiracted EAP-Response contsining PEAP chalenge-
FEgonse
Authentication Prefocol PEAP [EAP-MSCHARYZ)
12305 Prepared EAP-Request with another PEAF challenge:
Sarvics Type Framed 11006 Retuned RADIUS Access- Chalienge
Network Device qgefland- 800 11001 Recoived RADIUS Access-Roguast
11018 RADIUS is re-using an existing session
Device Typa All Device Types

19aps EXiracied EAP-Response containing PEAP challenge -
Location All Lotations TpOnse
12305 Prepared EAP-Request with anather PEAP challenge

NAS IPvA Addrass 10.48.39.130
11006 Retumod RADIUS Access- Ghaliengo
NAS Port Tyoe ‘Wireloss - IEEE 802.11 11001 Received RADIUS Access-Request
[ suthoriation profie 9800-DOT1X-USER1 | 11018 RADIUS s ra-using an existing session
Extracied EAP-Response containing PEAP chalengo-
Respanse Time 368 millisecands 12308 coense

12318 Successfully nogotiated PEAR version O



Other Attributes
Canfigvorsiontd
DestinationPart
Pratacel

NAS-Par

Framad=MTU

State

undefined- 186

undafined- 187

undefined- 188
NetworkDeviceProfileld
IsThisdPartyDeviceFlow
AcsSessionlD
SalbetedAuthanticationlden. .
SelectedAuthanticationkden

SelectedAuthardicationiden

AuthenticationStatus

L]
1812
Radius
393
1485

I7CPMSessioniD s 8227 H0AD00D000DEERABEIF; 265 ession
D=ise/499610885/35;

00:0fac04

00:0f:82:04

00:0f:ac:01
BOGASE05-3150-4215-a800-6753d450f56c
false

ise/490610885/35

Ieitainal Usars

AN_AD_Join_Points

Guest Usars

AuthoriicationPassed

ldentityPalicyMatchedRule

AutharizationPalicyMatehed.

Dot

B02.1x User 1 daCL

EndPoirMACAddess
15EPolicySetName
IdentitySetectonMabchad Rule
TotalAuthenL stency
ClientLatency

TLEGipher

TLEVersion

DTLSSuppont
HostldantityGroup

Network Device Profile

0B-BE-AC-14-13-7D

Dofoult

DoniX

515

147

ECDHE- R34 -AE5256-GOM-SHAIES
TLEvLZ

Unknarwn

Endpaint Identity Groups-Unkmown

Cisco

Lecation LocationitAl Locations

Dewice Type Device Typedidll Device Types
IPSEC IPSECHI: IPSEC DaviceliNg
Name USERY

EnabieFlag Enabied

RADIUS Usemame USERT

HAS-Identifier

DACL_DOT1X_SSI0

Davies 1P Addibas

CPMSessioniD

10.48.39.130

8227300AM000000EABABESF

Called -Station-10

CisosViair

10-b3-c6-22-99-c0:DACL_DOT1X_S5ID

senvice-typesFi 1

audit-sossion- i« B227300400000000848ABE IF,
method =dat1x,

clign =1113931001,

lan-
cisco-wian-ssid=DACL_DOT1X_SSID,

wian- profila-names DACL_DOTIX_SSID,
AuthenticationidentityStore=intemal Users,
FOSubjectName=9273fe30-8c01-1 1069560~
5754004852 1Muser],

Utni ji 94b36041504 9088

5043

EcB0d19790

Result

Class

EAP-Koy-Mame

CiSCo=ave pair

MS-MPRE-Send-Key
MS-MPPE-Rucv- Kiy

LicensoTypes

Sesslon Evants

CACE:E227300A000000004 EL

19:66:05:40:45:84:20:00:35:63:38:1b:00:87 68:72:9,
B:93:21:37:29:60:25:B8:83: b1 :40: 23:05:b3-05:61:B5:82:04:08:
BreBo06:d6:57-50:01:2d:62:d3- 6l 201 9:01:486:
rfcl 3oc0i6

ACS:CiscoSecune-Delined- ACL=HACSACLE-IP-ACL_USER1-
508088k

[Essential license consumed.

I 2024-03-28 05:11:11.036

Authentication succeeded

«ijed DACL

oboy yedle 1Jgpdss gpdsé ouisd ulez JBlsesd IJozde B 19,09 "ACL_USER1". g¢

12810
12812
12803
12804
1280
12802
12816
12310
12306
11006
11om
11018

12304

12313
s
12306
11006
1001
11018

12308

nsn

11806

12305
11006
1nom
11018

12304

11208

15041
15048
2072
15013
24210
2212
22037
nax
12306
11006
11001
11018

12304

1810

1814
11513
12314
12305
11006
1o
1108

12304

24715

15036

24209

4
15048
150456

15018
11022

Propared TLS SorverDone message
Extracted TLS CliantkoyExchange mossage
Extrazted TLS ChangaCipharSpec massage
Extracted TLS Finished message

Propared TLS ChangaCipherSpes meddage
Propared TLS Finished message

TLS handshake succeeded

PEAP full handshake finsshed successhully
Propared EAP-Roquest with anathior PEAP challonge
Fwturied RADIUS Aceess- Challange
Becoived RADIUS Access- Request

RADIUS is re-using an existing session

Extracied EAP-Response contsining PEAR chalenge-
response

PEAP inmer methad stasted

Proparnd EAP-Request/idontity for inner EAP method
Prepared EAP-Request with anather PEAP challenge
Fntred RADIUS Access- Challenge

Recoived RADIUS Access-Request

RADIUS is re-using an existing session

Extracied EAP-Risponso contaning PEAP challengo-
response

Extracied EAP-Responsa/ldantity for innor EAP mothod

Prepared EAP-Request for inner method proposing EAP-
MSCHAP with challenge

Propared EAP-Request with anathor PEAP challerge
Retuwmed RADILS Access- Challenge

Bacatnd RADIUS Access-Roguost

RADIUS is re-using an existing session

Extracted EAP-Response contsining PEAR chalenge-
response

Exiracied EAP-Response conlaining EAP-MSCHAP
challenge-response for inner method and accepting EAP-
MSCHAP a3 negotiated

Evaluating Identity Policy

Queried PIP - Narmalised Radivs RadivsFlowType
Selected identity source sequonce = All_User_ID_Stores
Selected Identity Source - Intemal Users

Looking up ser in Internal Users IDStore - WSERT
Found User in Internal Users I061om

Authertication Passed

EAP=MECHAP authentbeation sttempt passed
Prepared EAP-Request with another PEAP challerge
Fetumed RADIUS Access- Challenge

Fpcaived RADIUS Accoss-Roquast

RADIUS is ro-using an existing session

Extracted EAP-Rixsganse contsning PEAP chalange -
response

Extractod EAP-Response for innar method containing
MSCHAP challenge-response

Inner EAP-MSCHAP authentication succeeded
Propared EAP-Success for inner EAP method

PEAP inner method finished successiully

Propared EAP-Requost with another PEAP challenge
Returned RADIUS Accoss-Challenge

Recoived RADIUS Accoss-Request

RADIUS is re-using an existing session

Eatracted EAP- Respanse containing PEAP challenge-
respanse

ISE has net confirmed locally previous successtul maching
authentication for user in Active Directony

Evalusling Authodization Palicy
Lovtking sp Endpaint in Internal Endpaints 1051000 -
USER1

Found Endpaint in Intennal Endpoints IDStore
Queried PP - Network Access UserName
Queried PP - Inlemnallsen Name

Selected Authonzation Profde - $800-DOT1X-USERT
Added the dACL specified in the Authorization Prafile

22081
22080
12306
11503
11002

M 3853103 policy passad

New accounting sossion created in Session cache
PEAF suthenlication succeeded

Propared EAP-Success

Returned RADILS Accoss-Accept

lopsé wldouwws Jlgweduuld IJigble sl odlzol LIdJse 1Jize).

o woslés IUizsle IJos ouvdd



Cisco |SE

Owrvisw

Event 5237 DACL Download Succeeded
Lisarnama RACSACLA-IP-ACL_USER - 6508000
Endpoint id

Endpoint Profile

Authorization Rosult

Authentication Detalis

Soures Tirastsng 2024-03-78 05:43:04.755

Received Timestamp 3024-03-38 05:43:04 755

Policy Sarwr is0

Evant 5232 DACL Download Succeeded
Lisnename RACEACLR-IP-ACL _USERT - 65480000
Network Device gdefland-2800

Davice Type Al Device Typos

Location Al Locations

HAS IPwd Addrass 10.48.39.130

Response Time 1 miiseconds

Other Anributes

Conligversionid 73

DestinationPort 1812

Pretpesd Hadius

Pr -F150-4215-28 TE3d450rE6C

IsThirdPartyDevicaFlow ialsa

AcsSessionlD Ise/450610856/48

TotsbAuthanl slardy 1

CllentLatency 1]

DTLSSuppedt Uk

Metwork Device Profile Ghco

Locasion Lacation Al Locatices

Device Type Device TypelAll Device Types

IPSEC IRSECHIS IPSEC DivicediNg

FADIUE Usemames: HACEACLE-IP-ACL_USER -6585%ab

Device IP Addrass 10.48.38.130

CPMSoxsioniD) Q3027 BEPWAS S 2a4EzHKGY Akd guiE TupAlaF
M

CicoAVPEr BISONECH wip_admission,

saaewent=ac-download

Rosult

Class CACT 03027 2w
Fcsehlisg/499610885/43

GO0~ dv-pair ipcinacli 1 sdery ip any host 10.48.39.13

cigon-r-pair ipcinacinZedery i amy host 10.48.30.15

Eiso0-in-pair incinacliI=deny ip any host 10.48.39. 185

CiSCo=erpair iprinaciidsparmit i any any

Steps

11001
nmr
1z
11002

Received RADIUS Access-Request
RADIUS created a new sossion
Generated a new session [0

Returmid RADILS Actiis-Acthil
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