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(RA) يعاعشإلا عبتتلا - CWA راسم

ISE مداخ ىلإ ليمع :لوألا لاصتالا

ةكبش ىلإ ليمع :يناثلا لاصتالا

(EPC) ةنمضملا ةمزحلا طاقتلا - CWA قفدت

ISE مداخ ىلإ ليمع :لوألا لاصتالا

ةكبش ىلإ ليمع :يناثلا لاصتالا

ةمدقملا

.CWA ل WLAN ةكبشب لاصتالا دنع يئاهنلا ليمعلا قفدت دنتسملا اذه فصي

ةيساسألا تابلطتملا

تابلطتملا

:ب ةيساسأ ةفرعم كيدل نوكت نأب Cisco يصوت

•Cisco نم 9800 Series (WLC) ةيكلساللا LAN ةكبش يف مكحتلا ةدحو
•(ISE) ةيوهلا تامدخ كرحم ىلع اهنيوكتو (CWA) ةيزكرملا بيولا ةقداصمل ماعلا مهفلا

ةمدختسملا تانوكملا

:ةغيص زاهجو ةيجمرب اذه ىلع ةقيثو اذه يف ةمولعملا تسسأ

9800-CL WLC•
cisco ap 3802•
9800 WLC Cisco IOS® XE v17.3.6•
Identity Service Engine (ISE) v3.1•

 .ةصاخ ةيلمعم ةئيب يف ةدوجوملا ةزهجألا نم دنتسملا اذه يف ةدراولا تامولعملا ءاشنإ مت
 تناك اذإ .(يضارتفا) حوسمم نيوكتب دنتسملا اذه يف ةمدختسُملا ةزهجألا عيمج تأدب
.رمأ يأل لمتحملا ريثأتلل كمهف نم دكأتف ،ليغشتلا ديق كتكبش

ةيساسأ تامولعم



CWA ةقداصم نم عون وه SSID ةيلحملا ةكبشلا يف مكحتلا رصنع ىلع هنيوكت نكمي 
 مسا لاخدإب لاصتالا لواحي يذلا يئاهنلا ليمعلا ةبلاطم متي ثيح (WLC) ةيكلساللا
 ليمعلا قفدت متي ،راصتخابو .هيلإ مدقي بيو لخدم ىلإ هب ةصاخلا رورملا ةملكو مدختسملا
:(WLAN) ةيكلساللا ةيلحملا ةكبشلاب لاصتالا نوكي امدنع يئاهنلا

 .1هزاهج ىلع رهاظلا SSID فرعمب يئاهنلا ليمعلا لصتي
 .2هب ةصاخلا دامتعالا تانايب لاخدإل بيولا ةباوب ىلإ يئاهنلا ليمعلا هيجوت ةداعإ متت
 .3اهلاخدإ مت يتلا دامتعالا تانايب عم ISE ةطساوب يئاهنلا ليمعلا ةقداصم تمت
 تمت هنإ الئاق (WLC) ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا رصنع ىلع ISE دري
 ىلع بجي يتلا ةيفاضإلا تامسلا ضعب ISE عفدي نأ نكمي .يئاهنلا ليمعلا ةقداصم
 (ACL) لوصولا يف مكحتلا مئاوق لثم) ةكبشلا ىلإ لوصولا دنع اهلاثتما ليمعلا
(ةددحملا

4. 

 ىلإ لوصولا ىلع لصحي اريخأو ،هتقداصم ةداعإو يئاهنلا ليمعلا نارتقا ةداعإ متت
ةكبشلا

5. 

 نوكي نيترم هتقداصم متت يذلا يئاهنلا ليمعلا نأ ةظحالم مهملا نم :ةظحالم
يئاهنلا ليمعلل افافش



 ىلإ يساسأ لكشب ليمعلا اهب رمي نأ بجي يتلا ةيساسألا ةيلمعلا ميسقت متيو
 درجمب اهسفن ةكبشلاب ليمعلا نم رخآ لاصتاو ،ISE مداخ ىلإ ليمعلا نم لاصتا :نيتيلمع
 لوكوتورب لالخ نم ضعبلا اهضعب عم امئاد ISE رايعمو مكحتلا ةدحو لصاوتت .هتقداصم
RADIUS. عشم عبتتل قمعتم ليلحت ،هاندأ (RA) مزحلا طاقتلال ةجمدم ةزيمو (EPC).

(RA) يعاعشإلا عبتتلا - CWA راسم

 ةيلمعلا ضرعي وهو .نيعم ليمعل اهطاقتلا مت يتلا تالجسلا نم ةعومجم وه RA عبتت
 يه امع تامولعملا نم ديزمل .WLAN ةكبشب لاصتالا ءانثأ ليمعلا اهب رمي يتلا ةلماكلا
 عيمجتو ةيكلساللا ءاطخألا حيحصت مهف ةرايز ىجري ،RA راثآ دادرتسإ ةيفيكو هيلع
.Catalyst 9800 ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا تادحو ىلع لجسلا

ISE مداخ ىلإ ليمع :لوألا لاصتالا

 اذإ ةكبشلاب لاصتالاب (WLC) ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا رصنع حمست ال
.ISE لبق نم الوخم ليمعلا نكي مل

WLAN ةكبشب طابترالا

 يف ليمعلا ةبغر نع (WLC) ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا رصنع فشكت
 متيو cwa-policy-profile" جهنلا فيرعت فلمب اهطبر مت يتلا ،"WLAN "cwa ةكبشب نارتقالا
"BC-3802" لوصولا ةطقنب لاصتالا

 
<#root>

[client-orch-sm] [17558]: (note): MAC: 4203.9522.e682 

Association received.

 BSSID dc8c.37d0.83af, 

WLAN cwa

, Slot 1 AP dc8c.37d0.83a0, BC-3802 
[client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682 Received Dot11 association request. Processing started,

SSID: cwa

, 

Policy profile: cwa-policy-profile

, 

AP Name: BC-3802

, Ap Mac Address: dc8c.37d0.83a0 BSSID MAC0000.0000.0000 wlan ID: 1RSSI: -46, SNR: 40 
[client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition:

 S_CO_INIT -> S_CO_ASSOCIATING

 
[dot11-validate] [17558]: (info): MAC: 4203.9522.e682 WiFi direct: Dot11 validate P2P IE. P2P IE not present.

 

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows


MAC ةيفصت

ISE مداخ لاصتا رابتخإ

 نم طابترالا بلط (WLC) ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا رصنع ىقلتي نأ درجمب
 MAC ةيفصت .(MAB ب اضيأ ةفورعملا) MAC ةيفصت ءارجإ يه ىلوألا ةوطخلا نإف ،ليمعلا
 تانايب ةدعاق لباقم ليمعلاب صاخلا MAC ناونع نم ققحتلا اهيف متي نامأ ةقيرط يه
.ال مأ ةكبشلا ىلإ مامضنالاب مهل احومسم ناك اذإ امم ققحتلل

 
<#root>

[dot11] [17558]: (info): MAC: 4203.9522.e682 DOT11 state transition: 

S_DOT11_INIT -> S_DOT11_MAB_PENDING <-- The WLC is waiting for ISE to authenticate the user. It does not send an "Association Response" until the client is accepted by ISE.

 
[client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_CO_ASSOCIATING -> S_CO_MACAUTH_IN_PROGRESS 
[client-auth] [17558]: (note): MAC: 4203.9522.e682 MAB Authentication initiated. 

Policy VLAN 0, AAA override = 1, NAC = 1 <-- no VLAN is assigned as ISE can do that

 
[sanet-shim-translate] [17558]: (ERR): 4203.9522.e682 wlan_profile Not Found : Device information attributes not populated 
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Session Start event called from SANET-SHIM with conn_hdl 14, vlan: 0 
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Wireless session sequence, create context with method MAB 
[auth-mgr-feat_wireless] [17558]: (info): [4203.9522.e682:capwap_90000005] - 

authc_list: cwa_authz <-- Authentication method list used

 
[auth-mgr-feat_wireless] [17558]: (info): [4203.9522.e682:capwap_90000005] - authz_list: Not present under wlan configuration 
[client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transition: S_AUTHIF_INIT -> S_AUTHIF_AWAIT_MAB_AUTH_START_RESP 
[auth-mgr] [17558]: (info): [4203.9522.e682:unknown] auth mgr attr change notification is received for attr (952) 
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change notification is received for attr (1263) 
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change notification is received for attr (220) 
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change notification is received for attr (952) 
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Retrieved Client IIF ID 0x530002f1 
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Allocated audit session id 0E1E140A0000000C8E2DA642 
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Applying policy for WlanId: 1, bssid : dc8c.37d0.83af, slotid: 1 bssid hdl : 12364632849490379189 
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Wlan vlan-id from bssid hdl 0 
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] SM Reauth Plugin: Received valid timeout = 1800 
[mab] [17558]: (info): [4203.9522.e682:capwap_90000005] 

MAB authentication started for 4203.9522.e682

 
[client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transition: S_AUTHIF_AWAIT_MAB_AUTH_START_RESP -> S_AUTHIF_MAB_AUTH_PENDING 
[ewlc-infra-evq] [17558]: (note): Authentication Success. Resolved Policy bitmap:11 for client 4203.9522.e682  
[client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transition: S_AUTHIF_MAB_AUTH_PENDING -> S_AUTHIF_MAB_AUTH_PENDING 
[mab] [17558]: (info): [4203.9522.e682:capwap_90000005] Received event '

MAB_CONTINUE

' on handle 0x8A000002 

<-- ISE server connectivity has been tested, the WLC is about to send the MAC address to ISE

 
[caaa-author] [17558]: (info): [CAAA:AUTHOR:92000002] DEBUG: mlist=cwa_authz for type=1

 



WLC ىلإ ابلط لسري ISE

 نأ ديري نأ نوبزلا نم MAC ناونع ىلع يوتحي ISE ىلإ طبر بلط WLC RADIUS لا لسري
.WLAN ىلإ قدصي

 
<#root>

[radius] [17558]: (info): RADIUS: Send 

Access-Request

 to 

<ise-ip-addr>:1812

 id 0/

28

, len 415 

<-- The packet is traveling via RADIUS port 1812. The "28" is the session ID and it is unique for every connection attempt

 
[radius] [17558]: (info): RADIUS: authenticator e7 85 1b 08 31 58 ee 91 - 17 46 82 79 7d 3b c4 30 
[radius] [17558]: (info): RADIUS: User-Name            [1]     14 "

42039522e682

" 

<-- MAC address that is attempting to authenticate

 
[radius] [17558]: (info): RADIUS: User-Password        [2]     18 * 
[radius] [17558]: (info): RADIUS: Cisco AVpair         [1]     25 "

service-type=Call Check

" 

<-- This indicates a MAC filtering process

 
[radius] [17558]: (info): RADIUS: Framed-MTU           [12]    6  1485  
[radius] [17558]: (info): RADIUS: Message-Authenticator[80]    18 ... 
[radius] [17558]: (info): RADIUS: EAP-Key-Name         [102]   2  * 
[radius] [17558]: (info): RADIUS: Cisco AVpair         [1]     43 "audit-session-id=0E1E140A0000000C8E2DA642" 
[radius] [17558]: (info): RADIUS: Cisco AVpair         [1]     12 "

method=mab

" 

<-- Controller sends an AVpair with MAB method

 
[radius] [17558]: (info): RADIUS: Cisco AVpair         [1]     26 "client-iif-id=1392509681" 
[radius] [17558]: (info): RADIUS: Cisco AVpair         [1]     14 "vlan-id=1000" 
[radius] [17558]: (info): RADIUS: NAS-IP-Address       [4]     6 

<wmi-ip-addr> <-- WLC WMI IP address

 
[radius] [17558]: (info): RADIUS: NAS-Port-Id          [87]    17 "capwap_90000005" 



[radius] [17558]: (info): RADIUS: NAS-Port-Type        [61]    6  802.11 wireless [19] 
[radius] [17558]: (info): RADIUS: Cisco AVpair         [1]     30 "

cisco-wlan-ssid=cwa

" 

<-- SSID and WLAN the client is attempting to connect

 
[radius] [17558]: (info): RADIUS: Cisco AVpair         [1]     32 "

wlan-profile-name=cwa

" 
[radius] [17558]: (info): RADIUS: Called-Station-Id    [30]    32 "dc-8c-37-d0-83-a0:cwa" 
[radius] [17558]: (info): RADIUS: Calling-Station-Id   [31]    19 "42-03-95-22-e6-82" 
[radius] [17558]: (info): RADIUS: Airespace-WLAN-ID    [1]     6  1  
[radius] [17558]: (info): RADIUS: Nas-Identifier       [32]    9  "BC-9800" 
[radius] [17558]: (info): RADIUS: Started 5 sec timeout

 

 ةيساسأ ةميق ةينب وه .ISE لبق نم مدختسملا "attribute-value" وه AV جوز :ةظحالم



 ةكبشلا يف مكحتلا رصنع ىلإ اهلاسرإ نكمي يتلا اقبسم ةددحملا تامولعملل
 هذهل ددحملا ليمعلا كلذ ىلع ميقلا هذه قيبطت متي .(WLC) ةيكلساللا ةيلحملا
.ةددحملا ةسلجلا

:AV جاوزأ ىلع ةلثمأ

•(ACL) لوصولا يف مكحتلا ةمئاق مسا
•URL هيجوت ةداعإ
•(VLAN) ةيرهاظلا ةيلحملا ةكبشلا نييعت
•لمعلا ةسلج ةلهم ءاهتنا تاعاس
•ةقداصملا ةداعإ تاتقؤم

(WLC) ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا رصنع بلطل ISE بيجتست

 ةيلحملا ةكبشلا يف مكحتلا رصنع ةطساوب هلاسرإ مت يذلا MAC ناونع لوبق مت اذإ
 .Access-Accept RADIUS ةمزح لاسرإب ISE موقي ذئدنعف ،ISE لبق نم (WLC) ةيكلساللا
 اذإ .قفدتلا ةعباتمو هلوبق ISE ىلع بجي ،فورعم ريغ MAC ناونع ناك اذإ ،ISE نيوكت بسح
 لكشب هنيوكت متي مل ائيش كانه نأ ينعي اذهف ،(لوصولا ضفر) Access-Reject تيأر
.هنم ققحتلا مزلي ISE ىلع حيحص

 
<#root>

[radius] [17558]: (info): RADIUS: Received from id 

1812

/

28

 

<ise-ip-addr>

:0, 

Access-Accept

, len 334 

<-- The packet is traveling via RADIUS port 1812 and is has a session ID of 28 (as a response to the above packet)

 
[radius] [17558]: (info): RADIUS: authenticator 14 0a 6c f7 01 b2 77 6a - 3d ba f0 ed 92 54 9b d6 
[radius] [17558]: (info): RADIUS: User-Name            [1]    19  "

42-03-95-22-E6-82

" 

<-- MAC address of the client that was authorized by ISE

 
[radius] [17558]: (info): RADIUS: Class                [25]   51  ... 
[radius] [17558]: (info): RADIUS: Message-Authenticator[80]   18  ... 
[radius] [17558]: (info): RADIUS: Cisco AVpair         [1]    31  "



url-redirect-acl=cwa-acl

" 

<-- ACL to be applied to the client

 
[radius] [17558]: (info): RADIUS: Cisco AVpair         [1]    183 "

url-redirect=https://<ise-ip-addr>:8443/portal/[...]

" 

<-- Redirection URL for the client

 
[radius] [17558]: (info): Valid Response Packet, Free the identifier 
[eap-auth] [17558]: (info): SUCCESS for EAP method name: Identity on handle 0xB0000039 
[mab] [17558]: (info): [4203.9522.e682:capwap_90000005] 

MAB received an Access-Accept

 for 0x8A000002 
[mab] [17558]: (info): [4203.9522.e682:capwap_90000005] Received event '

MAB_RESULT

' on handle 0x8A000002 
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Authc success from MAB, 

Auth event success

 

ISE نم ةاقلتملا تامولعملل WLC تايلمع

 نم ةدراولا تامولعملا عيمج (WLC) ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا رصنع جلاعي
ISE. تانايب عم لصألا يف هأشنأ يذلا مدختسملا فيرعت فلم هب قبطي وهو ISE ةلسرملا. 
 يف مكحت ةمئاق نييعتب (WLC) ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا رصنع موقت
 ىلع AAA زواجت نيكمت متي مل اذإ .لاثملا ليبس ىلع ،مدختسملل ةديدج (ACL) لوصولا
 ةيلحملا ةكبشلا يف مكحتلا رصنع ةطساوب ةجلاعملا هذه ثدحت الف ،WLAN ةكبش
.(WLC) ةيكلساللا

 
<#root>

 {wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):  

<< username 0 "42-03-95-22-E6-82">> <-- Processing username received from ISE

 
 {wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):  
<< class 0 43 41 43 53 3a 30 45 31 45 31 34 30 41 30 30 30 30 30 30 30 43 38 45 32 44 41 36 34 32 3a 62 63 2d 69 73 65 2f 34 33 36 37 33 31 34 32 37 2f 33 38 >> 
 {wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):  
<<Message-Authenticator 0 <hidden>>> 
 {wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):  
<< 

url-redirect-acl 0 "cwa-acl"

>> 

<-- Processing ACL redirection received from ISE



 
 {wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):  
<< 

url-redirect 0 "https://<ise-ip-addr>:8443/portal/[...]"

>> 

<-- Processing URL redirection received from ISE

 
 {wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):  
<< dnis 0 "DC-8C-37-D0-83-A0">> 
 {wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):  
<< formatted-clid 0 "42-03-95-22-E6-82">> 
 {wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):  
<< audit-session-id 0 "0E1E140A0000000C8E2DA642">> 
 {wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):  
<< method 0 2 [mab]>> 
 {wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):  
<< clid-mac-addr 0 42 03 95 22 e6 82 >> 
 {wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):  
<< intf-id 0 2415919109 (0x90000005)>> 
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change notification is received for attr (450) 
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]

 Received User-Name 42-03-95-22-E6-82 

for client 4203.9522.e682  
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] 

User profile is to be applied

. Authz mlist is not present, 

Authc mlist cwa_authz

 ,session push flag is unset 
{wncd_x_R0-0}{1}: [webauth-dev] [17558]: (info): Central Webauth URL Redirect, 

Received a request to create a CWA session

 for a mac [42:03:95:22:e6:82] 
{wncd_x_R0-0}{1}: [auth-mgr-feat_wireless] [17558]: (info): [0000.0000.0000:unknown] Retrieved zone id 0x0 for bssid 12364632849490379189 
{wncd_x_R0-0}{1}: [webauth-dev] [17558]: (info): No parameter map is associated with mac 4203.9522.e682 
{wncd_x_R0-0}{1}: [epm-redirect] [17558]: (info): [0000.0000.0000:unknown] 

URL-Redirect-ACL = cwa-acl

 
{wncd_x_R0-0}{1}: [epm-redirect] [17558]: (info): [0000.0000.0000:unknown]

 URL-Redirect = https://<ise-ip-addr>:8443/portal/[...]

 
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] 

User Profile applied

 

successfully

 for 0x92000002 - 

REPLACE

 



<-- WLC replaces the user profile it had originally created

 

 

MAB ةقداصم ءاهتنا

 MAC ناونع ةقداصم نم WLC يهتنت ،حاجنب ليمعلل مدختسملا فيرعت فلم ليدعت دعب
 ىلع ةدوجوم ISE نم ةملتسملا (ACL) لوصولا يف مكحتلا ةمئاق نكت مل اذإ .ليمعلاب صاخلا
 ةكبشلا يف مكحتلا رصنع نإف ،(WLC) ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا رصنع
 ءارجإ لشفي يلاتلابو ،تامولعملا هذهب هلمع بجي ام فرعي ال (WLC) ةيكلساللا ةيلحملا
REPLACE ةقداصم لشف يف ببستلا يف امامت MAB ةقداصملا ليمعلا ىلع رذعتي .اضيأ.

 
<#root>

{wncd_x_R0-0}{1}: [mm-client] [17558]: (debug): MAC: 0000.0000.0000 Sending pmk_update of XID (0) to (MobilityD[0]) 
{wncd_x_R0-0}{1}: [client-auth] [17558]: (note): MAC: 4203.9522.e682

 MAB Authentication success

. 
{wncd_x_R0-0}{1}: [client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transition: S_AUTHIF_MAB_AUTH_PENDING -> 

S_AUTHIF_MAB_AUTH_DONE

 
{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682 Processing MAB authentication result status: 0, 

CO_AUTH_STATUS_SUCCESS

 

ليمعلا ىلإ نارتقا ةباجتسإ WLC لسري

 (ACL) لوصولا يف مكحتلا ةمئاق قيبطتو ISE ةطساوب ليمعلا ةقداصم دعب نآلا
 ةباجتسإ اريخأ (WLC) ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا ةدحو لسرت ،ةحيحصلا
.ةكبشلاب لاصتالا يف رارمتسالا مدختسملل نكمي ،نآلا .ليمعلا ىلإ نارتقا

 
<#root>

{wncd_x_R0-0}{1}: [client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_CO_MACAUTH_IN_PROGRESS -> S_CO_ASSOCIATING 
{wncd_x_R0-0}{1}: [dot11] [17558]: (debug): MAC: 4203.9522.e682 dot11 send association response. 

Sending association response

 with resp_status_code: 0  
{wncd_x_R0-0}{1}: [dot11] [17558]: (debug): MAC: 4203.9522.e682 Dot11 Capability info byte1 1, byte2: 11 
{wncd_x_R0-0}{1}: [dot11-frame] [17558]: (info): MAC: 4203.9522.e682 WiFi direct: skip build Assoc Resp with P2P IE: Wifi direct policy disabled 
{wncd_x_R0-0}{1}: [dot11] [17558]: (info): MAC: 4203.9522.e682 dot11 send association response. Sending assoc response of length: 137 with resp_status_code: 0, DOT11_STATUS: DOT11_STATUS_SUCCESS 
{wncd_x_R0-0}{1}: [dot11] [17558]: (note): MAC: 4203.9522.e682 Association success. AID 1, Roaming = False, WGB = False, 11r = False, 11w = False  
{wncd_x_R0-0}{1}: [dot11] [17558]: (info): MAC: 4203.9522.e682 DOT11 state transition: S_DOT11_MAB_PENDING ->

 S_DOT11_ASSOCIATED

 
{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682 



Station Dot11 association is successful.

 

 

L2 ةقداصم

 ةيكلسال ةيلحم ةكبشب هطابترإ دنع ليمعلا اهل عضخي نأ بجي يتلا ةيلمعلل اقفو
(WLAN)، ةقداصم أدبت L2. ةقداصم ءارجإ مت ،عقاولا يف ،كلذ عمو L2 ةقداصم ببسب لعفلاب 
MAB ةقداصم لامكإب ليمعلا موقي .لبق نم اهؤارجإ مت يتلا L2 روفلا ىلع.

 
<#root>

{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682 

Starting L2 authentication

. Bssid in state machine:dc8c.37d0.83af Bssid in request is:dc8c.37d0.83af  
{wncd_x_R0-0}{1}: [client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_CO_ASSOCIATING -> S_CO_L2_AUTH_IN_PROGRESS 
{wncd_x_R0-0}{1}: [client-auth] [17558]: (note): MAC: 4203.9522.e682 L2 WEBAUTH Authentication Successful 
{wncd_x_R0-0}{1}: [client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transition: S_AUTHIF_MAB_AUTH_DONE ->

 S_AUTHIF_L2_WEBAUTH_DONE

 
{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682 

L2 Authentication of station is successful

., L3 Authentication : 1

 

تانايبلا رامطم 

 ليمعل دراوملا نييعتب (WLC) ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا ةدحو موقت
.ةكبشلا ربع قفدتت نأ تانايبلا رورم ةكرحل نكمي ىتح لاصتالا

 
<#root>

{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (note): MAC: 4203.9522.e682 Mobility discovery triggered. Client mode: Local 
{wncd_x_R0-0}{1}: [client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_CO_L2_AUTH_IN_PROGRESS -> S_CO_MOBILITY_DISCOVERY_IN_PROGRESS 
{wncd_x_R0-0}{1}: [mm-transition] [17558]: (info): MAC: 4203.9522.e682 MMIF FSM transition: S_MA_INIT -> S_MA_MOBILITY_DISCOVERY_PROCESSED_TR on E_MA_MOBILITY_DISCOVERY 
{wncd_x_R0-0}{1}: [mm-client] [17558]: (info): MAC: 4203.9522.e682 Invalid transmitter ip in build client context 
{wncd_x_R0-0}{1}: [mm-client] [17558]: (debug): MAC: 4203.9522.e682 Sending mobile_announce of XID (0) to (MobilityD[0]) 
{mobilityd_R0-0}{1}: [mm-client] [18482]: (debug): MAC: 4203.9522.e682 Received mobile_announce, sub type: 0 of XID (0) from (WNCD[0]) 
{mobilityd_R0-0}{1}: [mm-transition] [18482]: (info): MAC: 4203.9522.e682 MMFSM transition: S_MC_INIT -> S_MC_ANNOUNCE_PROCESSED_NEW_CLIENT_TR on E_MC_ANNOUNCE_RCVD from WNCD[0] 
{mobilityd_R0-0}{1}: [mm-client] [18482]: (debug): MAC: 4203.9522.e682 Add MCC by tdl mac: client_ifid 0xa0000001 is assigned to client 
{mobilityd_R0-0}{1}: [mm-client] [18482]: (debug): MAC: 4203.9522.e682 Sending capwap_msg_unknown (100) of XID (5) to (WNCD[0]) 
{mobilityd_R0-0}{1}: [mm-client] [18482]: (debug): MAC: 0000.0000.0000 Sending mobile_announce_nak of XID (5) to (WNCD[0]) 
{wncd_x_R0-0}{1}: [mm-client] [17558]: (debug): MAC: 4203.9522.e682 Received mobile_announce_nak, sub type: 1 of XID (5) from (MobilityD[0]) 
{wncd_x_R0-0}{1}: [mm-transition] [17558]: (info): MAC: 4203.9522.e682 MMIF FSM transition: S_MA_INIT_WAIT_ANNOUNCE_RSP -> S_MA_NAK_PROCESSED_TR on E_MA_NAK_RCVD 
{wncd_x_R0-0}{1}: [mm-client] [17558]: (info): MAC: 4203.9522.e682 Roam type changed - None -> None 
{wncd_x_R0-0}{1}: [mm-client] [17558]: (info): MAC: 4203.9522.e682 Mobility role changed - Unassoc -> Local 
{wncd_x_R0-0}{1}: [mm-client] [17558]: (note): MAC: 4203.9522.e682 Mobility Successful. Roam Type None, Sub Roam Type MM_SUB_ROAM_TYPE_NONE, Client IFID: 0xa0000001, Client Role: Local PoA: 0x90000005 PoP: 0x0 
{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682 Processing mobility response from MMIF. Client ifid: 0xa0000001, roam type: None, client role: Local 



{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 Client QoS add mobile cb 
{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level received from SANet for pm_dir:0. Check client is fastlane, otherwise set pm name to none 
{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level received from SANet for pm_dir:1. Check client is fastlane, otherwise set pm name to none 
{wncd_x_R0-0}{1}: [client-auth] [17558]: (note): MAC: 4203.9522.e682 ADD MOBILE sent. Client state flags: 0x72 BSSID: MAC: dc8c.37d0.83af capwap IFID: 0x90000005 
{wncd_x_R0-0}{1}: [client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_CO_MOBILITY_DISCOVERY_IN_PROGRESS -> 

S_CO_DPATH_PLUMB_IN_PROGRESS

 
{wncd_x_R0-0}{1}: [dot11] [17558]: (note): MAC: 4203.9522.e682

 Client datapath entry params

 - ssid:training_cwa,slot_id:1 bssid ifid: 0x0, radio_ifid: 0x90000003, wlan_ifid: 0xf0400001 
{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 Client QoS dpath create params 
{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level received from SANet for pm_dir:0. Check client is fastlane, otherwise set pm name to none 
{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level received from SANet for pm_dir:1. Check client is fastlane, otherwise set pm name to none 
{wncd_x_R0-0}{1}: [avc-afc] [17558]: (debug): AVC enabled for client 4203.9522.e682  
{wncd_x_R0-0}{1}: [dpath_svc] [17558]: (note): MAC: 4203.9522.e682 

Client datapath entry created

 for ifid 0xa0000001

 

مدختسملل IP ناونع نييعت مت

 اذإ .DHCP ةيلمعل عضخت .ةكبشلا ربع لقنتلل IP ناونع ىلإ يئاهنلا مدختسملا جاتحي
 .DHCP ةيلمع يطخت متيسف ،هب صاخلا IP ناونع ركذتيو لبق نم الصتم مدختسملا ناك
 لخدم ضرع نم يئاهنلا مدختسملا نكمتي نلف ،IP ناونع يقلت مدختسملا ىلع رذعت اذإ
:ةيلاتلا تاوطخلا ربع ريست فوس اهنإف الإو .بيو

 .1ةرفوتم DHCP مداوخ يأ ىلع روثعلل ثبك لاصتالا ليمع نم فاشتكا ةمزح لاسرإ متي
 ىلع ضرعلا يوتحي .ضرع عم بيجتسي لدان DHCP لا ،رفوتي لدان DHCP كانه نإ
 ىلإ امو ،راجيإلا تقوو ،لصتملا ليمعلا ىلإ هنييعت متيس يذلا IP ناونع لثم تامولعم
 DHCP مداوخ نم اهيقلت مت يتلا ضورعلا نم ديدعلا كانه نوكي نأ نكمي .كلذ
ةفلتخملا

2. 

 .3هددحي يذلا IP ناونع بلطل بيجتسيو مداوخلا دحأ نم اضرع ليمعلا لبقي
 .4هب صاخلا ديدجلا IP ناونع نييعت عم ليمعلا ىلإ رارقإ ةمزح DHCP مداخ لسري ،اريخأ

 اهب ملتسا يتلا ةقيرطلا (WLC) ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا رصنع لجس
 .هب صاخلا IP ناونع ليمعلا

 
<#root>

{wncd_x_R0-0}{1}: [client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_CO_DPATH_PLUMB_IN_PROGRESS -> 

S_CO_IP_LEARN_IN_PROGRESS

 
{wncd_x_R0-0}{1}: [client-iplearn] [17558]: (info): MAC: 4203.9522.e682 IP-learn state transition: S_IPLEARN_INIT -> S_IPLEARN_IN_PROGRESS 
{wncd_x_R0-0}{1}: [client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transition: S_AUTHIF_L2_WEBAUTH_DONE -> S_AUTHIF_L2_WEBAUTH_DONE 
{wncd_x_R0-0}{1}: [auth-mgr-feat_dsensor] [17558]: (info): [4203.9522.e682:capwap_90000005] Skipping DHCP TLVs for further processing. DHCP based classification isn't enabled 
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info): RX: DHCPv4 from interface capwap_90000005 on vlan 1000 Src MAC: 4203.9522.e682 Dst MAC: ffff.ffff.ffff src_ip: 0.0.0.0, dst_ip: 255.255.255.255, BOOTPREQUEST, 

SISF_DHCPDISCOVER



, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522.e682  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info): TX: DHCPv4 from interface capwap_90000005 on vlan 1000 Src MAC: 4203.9522.e682 Dst MAC: ffff.ffff.ffff src_ip: 0.0.0.0, dst_ip: 255.255.255.255, BOOTPREQUEST, 

SISF_DHCPDISCOVER

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522.e682  
{wncd_x_R0-0}{1}: [auth-mgr-feat_dsensor] [17558]: (info): [4203.9522.e682:capwap_90000005] Skipping DHCP TLVs for further processing. DHCP based classification isn't enabled 
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info): RX: DHCPv4 from interface capwap_90000005 on vlan 1000 Src MAC: 4203.9522.e682 Dst MAC: ffff.ffff.ffff src_ip: 0.0.0.0, dst_ip: 255.255.255.255, BOOTPREQUEST, 

SISF_DHCPDISCOVER

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522.e682  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info): TX: DHCPv4 from interface capwap_90000005 on vlan 1000 Src MAC: 4203.9522.e682 Dst MAC: ffff.ffff.ffff src_ip: 0.0.0.0, dst_ip: 255.255.255.255, BOOTPREQUEST, 

SISF_DHCPDISCOVER

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522.e682  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info): RX: DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC: dca6.32d2.e93f Dst MAC: 4203.9522.e682 src_ip: <dhcp-server-ip-addr>, dst_ip: <end-user-ip-addr>, BOOTPREPLY, 

SISF_DHCPOFFER

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC: 4203.9522.e682  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info): TX: DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC: dca6.32d2.e93f Dst MAC: 4203.9522.e682 src_ip: <dhcp-server-ip-addr>, dst_ip: <end-user-ip-addr>, BOOTPREPLY, 

SISF_DHCPOFFER,

 giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC: 4203.9522.e682  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info): RX: DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC: dca6.32d2.e93f Dst MAC: 4203.9522.e682 src_ip: <dhcp-server-ip-addr>, dst_ip: <end-user-ip-addr>, BOOTPREPLY, 

SISF_DHCPOFFER

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC: 4203.9522.e682  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info): TX: DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC: dca6.32d2.e93f Dst MAC: 4203.9522.e682 src_ip: <dhcp-server-ip-addr>, dst_ip: <end-user-ip-addr>, BOOTPREPLY, 

SISF_DHCPOFFER

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC: 4203.9522.e682  
{wncd_x_R0-0}{1}: [auth-mgr-feat_dsensor] [17558]: (info): [4203.9522.e682:capwap_90000005] Skipping DHCP TLVs for further processing. DHCP based classification isn't enabled 
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info): RX: DHCPv4 from interface capwap_90000005 on vlan 1000 Src MAC: 4203.9522.e682 Dst MAC: ffff.ffff.ffff src_ip: 0.0.0.0, dst_ip: 255.255.255.255, BOOTPREQUEST, 

SISF_DHCPREQUEST

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522.e682  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info): TX: DHCPv4 from interface capwap_90000005 on vlan 1000 Src MAC: 4203.9522.e682 Dst MAC: ffff.ffff.ffff src_ip: 0.0.0.0, dst_ip: 255.255.255.255, BOOTPREQUEST, 

SISF_DHCPREQUEST

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522.e682  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info): RX: DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC: dca6.32d2.e93f Dst MAC: 4203.9522.e682 src_ip: <dhcp-server-ip-addr>, dst_ip: <end-user-ip-addr>, BOOTPREPLY, 

SISF_DHCPACK

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC: 4203.9522.e682  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info): TX: DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC: dca6.32d2.e93f Dst MAC: 4203.9522.e682 src_ip: <dhcp-server-ip-addr>, dst_ip: <end-user-ip-addr>, BOOTPREPLY, 

SISF_DHCPACK

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC: 4203.9522.e682  
{wncd_x_R0-0}{1}: [client-iplearn] [17558]: (note): MAC: 4203.9522.e682 

Client IP learn successful. Method: DHCP

 IP: <end-user-ip-addr> 
{wncd_x_R0-0}{1}: [epm] [17558]: (info): [0000.0000.0000:unknown] HDL = 0x0 vlan 1000 fail count 0 dirty_counter 0 is_dirty 0 
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change notification is received for attr (8) 
{wncd_x_R0-0}{1}: [client-iplearn] [17558]: (info): MAC: 4203.9522.e682 IP-learn state transition: S_IPLEARN_IN_PROGRESS -> S_IPLEARN_COMPLETE 
{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682 Received ip learn response. method: 

IPLEARN_METHOD_DHCP



 

L3 ةقداصم ءدب

 مت يتلا CWA مادختساب L3 ةقداصم أدبت ،IP ناونع يئاهنلا مدختسملا ىقلت نأ دعب نآلا
.ةقداصملل ةبولطم ةقيرطك اهنع فشكلا

 
<#root>

{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682 Triggered L3 authentication. status = 0x0, Success 
{wncd_x_R0-0}{1}: [client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_CO_IP_LEARN_IN_PROGRESS -> S_CO_L3_AUTH_IN_PROGRESS 
{wncd_x_R0-0}{1}: [client-auth] [17558]: (note): MAC: 4203.9522.e682 

L3 Authentication initiated. CWA

 

 

ةميلسلا IP نيوانع تارابتخإ

:ARP نم نيبلط ذيفنت ليمعلا ىلع بجي ،لاصتالا يف امدق يضملل

 مدختسملل IP ناونعل ARP در كانه ناك اذإ .رخآ صخش يأب صاخ IP ناونع دوجو مدع نم ققحت .1
رركم IP ناونع نوكي ذئنيح ،يئاهنلا

 ىلع ليمعلا ةردق نامض ىلإ كلذ فدهيو .ةباوبلا ىلإ لوصولا ةيناكمإ ةحص نم ققحتلا .2
ةباوبلا نم ARP در نوكي نأ بجي .ةكبشلا ةرداغم

 
<#root>

{wncd_x_R0-0}{1}: [client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transition: S_AUTHIF_L2_WEBAUTH_DONE -> S_AUTHIF_WEBAUTH_PENDING 
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): RX: ARP from interface capwap_90000005 on vlan 1000 Source MAC: 4203.9522.e682 Dest MAC: ffff.ffff.ffff 

ARP REQUEST

, ARP sender MAC: 4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: 0.0.0.0, ARP target IP: <end-user-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): TX: ARP from interface capwap_90000005 on vlan 1000 Source MAC: 4203.9522.e682 Dest MAC: 4203.9522.e682 

ARP REQUEST

, ARP sender MAC: 4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: 0.0.0.0, ARP target IP: <end-user-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): RX: ARP from interface capwap_90000005 on vlan 1000 Source MAC: 4203.9522.e682 Dest MAC: ffff.ffff.ffff 

ARP REQUEST

, ARP sender MAC: 4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: 0.0.0.0, ARP target IP: <end-user-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): TX: ARP from interface capwap_90000005 on vlan 1000 Source MAC: 4203.9522.e682 Dest MAC: 4203.9522.e682 

ARP REQUEST

, ARP sender MAC: 4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: 0.0.0.0, ARP target IP: <end-user-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): RX: ARP from interface capwap_90000005 on vlan 1000 Source MAC: 4203.9522.e682 Dest MAC: ffff.ffff.ffff 

ARP REQUEST,

 ARP sender MAC: 4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: 0.0.0.0, ARP target IP: <end-user-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): TX: ARP from interface capwap_90000005 on vlan 1000 Source MAC: 4203.9522.e682 Dest MAC: 4203.9522.e682 



ARP REQUEST,

 ARP sender MAC: 4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: 0.0.0.0, ARP target IP: <end-user-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): RX: ARP from interface capwap_90000005 on vlan 1000 Source MAC: 4203.9522.e682 Dest MAC: ffff.ffff.ffff 

ARP REQUEST,

 ARP sender MAC: 4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: <end-user-ip-addr>, ARP target IP: <end-user-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): TX: ARP from interface capwap_90000005 on vlan 1000 Source MAC: 4203.9522.e682 Dest MAC: 4203.9522.e682 

ARP REQUEST,

 ARP sender MAC: 4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: <end-user-ip-addr>, ARP target IP: <end-user-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): RX: ARP from interface capwap_90000005 on vlan 1000 Source MAC: 4203.9522.e682 Dest MAC: ffff.ffff.ffff 

ARP REQUEST,

 ARP sender MAC: 4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: <end-user-ip-addr>, ARP target IP: <end-user-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): TX: ARP from interface capwap_90000005 on vlan 1000 Source MAC: 4203.9522.e682 Dest MAC: 4203.9522.e682 

ARP REQUEST,

 ARP sender MAC: 4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: <end-user-ip-addr>, ARP target IP: <end-user-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): RX: ARP from interface capwap_90000005 on vlan 1000 Source MAC: 4203.9522.e682 Dest MAC: ffff.ffff.ffff 

ARP REQUEST,

 ARP sender MAC: 4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: <end-user-ip-addr>, ARP target IP: <end-user-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): TX: ARP from interface capwap_90000005 on vlan 1000 Source MAC: 4203.9522.e682 Dest MAC: 4203.9522.e682 

ARP REQUEST,

 ARP sender MAC: 4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: <end-user-ip-addr>, ARP target IP: <end-user-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): RX: ARP from interface capwap_90000005 on vlan 1000 Source MAC: 4203.9522.e682 Dest MAC: ffff.ffff.ffff 

ARP REQUEST,

 ARP sender MAC: 4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: <end-user-ip-addr>, ARP target IP: <default-gateway-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): TX: ARP from interface capwap_90000005 on vlan 1000 Source MAC: 4203.9522.e682 Dest MAC: ffff.ffff.ffff 

ARP REQUEST,

 ARP sender MAC: 4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: <end-user-ip-addr>, ARP target IP: <default-gateway-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): RX: ARP from interface Tw0/0/0 on vlan 1000 Source MAC: 64cc.2284.ae10 Dest MAC: 4203.9522.e682 

ARP REPLY,

 ARP sender MAC: 64cc.2284.ae10 ARP target MAC: 4203.9522.e682 ARP sender IP: <default-gateway-ip-addr>, ARP target IP: <end-user-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): TX: ARP from interface Tw0/0/0 on vlan 1000 Source MAC: 64cc.2284.ae10 Dest MAC: 4203.9522.e682 

ARP REPLY,

 ARP sender MAC: 64cc.2284.ae10 ARP target MAC: 4203.9522.e682 ARP sender IP: <default-gateway-ip-addr>, ARP target IP: <end-user-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): RX: ARP from interface capwap_90000005 on vlan 1000 Source MAC: 4203.9522.e682 Dest MAC: ffff.ffff.ffff 

ARP REQUEST,

 ARP sender MAC: 4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: <end-user-ip-addr>, ARP target IP: <dhcp-server-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): TX: ARP from interface capwap_90000005 on vlan 1000 Source MAC: 4203.9522.e682 Dest MAC: ffff.ffff.ffff 

ARP REQUEST,

 ARP sender MAC: 4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: <end-user-ip-addr>, ARP target IP: <dhcp-server-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): RX: ARP from interface Tw0/0/0 on vlan 1000 Source MAC: dca6.32d2.e93f Dest MAC: 4203.9522.e682 

ARP REPLY,

 ARP sender MAC: dca6.32d2.e93f ARP target MAC: 4203.9522.e682 ARP sender IP: <dhcp-server-ip-addr>, ARP target IP: <end-user-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): TX: ARP from interface Tw0/0/0 on vlan 1000 Source MAC: dca6.32d2.e93f Dest MAC: 4203.9522.e682 ARP 



REPLY,

 ARP sender MAC: dca6.32d2.e93f ARP target MAC: 4203.9522.e682 ARP sender IP: <dhcp-server-ip-addr>, ARP target IP: <end-user-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): RX: ARP from interface capwap_90000005 on vlan 1000 Source MAC: 4203.9522.e682 Dest MAC: ffff.ffff.ffff 

ARP REQUEST,

 ARP sender MAC: 4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: <end-user-ip-addr>, ARP target IP: <default-gateway-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): TX: ARP from interface capwap_90000005 on vlan 1000 Source MAC: 4203.9522.e682 Dest MAC: ffff.ffff.ffff 

ARP REQUEST,

 ARP sender MAC: 4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: <end-user-ip-addr>, ARP target IP: <default-gateway-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): RX: ARP from interface Tw0/0/0 on vlan 1000 Source MAC: 64cc.2284.ae10 Dest MAC: 4203.9522.e682 

ARP REPLY,

 ARP sender MAC: 64cc.2284.ae10 ARP target MAC: 4203.9522.e682 ARP sender IP: <default-gateway-ip-addr>, ARP target IP: <end-user-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): TX: ARP from interface Tw0/0/0 on vlan 1000 Source MAC: 64cc.2284.ae10 Dest MAC: 4203.9522.e682 

ARP REPLY,

 ARP sender MAC: 64cc.2284.ae10 ARP target MAC: 4203.9522.e682 ARP sender IP: <default-gateway-ip-addr>, ARP target IP: <end-user-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): RX: ARP from interface capwap_90000005 on vlan 1000 Source MAC: 4203.9522.e682 Dest MAC: ffff.ffff.ffff 

ARP REQUEST,

 ARP sender MAC: 4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: <end-user-ip-addr>, ARP target IP: 10.20.30.17,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): TX: ARP from interface capwap_90000005 on vlan 1000 Source MAC: 4203.9522.e682 Dest MAC: ffff.ffff.ffff 

ARP REQUEST,

 ARP sender MAC: 4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: <end-user-ip-addr>, ARP target IP: 10.20.30.17,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): RX: ARP from interface Tw0/0/0 on vlan 1000 Source MAC: 000c.290e.1c37 Dest MAC: 4203.9522.e682 

ARP REPLY,

 ARP sender MAC: 000c.290e.1c37 ARP target MAC: 4203.9522.e682 ARP sender IP: 10.20.30.17, ARP target IP: <end-user-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): TX: ARP from interface Tw0/0/0 on vlan 1000 Source MAC: 000c.290e.1c37 Dest MAC: 4203.9522.e682 

ARP REPLY,

 ARP sender MAC: 000c.290e.1c37 ARP target MAC: 4203.9522.e682 ARP sender IP: 10.20.30.17, ARP target IP: <end-user-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): RX: ARP from interface Tw0/0/0 on vlan 1000 Source MAC: dca6.32d2.e93f Dest MAC: 4203.9522.e682 

ARP REQUEST,

 ARP sender MAC: dca6.32d2.e93f ARP target MAC: 0000.0000.0000 ARP sender IP: <dhcp-server-ip-addr>, ARP target IP: <end-user-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): TX: ARP from interface Tw0/0/0 on vlan 1000 Source MAC: dca6.32d2.e93f Dest MAC: 4203.9522.e682 

ARP REQUEST,

 ARP sender MAC: dca6.32d2.e93f ARP target MAC: 0000.0000.0000 ARP sender IP: <dhcp-server-ip-addr>, ARP target IP: <end-user-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): RX: ARP from interface capwap_90000005 on vlan 1000 Source MAC: 4203.9522.e682 Dest MAC: dca6.32d2.e93f 

ARP REPLY,

 ARP sender MAC: 4203.9522.e682 ARP target MAC: dca6.32d2.e93f ARP sender IP: <end-user-ip-addr>, ARP target IP: <dhcp-server-ip-addr>,  
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): TX: ARP from interface capwap_90000005 on vlan 1000 Source MAC: 4203.9522.e682 Dest MAC: dca6.32d2.e93f 

ARP REPLY,

 ARP sender MAC: 4203.9522.e682 ARP target MAC: dca6.32d2.e93f ARP sender IP: <end-user-ip-addr>, ARP target IP: <dhcp-server-ip-addr>, 

 

ةكبش ىلإ ليمع :يناثلا لاصتالا



 صاخلا MAC ناونع لالخ نم ISE دض يئاهنلا مدختسملا ةقداصم نآلا تمت ،ةطقنلا هذه دنع
 ةكبشلا يف مكحتلا رصنع ريشي نأ بجي .نآلا ىتح لماكلاب هليوخت متي مل نكلو ،هب
 هذه دنع .ةكبشلاب لاصتالاب ليمعلل حامسلل ىرخأ ةرم ISE ىلإ (WLC) ةيكلساللا ةيلحملا
 مسا مدختسملا مسا لخدي نأ بجي ثيح مدختسملا ىلإ ةباوبلا ميدقت متي ،ةطقنلا
 ةيلحملا ةكبشلا يف مكحتلا رصنع ىلع .هب نيصاخلا رورملا ةملكو مدختسملا
."بيولا ةقداصم قيلعت" ةلاح يف يئاهنلا مدختسملا رهظي ،(WLC) ةيكلساللا

(CoA) ضيوفتلا رييغت

 مادختسإ مت ،ةطقنلا هذه ىتح .لوعفملا ذفان حبصي WLC نيوكت يف "CoA معد" ثيح انه
 ةمئاق دعت مل ،ةباوبلا يئاهنلا ليمعلا ىري نأ دعب .(ACL) لوصولا يف مكحتلا ةمئاق
 ىلإ ليمعلا هيجوت ةداعإ وه هب ماق ام لك ناك ثيح ،ةمدختسم (ACL) لوصولا يف مكحتلا
 لوخدلا ليجستل هب ةصاخلا دامتعالا تانايب لاخدإب ليمعلا موقي ،ةطقنلا هذه دنع .ةباوبلا
 ةيلحملا ةكبشلا يف مكحتلا ةدحو موقت .ليمعلا ةقداصم ةداعإو CoA ةيلمع ءدبل
ISE ىلإ اههيجوت ةداعإو اهلاسرإ متيس يتلا ةمزحلا دادعإب (WLC) ةيكلساللا



.ةيامحلا رادج ةطساوب روظحم ريغ هنأ نم دكأت .1700 ذفنملا CoA مدختسي :حيملت

 
<#root>

{wncd_x_R0-0}{1}: [caaa-ch] [17558]: (info): [CAAA:COMMAND HANDLER:92000002] 

Processing CoA request

 under CH-ctx. 

<-- ISE requests the client to reauthenticate

 
{wncd_x_R0-0}{1}: [caaa-ch] [17558]: (info): [CAAA:COMMAND HANDLER:92000002] Reauthenticate request (0x55de3f898b88) 
{wncd_x_R0-0}{1}: [mab] [17558]: (info): [4203.9522.e682:capwap_90000005]

 MAB re-authentication started

 for 2315255810 (4203.9522.e682) 



<-- ISE requests the WLC to reauthenciate the CoA 

{wncd_x_R0-0}{1}: [aaa-coa] [17558]: (info): radius coa proxy relay coa resp(wncd) 
{wncd_x_R0-0}{1}: [aaa-coa] [17558]: (info): 

CoA Response Details

 
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): << ssg-command-code 0 32 >> 
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): << formatted-clid 0 "4203.9522.e682">> 
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): << error-cause 0 1 [

Success

]>> 

<-- The WLC responds with a sucess after processing the packet to be sent to ISE

 
[aaa-coa] [17558]: (info): server:10.20.30.14 cfg_saddr:10.20.30.14 udpport:64016 sport:0, tableid:0iden:30 rad_code:43 msg_auth_rcvd:TRUE coa_resp:ACK 
[caaa-ch] [17558]: (info): [CAAA:COMMAND HANDLER] 

CoA response sent <-- The WLC sends the CoA response to ISE 

 

ISE ل ةيناثلا ةقداصملا

 AV Paris وأ/و دعاوق قيبطت نكمي .CoA ةوق يه هذه .رفصلا نم ةيناثلا ةقداصملا أدبت ال
 ةداعإل URL ناونعو (ACL) لوصولا يف مكحتلا ةمئاق عفد متي مل .مدختسملا ىلع ةديدج
.نآلا دعب يئاهنلا مدختسملا ىلإ لوصو لوبق لوأ ىلع هيقلت مت يذلا هيجوتلا

WLC ىلإ ابلط لسري ISE

-RADIOccess ةمزح (WLC) ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا رصنع لسري
RequestPacket ىلإ ةديدج ISE اهلاخدإ مت يتلا رورملا ةملك/مدختسملا مسا ةعومجم مادختساب. 
 بجيف ،لعفلاب ليمعلا فرعي ISE نأل ارظنو ،ةديدج MAB ةقداصم ليغشت ىلإ اذه يدؤي
.(لوصولا قح حنم مت ،لاثملا ليبس ىلع) ةديدج تاسايس ةعومجم قيبطت

 
<#root>

{wncd_x_R0-0}{1}: [mab] [17558]: (info): [4203.9522.e682:capwap_90000005] Received event '

MAB_REAUTHENTICATE

' on handle 0x8A000002 
{wncd_x_R0-0}{1}: [caaa-author] [17558]: (info): [CAAA:AUTHOR:92000002] DEBUG: mlist=cwa_authz for type=1 
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Send 

Access-Request

 to 

<ise-ip-addr>:1812

 id 0/

29

, len 421 



<-- The packet is traveling via RADIUS port 1812. The "29" is the session ID and it is unique for every connection attempt

 
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: authenticator c6 ae ab d5 55 c9 65 e2 - 4d 28 01 75 65 54 df 4d 
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: 

User-Name

            [1]     14 "

42039522e682

"

 <-- MAC address that is attempting to authenticate

 
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: User-Password        [2]     18 * 
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: 

Cisco AVpair

         [1]     25 

"service-type=Call Check" <-- This indicates a MAC filtering process

 
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Framed-MTU           [12]    6  1485  
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Message-Authenticator[80]    18 ... 
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: EAP-Key-Name         [102]   2  * 
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Cisco AVpair         [1]    43  "audit-session-id=0E1E140A0000000C8E2DA642" 
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: 

Cisco AVpai

r         [1]    12 

"method=mab" <-- Controller sends an AVpair with MAB method

 
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Cisco AVpair         [1]    26  "client-iif-id=1392509681" 
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Cisco AVpair         [1]    14 

"

vlan-id=200" 
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: 

NAS-IP-Address

       [4]    6 

<wmi-ip-addr> <-- WLC WMI IP address

 
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: NAS-Port-Id          [87]   17  "capwap_90000005" 
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: NAS-Port-Type        [61]   6   802.11 wireless [19] 
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: 

Cisco AVpair

         [1]    30 

"cisco-wlan-ssid=cwa" <-- SSID and WLAN the client is attempting to connect

 
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: 

Cisco AVpair



         [1]    32 

 "wlan-profile-name=cwa"

 
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Called-Station-Id    [30]   32  "dc-8c-37-d0-83-a0:cwa" 
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Calling-Station-Id   [31]   19  "42-03-95-22-e6-82" 
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Airespace-WLAN-ID    [1]    6   1  
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Nas-Identifier       [32]   9   "BC-9800" 
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Started 5 sec timeout

 

(WLC) ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا رصنع بلطل ISE بيجتست

 قباطي هيقلت مت يذلا مدختسملا مسا ناك اذإو ،هب صاخلا جهنلا نع ثحب ءارجإب ISE موقي
 لوبق ينعي امم ،ىرخأ ةرم WLC ب لاصتالا ةداعإب ISE موقي ذئدنعف ،ةسايسلا فيرعت فلم
 اهنيوكت مت اذإ .يئاهنلا مدختسملل مدختسملا مسا عجرت .WLAN ةكبشب ليمعلا لاصتا
 ىلع اهتيؤر نكميو مدختسملا ىلع AV جاوزأ وأ/و ةيفاضإ دعاوق قيبطت نكمي ،ISE ىلع
.لوصولا لوبق

 
<#root>

{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Received from id 

1812/29

 

<ise-ip-addr>

:0, 

Access-Accept

, len 131 

<-- The packet is traveling via RADIUS port 1812 and is has a session ID of 29 (as a response to the above packet)

 
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: authenticator a3 b0 45 d6 e5 1e 38 4a - be 15 fa 6b f4 67 62 8a 
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: 

User-Name

            [1]  14 "

cwa-username

"

 <-- Username entered by the end client on the portal that was shown

  
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Class                [25] 51 ... 
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Message-Authenticator[80] 18 ... 
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Cisco AVpair [1] 22 "profile-name=Unknown" 
{wncd_x_R0-0}{1}: [radius] [17558]: (info): Valid Response Packet, Free the identifier 
{wncd_x_R0-0}{1}: [eap-auth] [17558]: (info): SUCCESS for EAP method name: Identity on handle 0xEE00003B 
{wncd_x_R0-0}{1}: [mab] [17558]: (info): [4203.9522.e682:capwap_90000005] 

MAB received an Access-Accept



 for 0x8A000002 
{wncd_x_R0-0}{1}: [mab] [17558]: (info): [4203.9522.e682:capwap_90000005] Received event '

MAB_RESULT

' on handle 0x8A000002 
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Authc success from 

MAB, Auth event success

 

ISE نم ةاقلتملا تامولعملل WLC تايلمع

 تامولعملا ةجلاعمب (WLC) ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا رصنع موقت ،ىرخأ ةرم
 ميقلاب مدختسملا ىلع رخآ لادبتسإ ءارجإ ذيفنتب موقي وهو .ISE لبق نم اهيقلت مت يتلا
.ISE نم ةاقلتملا ةديدجلا

 
<#root>

[aaa-attr-inf] [17558]: (info):  

<< username 0 "cwa-username">> <-- Processing username received from ISE

 
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):  
<< class 0 43 41 43 53 3a 30 45 31 45 31 34 30 41 30 30 30 30 30 30 30 43 38 45 32 44 41 36 34 32 3a 62 63 2d 69 73 65 2f 34 33 36 37 33 31 34 32 37 2f 34 30 >> 
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):  
<<Message-Authenticator 0 <hidden>>> 
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):  
<< dnis 0 "DC-8C-37-D0-83-A0">> 
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):  
<< formatted-clid 0 "42-03-95-22-E6-82">> 
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):  
<< audit-session-id 0 "0E1E140A0000000C8E2DA642">> 
 {wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):  
<< method 0 2 [mab]>> 
 {wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):  
<< clid-mac-addr 0 42 03 95 22 e6 82 >> 
 {wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):  
<< intf-id 0 2415919109 (0x90000005)>> 
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change notification is received for attr (450) 
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change notification is received for attr (450) 
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] 

Received User-Name cwa-username

 for client 4203.9522.e682 
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] 

User profile is to be applied.

 Authz mlist is not present, 

Authc mlist cwa_authz

 ,session push flag is unset 
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]

 User Profile applied

 



successfully

 for 0x92000002 - 

REPLACE <-- WLC replaces the user profile it had originally created

 

L3 ةقداصم ءاهتنا

 ةقداصم) L3 ةقداصم تهتنا .ةددحملا تانايبلا عم يئاهنلا مدختسملا ةقداصم نآلا تمت
.(بيولا

 
<#root>

{wncd_x_R0-0}{1}: [client-auth] [17558]: (note): MAC: 4203.9522.e682

 L3 Authentication Successful

. ACL:[] 
{wncd_x_R0-0}{1}: [client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transition: S_AUTHIF_WEBAUTH_PENDING ->

 S_AUTHIF_WEBAUTH_DONE

 
{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 Client QoS add mobile cb 
{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level received from SANet for pm_dir:0. Check client is fastlane, otherwise set pm name to none 
{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level received from SANet for pm_dir:1. Check client is fastlane, otherwise set pm name to none 
{wncd_x_R0-0}{1}: [client-auth] [17558]: (note): MAC: 4203.9522.e682 ADD MOBILE sent. Client state flags: 0x78 BSSID: MAC: dc8c.37d0.83af capwap IFID: 0x90000005 
{wncd_x_R0-0}{1}: [errmsg] [17558]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADDED_TO_RUN_STATE: Username entry (

cwa-username

) joined with ssid (

cwa

) for device with MAC: 4203.9522.e682 <-- End user "cwa-username" has joined the WLAN "cwa" 
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): [ Applied attribute :               username 0 "

cwa-username

" ] 
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): [ Applied attribute :                  class 0 43 41 43 53 3a 30 45 31 45 31 34 30 41 30 30 30 30 30 30 30 43 38 45 32 44 41 36 34 32 3a 62 63 2d 69 73 65 2f 34 33 36 37 33 31 34 32 37 2f 34 30 ] 
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): [ Applied attribute :bsn-vlan-interface-name 0 "MGMT" ] 
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): [ Applied attribute : timeout 0 1800 (0x708) ] 
{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 Client QoS run state handler

 

 ةيلحملا ةكبشلا يف مكحتلا رصنع ىلع ليغشتلا ةلاح ىلإ يئاهنلا مدختسملا لصي
(WLC) ةيكلساللا

.WLAN ةكبشب هنارتقاو مدختسملا ةقداصم متت ،اريخأ

 
<#root>

{wncd_x_R0-0}{1}: [rog-proxy-capwap] [17558]: (debug): 



Managed client RUN state

 notification: 4203.9522.e682  
{wncd_x_R0-0}{1}: [client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_CO_L3_AUTH_IN_PROGRESS ->

 S_CO_RUN 

 

(EPC) ةنمضملا ةمزحلا طاقتلا - CWA قفدت

EPC ةيلحملا ةكبشلا يف مكحتلا رصنع نم ةرشابم اهدادرتسإ نكمي ةمزح طاقتلا وه 
 ةكبشلا يف مكحتلا رصنع ربع رمت يتلا مزحلا عيمج رهظي يذلا (WLC) ةيكلساللا
 نم ديزم ىلع لوصحلل .هنم اهيلع لوصحلا متي يتلا وأ (WLC) ةيكلساللا ةيلحملا
 ةيكلساللا ءاطخألا حيحصت مهف ةرايز ىجري ،اهدادرتسإ ةيفيكو يه ام لوح تامولعملا
.Catalyst 9800 ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا تادحو ىلع لجسلا عيمجتو

ISE مداخ ىلإ ليمع :لوألا لاصتالا

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2114447724:~:text=ftp%3A%20%7D%20pactrac.txt-,Embedded%20Packet%20Capture,-Embedded%20Packet%20capture
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2114447724:~:text=ftp%3A%20%7D%20pactrac.txt-,Embedded%20Packet%20Capture,-Embedded%20Packet%20capture
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2114447724:~:text=ftp%3A%20%7D%20pactrac.txt-,Embedded%20Packet%20Capture,-Embedded%20Packet%20capture


و ةئيه ىلع اهضرع متي .ةمزحلا طاقتلا روص ىلع ةدوجوملا IP نيوانع فذح مت :ريذحت

ISE مداخ ىلإ لسرملا بلطلاو WLAN ةكبشب نارتقالا

  
ىلوألا مزحلا

ليمعلاب (WLC) ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا رصنع نم نارتقا بلط

 نوكت يتلا ةزهجألل MAC نيوانع ةيؤر كنكمي "نارتقالا بلط" ىلوألا ةمزحلا ىلإ رظنلاب
.ةيلمعلا هذه يف ةكرتشم

نارتقالا بلط

 (WLC) ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا رصنع نم لوصولا بلط ةمزح لاسرإ مت
ISE ىلإ

 ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا رصنع ةطساوب نارتقالا بلط ةجلاعم درجمب
(WLC)، ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا رصنع لسري (WLC) لوصولا بلط ةمزح 
.ISE مداخ ىلإ



لوصولا بلط ةمزح ليلحت

 .1.ةمزحلا مسا
 .2.ةقداصملا لواحي يذلا MAC ناونع
 .MAC.3 ةيفصت ىلإ ريشي اذه
 ةيلمع ىلإ ةراشإلل ISE ىلإ مكحتلا ةدحو ةطساوب ويديفلا/توصلا جوز لاسرإ متي
.MAC ةيفصت

4. 

 .WLC.5 ب صاخلا IP WMI ناونع
SSID 6.هب لاصتالا ليمعلا لواحي يذلا. 
 .7.اهب لاصتالا ليمعلا لواحي يتلا (WLAN) ةيكلساللا ةيلحملا ةكبشلا مسا

 (WLC) ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا رصنع نم ةلسرملا لوصولا لوبق ةمزح
ISE ىلإ

 ناك اذإ لوصولا لوبق عم بيجتسي هنإف ،لوصولا لوبق ةمزح ةجلاعمب ISE موقي نأ درجمب
.انكمم نكي مل اذإ لوصولا ضفر مادختساب وأ احجان



لوصولا لوبق ةمزح ليلحت

 .1.ةمزحلا مسا
 .MAC.2 ناونع ةقداصم تمت
 .3.اهقيبطت بولطملا (ACL) لوصولا يف مكحتلا ةمئاق
 .4.هيلإ مدختسملا هيجوت ةداعإل URL ناونع

ليمعلل (WLC) ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا رصنع نم نارتقالا ةباجتسإ

نارتقالا لالخ نم ةباجتسالا

DHCP ةيلمع

DHCP ةيلمع



 متي ةدحاو نأل طقف كلذ نكلو ،ةرركم مزحلا ةدهاشم متي ،ادعاصف نآلا نم :ةظحالم
هفيلغت متي ال رخآلاو CAPWAP فيلغت

ARP

ARPing ناونعل ليمعلا IP ةباوبلاو هب صاخلا

لاصتالا رابتخإ

 ةحص نم ققحتلل صحف ءارجإب لاصتالا لواحي يذلا زاهجلا موقي ،ARP ةيلمع ءاهتنا درجمب



 اذهف ،تنرتنإلاب لاصتا دجوي ال هنإ زاهجلا لاق اذإ .قيقدتلاب اضيأ فرعي اذهو ،لخدم ليغشت
 مل زاهجلا نأ وأ (ادبأ اهيلع درت مل ةباوبلا ،لاثملا ليبس ىلع) تلشف ARP ةيلمع نأ ينعي
.ققحتلا ءارجإ نم نكمتي

 هذه ريفوت ىلع رداقلا ديحولا وه EPC نأ الإ ،RA راثآ ىلع ىري ال ءيش وه قيقدتلا اذه
 زاهج ناك لاثملا اذه يف ،لاصتالا لواحي يذلا زاهجلا ىلع رابتخالا مالعتسا دمتعي .تامولعملا
.روسأملا Apple لخدم هاجت ةرشابم قيقدتلا ءارجإ مت كلذل ،Apple زاهج رابتخالا

 مداخ ىلع رذعت اذإ ،كلذل .اذه URL لحل بولطم DNS نإف ،URL مادختساب متي قيقدتلا نأ امب
DNS نع مالعتسالا يف ليمعلا رمتسي ،ليمعلا تامالعتسال ةباجتسالا URL متي الو 
 ضرعتسم يف ISE مداخب صاخلا IP ناونع لاخدإ مت اذإ ،ةطقنلا هذه دنع .ادبأ لخدملا ةدهاشم
 يف ةلكشم دجوتف ،كلذك رمألا ناك اذإ .ةيئرم ةباوبلا نوكت نأ بجيف ،يفرطلا زاهجلا بيو
.DNS مداخ

هتباجإو DNS مالعتسا - ليمعلا نم لاصتالا رابتخإ

هلح مت يذلا DNS ناونع

.DNS مداخ ةطساوب هلح مت يذلا IP ناونع ةيؤر كنكمي ،DNS مالعتسا ةباجتسإ صحف دنع

DNS مداخ ةطساوب IP ناونع لح مت

هاجتإلا يثالث لاصتا ديكأت

 .ليمعلاو لخدملا نيب هاجتإلا ةيثالث TCP ةحفاصم ءاشنإ متي ،DNS IP ناونع لح دعب نآلا
.اهلح مت يتلا IP نيوانع نم ناونع يأ وه مدختسملا IP ناونع

هاجتإلا ةيثالث ةحفاصم ةأشنم

ةلاعف ةطقن ىلع لوصحلا

 .اهيلإ لوصولا ةلواحمو ةباوبلا صحفب ليمعلا موقي ،TCP لمع ةسلج ءاشنإ درجمب



ةلاعف ةطقن ىلع لوصحلا

OK طبر

  .هيلإ ليمعلا هيجوت ةداعإ بجي يذلا ISE لخدم ىلع OK ةمزحلا يوتحت

OK طبر

 بجي ،كلذل .OK ةمزحلا يف هعاجرإ مت رخآ URL ناونع مهيدل صاخشألا مظعم :ةظحالم



.يئاهنلا IP ناونع ىلع لوصحلل رخآ DNS مالعتسا ءارجإ

ةديدج TCP لمع ةسلج ءاشنإ

 ةياهنلا يف نكلو ،مزحلا نم ديدعلا لدابت متي ،لخدملاب صاخلا IP ناونع فاشتكا دعب نآلا
 يتلا (DNS ةطساوب اهلح مت وأ) OK ةمزحلا يف اهعاجرإ مت يتلا ةهجولا IP عم ةمزح لدابت متي
.ةباوبلا ىلإ اهؤاشنإ متي ةديدج TCP لمع ةسلج رهظتو ،ISE ب صاخلا IP ناونع قباطت

ISE لخدم ىلإ ةديدج TCP ةسلجو يناثلا لاصتالا

مدختسملل لخدملا ضرع متي

 يف امكو .ليمعلا ضرعتسم ضرعتسم ىلع اريخأ ISE لخدم ضرع متي ،ةطقنلا هذه دنعو
 ابحرمو ليمعلاب ابحرم لثم ءايشأ ،زاهجلاو ISE نيب مزحلا نم ديدعلا لدابت متي ،قباسلا
 دونبلا لوبق وأ ،رورملا ةملكو مدختسملا مسا ليمعلا نم ISE بلطي ثيح انهو .اذكهو مداخلاب
 .ISE مداخ ىلع هنيوكت مت ءيش يأ وأ طورشلاو

CoA رارقإ / CoA بلط

 ةدحو ىلإ CoA نم ابلط ISE لسري ،ةبولطملا تانايبلا عيمجل مدختسملا لاخدإ درجمبو
 ةكبشلا يف مكحتلا رصنع ىلع ءيش لك نيوكت مت اذإ .مدختسملا ليوخت رييغتل مكحتلا
 نإف ،كلذ ىلإ امو CoA معدو NAC ةلود دوجو لثم ،عقوتم وه امك (WLC) ةيكلساللا ةيلحملا
 ،الإو .CoA (CoA ACK) رارقإ لسري (WLC) ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا رصنع
 (CoA NACK) فارتعا مدع COa ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا ةدحو لسرت نأ نكمي
.CoA ACK ىتح لسرت ال اهنأ ةطاسبب وأ

CoA رارقإو بلط

ةكبش ىلإ ليمع :يناثلا لاصتالا

ديدج لوصو بلط

 ىلإ ةديدج لوصو بلط ةمزح (WLC) ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا رصنع لسري
ISE.



ةديدجلا لوصولا بلط ةمزح ليلحت

 .1.ةمزحلا مسا
 .2.ةقداصملا لواحي يذلا MAC ناونع
 .MAC.3 ةيفصت ىلإ ريشي اذه
 ةيلمع ىلإ ةراشإلل ISE ىلإ مكحتلا ةدحو ةطساوب ويديفلا/توصلا جوز لاسرإ متي
.MAC ةيفصت

4. 

 .WLC.5 ب صاخلا IP WMI ناونع
SSID 6.هب لاصتالا ليمعلا لواحي يذلا. 
 .7.اهب لاصتالا ليمعلا لواحي يتلا (WLAN) ةيكلساللا ةيلحملا ةكبشلا مسا

ديدج لوصو لوبق

 ىلإ ةديدج لوصو بلط ةمزح (WLC) ةيكلساللا ةيلحملا ةكبشلا يف مكحتلا رصنع لسري
ISE.

ةديدجلا لوصولا لوبق ةمزح ليلحت

 .1.ةمزحلا مسا
 .2.اهضرع مت يتلا ةباوبلا ىلع يئاهنلا ليمعلا ةطساوب هلاخدإ مت يذلا مدختسملا مسا

 هيدل نأ ليمعلا دكؤي نأ درجمب .ليمعلا نم ديدج قيقدت لاصتا رابتخإ ءارجإ متي ،ىرخأ ةرم
 زاهجلا بسح ،ايئاقلت اهقالغإ نكمي) ةباوبلا قالغإ نآلا نكمي ،تنرتنإلاب لاصتا
.ةكبشلاب نآلا لصتم ليمعلا .(مدختسملا



ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


