Wope w9 9 CWA eJs gpsU

lJpzogsle

o lowlw.sé

lJp 95,00

SueW o3l IJpwows wxdd Idgpsd IJuoliss gus IUlouold wuveds WLAN J CWA.
Joclbdole 1Jigulouss

lJeobdolo
9008 Cisco Ly oday Jrsd pg s luwlwss o
* 9220 IJogdp Vs Ubwds LAN IJJluwddss (WLC) 9800 Series pu Cisco
* 1JBop IJgle Jpuol$6 1Jssw IUpyds6 (CWA) sodssuol eds poud gele [Josss (ISE)
lJpdoule Idpuwespd
Ipwuwe IJegdsps B 03l 96586 gJis 03l w)pzss 9zols Lo SES:

+ 9800-CL WLC

 cisco ap 3802

+ 9800 WLC Cisco IOS® XE v17.3.6
* Identity Service Engine (ISE) v3.1

op louvle Uro&Jg,olu |,J_9|J)o IS o3l IJpwews pu UlaoJo 1J 09296 WS wSiS6 pgpdso gluoo.

u)lu CPSE |.J|E_OJO |.Jr0uuua)|00 k9._S o5l I.quuuu) uu'J_9gSu ppwja (ldUJIL)DgS) l)l \Jluu
L}Ug_}dud d.___S) |Juu»UE_-.__SJ duld) U JOPJ JJU'U.___SJ lJPaUP\J J|.___S |r°J'

peJ9ple luwlpussd



CWA o9 u39g pu puolb 86 SSID spdu wdssuo eds guues Idoedp B Iy Js IUpedss
1JJlowd s (WLC) 2o sop pboldos IUgpsd Idoolss 1Uss szlsd IUleuold olbéld lowe
IJpumedsp 99Jp6 1pr9) 1JElLos wo lds potd 9w $8de ldse. sulzoual sop aBd@ IUgpsd
IJooliss gospl sd9o Ileuold oldubods [Jepdss [JJluddss (WLANY:

1. suuod IJgpsd IJuoliss vpg’)-_é SSID IJblo, gJs goljo

2. oup lebé wogso IUgpsd IJuoliss [Js wslud Idsse Jbeld vslule [Jlgoels 1Ugluos wo

3. wpw puolh 86 IJgpsd IJuoliss w9luwlosd ISE pe wslule Idlgwels IJos wp 5¢1Jol

4. 5 ISE gJs guuo) IJopdp s Idyveds Idpedso IJJluwdIdss (WLC) $lisdl oo wew
pe 88 1gpsd IJuolss. $pdu o e3¢ ISE weup IJuwele 1Jluoldss 1dos sew eds
IJepsd leweldol g0y 1Usuosd IJs 1duveds (pod Bslise Idozdp Ss 1dsua9d (ACL)
|Jpe>30)

5. woe lehs 1elo Idgpsd IJueliss slels puobdue: slesl szuod eds IUsuosd s
lJuvodé

pdlebos: puleop pdlebos u IJgpsd 1Juoliss IUss cop puobdue pross sdsu
Jvslosl JJg psd IJuoliss



95wp wduwse IJeedss IUluwluuss Ios sew o sp) wol IJgpsd wupdd luuluws [Js
epdsosut lopold po ldgpsd IUs Elsp ISE: slouald Ig) po Idgpsd wlduieds udwol wpz)s
puebdwo. usluad 926 Idoedpe 9pesh ISE skisel pe weuool ldwguo pu gdld waseydsd
RADIUS. i3ulo. cpdesd pogpd Jooue puve (RA) 9p856 popzs JIJedlb IUzse (EPC).

COUE RA o9 PTPIES PU |Ju.uaJ|u |Ju5 P lJowlbol J&ro;s.J PESU. 909 SEHLP |JEPJ§6
lJJlpdé IJos sp) wol ldgpsd i&ole lJlouold ouvedé WLAN. Jejiss pu ldpgdypele gpl os
eJso 9Js5W9s6 [yuaydl IUIJ RA: syzs ssho Woe w sz | i2ble 1)l Jsé 9w

L Jwz slo Jepde Bes Lo ds | 56 )l w,)¢) 56 Catalyst 9800.

IJleoold 1Jisd: gpsd IJs ¢l ISE

Jl ouwee suuoy Ideede Bs IJuivuds 1dpedss IUJluuddss (WLC) wldlcuold ldyiwds I3l
Jo 9o 1Jgesd eesdl po Guwd ISE.

IULoolb oubuds WLAN

odUb S guue) ogde B Iduveds 1dpedss IdJlguddss (WLC) eu héws Igpsd O
IJIdeslo wubeds WLAN "ecwa"s Idos we sobol wpdw og)sud IJuoeg "cwa-policy-profile 9sw e
IJlouold culdbo lJsesd "BC-3802"

<#root>
[cTient-orch-sm] [17558]: (note): MAC: 4203.9522.e682
Associ ation received.
BSSID dc8c.37d0.83af,
WLAN cwa

, STot 1 AP dc8c.37d0.83a0, BC-3802
[client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682 Received Dotll association request. Processing s

SSI D cwa

Policy profile: cwa-policy-profile

AP Nane: BC- 3802

, Ap Mac Address: dc8c.37d0.83a0 BSSID MAC0000.0000.0000 wlan ID: 1RSSI: -46, SNR: 40
[cTient-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition:

S COINT -> S CO ASSOCI ATI NG

[dotll-validate] [17558]: (info): MAC: 4203.9522.e682 WiFi direct: Dotll validate P2P IE. P2P IE not pr


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
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<#root>
[dot11l] [17558]: (info): MAC: 4203.9522.e682 DOT1ll state transition:

S DOT11 INIT -> S DOT11_MAB_PENDI NG <-- The W.C is waiting for ISE to authenticate the user. It does not

[cTient-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_CO_ASSOCIATING -> S
[cTient-auth] [17558]: (note): MAC: 4203.9522.e682 MAB Authentication initiated.

Policy VLAN O, AAA override = 1, NAC = 1 <-- no VLAN is assigned as | SE can do that

[sanet-shim-translate] [17558]: (ERR): 4203.9522.e682 wlan_profile Not Found : Device information attri
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Session Start event called from SANET-SHIM
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Wireless session sequence, create context

[auth-mgr-feat_wireless] [17558]: (info): [4203.9522.e682:capwap_90000005] -

authc_list: cwa_authz <-- Authentication nethod |ist used

[auth-mgr-feat_wireless] [17558]: (info): [4203.9522.e682:capwap_90000005] - authz_list: Not present un
[client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transition: S_AUTHIF_INI
[auth-mgr] [17558]: (info): [4203.9522.e682:unknown] auth mgr attr change notification is received for
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change notification is recei
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change notification is recei
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change notification is recei
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Retrieved Client IIF ID 0x530002f1
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Allocated audit session id OE1E140A0000000
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Applying policy for WlanId: 1, bssid : dc8
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Wlan vlan-id from bssid hdl 0

[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] SM Reauth Plugin: Received valid timeout =
[mab] [17558]: (info): [4203.9522.e682:capwap_90000005]

MAB aut hentication started for 4203. 9522. e682

[client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transition: S_AUTHIF_AWA
[ewlc-infra-evq] [17558]: (note): Authentication Success. Resolved Policy bitmap:11 for client 4203.952
[client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transition: S_AUTHIF_MAB
[mab] [17558]: (info): [4203.9522.e682:capwap_90000005] Received event '

MAB_CONTI NUE
' on handle 0x8A000002

<-- | SE server connectivity has been tested, the W.C is about to send the MAC address to | SE

[caaa-author] [17558]: (info): [CAAA:AUTHOR:92000002] DEBUG: mlist=cwa_authz for type=1



WLC s,yuvd bdol IJs ISE
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<#root>
[radius] [17558]:
Access- Request
to
<i se-i p-addr>: 1812
id 0/
28

, len 415

<-- The packet is traveling via RAD US port

[radius] [17558]:
[radius] [17558]:

42039522e682

<-- MAC address that

[radius] [17558]:
[radius] [17558]:

servi ce-type=Cal |

<-- This indicates

[radius] [17558]:
[radius] [17558]:
[radius] [17558]:
[radius] [17558]:
[radius] [17558]:

nmet hod=nmab

(info): RADIUS: Send

1812. The "28"

is the

(info): RADIUS: authenticator e7 85 1b 08 31 58

(info): RADIUS: User-Name

(info): RADIUS: User-Password
(info): RADIUS: Cisco AVpair

Check

a MAC filtering process

(info): RADIUS: Framed-MTU

is attenpting to authenticate

[1]

[2]
[1]

[12]

(info): RADIUS: Message-Authenticator[80]

(info): RADIUS: EAP-Key-Name
(info): RADIUS: Cisco AVpair
(info): RADIUS: Cisco AVpair

<-- Controller sends an AVpair w th MAB net hod

[radius] [17558]:
[radius] [17558]:
[radius] [17558]:

<wni -i p-addr> <--

[radius] [17558]:

(info): RADIUS: Cisco AVpair
(info): RADIUS: Cisco AVpair
(info): RADIUS: NAS-IP-Address

W.C WM | P address

(info): RADIUS: NAS-Port-Id

[102]

[1]
[1]

[1]
[1]
[4]

[87]

14

session ID and it is unique for every

ee 91 - 17 46 82 79 7d 3b c4 30

18 *

25

43
12

26
14

17

1485

18 ...

"audit-session-i1d=0E1E140A0000000C8E?2

"client-iif-id=1392509681"
"vlan-id=1000"

"capwap_90000005"



[radius] [17558]: (info): RADIUS: NAS-Port-Type [61] 6 802.11 wireless [19]
[radius] [17558]: (info): RADIUS: Cisco AVpair [1] 30 "

ci sco-w an- ssi d=cwa

<-- SSID and WLAN the client is attenpting to connect

[radius] [17558]: (info): RADIUS: Cisco AVpair [1] 32 "

w an- profil e- nane=cwa
"

[radius] [17558]: (info): RADIUS: Called-Station-Id [30] 32 "dc-8c-37-d0-83-a0:cwa"
[radius] [17558]: (info): RADIUS: Calling-Station-Id [31] 19 "42-03-95-22-e6-82"
[radius] [17558]: (info): RADIUS: Airespace-WLAN-ID [1] 6 1

[radius] [17558]: (info): RADIUS: Nas-Identifier [32] 9 "BC-9800"

[radius] [17558]: (info): RADIUS: Started 5 sec timeout
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<#root>
[radius] [17558]: (info): RADIUS: Received from id

1812

/
28

<i se-i p- addr >
:0,

Access- Accept
, len 334

<-- The packet is traveling via RADI US port 1812 and is has a session ID of 28 (as a response to the abc

[radius] [17558]: (info): RADIUS: authenticator 14 0a 6c f7 01 b2 77 6a - 3d ba fO ed 92 54 9b d6
[radius] [17558]: (info): RADIUS: User-Name [1] 19 "

42-03-95-22- E6- 82

<-- MAC address of the client that was authorized by |ISE

[radius] [17558]: (info): RADIUS: Class [25] 51
[radius] [17558]: (info): RADIUS: Message-Authenticator[80] 18
[radius] [17558]: (info): RADIUS: Cisco AVpair [1] 31 "



url -redirect-acl =cwa- ac

<-- ACL to be applied to the client

[radius] [17558]: (info): RADIUS: Cisco AVpair [1] 183 "
url-redirect=https://<ise-ip-addr>:8443/portal /[...]

<-- Redirection URL for the client

[radius] [17558]: (info): Valid Response Packet, Free the identifier
[eap-auth] [17558]: (info): SUCCESS for EAP method name: Identity on handle 0xB0000039
[mab] [17558]: (info): [4203.9522.e682:capwap_90000005]

MAB recei ved an Access- Accept

for 0x8A000002
[mab] [17558]: (info): [4203.9522.e682:capwap_90000005] Received event '

MAB_RESULT

' on handle 0x8A000002
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Authc success from MAB,

Aut h event success

gpdsle WLC Jdpedsple [dpedslé oo ISE

selde eoues Jopde Os Iduveds IJpedss IJJIuudJdss (WLC) zese IJpedsele 1U9Ls6 pu
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Jvwds WLAN. OJl wese 030 1dpgldzo woluwbs suuo) Idozde Vs Idgvwdo IJpedso
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<#root>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):

<< usernane 0 "42-03-95-22-E6-82">> <-- Processing usernanme received froml|SE

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):

<< class 0 43 41 43 53 3a 30 45 31 45 31 34 30 41 30 30 30 30 30 30 30 43 38 45 32 44 41 36 34 32 3a 62
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):

<<Message-Authenticator 0 <hidden>>>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):

<<

url-redirect-acl 0 "cwa-acl™
>>

<-- Processing ACL redirection received froml SE



{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<<

url-redirect 0 "https://<ise-ip-addr>:8443/portal/[...]"
>>

<-- Processing URL redirection received froml SE

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< dnis 0 "DC-8C-37-D0-83-A0">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< formatted-clid 0 "42-03-95-22-E6-82">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< audit-session-id 0 "OELE140A0000000C8E2DA642">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< method 0 2 [mab]>>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< clid-mac-addr 0 42 03 95 22 e6 82 >>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< intf-id 0 2415919109 (0x90000005)>>
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change not
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]

Recei ved User - Nane 42-03-95-22- E6- 82

for client 4203.9522.e682
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]

User profile is to be applied
. Authz mlist is not present,
Authc mist cwa_authz

,session push flag is unset
{wncd_x_R0-0}{1}: [webauth-dev] [17558]: (info): Central Webauth URL Redirect,

Recei ved a request to create a CWA session

for a mac [42:03:95:22:e6:82]

{wncd_x_R0-0}{1}: [auth-mgr-feat_wireless] [17558]: (info): [0000.0000.0000:unknown] Retrieved zone id
{wncd_x_R0-0}{1}: [webauth-dev] [17558]: (info): No parameter map is associated with mac 4203.9522.e682
{wncd_x_R0-0}{1}: [epm-redirect] [17558]: (info): [0000.0000.0000:unknown]

URL- Redi rect-ACL = cwa- ac

{wncd_x_R0-0}{1}: [epm-redirect] [17558]: (info): [0000.0000.0000:unknown]

URL- Redirect = https://<ise-ip-addr>:8443/portal/[...]

{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]

User Profile applied

successful ly

for 0x92000002 -

REPLACE



<-- WLC replaces the user profile it had originally created

lowole puol> 96 MAB

w83 wgdxsd pduV wg)rsY IJpwedse JJepsd vutle: wucos WLC oy puolb§6 guglo MAC
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lJpzdsé IJJludIdss (WLC) Ul se)y ol szw gpdo wode Ipedsele: suldolds seuud lple
REPLACE wplpl B lJouvww Bs Buvd puol» 98 MAB Isol. sogs) eds IJgpsd 1Jpuol> 86,

<#froot>

{wncd_x_R0-03}{1}: [mm-client] [17558]: (debug): MAC: 0000.0000.0000 Sending pmk_update of XID (0) to (M
{wncd_x_R0-0}{1}: [client-auth] [17558]: (note): MAC: 4203.9522.e682

MAB Aut hentication success

{wncd_x_R0-0}{1}: [client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transi

S_AUTHI F_MAB_AUTH_DONE

{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682 Processing MAB authentication

CO_AUTH_STATUS SUCCESS

Souwd WLC | weelod I8eslo 1ds 1Jgpsd

IUTo g5 puob 96 1Ug psd woluwbs ISE 9obusd $lises IJozde Bs |J_9uc=>_9J (ACL)
lJuozszs: couwd 9228 Idoedp B IJubeds Ieedss Idluwddss (WLC) el luvoeloé
lbeolo Ids IJgpsd. IJlu: spdo Jdeuwedse Idluvo el Vs Idlouold oldyiveds.

<#root>

{wncd_x_R0-0}{1}: [client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C
{wncd_x_R0-03}{1}: [dotll] [17558]: (debug): MAC: 4203.9522.e682 dotll send association response.

Sendi ng associ ati on response

with resp_status_code: 0

{wncd_x_R0-03}{1}: [dotll] [17558]: (debug): MAC: 4203.9522.e682 Dotll Capability info bytel 1, byte2: 1
{wncd_x_R0-03}{1}: [dotll-frame] [17558]: (info): MAC: 4203.9522.e682 WiFi direct: skip build Assoc Resp
{wncd_x_R0-03}{1}: [dotl11l] [17558]: (info): MAC: 4203.9522.e682 dotll send association response. Sending
{wncd_x_R0-03}{1}: [dotll] [17558]: (note): MAC: 4203.9522.e682 Association success. AID 1, Roaming = Fa
{wncd_x_R0-03}{1}: [dot1ll] [17558]: (info): MAC: 4203.9522.e682 DOT1l state transition: S_DOT11_MAB_PEND

S_DOT11_ASSCCl ATED

{wncd_x_R0-03}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682



Station Dotl1ll association is successful

pu2l> 96 L2

9931 JJgpdss IJos sew o stuoe Jol Igpsd £0> bowlbe wuinndé ppdss Jlgnddiss
(WLAN). Gl ouol386 L2. 9pg 5J9: B I8l e we lole ouolsds L2 Uldded wuvow puolsés
MAB IJos we loldol po Sod- $89p IUgpsd wldeld puols$6 L2 eds 1U9s,.

<#root>
{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682

Starting L2 authentication

. Bssid in state machine:dc8c.37d0.83af Bssid in request is:dc8c.37d0.83af

{wncd_x_R0-0}{1}: [cTlient-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C
{wncd_x_R0-0}{1}: [client-auth] [17558]: (note): MAC: 4203.9522.e682 L2 WEBAUTH Authentication Successf
{wncd_x_R0-0}{1}: [client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transi

S _AUTHI F_L2_ WEBAUTH_DONE

{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682

L2 Aut hentication of station is successfu

., L3 Authentication : 1

PbPlJ LJg_JgSlL-)lCJ

wd9p 9226 Ioede VO 1dubwds 1Upedss 1JJlundIdss (WLC) wogsso IJpshs Jepsd
IJlouold zos spdo Jeyds pu9) Ideslole 1o owsd§ eu) Iduveds.

<ttroot>

{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (note): MAC: 4203.9522.e682 Mobility discovery triggered. C
{wncd_x_R0-0}{1}: [client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C
{wncd_x_R0-0}{1}: [mm-transition] [17558]: (info): MAC: 4203.9522.e682 MMIF FSM transition: S_MA_INIT -
{wncd_x_R0-03}{1}: [mm-client] [17558]: (info): MAC: 4203.9522.e682 Invalid transmitter ip in build clie
{wncd_x_R0O-03}{1}: [mm-client] [17558]: (debug): MAC: 4203.9522.e682 Sending mobile_announce of XID (0)
{mobiTityd_R0O-03}{1}: [mm-client] [18482]: (debug): MAC: 4203.9522.e682 Received mobile_announce, sub ty
{mobiTityd_R0-03}{1}: [mm-transition] [18482]: (info): MAC: 4203.9522.e682 MMFSM transition: S_MC_INIT -
{mobiTityd_R0-03}{1}: [mm-client] [18482]: (debug): MAC: 4203.9522.e682 Add MCC by tdl mac: client_ifid
{mobiTityd_R0O-0}{1}: [mm-client] [18482]: (debug): MAC: 4203.9522.e682 Sending capwap_msg_unknown (100)
{mobiTityd_R0-03}{1}: [mm-client] [18482]: (debug): MAC: 0000.0000.0000 Sending mobile_announce_nak of X
{wncd_x_R0-03}{1}: [mm-client] [17558]: (debug): MAC: 4203.9522.e682 Received mobile_announce_nak, sub t
{wncd_x_R0O-0}{1}: [mm-transition] [17558]: (info): MAC: 4203.9522.e682 MMIF FSM transition: S_MA_INIT_W.
{wncd_x_R0O-03}{1}: [mm-client] [17558]: (info): MAC: 4203.9522.e682 Roam type changed - None -> None
{wncd_x_R0-03}{1}: [mm-client] [17558]: (info): MAC: 4203.9522.e682 Mobility role changed - Unassoc -> L
{wncd_x_R0-03}{1}: [mm-client] [17558]: (note): MAC: 4203.9522.e682 Mobility Successful. Roam Type None,
{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682 Processing mobility response f



{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 Client QoS add mobile cb

{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
{wncd_x_R0-03}{1}: [client-auth] [17558]: (note): MAC: 4203.9522.e682 ADD MOBILE sent. Client state flag
{wncd_x_R0-0}{1}: [cTlient-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C

S_CO DPATH_PLUMB_| N_PROGRESS

{wncd_x_R0-0}{1}: [dotll] [17558]: (note): MAC: 4203.9522.e682

Client datapath entry parans

- ssid:training_cwa,slot_id:1 bssid ifid: 0x0, radio_ifid: 0x90000003, wlan_ifid: 0xf0400001
{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 Client QoS dpath create params
{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
{wncd_x_R0-0}{1}: [avc-afc] [17558]: (debug): AVC enabled for client 4203.9522.e682
{wncd_x_R0-0}{1}: [dpath_svc] [17558]: (note): MAC: 4203.9522.e682

Client datapath entry created

for ifid 0xa0000001

Op GESSU EWslu IP Jdeweise

Seule lJpuweede IJuolss [Js guslo IP Jdoodd go) Iduvods. wguoe Jepdsé DHCP. |5l
o ldewese pouodl pu Sod 9se3d) gulu IP IUElue vo Suwsepe oibs gpdsé DHCP.
Bl ogs, eds dpuwese odBs uslo IPc OJu sepdu ldpuwedse IJuolss pu &Hup p38d
98w 9lJl Bluol Lued wuws) ewy IJgbsle IJoldse:

1. swp buwld 2506 1ol pu gpsd IJlouold Joo JJeey) eds bs 9l DHCP 0098 ,8

2. o ould DHCP ubd sw9wd) IJ DHCP ubd suvwzsy pe 02 Sewss Ideyue eds
pedople pod euslu IP IUss wsep wesswo lJs Idgpsd Idpouod: 998 IUlszh 9ol 1Us
5JY. spdu I SY9u ould 1Jgsrss pu ldeysue IJus wp oddsol pu g9lbp DHCP
LJpéCngéé

3. sdwd Jeesd ol po Iz 1Jgshe ssuvorsy Jbdu guslo IP 1ss sz2s0

4. 185l Sauwd Ebp DHCP 2508 16,1 1 1Jgpsd pe cesso gwslo IP 1zass IJglue wo

wved euue) Joede s Iduveds IUpedss IJluuddss (WLC) 1db,s 86 1des luwade wol
IJg psd gusle IP 1JEl o weo.

<tfroot>

{wncd_x_R0-0}{1}: [client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C

S CO | P_LEARN | N_PROGRESS

{wncd_x_R0-03}{1}: [client-iplearn] [17558]: (info): MAC: 4203.9522.e682 IP-learn state transition: S_IP
{wncd_x_R0-0}{1}: [cTlient-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transi
{wncd_x_R0-0}{1}: [auth-mgr-feat_dsensor] [17558]: (info): [4203.9522.e682:capwap_90000005] Skipping DH
{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (info): RX: DHCPv4 from interface capwap_90000005 on vlan 1000

S| SF_DHCPDI SCOVER



, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info): TX

S| SF_DHCPDI SCOVER

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522
{wncd_x_R0-0}{1}: [auth-mgr-feat_dsensor] [17558]:
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info): RX

S| SF_DHCPDI SCOVER

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522
{wncd_x_R0-0}{1}: [sisf-packet] [17558]:

S| SF_DHCPDI SCOVER

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info):

SI SF_DHCPOFFER

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC:
(info): TX:

{wncd_x_R0-0}{1}: [sisf-packet] [17558]:
S| SF_DHCPOFFER,

giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC:
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info):

SI SF_DHCPOFFER

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC:
(info): TX:

{wncd_x_R0-0}{1}: [sisf-packet] [17558]:
S| SF_DHCPOFFER

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC
{wncd_x_R0-0}{1}: [auth-mgr-feat_dsensor] [17558]:
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info): RX

SI SF_DHCPREQUEST

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522
{wncd_x_R0-0}{1}: [sisf-packet] [17558]:

SI SF_DHCPREQUEST

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info):

SI SF_DHCPACK

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC:
(info): TX:

{wncd_x_R0-0}{1}: [sisf-packet] [17558]:

SI SF_DHCPACK

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC:

{wncd_x_R0-0}{1}: [cTlient-iplearn] [17558]: (note):
Client IP learn successful. Method: DHCP

IP: <end-user-ip-addr>

{wncd_x_R0-0}{1}: [epm] [17558]: (info): [0000.0000

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[auth-mgr] [17558]: (info): [4203
[client-iplearn] [17558]: (info):
[client-orch-sm] [17558]:

| PLEARN_METHOD_DHCP

(info):

(info): TX:

RX:

RX:

(info):

(info): TX:

RX:

(debug):

.e682

: DHCPv4 from interface capwap_90000005 on vlan 1000

.e682
[4203
: DHCPv4 from

.9522.e682:
interface

capwap_90000005] Skipping DH
capwap_90000005 on vlan 1000

.e682

DHCPv4 from interface capwap_90000005 on vlan 1000

.e682

DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC

4203.9522.e682

DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC

4203.9522.e682

DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC

4203.9522.e682

DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC

: 4203.9522.e682
[4203.9522.e682:
: DHCPv4 from 1interface

capwap_90000005] Skipping DH
capwap_90000005 on vlan 1000

.e682

DHCPv4 from interface capwap_90000005 on vlan 1000

.e682

DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC

4203.9522.e682

DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC

4203.9522.e682
MAC: 4203.9522.e682

.0000:unknown] HDL = 0x0 vlan 1000 fail count O dirt
.9522.e682:capwap_90000005] auth mgr attr change not
MAC: 4203.9522.e682 IP-learn state transition: S_IP
MAC: 4203.9522.e682 Received ip learn response. me



wae pol> 96 L3

1o wes 1o odids [Jpuwedse IJuoliss gusle IP owsl oLl 86 L3 Llguegsle CWA IJos e
IJId guol b6 plodaws JJpuols 8s.

<#root>

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[cTient-orch-sm] [17558]: (debug): MAC: 4203.9522.e682 Triggered L3 authentication. s
[client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C

[client-auth] [17558]: (note): MAC: 4203.9522.e682

L3 Authentication initiated. CWA

ltooble goldsy IP Iduwdspes

Jdeuos Gel Ss lUlopald: seo eds Idgpsd woudsy bdosu po ARP:

1. 02838 pu 830 929> £u9lU IP Eluo Ul Uvguo 18, 131 Il ould 55 ARP Jeusly IP Jdpwegse

lJuoliss: gswisd

SJ9u gu9ly IP pd),

2. 1Jozdd pu woed lpdluss [Jeuesd 1Js 1dwslus. 950308 3JY s wopely $2)6 1dgpesd eds

pEls,6 1J s,

<ffroot>

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

ARP REQUEST

, ARP sender MAC:
{wncd_x_R0-0}{1}:

ARP REQUEST

, ARP sender MAC:
{wncd_x_R0-0}{1}:

ARP REQUEST

, ARP sender MAC:
{wncd_x_R0-0}{1}:

ARP REQUEST

, ARP sender MAC:
{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:
{wncd_x_R0-0}{1}:

St 1o sd9u 13 ARP oy 1Jwslus

[client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transi
[sisf-packet] [17558]: (debug): RX: ARP from interface capwap_90000005 on vlan 1000 S

4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: 0.0.0.0, ARP
[sisf-packet] [17558]: (debug): TX: ARP from interface capwap_90000005 on

4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: 0.0.0.0, ARP
[sisf-packet] [17558]: (debug): RX: ARP from interface capwap_90000005 on

4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: 0.0.0.0, ARP
[sisf-packet] [17558]: (debug): TX: ARP from interface capwap_90000005 on

4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: 0.0.0.0, ARP
[sisf-packet] [17558]: (debug): RX: ARP from interface capwap_90000005 on

target IP:

vlan 1000

S

target IP:

vlan 1000

S

target IP:

vlan 1000

S

target IP:

vlan 1000

4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: 0.0.0.0, ARP target IP:

[sisf-packet] [17558]: (debug): TX: ARP from interface capwap_90000005 on

vlan 1000

S

S



ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_R0-0}{1}:

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

64cc.2284.ael0
[sisf-packet]

64cc.2284.ael0
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

dca6.32d2.e93f
[sisf-packet]

ARP target MAC: 0000.
(debug) : RX:

[17558]:

ARP target MAC: 0000.
(debug): TX:

[17558]:

ARP target MAC: 0000.
(debug) : RX:

[17558]:

ARP target MAC: 0000.
(debug): TX:

[17558]:

ARP target MAC: 0000.
(debug) : RX:

[17558]:

ARP target MAC: 0000.
(debug): TX:

[17558]:

ARP target MAC: 0000.
(debug) : RX:

[17558]:

ARP target MAC: 0000.
(debug): TX:

[17558]:

ARP target MAC: 0000.
(debug) : RX:

[17558]:

ARP target MAC: 4203.
(debug): TX:

[17558]:

ARP target MAC: 4203.
(debug) : RX:

[17558]:

ARP target MAC: 0000.
(debug): TX:

[17558]:

ARP target MAC: 0000.
(debug) : RX:

[17558]:

ARP target MAC: 4203.
(debug): TX:

[17558]:

0000.

ARP

0000.

ARP

0000.

ARP

0000.

ARP

0000.

ARP

0000.

ARP

0000.

ARP

0000.

ARP

0000.

ARP

9522.

ARP

9522.

ARP

0000.

ARP

0000.

ARP

9522.

ARP

0000
from

0000
from

0000
from

0000
from

0000
from

0000
from

0000
from

0000
from

0000
from

e682
from

e682
from

0000
from

0000
from

e682
from

ARP sender IP: 0.0.0.0, ARP target IP: <
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <default-gateway-ip-addr>
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <default-gateway-ip-addr>
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <dhcp-server-ip-addr>, AR
interface Tw0/0/0 on vlan 1000 Source MA



REPLY,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REPLY,

ARP sender MAC:

dca6.32d2.e93f
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

64cc.2284.ael0
[sisf-packet]

64cc.2284.ael0
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

000c.290e.1c37
[sisf-packet]

000c.290e.1c37
[sisf-packet]

dca6.32d2.e93f
[sisf-packet]

dca6.32d2.e93f
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682

ARP target MAC: 4203.
(debug) : RX:

[17558]:

ARP target MAC: 0000.
(debug): TX:

[17558]:

ARP target MAC: 0000.
(debug) : RX:

[17558]:

ARP target MAC: 4203.
(debug): TX:

[17558]:

ARP target MAC: 4203.
(debug) : RX:

[17558]:

ARP target MAC: 0000.
(debug): TX:

[17558]:

ARP target MAC: 0000.
(debug) : RX:

[17558]:

ARP target MAC: 4203.
(debug): TX:

[17558]:

ARP target MAC: 4203.
(debug) : RX:

[17558]:

ARP target MAC: 0000.
(debug): TX:

[17558]:

ARP target MAC: 0000.
(debug) : RX:

[17558]:

ARP target MAC: dcab.
(debug): TX:

[17558]:

ARP target MAC: dcab.

IJlouold IJelus: gpsd s guedd

9522.

ARP

0000.

ARP

0000.

ARP

9522.

ARP

9522.

ARP

0000.

ARP

0000.

ARP

9522.

ARP

9522.

ARP

0000.

ARP

0000.

ARP

32d2.

ARP

32d2.

e682
from

0000
from

0000
from

e682
from

e682
from

0000
from

0000
from

e682
from

e682
from

0000
from

0000
from

e93f
from

e93f

ARP sender IP: <dhcp-server-ip-addr>, AR
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <default-gateway-ip-addr>
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <default-gateway-ip-addr>
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: 10.20.30.17, ARP target I
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: 10.20.30.17, ARP target I
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <dhcp-server-ip-addr>, AR
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <dhcp-server-ip-addr>, AR
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
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lJoslod. g0s 030 IJugbs: s99p IJgpsd wlbgld vslule Idlgwpls 1Ugluoé wo Jogwesd [U>gsd
Jooe gpdsé CoAslehs ol 86 IJgpsd. ©99p 9226 IJopdp Vs Idubeds IUpedsé
lJJluwdIdsé (WLC) oleshs [Jgsped IJos guvsepe huwldol 9lglss wyzsool [Js ISE



odpse: suvwese CoA IJpuds 1700. wlds oo lue €, pebs) woluwbs 2l Iz plss.

<#root>

{wncd_x_R0-0}{1}: [caaa-ch] [17558]: (info): [CAAA:COMMAND HANDLER:92000002]
Processi ng CoA request

under CH-ctx.

<-- |ISE requests the client to reauthenticate

{wncd_x_R0-0}{1}: [caaa-ch] [17558]: (info): [CAAA:COMMAND HANDLER:92000002] Reauthenticate request (0Ox
{wncd_x_R0O-0}{1}: [mab] [17558]: (info): [4203.9522.e682:capwap_90000005]

MAB re-aut hentication started

for 2315255810 (4203.9522.e682)



<-- I SE requests the W.C to reauthenciate the CoA

{wncd_x_R0-03}{1}: [aaa-coa] [17558]: (info): radius coa proxy relay coa resp(wncd)
{wncd_x_R0-0}{1}: [aaa-coa] [17558]: (info):

CoA Response Details

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): << ssg-command-code 0 32 >>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): << formatted-clid 0 "4203.9522.e682">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): << error-cause 0 1 [

Success
1>>

<-- The WLC responds with a sucess after processing the packet to be sent to |ISE

[aaa-coa] [17558]: (info): server:10.20.30.14 cfg_saddr:10.20.30.14 udpport:64016 sport:0, tableid:0ide
[caaa-ch] [17558]: (info): [CAAA:COMMAND HANDLER]

CoA response sent <-- The W.C sends the CoA response to |SE

IJpuol>@6 1Jeloss J ISE

Jl ool 1dpuols 86 1Joluss pu lJuow,. 030 os §96 COA. spdu wlbusd les o/ls AV Paris
23820 eds lJpuwegse. Jp SO >9¢ Blispo Idoedpe Vs 1Uguo9d (ACL) 9gusly }JRL Jlel>é
lJogzso 1Uds wp oddsoe eds 19d Bwad 9,09 IUs Idpuwegse [duoliss wes IUlu.

WLC s uvd bdol IJs ISE

Suyuwd guuwo) Idopde Vs IJgvedo 1dpedss IJJluwdIdse (WLC) 2506 RADIOccess-
RequestPacket TIS820 IJs ISE VIU“'—"’.C)IP PTPRIEO Iu“r" |Jrou.uot>ro/d.Jroé |JrOJ_9_) |.JQ..§ P |>a|Jo|
SS9 03l lJs wubvgsd puelb 8o MAB zxss6: 9ubb)l Jio ISE S&V IJgpsd wldwed: Bszw
Obosy pzeed uvsluwle 23536 (eds wwosd Idpeld op poz 20 19009d)

<#root>
{wncd_x_R0-03}{1}: [mab] [17558]: (info): [4203.9522.e682:capwap_90000005] Received event '
MAB_REAUTHENTI CATE

' on handle 0x8A000002
{wncd_x_R0-03}{1}: [caaa-author] [17558]: (info): [CAAA:AUTHOR:92000002] DEBUG: mlist=cwa_authz for type
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Send

Access- Request
to

<i se-ip-addr>: 1812
id 0/

29

, len 421



<-- The packet is traveling via RAD US port

{wncd_x_R0-0}{1}: [radius] [17558]:

1812. The "29"

RADIUS:

{wncd_x_R0-0}{1}: [radius] [17558]: (info):
User - Name
[1] 114"
42039522e682
<-- MAC address that is attenpting to authenticate

{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: User-Password [2]
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:
Ci sco AVpair

[1] 25
"service-type=Call Check" <-- This indicates a MAC filtering process
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Framed-MTU [12]
{wncd_x_R0-03}{1}: [radius] [17558]: (info): RADIUS: Message-Authenticator[80]
{wncd_x_R0-03}{1}: [radius] [17558]: (info): RADIUS: EAP-Key-Name [102]
{wncd_x_R0-03}{1}: [radius] [17558]: (info): RADIUS: Cisco AVpair [1]
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:
Ci sco AVpa
r [1] 12
"met hod=mab" <-- Controller sends an AVpair with MAB net hod
{wncd_x_R0-03}{1}: [radius] [17558]: (info): RADIUS: Cisco AVpair [1]
{wncd_x_R0-03}{1}: [radius] [17558]: (info): RADIUS: Cisco AVpair [1]
vlan-id=200"
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:
NAS- | P- Addr ess

[4] 6

<wmi -i p-addr> <-- W.C WM | P address
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: NAS-Port-Id [87]
{wncd_x_R0-03}{1}: [radius] [17558]: (info): RADIUS: NAS-Port-Type [61]
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:
Cisco AVpair

[1] 30
"cisco-wW an-ssid=cwa" <-- SSID and WLAN the client is attenpting to connect
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:

Cisco AVpair

is the session ID and it

is unique for every

(info): RADIUS: authenticator c6 ae ab d5 55 c9 65 e2 - 4d 28 01 75

18 *

6 1485
18 ...

43 Maudit-session-id=0

26 "client-iif-id=1392
14
17  "capwap_90000005"

6 802.11 wireless [19



[1] 32

"w an-profil e-nane=cwa"

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

[17558]:
[17558]:
[17558]:
[17558]:
[17558]:

[radius]
[radius]
[radius]
[radius]
[radius]

(info): RADIUS: Called-Station-Id [30] 32 "dc-8c-37-d0-83-a0:
(info): RADIUS: Calling-Station-Id [31] 19 "42-03-95-22-e6-82"
(info): RADIUS: Airespace-WLAN-ID [1] 6 1

(info): RADIUS: Nas-Identifier [32] 9 "BC-9800"

(info): RADIUS: Started 5 sec timeout

wuwoesy ISE dbdo guuo) Idepde B¢ 1duveds 1deedss 1JJIgwddss (WLC)

$89p ISE Claile v gu lduoz IUgluo wor 93l JIu Iuwe IJpuwee IU3s wp oddse Shlod
pJS CEsS Idumslws: Bgusss s@9e ISE wlghs IUlouald o WLC )6 st pel Seos $wsd
louold Idgpsd wuvedd WLAN. o ze luwe IJpuwedse Jdpuwese Iduolss. Bl op odosyol
£Js ISE. spdy wbusd @les 1uoldss 9/ly 1olz AV eds Idpuweésp 95pdu sdswol gds

Iwod [Jyo9d.

<#root>
{wncd_x_RO-0}{1}:

1812/ 29

<i se-i p-addr>
:0,
Access- Accept

, len 131

<-- The packet is traveling via RAD US port

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

User - Nane

[1]
cwa- user nane

<- -

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

[radius] [17558]:

[radius] [17558]:
[radius] [17558]:

14 "

Usernane entered by the end client on the porta

[radius] [17558]:
[radius] [17558]:
[radius] [17558]:
[radius] [17558]:

[eap-auth] [17558]:
(info):

[mab] [17558]:

MAB recei ved an Access-Accept

(info): RADIUS: Received from id

1812 and is has a session ID of 29 (as a response to the abc

(info):
(info):

RADIUS: authenticator a3 b0 45 d6 e5 le 38 4a - be 15 fa 6b
RADIUS:

that was shown

(info): RADIUS: Class [25] 51 ...

(info): RADIUS: Message-Authenticator[80] 18 ...

(info): RADIUS: Cisco AVpair [1] 22 "profile-name=Unknown"

(info): Valid Response Packet, Free the identifier

(info): SUCCESS for EAP method name: Identity on handle OxEE00003
[4203.9522.e682:capwap_90000005]



for 0x8A000002
{wncd_x_R0O-0}{1}: [mab] [17558]: (info): [4203.9522.e682:capwap_90000005] Received event '

MAB_RESULT

' on handle 0x8A000002
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Authc success from

MAB, Auth event success

gpdsle WLC Jdpedyple IJpoddls po ISE

P28 )80 w890 guLo) Idordp B 1dubods 1 ppdss 1UJIuud Jiss (WLC) wegldes Idpedsele
IJos wp oddsol pou od ISE. 909 $@9p woudss lple luwowsld 1) eds Idpuweése wlddse
lJz>s36 IJpedilé po ISE.

<#root>
[aaa-attr-inf] [17558]: (info):

<< usernane 0 "cwa-username">> <-- Processing usernanme received from|SE

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< class 0 43 41 43 53 3a 30 45 31 45 31 34 30 41 30 30 30 30 30 30 30 43 38 45 32 44 41 36 34 32 3a 62
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<<Message-Authenticator 0 <hidden>>>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< dnis 0 "DC-8C-37-D0-83-A0">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< formatted-clid 0 "42-03-95-22-E6-82">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< audit-session-id O "OELE140A0000000C8E2DA642">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< method 0 2 [mab]>>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< clid-mac-addr 0 42 03 95 22 e6 82 >>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< intf-id 0 2415919109 (0x90000005)>>
{wncd_x_R0-03}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change not
{wncd_x_R0-03}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change not
{wncd_x_R0-03}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]

Recei ved User - Nane cwa- user nane

for client 4203.9522.e682
{wncd_x_R0-03}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]

User profile is to be applied.
Authz mlist is not present,
Authc mist cwa_authz

,session push flag is unset
{wncd_x_R0-03}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]

User Profile applied



successful |y
for 0x92000002 -

REPLACE <-- W.C replaces the user profile it had originally created

lowole pol> 96 L3

PO IJlo e 96 ldpwegsp IJuoliss pe lduslule [dpeess. luwoew puol> 96 L3 (p ol 90
lJ9s).

<#root>

{wncd_x_R0-0}{1}: [client-auth] [17558]: (note): MAC: 4203.9522.e682

L3 Aut hentication Successful

. ACL:[]
{wncd_x_R0-0}{1}: [client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transi

S_AUTHI F_WEBAUTH DONE

{wncd_x_R0-03}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 Client QoS add mobile cb

{wncd_x_R0-03}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
{wncd_x_R0-03}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
{wncd_x_R0-03}{1}: [client-auth] [17558]: (note): MAC: 4203.9522.e682 ADD MOBILE sent. Client state flag
{wncd_x_R0-03}{1}: [errmsg] [17558]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADDED_TO_RUN_STATE: Username entr

cwa- user nane
) joined with ssid (

cwa

) for device with MAC: 4203.9522.e682 <-- End user "cwa-username" has joined the WLAN "cwa"
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): [ Applied attribute : username 0 "

cwa- user nane

"]

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): [ Applied attribute : class 0 43 41
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): [ Applied attribute :bsn-vlan-interface-name 0 "MGMT"
{wncd_x_R0-03}{1}: [aaa-attr-inf] [17558]: (info): [ Applied attribute : timeout 0 1800 (0x708) ]
{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 Client QoS run state handler

Swed Ipuwese IJuolss IUs eldé Idogbgsd eds euuas Idopde Os Iduveds 1Jpedsé
IJJlpwdIss (WLC)

gl wop puols 86 IJpuueesp slde,lue wubwds WLAN.

<{froot>

{wncd_x_R0-0}{1}: [rog-proxy-capwap] [17558]: (debug):



Managed client RUN state

notification: 4203.9522.e682
{wncd_x_R0-0}{1}: [client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C

S_CO RUN

@38 CWA - 1JeBlb 1z 506 1Jp o eus (EPC)

EPC o9 IJo@lb 2506 Spdu luwabol puluigs pu guuo) Idoedpe Os Iduveds 1Jpedss
IUJluwddiss (WLC) Idss sbo zpse IJeie Idos wp gws guues Uorde O Idubods
lJpedsé 1JJluwddss (WLC) Iy IJos swp ldeuesd edsol puo. JJeuead eJs i8> pu

lJped9ple 29d pl 08 9J5W960 [gweydboli Syzs sshoé Woe o se | Isble 1JJI .56
wzpsE | . slo lJozde O Lo s | so I JJI .56 Catalyst 9800.

IJleoald WJisd: g psd 1Us 2l ISE



https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2114447724:~:text=ftp%3A%20%7D%20pactrac.txt-,Embedded%20Packet%20Capture,-Embedded%20Packet%20capture
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2114447724:~:text=ftp%3A%20%7D%20pactrac.txt-,Embedded%20Packet%20Capture,-Embedded%20Packet%20capture
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2114447724:~:text=ftp%3A%20%7D%20pactrac.txt-,Embedded%20Packet%20Capture,-Embedded%20Packet%20capture
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Ieolo wubods WLAN sldbdo 1Jesued IJs lse ISE
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Langt

1L NOE-18-16 D85 2600000  Apsle_ecid) ! Clsco_31:7T0f 3oialader 3107700 2586 B2.11 I Assockation Request, SHe2SES, Flied, Flagse........, SSID="cwa™ I
12 NQI-18-16 M85 i 1.MI  cowce-ip-address> <gesTnanon-g-addiess> RADIUS 418 Access-Request id=1 -
I MIT-L8-16 IS0 <source-g-addnenns “EeTnaten-g-addressr RADIUS T Pt dded
38 3032-18-18 20:85:34.056087  Clace 30:77:8f Appla_ec:d3:08 e 1200231 77:04 o 2.1 atbon Besponia, Siel, M8, Plagie........ -
IJzie IJlsds
bdo l8u)lo pu guuo) Joedp Os Idyveds Idpzdsd IJJlgwddss (WLC) wldgpsd
. . H " - " s . H -
lJdub) [Js 1Jg)es IJlsds "bdo IUIGe,ls" spdud H9s6 gulaso MAC JJlzejs Idos wdyy
M cwnposp - o
Fle £t View Go Cophors Anabie Sbiii Telephany Weeksi Tosh  Help
P ELT I T 2] LYYy
LIl £ -]+ WP Type = DATA = DEACONG = FRODES = ASIOC = AUTH = RTSKTS AOG LWPOL RITRNS <80
o — g2l g gt
31 30%3.18.16 D6:05:36. BM Aosle ec:dd:dd Liies 31:77:8F loidlibeii:TieE 586 203,11 o S 10" ™ 1
27 SOI2-10:-16 DO:00:T6.DOIUME  <wmbip-addrs se-in-addre RADTLS
23 20T1-18-16 DEOS:2E. 054088 ne-c-addr wmiHp-addrs RADIUS fd=1
34 J02-18-16 DN:@5:26.053987  Cisce 31:77:04 Apple_seiddi9 Borddile: X TTI00 @ :02.11 51 Assoclation Respoase, SN=8, Fll=8, Flagi=........ |

000 B0l BHL1 BN = Deration: 43 sEcroseconds

Recelver address: Clico 31077001 (3craleesdli?7aed)
Destination sddresst Clsco 31077104 (3crdloder3l?7ind)

1010 9001 1010 ... = Seque
) TEEE B22.11 Wireless Mansgement

bdo IJlBo)ly

e buwld 25ed bdo 1Jsuesd pu guuwas Idoede S 1duveds Ideedss 1Jdlgwddsé (WLC)

lJs ISE

o peldzd bdu II3eulo woluwbs guun) Idodp B Iuinuds IJeediss I0JIowddss
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Ml CWapop
fle EdM Vew G Caphere Anshee Sdtics Tdephony Wiedess T Help
Am @ BB ReeETiE Eaaan

B -]+ MsliFrameTyses = DATA = BEADDAS = FROBES = ASSOC = &M » ATSACTS ADG EAPOL RETRIES <#bjs  Power

west, SHeISES, Fiisd, Flagse........, S5ID="cwa™

Time Source Destrason 5518 zgr Protecd
31 833-10-16 D0085:26. bR lpple Cison 30: 7700 Scrdlbe3Li 7750 3585 BA3. 11
TT7-T0-T6 T0:0%: 7% PeTeR T DT
10 2023-10-16 0:03:26, 0IGRIE  <e-paddr e -aag RAOTS

34 332-10-18 0:09:26. 098587 Clues ¥1:77:0f Apple_eecdiitd o Bo2.11

378 AccenE-Accept Ldel
241 Assoclatlon Retponie, SU-0, FusD, Flag:

Frame 111 416 bytes on wire (J028 bits), 416 bytes captured (1028 bits)
Ethernet 31, Sre; Clsoo_S6:55:ch (f4:bdihei56:5%:ch), 0% Cleco 890478 (4ci77:63: 50 04; 74)
b $02.3Q virtusl Lan, PRI: 0, DEI: @, ID: 100
Isternet Protocel Wersien 4, Sre: owmiigeaddr  Dgt: SHeg-adde
User Datagram Protocol, Src Port: 63045, Dat Port: 1812
~ RADIUS Pretocol
ot e ] €9
Packet identifier: sl {1)
Autheaticator: QXTI Nididoes M icadT a1 67T
I fei to thij seduedt §5 60 Frame

B
[aoservice-Typais) Bt vabecall-heckiin
Reendor-Specl fA2(28) Le31 wndeclzcotys®
tefrased MTULT) leg valel4ds
~iessage-Suthest leater (80) 118 ual=flcddesadrSiseT et fasTIastlenTd
T MeEAP-ey-Name {202) 12 vals

7 weVendor-Specific(26) 149 vndecisoodystens ()

3 keVendor-Speciic (36 1418 vndecizcodystens (9}

1 webendor-SpeciTie(28) 1e32 wnd=ciscobystens(9)

3 wevendor-Spect fic(26) 1+19 undeciscoSystens(9)
: 431G val- v ] B

Ralis Part-Type(81) 1=t valewirelors-B02.11(15)
RS Pore(S) 1=6 wal=18017

nevendor Speelfhe (36) 1-37 unduciscofystens(d)
1 tevendor Specific (6] 1s29 undeciscosystess(9)

{50} D23 waluBé i8] clie:81: 77,00 twa
=Calling-Statien-Id(31) 1-19 val-43-00-55-21-06-82
Revender-Spect62{26) =02 vadeirespate, Ta(14179)

* MNP ReWaG-Tdemtifier(32) Bed valeBC-9000

wedsd gies bdo 1Usosd

luwe IJ25p6.

euw9lu MAC 1Uss selod [Jpuol> 86.

o3l subsy IJs wuodsé MAC.

Swp bowld 392 [duese/lddsss9 woluwlos 926
ouodse MAC.

gosle IP WM 1Jgl o o WLC,

6. SSID IJ5s selad Idgpsd 1dlouold wo.

7

N

o

258 Ge9d 19L29d Iasmds po g0, Iopde B Iubeds I pedss IUIpu]dss (WLC)

IJs ISE

e 10 8§96 ISE wpeldzs 25p6 $wsd 1J9u09d: Blue suvezsy pe Gwdd Idsuesd Il o

olzel 19 wluwegsle s 8o 1J9uesd 5l Jp sJu pedul.

M CNApca
Fde Edd Veew Go Capbue  Anshre Sttatics  Telephomy Wirdess Tosls  Hep

@ uERBA«eETiTHaaaq

T Source Destnaton (=] £
11 WGI-10-16 D05106.M0M0  Appl Clsco_MaT7ied cadlberdliTTi0f
- " rr——

IJogde |Js ISE JJlunbé [Js gpdsé

luwe Iubods 1 eedss [JJlueddss (WLAN) IJes szlsd 1Jg psd [louold wol.

3 -] + WiFameTyoes » DATA + BEACONS = PROBES = ASSOC » AUTH = RTSATS ACKS EAPOL RETRIES <4Mbjs  Fower

gl ok
320 Axsociation Request, SNeISB6, Fied, Flagie......... S5IDe"cwa”

416 Access-Request igel
Accars-Aocept Ldel

0 sez.11

I51 A3SCTATION RERpONLE, W0, PN, FIagSs........

Frame 13: 378 bytes on wire (J0K2 bits), 170 bytes eaptured (532 bits)

Ethernet II, Srer Clsco_ SBrb4rT4 (4c177:16d:50:04:74), Bstr Clscn_S6:581ch (Fa1bdiderssrssich)
B02.5Q Virtusl LA, PRI: B, OET: @, IBu 50b

Internet Frotocsl Version 4, Sroi che-gaddr  DSti owmidp-addo

User Dstagram Protocsl, Src Port: 1812, Gat Port: $3743

v RADIS Protoeal

Code: [Aceesiaceept (2)]
Packe P TIRTITIEF TR {2

Leagenr 333
Authenticators di6cfoBs fabd7abesI7adoeanbedae
[ids dsa cespoose toa cequest dn foame 271
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