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Policy Profile: PP_Guest
Central Switching: Disabled

WLAN Profile: WP_Guest Cantral Auth: Enabled

55I0: Guest Central DHCP: Disabled
Policy Tag: PT_CANOL | Layer 2: Security None Vian: guest (21)
Layer 2: MAC Filtering Enabled AAA Policy: Allow AAA Override Enabled
Authz List: AAA_Authz-CPPM AAA Policy: NAC State Enabled
AAA Policy: NAC Type RADILIS
AAA Policy Accounting List: Guest_Accounting

AP lain Profile: MyApProfile
NTP Server: 10.0.10.4

Site Tag: ST_CANO1
Enable Local Site: Off Flex Profile: FP_CANO1
Mative Vian 2
Palicy ACL: CAPTIVE_PORTAL_REDIRECT,
ACL CWA: Enabled
VLAN: 21 (Guest)

5GHz Band RF: Typical_Client_Density_r{_Sgh

HFTag: Emnd"_RF 2GHz Band RF: Typical_Client_Density_rf_2gh

odysu pedele Guest Wireless Access C9800

C9800 - w9 5o AAA JJ oS

. edlebs: 29d perd wuoese IJigble oo Cisco CSCvh03827. wlds pu 1o g9l IJpuol> §6
SlJegasd sldpelumnes (AAA) 1dpes6 ) puslivs Jdozesd: zse wewpes IJIJss eds
Sole pesd eduws Igpd B gouoy Ioedp B Iduvwds IUpedss 1UJluvdIss (WLC)
lJs gpdsle oobd vuew b, ClearPass.

lJglbgo 1. 1olds glspe (2915) Aruba ClearPass DMZ |Js wJ9sy 9800 WLC gluule $lispes b3
lJpeuol>86. luw§d |JsConfiguration > Security > AAA > Servers/Groups > RADIUS > Servers > +Adde g J9 plw ¢l 0
RADIUS si>¢ Jol.


https://tools.cisco.com/bugsearch/bug/CSCvh03827

Create AAA Radius Server *®

Name* CPPM
Server Address* 10.85.54.98

PAC Key

Key Type Clear Text v
Key* (@

Confirm Key*

Auth Port 1812

Acct Port 1813

Server Timeout (seconds) 5

Retry Count 3

Support for CoA [m:

{ 9 Cancel | Apply to Device

1Ug096 2. §p wwdss pze9es 915e AAA JJos99d 99, wogssu IUghe IUds wp wdasue Vs
lJglo9oé 1. [Js pzesed [Jgole odo. luw9d [JsConfiguration > Security > AAA > Servers/Groups > RADIUS > Groups >
+Add.



Create AAA Radius Server Group x

Name* ~ AAA_Radius_CPPM
Group Type ‘ RADIUS
MAC-Delimiter ' none v |
MAC-Filtering ‘ none v |
Dead-Time (mins) ‘ 5
Source Interface VLAN ID ‘ 1 v
Available Servers Assigned Servers
« ()
9 Cancel =] Apply to Device

1J21096 3. 9p wozdss Slises byd IJegsd JJyuesd IUs 1duosssd 9o essy peeses [Ugsle
lJos op logblgel Ws 1Ugbys 2. 1uwdd |JsConfiguration > Security > AAA > AAA Method List > Authorization >
+Add. i'aoJType Network<s pAAA Server Groupes o 9o I 1Jglbgs 2.



Quick Setup: AAA Authorization

Method List Name* ‘ AAA_Authz_CPPM ‘
Type* [ network v ‘ ©)
Group Type ‘ group ¥ ‘ ®

Fallback to local

Authenticated

Available Server Groups Assigned Server Groups

' radius AAA_Radius_CPPM
Idap
tacacs+

e
&G G

=l Apply to Device

IJg1o96 4. G Llouble $lised luvldse 1Upzluwws Jsuesd [Us 1Jupssd soessy pzpogs
IJg9be IJos wp logblgel s 1Jgbys 2. 1o 9d |JsConfiguration > Security > AAA > AAA Method List >
Accounting > +Add. iéo_)Typeldentitypo lJ8liseo 1Jpuwsdo &pAAA Server Groupe p wdgsuol Vs 1Jglbgs 2.

Quick Setup: AAA Accounting X

Method List Name* AAA_Accounting_CPPM
Type* [ identity - @
Available Server Groups Assigned Server Groups
radius AAA_Radius_CPPM =
| - - ~
Idap :] -
tacacs+ E]
=
(«

= Apply to Device

C9800 - wYysu Blispes IJopdpe B 1Ugo9d (ACL) Jlgbs IJwgzso
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IJozde B IUsuosd (ACL) eds lglhs wozso 1ozl s 1dess po ¢l wsuel souopo IUBG
leo IJwgzse s [Jusles. JIJ Wisé po Bisle 296 1Upy9) See polels loglo )98 1Up,9) £0>
logvle bgldlo Idezde Wbs IJ9ue9d (ACESs) sloile beldle [depdpe Ws Idyuosd Idos wbloud
JJ pu Is pi9) IUs¢ged 9lJé sz

loe@d lJsConfiguration > Security > ACL §lis 06 wpdpe O 1U9u09d (ACL) 23856
| PCAPTIVE_PORTAL_REDIRECT. §p wod9su Blisps IJozdp Vs 1U9uo9d (ACL) wluwegsle 9psle
ACE IJoldss:

* ACET: suwpee Jords p)9) w9wadad huwlisd Idoede wldlue,ue (ICMP) eulisss [loglo
wogles lghs IJeszse sswp luvogslpo wupdd Iuwluus JJozdd pu lpdluss 1dsue9d.

« ACE10. ACE30: suwpz wwr938 9o p)9) wslule DNS wuliss IJlogle s El>e DNS
10.0.10.4 9Jl swp lglss w9gsoo IUs Iduslusd. sdjp wew DNS g lJlgwogleé 9lg el ool
Joubgsd wrdd I osw.

* ACE70 9 ACE80 9 ACE110 9 ACE120: swpz w9u29d HTTP 9 HTTPS |Js IJwgleé
Ielu9,6 JJupsd po led £r02 Ipuwetse pe IJuslus.

* ACE150: wup lglhhs wozso gese oydle o9, HTTP (UDP port 80).

Sequence Source ~ Source ~ Destination + Destination - Source ~ Destination -~
A Action ~ IP Wildcard P Wildcard Protocol ~ Port Port

1 deny any iy icmp

10 deny any 10.0.10.4 udp eq domain

30 deny 10.0.10.4 any udp eq domain

70 deny any 10.85.54.98 tcp eq 443

80 deny 10.85.54.98 any tcp eq 443

110 deny any 10.85.54.98 tcp eq wWww

120 deny 10.85.54.98 any tcp eq www

150 permit any any tcp eq wWww

C9800 - wdgsy pdd wg)sd WLAN JJosed

lJglo9é 1. luw9d |JsConfiguration > Tags & Profiles > Wireless > +Add. (9p wluuule pJud u&);Sk_g SSID
WP_GUEST 258> pg & SSID 'Guest' IU3s syowb wo ldgpdle U os959.



Add WLAN x

General Security Advanced
Profile Name* [ WP_Guest Radio Policy | Al v J
SSID* | Guest Broadcast SSID
WLAN ID* | 3

Status enasled [

| Apply to Device

oo uSwAdd WLANIJ il e luo@d [Jssecurty > Layer 28 Jlp6 1o w9 S o
-9,2¢& Ui.&"'o Jdboge 2: LJ
- wuoW9so MAC: ppdy

- Olispo [Jegasd: AAA_AUTHZ_CPM pyu 1J@lses IJpouwsds (sop wdssuel sopu 1Ugbgs 3.
Jeie pu wdysu AAA)

Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

Lobby Admin Access
Layer 2 Security Mode None - _ .
Fast Transition _ Adaptive Enab...
MAC Filtering v
— Over the DS
OWE Transition Mode W

Reassociation Timeout 20

Transition Mode WLAN ID* 1-4096
Authorization List* AAA_Authz_ C v | (D

= Apply to Device



C9800 - ug sV pJV g )sWd Jusluws IJussd

B 9lzos Idpwegse ldyuw9pss (GUI) 1JEluos wolzos puwegse lhuwsele (WLC) bl C9800.
oo 9d |JsConfiguration > Tags & Profiles > Policy > +Add.

lJIuwpe: pp_guest

lJzldé: ppedy

lJozssd IJeydss: pebd
IJeob 96 1Jp,ydis6: ppdyd
Central DHCP: pgbJ

IUzpesd 1Jprdjse: peld

Add Policy Profile =

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name* PP_Guest | WLAN Switching Policy
Description Policy Profile for Guestl Central Switching @ oisasLep
Status enasled ([

Central Authentication enasLeD [

ive Cli
Passive Client @ oisesLeo Central DHCP @ oseeen

Encrypted Traffic Analytics . DISABLED

Central Association @8 oisasen

CTS Policy Flex NAT/PAT @ oisssLen
Inline Tagging
SGACL Enforcement

Default SGT | 2-65519

= Apply to Device



Add Policy Profile x

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

General Access Policies QOS and AVC Mobility Advanced

Name* PP_Guest WLAN Switching Policy

Description Profile for Branch Guest: Central Switching
SIS Central Authentication enasLep [l
Passive Client Central DHCP . DISABLED
Encrypted Traffic Analytics Central Association @ oisasLeD

CTS Policy Flex NAT/PAT @ oisasLeo
Inline Tagging
SGACL Enforcement

Default SGT 2-65519

— Apply to Device

loedd |JSAccess Policiesg Jl o6 |Jow9sw WO odw pywe 1Jz9lAdd Policy Profile.

- osisé RADIUS: ppdo

- o2 0986 VLAN/VLAN: 210 (is Svwds VLAN 210 o Lo ds VLAN IJ ez s Iuoswss B JJ
£ISE VO)ES)

) edlebs: szu ldl sop wgsd Guwds VLAN IJosed J Flex eJs suuo) IJezde B
lJuvede Idpzdso IJJlgvdIdsse (WLC) byl 9800 wee yvwdle VLAN: BOs 8 yuwdo
VLAN/pzp9e6 vwdle VLAN pu Idose VLAN.

ESu PEIB: SUwLL P wuozse IJigble oo Cisco CSCvn48234 B g30 & SSID 3l Jloo
9w JvwJs VLAN Flex Guest pg ;96 wpo WLC 909s pJod wg s Flex.


https://tools.cisco.com/bugsearch/bug/CSCvn48234

Add Policy Profile »®

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling v WLAN ACL

HTTP TLV Caching IPvd ACL v |

DHCP TLV Cachi )
SEHRg IPv6 ACL v |

WLAN Local Profiling

URL Filters
Global State of Device @ ) .
Classification Pre Auth v |
Local Subscriber Policy Name v Post Auth ( v |
VLAN
VLAN/VLAN Group 210 -
Multicast VLAN | Enter Multicast VLAN |

WIS YO JwAdd Policy ProfilelJz9l)¢ luwdd lJsAdvancedg Jlpo IUo w98
- Juwelz worles AAA: ppdy

- 2lJé NAC: ppdy

- u9e NAC: RADIUS

- Slispo IJpzluweo: AAA_ACCOUNTING_CPM (swp wg)ysdol B 1Jgbgs 4. Jzie pu wdsy
AAA)



Add Policy Profile x

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

General Access Policies QOS and AVC Mobility Advanced

WLAN Timeout Fabric Profile -

Session Timeout (sec) 1800 mDNS Service = |
Paolicy \

Idle Timeout (sec) 300 .
Hotspot Server -

Idle Threshold (bytes) 0

User Defined (Private) Network

Client Exclusion Timeout (sec) |v| | go
' Status

Guest LAN Session Timeout
Drop Unicast

DHCP
Umbrella

IPv4 DHCP Required S
Umbrella Not Configured v
Parameter Map

DHCP Server IP Address Clear

Flex DHCP Option
Show more >>> for DNS
AAA Policy DNS Traffic

Redirect

Allow AAA Override v WLAN Flex Policy
s ST = VLAN Central Switching

RADIUS (
NAG Type ) Split MAC ACL .
Policy Name default-aaa-policy x ‘

- L Air Time Fairness Policies

Accounting List AAA_Accounting_( v | () x

2.4 GHz Policy v

. pdlebs: sdjpe w9, '2lds 1oz dp Vs 1Usgsd IJs IduveIds (NAC) - enable’ Jopdsy
C9800 WLC Jyw9d huwlisd RADIUS CoA.

C9800 - ,9p IJuvsluwd

WO 9lzos Idpuwegse Iyuu9pso CI800. lue§J |JsConfiguration > Tags & Profiles > Tags > Policy > +Add.

- |Jlgwp: pt_can01

-1d9uo 8 L8 Iduwsluws Jesde 9,e CANOT

Vs w9 w IJz9l)Add Policy Tage &g GWLAN-POLICY MAPS: | §,+Add: 9 9p woESSU pdWd wg)sd WLAN



IU3s wp logbldo puwedl s pdd wg)sd IJuusluws:
- 0JG o s WLAN: WP_GUEST

- pdV og sV IJyusluwe: pp_guest

Add Policy Tag x

Name* l PT_CANO1

Description [ Policy Tag for CANO1 |

v WLAN-POLICY Maps: 0

WLAN Profile v Policy Profile w

0 10 ¥ |items per page No items to display

Map WLAN and Policy

WLAN Profile* WP_Guest v Policy Profile* | PP_Guest

RLAN-POLICY Maps: 0

= Apply to Device

C9800 - pJd wg)s9 ,ub AP

WO 9lzod IJpwedse ldygugpss (GUI) 1UglLoo wolzos puwegse Idyuw9pele (WLC) bl C9800.
loe®wd lJsConfiguration > Tags & Profiles > AP Join > +Add.

- |JIuwpe: Branch_AP_PROFILE

- ¢bp NTP: 10.0.10.4 (Lzg |Js pelobo pelob pplolo IJpé ). 03l 09 ¢l3p NTP IUss sop
lowegsleo po dod vllb 1Usuesd B 1ds,e Jdesleus.



Add AP Join Profile x

General Client CAPWAP AP Management Security ICap QoS

Name* Branch_AP_Profile OfficeExtend AP Configuration
Description Branch AP Join Profile Local Access 7]

LED State ad Link Encryption ¥

LAG Mode

Rogue Detection

NTP Server 10.0.10.4

GAS AP Rate Limit

Apphost

= Apply to Device

C9800 - pJd wg S oyU

odyu Idoguosle sedlele Idopss) uplbss 9s5pdu lgls luuwgsleol Jeslde pogsseo.

Vs glds uwuiy FlexConnect: I3l wp lgwegsle peydle guvodle VLAN GO ol WO zpse p9lde
|Jl_-9_)_9£‘ -_.9.5'0\996) !&ba !uuoé_.)ho ron |Jua)..su9 |J|o_)o Q;éu.uo.

IJg 1096 1. £Js 9lz06 |Jpuweése Iyuwsessd (GUI) boyl; C9800 WLC. lye 8 |JsConfiguration > Tags &
Profiles> Flex > +Add.

- IJlywe: fp_branch

- peyd wds VLAN IJiLodss: 10 (pbdse Wb |31 Jlo Jssy Guwds VLAN IooJs6 &)
lwo)luoss 2 oS lu sYsu J>sd 9lzos e Judbe 1Ugo9d)



Add Flex Profile x

General Local Authentication Policy ACL VLAN Umbrella
Name* FP_Branch Fallback Radio Shut
Description Branch Flex Profile Flex Resilient
Native VLAN 1D 10 ARP Caching v
HTTP Proxy Port 1] Efficient Image Upgrade o
HTTP-Proxy IP Address 0.0.0.0 OfficeExtend AP
CTS Policy Join Minimum Latency
Inline Tagging IP Overlap
SGACL Enforcement mDNS Flex Profile -
CTS Profile Name default-sxp-profilex »

| Apply to Device

WOS WO wAdd Flex Profilel J il S o« oo @ [JsPolicy AcLgJleo lJow9sw 9lo9,+Add.
- luwp Blispod Idoedp Bs IJ9o9d (ACL): captive_portal_redirect
- pueb Y8 IUssw ey dise: ppdu

B £pJsé wuby FlexConnect: oo IJposde 1o w@9p JJ Udlos 90,29d ol Louisd Blspes
loede B 1dauesd (ACL) Idpel> wozsool peds! ub)l Jlu gpdsé lehs Idugese werd B
udbs 1Jsosd sdsuw W C9800.

Add Flex Profile ®

General Local Authentication Palicy ACL VLAN Umbrella

Add

Pre Auth URL  ~ ‘

ACL Name ~ Central Web Auth ~ Filter AL Mo CAPTIVE PORTAL T+

0 10 + | items per page No items to display

Central Web Auth 1~]

Pre Auth URL Filter

v
| Apply to Device

WO UOwAdd Flex Profilel J il o« loewdd [Js edled JowssoVLANglG G, +AddGlze pelob peblo
pebb IJptow)).

~lwpe Lo ds VLAN: I oscd

- pEr 1 s 1 ppJss 1Jblo,ss (VLAN): 210



Add Flex Profile ®

General Local Authentication Policy ACL VLAN Umbrella
Add
VLAN Name v ID ~ ACL Name v ‘
data 2 VLAN Name* guest
1 10 v |items per page VLAN Id* 210

ACL Name k:

=

C9800 - £ Jlo6 1Jp9 8¢

WO 9lzod IUpwegse I uw9pso (GUI) 1UElLo6 wlzos puwese I uu9ple (WLC) b,l; 9800,
oo 8d lJsConfiguration > Tags & Profiles > Tags > Site > Add.

S pdlebbs: S Cluusle )G 988 i8> JIJ 988 weS> St v $gp JJI pu SSIDs
IJJlpwdIs Jel 09 p9 0.

S92 websb 1-1 0w 93¢ 21 9s 9edlpd p99E 90UISU IO LEHSS 00

sz o 90 Jesde o uold 1Jpso edsd cersd louald pu provb ve. spdu o sdsu
Josd 100 u 9bs 9,09d Jes l9Los JIJ p9ge Flex Connect.

- 1Jlgwpe: ST_CANO1
- pdU 0e588 IUlouople 1S wdbs |9 os): BRANCH_AP_PROFILE
- pJB ©g )5 py0: FP_BRANCH

- opdsu lJpsde ldeeds: pelod

Add Site Tag x

Name* ST_CANO1|

Description Site Tag for Branch CA
AP Join Profile Branch_AP_Profile  «
Flex Profile FP_Branch .
Fabric Control Plane Name v

Enable Local Site

~| Apply to Device




C9800 - pJud wg s Ideys IddigedIds

WO 9lzod IJpwegse ldyuu9pess (GUI) 1UElLoo w9lzos puwegse IUyuugpele (WLC) byl 9800.
oo 9d |JsConfiguration > Tags & Profiles > Tags > RF > Add.

- |Jlywp: Branch_RF

- pdO g 1oy IJlwdds (RF) cobld 5 gseloyw;: TYPICAL_CLIENT_DENSITY_5
zseloe @sh e JJuble)

- pdV ogsV IJeys IUdlwdds (RF) go) IJobl@ 1Jemss wum)esd 2.4 zsgloye:
TYPICAL_CLIENT_DENSITY_2 zszloye) (s pe>> woluwbs IJublp)

Add RF Tag x

Name* ‘ Branch_RF]| ‘
Description ' Typical Branch RF
5 GHz Band RF Profile LCIl'ent_Density_rf_Sgh . ‘
2.4 GHz Band RF Profile ‘ Typical_Client_Densi » ‘

=l Apply to Device

C9800 - wessu edlele Judbe 1Uy o9

ould gsblu polelo Jogssu edlele wpsss per 96 IUs udllo 9,09d pud)6 Vs 1Jwyjse!

-1dpops IJpwensd [Js luve udlbs 19 ol 9ldos ouwedss pu @9les regex ldos wblo®
IJlupll s 28d luve vdbo 19 09J (Configure > Tags & Profiles> Tags > AP > Filter)

-ldosssu IJG8lse eds guslo MAC Jlse,ue udbé 19 uo9d (Configure> Tags & Profiles > Tags> AP >
Static)

B wuiy otz pg prds vuss IJubeds 1,886 pu Cisco: $9uos wuad el Llgwesle
sy Epd DNAC 9 AP PNP g | uegsle b)ys6 czesd clucsé JJbse Idpzsié o odol
lJ89luod (CSV) pe9ed,6 WS 9800 Joguw IJogssu IUs9s JIJ uldlbs 9,09d. loedd
|JsConfigure > Tags & Profiles> Tags > AP > Static > Add(Jlg bb 1Jgs1)Upload File).

- £9lo MAC Jodlbs |UsosJ: <AP_Ethernet MAC>
- luwpe gJleb IJoog: pt_CANO1

- |uu|.o E.'JIPE’ |,Jp_9&&! ST _CANO1



e gdles 1dess 1dJlgwdds: Branch_RF

N LUlebs: leeul)l o Iluesh, 17.3.4¢ oo Cisco 10S® XE. suod 1Jzs IJiGuos Jess dsles
regex |[Js 1000 JJJ 2> p0 959> 9226 Ideede. I3l wzlys £33 1Jeslde BOs IJoyivy 03l 1Jgss.
Beszo IJlowohs po wesso MAC IJelos JJJ MAC.

Associate Tags to AP x

AP MAC Address* | aaaa.bbbb.cccc

Policy Tag Name PT_CANO1 v
Site Tag Name ‘ ST_CANOT v
RF Tag Name ‘ Branch_RF v

=] Apply to Device

% pdlebs: Lodl po 3JI. JJluwedle py iuu.Jjg_; oessu IJedlps Jpgwewsé |Us wgss)
luwe v 9bs Ids o9l luw9d lJsConfigure> Tags & Profiles > Tags > AP > Filter > Add.

- |JIgwpe: BR_CANO1

- AP |Jlwp regex: BR-CANO1-(7) (cobloud 030 1J8less pg luobdlz luwpe udlbs IJs o]
lJegwpes 31gd 1Jpsumwuws. O o3l ldpeld: sop vessu edlple Idopss) Judlb IJ_9uo_9.:J lJos
o9 eds 2dd luwe vdbs 1Jsoad 1Uss seess eds 'BR_CANOT- powsel wuvwgsd l2).)

- 1Jlsdosé: 1
- luwp edled IJuoz: pt_CANO1T (Jpel 09 pg>>)
-luwp edlpé 1Jpe99e: ST_CANO1

lgwe edles 1eyss IJJlgedds: Branch_RF



Associate Tags to AP x

A Rule "BR-CANO1" has this priority.Assigning it to the current rule will swap the priorites.

Rule Name* " BR_CANO1 | Policy Tag Name | PT_CANO1 x v
AP name regex* BR-CANO1-{7} | Site Taa Name ST_CANO1 X v
Active YES . RF Tag Name Branch_RF x| v
Priority* 1 ‘

= Apply to Device

odysu posd CPPm J Aruba

JJzuosd eds 18 od pplyuwle IUlool/Jloclz 1J8lses sds odssy CPPm oy Aruba. louoJ
wp9,> HPE 1JpzJs Aruba SE.

IJodssu IJlsds Jgbse Aruba ClearPass

Swpe uuy Aruba ClearPass wlwegsle Slde couwsd Idpeldls IUIV el oo [Jede9ze (OVF)
£Jss 2lp ESXi <> 13 sgLou0 050 1Jpsly:

* spdul peldes prdis6 (CPU) low,luoss przaielo
* 31,6 9u09d guisliss (RAM) Lweé 6 pselulse

e s l8luo uwes 80 pszlulse (szw luoldee 39s! wes IJuuiy IUisds JJdrue
IJlSe,)loos Yod wuvgsd Idzol)

IJodse Jdeuosd eds wolésue

o@de Jdzuesd eds wigsue vble |uu|uu§ & wAdministration > Server Manager > Licensing.
| ol S 6Platform. Access. 9Onboard licenses.

luwe oSS 12

loo@d |JSsAdministration > Server Manager > Server Configurationg >0 CPPM 1J 39> 2ol 9lgwl)o.
- hostname: cppM

- FQDN: cppm.example.com

-1dezdd pu u9wo IP Jeouwds IJb16 9 DNS



Administration » Server Manager = Server Configuration - cppm

Server Configuration - cppm (10.85.54.98)

Services Control Service Parameters System Monitoring Network FIPS

Hostname: leppm
FQDN: cppm.example.com
Policy Manager Zone: default = Manage F

Enable Performance Monitoring Display: Enable this server for performance monitoring display

Insight Setting: Enable Insight Enable as Insight Master Current Master:cppm(10.85.54.98)
Enable Ingress Events Processing: [J Enable Ingress Events processing on this server
Master Server in Zone: Primary master v
Span Port: -- None -- s
IPv4 IPvE Action
IP Address 10.85.54.98
Management Port Subnet Mask 255.255.255.224
Default Gateway 10.85.54.97
IP Address
Data/External Port Subnet Mask
Default Gateway
Primary 10.85.54.122
“Seconda ry
DNS Settings e
DNS Caching Disabled

logvle Jwolsé ¢bp 95 CPPm (HTTPS)

Swp lgvogsle 030 IJgiolds g0 ©@r8p LoV p3¢d Lo ClearPass g, HTTPS |Js IJgpedle
lJoos99 IJssu swuedu o Guest WiFi s 1Jwe.

lJglbes 1. wzpsd uuol>s ywduwdé CA PUB.
oo 8d |JsAdministration > Certificates > Trust List > Add.

- IJlgwesle: wpdso IR so



View Certificate Details o

Subject DN:

Issuer DN:

Issue Date/Time: Dec 23, 2020 16:55:10 EST

Expiry Date/Time: Dec 24, 2025 17:05:10 EST

Validity Status: Valid

Signature Algorithm: SHA256WithRSAENcryption

Public Key Format: X.509

Serial Number: 86452691282006080280068723651711271611
Enabled: true

Usage: EAP RadSec Database Others

“Upaste I Disabie [N Export I Ciose

lJglb9s 2. [uuble bdo w9 9sE Uuolsé.

loo8d |JsAdministration > Certificates > Certificate Store > Server Certificates > Usage: HTTPS Server Certificate.
- 1) 99 Cresate Certificate Signing Request

- 1Jlgwpe Idublisg: CPPm

- 1Jp9uwo: cppm.example.com

ol 00 pde 28d U 1Jogiso (SAN) (szw 1o $dso IJluwe IJublise e9293] S Lo I8
IJotiss (SAN) olluslds [Us IP s iodle FADN 1Jig s zove 1Jzlzd). Ideoumsd 09 DNS

,DNS:



Create Certificate Signing Request o
Common Name (CN): \cppnm

|
Organization (0): [Cisco ]
Organizational Unit (OU): [Engineering |
Location (L): Toronto |
State (ST): ON ]

Country (C):

Subject Alternate Name (SAN): [DNS:cppm.example.com ]

Private Key Password: [eeeeseseennnas [

Verify Private Key Password: — [cseeeeseecneees |

Private Key Type: [2048—bit RSA V]

Digest Algorithm: SHA-512 v

lJglbgo 3. Vs lJpsze IJpuo38 (CA) IU3s wgobo §p w9 dse €306 CPPMHTTPS IJos wpe
logulgel gosel CSR.

lJglo9é 4. [ 8d |JsCertificate Template > Web Server > Import Certificate.
- 09 lduwolss: Luolsé 1UgDb e
- Jlgwegsle: guolsé glhp HTTP

- pdV IJyiobe: luwog)luo ol 306 HTTPS 1Je9 986 oo CA glgeslhol

Import Certificate Q

Certificate Type: | Server Certificate v

Server: [cppm V]

Usage: [ HTTPS Server Certificate V]

Upload Method: {W}
Certificate File: | Browse... | No file selected.



SEs C9800 WLC Jzol; Lo s

loedd JsConfiguration > Network > Devices > Add.

- IJlwp: WLC_9800_Branch

- guslo IP 9 1 o s 1J,es6: 10.85.54.99 (lzg pelob pilobo 1Upt o))
- JJpb py9,) RADIUS IJp ic,dé: <WLC RADIUS>

- luwpe 1Jpe9,>: Cisco

- opdsu IJowas o IUssolesds J RADIUS: 1700

Add Device o

m SNMP Read Settings SNMP Write Settings CLI Settings OnConnect Enforcement Attributes

Name: WLC_9800_Branch
IP or Subnet Address: 10.85.54.99 (e.g., 192.168.1.10 or 192.168.1.1/24 or 192.168.1.1-20)
Description: [cisco 9800 WLC for Branch Guest Wifi
Y
RADIUS Shared Secret: Verify:  lessssssssssenss
TACACS+ Shared Secret: '_ Verify: |
Vendor Name: (Cisco *]
Enable RADIUS Dynamic Authorization: Port: 1700 |
Enable RadSec: O

pd9wle COa 90828 pigd I oS

pu 1Jpop 2ol cessu Bsp 1Jpdde IUuoesed ew Idodssu. B 2lds g0 powb 92olo
lJesdse: pu ldpeoed lu sop ouugsd lehs wozse wolus 95w JUslele pe Igpsd: 9dSum
B "2lJs ldouvgsd"

lJeddesw Jdluwole IUs:

* p9Ge wuwrsd 10589 IJs s Jdpatd: s o3l 1ed e Is wlis) wodes lelbs
IJogzse 1J¢luos od Sod Iduwele ldsuosd lds o8zt pstd Iduossd Jledle 206
CPPmM Lloedld 1Uzlds: souvesd Bseb Iuwes 1dpéuou06 Joudlbs lJuolss 'allow-guest-
internet'. 9o ugsd gpdsé CoA oo CPM |Js WLC. [ye$d |JsGuest > Configuration > Pages > Web
Logins.

-18es luwp e3¢ 1dupsd: cuwzsd Iduos 1dpzosd B Lab (soe wosose wdssy
w2928 p3¢d IUosd 00 Jol 09 p907)

-lu ) Edit

- olg) wuwesd 1Usgsd: 6 sl



* Login Delay: 3 v
" __The time in seconds to delay while displaving the login message.

+ p98e wlgs, ClearPass CoDelay: s3ss 03l [Js wlgs) logile suwlisd CoA oy ClearPass
lJs WLC. o3l pbboJoe oy lzd CPPmM Jo@dd zlJs L',Lélf)é wolsé IJg psd sleds! vuzle Bod
€956 | 9,1, CoA (ACK) oo WLC. whbo, lzooble Lab lysle IUluwezled po gJIJd WLC
weuwlzs Vst wldpdds eluss: sl Je cuwos zelss puwess Idogde (CPPM) oy
opdse wele u@bos IJyolss: W)y gduvé RADIUS 1Jzrs6 oo WLC wblw @ pe wog Wy o
8306 MAB s, 1Jpuos8 eJsole Bswp leble IUg psd Lodes lels IJeszso 06 lg)s.
loo@d [JsCPPM > Administration > Server Manager > Server Configurationglg s yCPPM Server > Service Parameters.

- olg) Idodssuo IUssulpsds J RADIUS (DM/COoA) - soub gds uve &9lu

arvba ClearPass Policy Manager

Dashboard [-] Administration = Server Manager » Server Configuration - cppm
(el Honitoring 4 Server Configuration - cppm (10.85.54.98)
- Configuration o

) Administration

#* ClearPass Portal

y Privil
u) Users and Privileges System Services Control System Monitoring Natwork FIPS
¥ Server Manager
P Server Configuration Select Service: Async network servicas w

#° Log Configuration

Parameter Name Parameter Value
#° Local Shared Folders
. = Ingress Event
4* Licensing
# Device Insight Batch Processing Interval 30 seconds
A External Servers Command Control
f External Accounts RADIUS Dynamic Authorization (DM/CoA) Delay 5] seconds
Certificates Enable SNMP Bounce Action FALSE bl
# Certificate Store Post Auth
# Trust List Number of request processing threads 20 threads
# Revocation Lists
& Lazy handler polling frequency 5 minutes
|| Dictionaries ‘ 0 :
Eager handler polling frequen seconds
“ Agents and Software Updates il LIPSITNQUTSUENGY
% Support Connection Timeaut 10 seconds
Palo Alto User Identification Timeout 45 minutes

ClearPass - vJysu CWA JJosd

Swdy wdgsy CWA oo gluw ClearPass oy (3) ullb/p,led 1UE> eé:

pJ9y ClearPass U9E 1Jg>p6 lJesuo

Bl Ilyo 1w pdAllow-Guest-
Internetl J o2 o 06 = TRUE.

1- o3y Idowsluwle IUg>06: pLol>$6 MAC Sluwpz Jol Lldsgsd [Js
lJuveJs. g6y 3JJ Redirectc 9COA:
Reauthenticate.

OIS LOIes wuwrsd ¢
AUP IJpz09J.

2. JoSI godsle ouwpsd 289d IUsse  [wessu wes [puols 9o

Juw pSAllow-Guest-Intemet o g o 2 6
= TRUE.




odSY ul9bs IJyolss
lJs Known

CESSU [Juw pdAllow-Guest-
Internetl J o ¢ Lo 06 = true
COA: Reauthenticate

[Jg>p6: 1Jpuolb 96 lJpweyné

PS80 Iduwsluw IJs 1Jsso

W wslule ogysd u@bs wolso ClearPass: allow-guest-internet

Ip wlouble gwped wslule og)sW pu IJugse Boolean Jog e gldé udbo wolss IJoswd
Jlpogldle IJgpsd vsu elds 'WebAuth Pending' 9'Run':

- 1duos9Ye 1 1J3su souoedsu o WiFi Ussop gwpes wslule ogysud o)l joss we
wessuwol Jduwele-Guest-Internet=false. | juoubl |Js 030 IUwpé wp)y puol> 96 IUgpsd gu)
&>p6 MAB

- gpsd IJuosd g0 IJud) W98 1U) Swad AUP. s0p case pued wslule IJog,sd 10glues
wo pu lgd Iduwpele J Guest-Internet=true. suwpee MAB IJJlz 9 1Jpuwows |Js 030 1w ped
lJegswé IJs True oldsuesd €6, 1dpsge IJs Idloe,uw

luw 9 |JsClearPass > Configuration > Endpoints: & o i'acu Ls u9bé yolsé pu IJBlspsd: 9lu9)
99 9Attributesg Jl 06 w980 990 wluol O olAllow-Guest-Interneto g 1J 9.5 pofasegsave.

% pdlebo: spJdud i..:su'ol oS udw udbo IJuolss: 9230 030 IJwes wed 3JY polinys -
wowlbsé o@9pe 030 IUgb9s Lluuile 28d WS Bless wslule vslule wslule og)sw
udlb IJuolss spdy lywegsleo Vs IUgusluwle.

Edit Endpoint &

Endpoint l”ﬂ|==
Attribute Value

1.| |Allow-Guest-Internet | = Tfalse ” o R
2. |

oJd9su wog wuWdss lghs puolb 96 ClearPass

Se wluuble pdd eSS B)Uo Sup SESSue Jepsd IJuoss pulyind e Ywsd IJgpsd
JJduinbo |y wess IJIVgluss Ws Lowes psgd IJuosud.

oo 9d |JsClearPass > Configuration > Profiles > Add.
- 1ddlde: Idowvysuo IUssulpsds J RADIUS

- IJluwp: Cisco_WLC_GUEST_COA



Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

Attributes Summary

Template: RADIUS Dynamic Authorization v

Name: Cisco_WLC_Guest_COA | ]

Description:

A

Type: RADIUS_CoA

Action: Accept Reject Drop

Device Group List:

I: --Select-- v:

RADIUS:IETF p&)9 Call-Station 7{radius:ietf:call-station-id}

RADIUS:Cisco Cisco-AVPair oUb,d:l 0 =reauthenticate
7{radius:Cisco:Cisco-

RADIUS:Cisco Cisco-AVPair AVPair:subscriber:audit-
session-id}

RADIUS:Cisco Cisco-AVPair Jeobe,Jireauthentication-
type=last-type=last

oJd9su pdV wgysW wbousyd lehbsé wozsoe prgd ClearPass Guest Portal

Bp wloule pJW 0E sV LuWS) Sup wbusdo eds IUuosyd loule 1Ueyzds 1Jisdss pu
MAB: g3l Jl sop Idew9) eds euslo MAC s $less wslule u@bo volss CPPM o wessy
"Allow-Guest-Internet" g Js "true”.

903 Suwww VS JBsle oo IJozde Vs IJubeds Idpedss IJJlgwdIss (WLC) b,l; 9800
wlehs wozso gpsd Guest |Us w9lws JosW gplss puwess doedp (CPPM) Jdeuol> 96

lJgbzse.

oo 9d |JsClearPass > Enforcement > Profiles > Add.




- |JIuwe: cisco_portal_redirect

- IJusg: RADIUS

- Jller 9o9d

Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

m Attributes Summary

Template: [Aruba RADIUS Enforcement V]

Name: |Cisco_Portal_Redirect |

Description:

fype: RADIUS
A\ction: ® Accept O Reject O Drop
Device Group List:

[ --Select-- v

pJV ogHsd Luds) el wozso ClearPass

OGS wOw IJzolye wewattibutess Jlpo o wdsw Bp wodssy uwposu bodl Joso IUuo9,)é:

Enforcement Profiles - Cisco_Portal_Redirect

Summary Profile Attributes

Type Name Value
1. | Radius:Cisco Cisco-AVPair = url-redirect-acl=CAPTIVE_PORTAL_REDIRECT e
url-redirect=https://cppm.example.com/guest/iaccept.php?cmd-
2. | Radius:Cisco Cisco-AVPair

= legin&mac="% {Connection:Client-Mac-Address-Hyphen }&switchip="% B
{Radius:IETF:NAS-IP-Address}

2uolisuo pdVd wiuosue lebs wozso ClearPass

Swp CESSUUr-redirect-adlJ_w 06 & JSCAPTIVE-PORTAL-REDIRECT: 909 lwpe Slispo IJwzdpe Vs 19 09J
(ACL) IJos wp lugvlgel wos C9800.

) pdlebd: sop wersy Idesze Ids Slispd IJozde Cldsuosd (ACL) B8l B Huulds
RADIUS. gJsuv peessle Blises Joede wldsuoad (ACL). pu ldpoe b seblud luve
Slisps IJopdp B 1dsuesd (ACL) IJos we lousldel gds 9800 WLC welel pog $sp6 wpd
RADIUS o030 Jal 09 ps_0z.

Qodjourl-redirectlepa pPU E0 roE_JroloZ



* £09lu URL 1Jo>d 1Uss swp VS0 luvoolds wylws IJuos9u.
https://cppm.example.com/guest/iaccept.php

+ Guest Client MAC. |Jpld,9 7{Connection:Client-MAC-Address-Hyphen}

* pu2>9 ip (9800 WLC suued IJ redirect). pld,9 7{Radius:IETF:NAS-IP-Address}

s lple ouwzsd lUsgad IJs 8lgss wslule CMD

Swp pdlzbs gusly URL IJElLo wuoWes wuvesd 1J>¢9d 1Us 95w ClearPass Guest g
IJloe8ld | JsCPPM > Guest > Configuration > Pages > Web Logins > Edit.

B 03l IJpild: swp wE s luupe LoWes LoWes g Guest s CPPm gJ.s luoiaccept.
~ pdlebo: glogle IJodssy Juodzs prgd Guest Jpol o5 p9,0996.

aruvba (

'." Guest Home » Configuration » Pages » Web Logins

|' Devices Web Login (Lab Anonynous Guest Regist

¥ Onboard

Use this form to make changes to the Web Login Lab Anon)

Lab Anonynous Guest Registration

“4, Configuration O,

& Authentication
+ ¥ Content Manager

* Name:

ﬂ-; Guest Manager Enter a name for this web login page.
. 8y Hotspot Manager iaccept
Page Name: SENTEr g page nare 1or s wen iognt.
§+ Pages e
% d The web login will be accessible from “/guest/
Fields
qh Forms
m ek Wiawis Description:
'8 Self—Registrations Comments or descriptive text about the web |

le Jweb Logins ® andorSetigs: | Aruba Networks

. Web Pages Select a predefined group of settings suitable

A edlebs: LlJoguws Jizojs Cisco. swpe luvaeslpol glyéauit_session_id 9JJ o JI S8 pol £9,390
73)_9.;..

od9su pdV OgHsY wuldss wslule og)ysw ClearPass

I wodssu pdVd wg)sV IJluwdl Jogsse yweod wslule og)swd u@bo IJuelss IJos swpe
luvogsleol Juop luoyld 1Jzldé wgluulbs CPPm.

Sboy o3l ldoguosyd gds 1béld gusglo MAC 1Ugl o o Guest Client s @less wslule w@bs
lJuolsé 9sesu [y slosAllow-Guest-Internets J.s 'true’.

oo 9d |JsClearPass > Enforcement > Profiles > Add.

-1dslde: Wy wedse Jsly ClearPass


https://cppm.example.com/guest/iaccept.php

- IJuge: post_authentication

Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

laan Attributes Summary

Template: [CIearPass Entity Update Enforcement v]
Name: [Make-Cisco-Guest-Valid | .
Description:

4
Type: Post_Authentication
Action: Accept Reject Drop

Device Group List:

VOGS wIOw [Jz9lyAttributesg Jl oo lJo w98
-lJduse: v 9bé IJuolsé
- |JIuwp: Allow-guest-Internet

% pdlelbs: JJds sbo, o3l |J|u:u|p O 1JBlispd IJpowsJo. Sgv o&)@_é o3l Iz 9d s>95l
Judbs wolso 9lgxs eds 1UI9J Jpl 09 p9 oz Vs IJgbsle.

-1J¥spes: Lozse

Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

Profile Attributes Summary

1. 'Endpoint -] Allow-Guest-Internet , 'j = ;true v

2. ‘ Click to add...

odsu uwsluws wuss IJsuesd s IJloeyue JJuoses ClearPass

oo 9d |JsClearPass > Enforcement > Policies > Add.

- IJlgwpe: WLC Guest Allow oo Cisco



- u9g IJluwels: RADIUS
- pdV IJog s IJlve,)lss: Cisco PORTAL_REDIRECT

Configuration » Enforcement » Policies » Add

Enforcement Policies

Name: |WLC Cisco Guest Allow |
Description:
Y
Enforcement Type: ® RADIUS ') TACACS+ () WEBAUTH (SNMP/Agent/CLI/CoA) O Application O Event

Default Profile: | Cisco_Portal_Redirect v

WOs v IJzoly luedd IJsRuesg Jl oo lJow9sew 9l AddRule.
-lJuse: v obé IJuolss

- |Jlwp: Allow-guest-Internet

-IJeuved: suvlss

- 9Spo LOTSTS

~lgwele pdBle IJeg s /3o, luols: [RADIUS] [IUuwelz wpddd og s 1J9oos]

Conditions
Match ALL of the following cenditions:
Type Name Operator Value
1. | Endpoint hd Allow-Guest-Internet b EQUALS b true b B =
2. | Click to add...
Enforcement Profiles
Profile Names: [RADIUS] [Allow Access Profile]

--Select to Add-- v

odysu gwsluwd wbos 9 ClearPass Guest wg> AUP
l&o9d |JsClearPass > Enforcement > Policies > Add.
- 1Jlgw e gwsluwo wudss Cisco WLC WebAuth

- 59¢ 1Jluwsls: WebAuth (SNMP/Agent/CLI/CoA)



- pdU lJog)su IJlve,los: [RADIUS_COa] Cisco_ REAUTHENTICATE_SESSION
Configuration » Enforcement » Policies » Add

Enforcement Policies

Name: |Cisco WLC Webauth Enforcement Policy [

Description:

4
=nforcement Type: (O RADIUS (O TACACS+ (¢ WEBAUTH (SNMP/Agent/CLI/CoA) (O Application O Event

Jefault Profile: | [RADIUS_CoA] Cisco_Reautt v | [N L

Os O w IJesly luwdd |JsRules> Add.
- 1Jgiagboi 1Jpol> 96

1w pe: 1Jz1J8

-ldeuigd: suvles

-1Jdsps: 1wt

-luwple pdUle IJog s <l ols JJ>:

-[eed 1dpueb$8] [ s wolss IJuzd sy pg )99
- [we> IJpuol>86] [ze J-Cisco-Guest-_olJz]

- [RADIUS_COa] [Cisco_WLC_GUEST_COA]

Conditions
Match ALL of the following conditions:
Type Name Operator Value
1. | Authentication Status EQUALS User B =
oL Click to add.

Enforcement Profiles

Profile Names: [Post Authentication] [Update Endpaint Known]

[Post Authentication] Make-Cisco-Guest-Valid
[RADIUS_CoA] Cisco_WLC_Guest_COA

--Select to Add-- e

(sevo [ Carcol |

S pdlebs: Bl oo wllze uvsubisy pg bogy puveeruo lgls wopse slis9s wuvdd puvepe)
eJds pogd Guest Vluo sUbLS) IJs i gedle w9dsw gelssé puwess IJugdpe (CPPmM)
cubdu gpdsle Loub I 1o ,uwlisd RADIUS CoA Jl sope wulbdol wuvdd Lozse wsu
CPPm 9 9800 WLC. w288 pu 030 lJesld¢.



- luewd |JsCPPM > Monitoring > Live Monitoring>Acc&esTracken_9oieJ) i.;, be¢ld ywed RADIUS szogs eds
ol osJ RADIUS.

- £Js9800WLC: 1w 9d |JsTroubleshooting > Packet Capture: 9 90 wopd sy PCAP gJs 1Uglzod g pu
lJew9 98 9,29d 2je RADIUS CoA: 9oz 98 pu wdds suwlisd RADIUS CoA oo CPPm.

od9su 206 puol> 96 MAB J ClearPass

oo pblo@o 1Ugsps OSs uuoWd Bl 39z Bspeo IJuwpes (AV): Cisco | CiscoAVPair | cisco-wlan-
ssid

& 9d | JsClearPass > Configuration > Services > Add.

gdlpd IJowyse "Jgsps™

- IJlywp: GuestPortal - pol> 96 Mac

-1duse: puol g6 MAC

- p3sd po IJgshler ge) Idosgsuo: udlb wolss pJBd IJeguosuo
luolws Bless Idpbloge:

- IJuge: RADIUS: Cisco

- IJlwp: Cisco-AVPair

-lJeuved: sulos

- 1J8spé: cisco-wlan-ssid=guest (plolw 96 |uwpe Guest SSID 1Uss wp wd9suo)

N Uiz s "Guest” 09 Iupe SSID 1J s 1 psle sl ulos WLC 9800.

Configuration = Services » Add
Services

m Authentication Authorization Roles Enforcement Profiler Summary

Type: MAC Authentication G
Name: |GuestPortal - Mac Auth|
Description: MAC-based Authentication Service
4
Monitor Mode: [C] Enable to monitor network access without enforcement
More Options: M Authorization [[] Audit End-hosts Profile Endpoints [[] Accounting Proxy
Service Rule
Matches O ANY or @ ALL of the following conditions:
Type Name Operator Value
1. | Radius:IETF NAS-Port-Type BELONGS_TO Ethernet (15), Wireless-802.11 (19) Cr.
2. | Radius:IETF Service-Type BELONGS_TO Login-User (1), Call-Check (10) 7y
3. | Connecticn Client-Mac-Address EQUALS % {Radius: [ETF: User-Name} Cr.
4. | Radius:Cisco Cisco-AVPair EQUALS cisco-wlan-ssid=Guest 7

wsupl odyy Vs wWw IJzol): i'aoJAuthenticationU@gJé.

- 16,8 1Jpuols86: LlJs [puols s MACT [olods [IJwple wzese pusls s MAC]



- p2l) IJp o 86! [puwegsg wdlb IJuolsé] [SQL DB peds]: [euwegse IJpumedse IduosS]
[SQL DB pzJs]

aruba ClearPass Policy Manager
Dashboard
E:] Monitoring

-]

Configuration » Services » Edit - GuestPortal - Mac Auth

-]

Services - GuestPortal - Mac Auth

&
ENConfiguration *  summary Service Authorization  Roles  Enforcement  Profiler
¥ Service Templates & Wizards e et o
uthentication Methods:  TAllow ATMAC AUTH] .
e Services|
& Authentication
1} Methods
1) Sources
-1 & Identity
1} Single Sign-On (S50)
14X Local Users
{3 Endpoints —Select to Add— b
14 Static Host Lists Authentication Sources: ndpoints Repository] [Loca
£¥ Roles [Guest User Repository] [Local SQL DB]

1} Role Mappings
+-H Posture
- $ Enforcement
1} Policies
{3 Profiles
-} *& Network --Select to Add- v|
1 Devices
£ Device Groups

Strip Username Rules: [l Enable to specify a comma-separated list of rules to strip username prefixes or suffixes

wsupl ©dau Bs ubuw IJzsl). 3w Enforcementl Jz29J6.
- wslywo [Jlowsls: WLC Guest Allow o Cisco

Configuration » Services » Add

Services
Service  Authentication Roles m Summary
Use Cached Results: [[] Use cached Roles and Posture attributes from previous sessions
frorcemen Pollcy: | WLC Cisco Guest Allow v
Enforcement Policy Details
Description: MAB Enforcement Redirect
Default Profile: Cisco_Portal_Redirect

Rules Evaluation Algorithm: first-applicable

Conditions Enforcement Profiles

1; (Endpoint:Allow-Guest-Internet FOUALS true) [Allow Access Profile]

wsuel odsy B ubw 1Uz9l). I e Enforcementl Jz9J6.



Configuration » Services » Add

Services

Service Authentication Authorization Roles Enforcement m Summary

Endpoint Classification: Select the classification(s) after which an action must be triggered -

[—— Select -- v]

RADIUS CoA Action: | Cisco_Reauthenticate_Session Ml View Details

odsu ¢xp6 ClearPass Webauth

oo 9d |JsClearPass > Enforcement > Policies > Add.
- |Jlwp: guest_portal_webauth
- 1Jose: 1Jpuob 86 1dpuwooss |Us 1Jssew

Configuration » Services » Add

Services
m Authentication Roles Enforcement Summary
Type: | Web-based Authentication v
Name: ‘Guest
Description:
Vi
Monitor Mode: [C] Enable to monitor network access without enforcement
More Options: (] Authorization [_] Posture Compliance

Matches (O ANY or ® ALL of the following conditions:

Type Name

1 ‘ Host CheckType
2. | Click to add...

wsupl Vs v 1Jzoly soze gdlpsEnforcementl Jow9s e uwsluws IUloW1s: Luslyws Jowels Cisco
WLC WebAuth.



Configuration = Services = Add

Services
Service  Authentication Roles Summary
Use Cached Results: Use cached Roles and Posture attributes from previous sessions
Enforcement Palicy: Cisco WLC Webauth Er Folicy. = m Add New Enforcement Poli
Enforcement Policy Details
Description:
Default Profile: Cisco_Reauthenticate_Session

Rules Evaluation Algorithm: first-applicable

Conditions Enfaorcement Profiles

|3 {Authentication:Status 4 User) [Update Endpoint Known], Make-Cisco-Guest-Valid, Cisco_Reauthenticate_Session

ClearPass - o wesd 1J>¢9d 1Js 1Jysw

AJogwesd Juodes pagd Uosd AUP IJezosd: luvagse luwe pumwcese Sles w290 28d JJed
P9

Sev 10 $229s luvp Idpuvctse IUpuweese Idpuwetse eds o030 1zdsd 1Jpe 96/l pze9gs:
username_auth | p o> 96 lywpe [Jpuegse: | 1

Jogsso IJzdd 'username_auth' Jowegse: Sew o sop 500 03l 1Jedd ladl B IJwp9se edit
user'. lyw9d |JsClearPass > Guest > Configuration > Pages > Forms: 91¢ . jcreate_user(093¢g.

arvba ClearPass Guest

Home » Configuration » Pages » Forms

Customize Forms

Use this list view to customize the forms within the application.

o
o
o
©

“, Configuration

@ Authentication 2 Name Title

- g Content Manager [§ change_expiration Change Expiration
u . = Change the expiration time of a single guest account.
Qi Private Files

& Public Files

e
Q}GUESt Manager create_multi_result
o 83 Hotspot Manager Create multiple accounts results page.

- *
- @ Pages = CEente e Create New Guest Account
% Fields Create a single guest account.

W '_? Edit [= Edit Fields r*} Reset to Defaults ,_:J Duplicate ], Show Usage f.r?.‘ Translations

S
Launch
"i List Views -

'_' Self—Registrations create_.user_recelpt )
| Create single guest account receipt.

rﬁWeb Logins F= anaet adit

@ create_multi

Create Multiple Guest Accounts
Create multiple guest accounts.

Create Multiple Accounts Results

Create New Guest Account Receipt

i'ao_)visitor_name(Uuo-_é 20). 9l 9, Insert After.



Home =» Configuration » Pages » Forms

Customize Form Fields (create_user)

Use this list view to modify the fields of the form create_user.

o Quick Help E Preview Form
Description
1 enabled dropdown Account Status: Select an option for changing the status of this account.
10 sponsor_name text Sponsor’s Name: Mame of the person sponsoring this account.
13 sponsor_profile_name text Sponsor’s Profile: Profile of the person sponscring this account.
15 sponsor_email text Sponsor’s Email: Emnail of the person sponsoring this account.
[20 visitor_name text Guest’'s Name: MName of the guest. ]
[ﬁ' Edit % Edit Base Field €3 Remove ::5 Insert Before nse er | 74 Disable Field ‘

Home » Configuration » Pages » Forms

Customize Form Field (new)

Use this form to add a new field to the form create_user.

Form Field Editor

username_autn i
"SETCCT thE 11210 geTInIon T ateach 1o the form.

* Field Name:

Form Display Properties
These properties control the user interface displayed for this field.

Enable this field
When checked, the field will be included as part of the form.

* Rank:

Mumber indicating the relative crdering of user interface fields, which are displayed in order of increasing rank.

Field:

| No user interface ~| (:} Revert

* User Interface:

g or editing this field.

Form Validation Properties
These properties contral how the value of this field is checked.

[ [Field value must be supplied|
Select this aption if the field cannot be omitted or left blank.

. 1 “\ Revert
Initial Value: l— | L3
==rame to initialize this field with when the form is first displayed.

[ IsvalidBool v

The function used to validate the contents of a field.

Field Required:

* validator:

[ (None) v
Optional name of field whose value will be supplied as the argument to a validator.

Validator Param:

Validator Argument:

Optional value to supply as the argument to a validator.

The error message to display if the field's value fails validation and the validator does not return an error message directly.

Validation Error:

L§ro UTQ -__;lQuiﬂc IU‘JP IJPU“O&PP .J.J|u.uoé>|p E_Jd UDLSE_& p)éJ uo&d AUP.
oo 8d |JSCPPM > Guest > Guest > Manage Accounts > Create.

- luwpe IJuosd: GuestWiFi




- lgwpe IJuu,Jé: Cisco
- sudlu IJoyss IUIJIo,90s: guest@example.com
- e 86 lgwe IJpwedsp: Iduwelz w9u09d IJuosSd Cluwedsle luve IJpuuese S3b: ppdy
- sogvsb Idewlo: Il
-lowole Lodlzsé IJzguwle: Jl wuwoes Lodlzsd IJeuwle
- Uingb IJluwegsle: Tol 1U)les: ppdo
Home » Guest » Create Account

Create Guest Account

New guest account being created by admin.

Create New Guest Account

\GuestWiFi ]
Name of the guest.

* Guest’s Name:

[Cisco ]
Company name of the guest.

* Company Name:

[guest@example.com \
The guest’s email address. This will become their username to log into the network.

* Email Address:

Allow guest access using their username only

Username Authentication: ) i ) o
Guests will require the login screen setup for username-based authentication as well.

[Now v]
Select an option for changing the activation time of this account.

Account Activation:

[Account will not expire v]
Select an option for changing the expiration time of this account.

Account Expiration:

[ [Guest] v]
Role to assign to this account.

Password: 2 8 1355

* Account Role:

Notes:

4

* Terms of Use: I am the sponsor of this account and accept the terms of use

louble up9de wuwesd 2¢9d 9sv. luw8d |JSCPPM > Guest > Configuration > Web Logins.

Iluwe: w9los IJosesd ldpzosdsy s ldptew)
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lesble 1Jpegys: Aruba Networks

b,586 ouwesd 1U>gad: s IJghe - wéssy Idodasuo (RFC 3576) 1Je,und 1Js 9226 IJoedpe
lJeoh$6: prosd - Jl solbde luvp puvcse ly IJps e,

P wdpe peo9d: GuestWiFi

lJow9s: sebdo oie&g» lJow9s 9ldui9b

ouwesd [Ubgsd Idouwess: §wsd swsuosd

euslu URL IJl el os: www.example.com

olgs) cumesd 1Usgsd: 6

uldbo yolso IJuprsw: 9o gdlps eds guglo MAC JJdpwegse Judbs yolso pg)9do
P30t weLoSLe IJuwele 1Jptius pe 0dbs IJuolss: 9umpele u b IJuolss Vs Juwe ol we>
lJpol>96:

username | Username

lowe_lJsls,y | luwe Id5ls)

s o [ uwe 1d5ks)

olecs_1Jjlesy | oled 15k,

lJeoss IIdIesgos [ Idesss IUIdIesos

S | Joys IdIJIe 908

luwe_lJIBs | luve lJIBs

w8 IJISsJ IUIJIe,90s | 1dwsss IUIJIe,s0s JJIBsd
lJuwele-Guest-loo,uw | Loese

IJoz2dd - o99suo CWA Jduosed
VIS gplso puvess Idoedpe (CPPmM). oo @d |JsLive Monitoring > Access Tracker.
s000d Wpawotss luosd 1Uzsss wisps MAB ss b Jol.

gdlpd IJowsse pdiue:


http://www.example.com

Request Details o
m Input Output RADIUS CoA

Login Status: ACCEPT |

Session Identifier: R0O000471a-01-6282a110

Date and Time: May 16, 2022 15:08:00 EDT

End-Host Identifier: d4-3b-04-7a-64-7b (Computer / Windows / Windows)
Username: d43b047a647b

Access Device IP/-Pc:-rt: 10.85.54.99:73120 (WLC_9800_Branch / Cisco)
Access Device Name: wic01

System Posture Status: UNKNOWN (100)

Policies Used -
Service: Guest SSID - GuestPortal - Mac Auth
Authentication Method: MAC-AUTH
Authentication Source: None
Authorization Source: [Guest User Repository], [Endpoints Repository]
Roles: [Employee], [User Authenticated]
Enforcement Profiles: Cisco_Portal_Redirect

l4 <« Showing 8 of 1-8 records » »i Change Status Show Configuration m Show Logs m

OGS uIOw IJzol luedd Idsinpute Jles lJowsse.

Request Details o
Summary Iﬂ. Output RADIUS CoA

Username: d43b047a647b
End-Host Identifier: d4-3b-04-7a-64-7b (Computer / Windows / Windows)
Access Device IP/Port: 10.85.54.99:73120 (WLC_9800_Branch / Cisco)

RADIUS Request O,

Radius:Airespace:Airespace-Wlan-Id 4

Radius:Cisco: Cisco-AVPair audit-session-id=6336550A00006227CE452457
Radius:Cisco:Cisco-AVPair cisco-wlan-ssid=Guest

Radius:Cisco: Cisco-AVPair client-iif-id=1728058392
Radius:Cisco:Cisco-AVPair method=mab

Radius:Cisco:Cisco-AVPair service-type=Call Check
Radius:Cisco:Cisco-AVPair vlan-id=21

Radius:Cisco:Cisco-AVPair wlan-profile-name=WP_Guest
Radius:IETF:Called-Station-Id 14-16-9d-df-16-20:Guest
Radius:IETF:Calling-Station-Id d4-3b-04-7a-64-7b

I« < Showing 8 of 1-8 records » »  [Klan e d Eodounecas ENS s B3

B v 19l luedd [Jsoutpute Jlps lJowysy.



Request Details o
Summary Input m RADIUS CoA

Enforcement Profiles: Cisco_Portal_Redirect
System Posture Status: UNKNOWN (100)
Audit Posture Status: UNKNOWN (100)

RADIUS Response

Radius:Cisco:Cisco-AVPair url-redirect-acl=CAPTIVE_PORTAL_REDIRECT

Radius:Cisco:Cisco-AVPair url-redirect=https://cppm.example.com/guest/iaccept.php?cmd-login&mac=d4-3b-
04-7a-64-7b&switchip=10.85.54.99

4 €« Showing 8 of 1-8 records » Change Status Show Configuration m m

lJpd2 s
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