odysu yvwdé WLAN JJo9e pg Cisco 8821
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lJpzossle

| Jp, 9506
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lJoJoule | 0200
wd9sy SSID
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(WLC) b,l; 9800 Juuivy Iduose wluwegsle guplgle 1Jolewd Cisco 8821 eds JJ pu lJozosd
lJesdss 9ldeegssd lJeeds FlexConnect.

IJecbdule IUIguluss

lJeobJdolo
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u.)lu apgse Ulao_)o UPU“UC-‘PO l..96 o5l lJPL}”UU-) uudﬁ;Su PPLJ‘UBC (ldu)lws) I.)l -Jluu

od9suw SSID

IJgsh 1IJ: IJerasd IUprdss

luwe Jotbsbs Juveds lJozasd 1Jpsdjs

Wireless Local AP
IP phone

9800 WLC

IJozasd Idpydis: ediple IUopssi 9osuosdle

Vs o3l Idpwows sop wdssy JJ IJgdlple _9&_9Uo.:§-_'9|.;", .__,qulo@lp IJlesh 1IJJlgeJIds
lJpo@dp 2 Spdu wdssu JJ Idedlple so9sosu8le B v 1UBlse6.
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Add WLAN x

General Security Advanced

Layer2 Layer3 AdA,

i WPA + WPAZ
Layer 2 Security Mode | * r Lobby Admin Access D
MAC Filtering 0O Fast Transition | Disabled v
Protected Management Frame Over the DS O
Reassociation Timeout 20 |
EMF Disabled v
MPSK Configuration
WPA Parameters
MPSK 0

WPA Policy O
WPA2 Palicy
GTK Randomize D
OSEN Policy ()
WPAZ Encryption AES(CCMP128)

U compzse

Occmpizs

O ccmpzse
Auth Key Mgmt Osoz.1x

PSK

—

I:I Easy-PSK

O ccrm

IJzse IJolus pu lesble olesy SSID
lJuo9eso



o
(O Easy-PsK

O coim

OFr - 8021«
OFr - psk

O so2.1x-5HA256
O psk-sHAZSS

PSK Format | Ascl 4
PSK Type | Unencrypted = |
Pre-Shared Key* | | | &

leshle olesy Voice SSID IJgje 3lesble wlesy Voice SSID g e 1

pdlgbo: Uluuegsle PSK SSID. Jsuw pu IUu2u9)s wpdso FT Jio lJpolozo i&ole
lJozold 9uos)o. £ud wdasu pduwuwo 802.1X WPA: suuoe wopdsu FT+§02.1X JAKM
sopdsu loedld Iduwse 9JJdu [JeSlb gds "over DS" Jpgbd. spdod Lsuol wdssu
FT+PSK 9JJy 030 IUlpedé wuwegspe PSKIJgbs pu led IJouulbs.

IJglo96 2. luedd IJs edles IJowsse gsble podspd 9opdsy Aironet IE. olds po welbsd
©9bu Ized 908 Iubls:

Add WLAN x

General Security Advanced
Coverage Hole Detection D Universal Admin D
[aironet iE @ =] OKC (&
Advertize AP Name D Load Balance D
P2P Blocking Action | Disabled v | Band Select O
Multicast Buffer IP Source Guard D
Media Stream Multicast- D WM Policy | Allowed v |
direct
mONS Mode | Bridging v |
11ac MU-MIMO (=)
Off Ch | S ing Def
WiFi to Cellular Steering D annel Scanning Leter
- P m

Bs w B w [Juozé: wlds pu wpdsu bls clzsd puve IJwsle és) IJpoles JJisdssle 5. 6. 9
7. 903 spug Vb 1Uso9d pu lJE)9z v IJBUI6 Jps6 100 pdds elusd wes odis bl



“lodoesle UP oso (wupdd luwluws lbl, wosw).

Add WLAN x

WiFi to Cellular Steering
Fastlane+ [ASR) @

Deny LAA (RCM) clients

Max Client Connections

Per WLAMN
Per AP Per WLAN

Per AP Radio Per WLAN

11v BSS Transition Support

Off Channel Scanning Defer

Defer Prioity OJo O 0O:
0Oz 0Oa 5
& O7

Scan Defer 100

Tirme

Assisted Roaming (11k)

Prediction Optimization D

Meighbor List

1Jg 9o 3. 235 pJd wg)sd IJuog 9lud,) 999 [uolds:




Configuration~ > Wireless Setup~ > Advanced

TN " |
=)

Paolicy Profile Name .

Tags & Profiles
default-policy-profile

o | WLAN Profile = 0O 1 |T_‘ ltems per |
o
o Policy Tag & = 0O
(1] AP Join Profile = 0O
o Flex Profile = O
o Site Tag & = 0O
o I RF Profile = 0O
o I RF Tag & = 0O
Apply
(i) I Tag APs =

Gp wodIsu lgwe pdd og)sS Iduwsluws: soessu Idelds Jol o9 pedy: sldlze ol
Cldozssd Ideydis sldpuol> 86 9 DHCP slJlgeslo (we> 17.6. sgevs pyve lRosh vl
IJpsdss) ppdu:



Add Policy Profile *

A Disabling a Policy or configuring it in "Enabled” state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies Q05 and AVC Mobility Advanced

Marme* | PE1 | WLAN Switching Policy

Description | Enter Descriptior | Central Switching ENABLED .

Status ENABLED . Central Authentication ENABLED .

Passive Client Central DHCP EMABLED .
O

Encrypted Traffic Analytics B oissee Flex NAT/PAT B osceeo

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT | 2-65519

@) eds uwsluwle IJsgesd 98, wodssy yivwds VLAN IJos pwsop vessu IUgpsd
IJJluwdIs Jol g0 IJes osd wuo9e SSID:




Add Policy Profile ®

A Dizabling a Policy or configuring it in "Enabled” state, will result in loss of connectivity for clients associated with this Policy profila.

General Access Policies Q05 and AVC Mobility Advanced

RADIUS Profiing O WLAN ACL
HTTP TLV Caching 0 PuacL | v
DHCP TLV Caching 0O

IPv6 ACL | v
WLAN Local Profiling

LIRL Filters
Global State of Device 6]
Classification Pre Auth | v |
Local Subscriber Policy Mame | v Post Auth | v |
VLAN
VLAN/VLAN Group ] v
Multicast VLAN | Enter Multicast VLAN |

w926 lesble woz IJyuosd IJs pdd we)Hsd IJuog

b8y 998 2928 U206 (Q0S) 5 AVC. 980 ooy pedpd 2926 IUgsps IJodllisssd Juose .
l08) 998 b subusd eds IJzols.

Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

Auto QoS | Voice v | Flow Monitor IPv4
SIP-CAC Egress ‘ v
Call Snooping Ingress ‘ v
Send Disassociate Flow Monitor IPVE

Send 486 Busy
Egress ‘

Ingress ‘ v ‘

| =] Save & Apply to Device |



bibio eJs podp swoo lJeduws websd lJs 84000, wldse o IPv4 DHCP solbdy peld
95pJu ARP 9dsJ.

Edit Policy Profile *

General Access Policies Q0% and AVC Mobility Advanced

WLAN Timeout Fabric Profile O
- - Link-Locat 0
Session Timeout (sec) 84000 Bridging
Idle Timeout {sec) | 300 | mDNS Service | default-mdns-ser.. |
Policy Taar
Idle Threshold (bytes) 0 |
Hotspot Server | v |
Client Exclusion Timeout [sec) &0 | )
User Defined (Private) Network
Guest LAN Session Timeout D
Status D
DHCP
Drop Unicast D
IPv4 DHCP Required 0O DNS Layer Security
DHCP Server IP Address |
DMS Layer | Not Configured L |
Security Clear
Show more ==> Parameter Map ===
Flex DHCP Option
AAA Policy for DNG
Flex DNS Traffic
Allow AL4 Override D Redirect .
WAL Stete O WLAN Flex Policy
Policy Mame | default-aaa-policy x | o
VLAM Central Switching D
Accounting List v
d | |© Split MAC ACL | v |
WGB Parameters
Air Time Faimess Policies
Broadcast Taggin D
e 2.4 GHz Policy | v |
WGB VLAN O
5 GHz Policy | v |
Policy Proxy Settings
EoGRE Tunnel Profiles
Tunnel Profile ¥ |

IPvE Proxy | None v |

-| Update & Apply to Device

wodze lJleshble [Jpo @306 Jpdd wg s IJuog

1Jg 9o 4. 235> gJled IJuog 9lu@) 998 [uolBs. B wodssy luve edled IJuog. cew lislb



WLAN-policy lu8) gds Hupls. 235 pJd g5 Jbewds WLAN 9pJ0 ogys IJuog pu
IJ@slse 1deouwadé lody B98 1Jozdd po IJesbs Idos uusop wdasuel. & lod) B9
Vb sobusy gds IJeols.

Add Policy Tag x

Name™* | PT1 |

Description | Enter Description |

Vv WLAN-POLICY Maps: 0

WLAN Profile ~  Policy Profile w

0 | 10 « | items per page No items to display

Map WLAN and Policy

I WLAN Profile* | Voice .

Policy Profile* | PP .

RLAN-POLICY Maps: 0

[ =| Save & Apply to Device ]

IUgko96 5. 235 gJled IJp9de 9ol 998 Iupl9s. 235 proe wpdsu lJpsde Idpeds Judlb
IJsuosd JJged W Idsuoe IUpeds. wes 3JIddud) 998 eoob gobusd eds Ieols:

Add Site Tag x

Name* ST

Description Enter Description

AP Join Profile default-ap-profile R
Control Plane Name defﬂu"-mmml-pla& r-
Enable Local Site v

=] Save & Apply to Device

12196 6. 235 o908 IJe)s IJJluudds slod) luolds. wuvdsd wysossd o) 1d)bsy JIJ
ublg.




Add RF Profile x

General 802.11 RRM Advanced
Name* ‘ Voice2dGHz ‘
Radio Band | 2.4 GHz Band v |

Status enasle [

Enter Description ‘

Description

Add RF Profile x

General 802.11 REM Advanced

Name* | VoicebGHz |

Radio Band | 5 GHz Band - |

Status ENABLE .

Enter Description

Description

=| Save & Apply to Device

loedd lJs Blispeo 802:11. Sp wogbsd gpse IJpgordle los odd g0 12 pseloo s lJeluss
Iuessu 12 pszlow Vs IJeluss Jeesd 1Usles 9 18 pseloe B IJoluss I9 leds Jel 09 p3890
eds JJl IJublsle.

eexdlo wslule 2. 4 zsgloyw:



Add RF Profile x

General 802.11 RRM Advanced

S—
Operational Rates 802.11n MCS Rates
1 Mbps | Disabled v ‘ Enabled Data Rates:
2 Mbps Disabled v
| ‘ [0,1,2,3,4,5,5,?,8,9,1D,'I1,12,13114,15,1511?,18
i .19,20,21,22,23,24,25,26,27,28,29,30,31]
5.5 Mbps | Disabled v
6 Mbps | Disabled v ‘
Enable MCS Index v,
9 Mbps | Disabled v .
'
11 Mbps | Disabled v v 1
v 2
12 Mbps | Mandatory v
v 3
18 Mbps | Supported v ‘ v .
24 Mbps | Supported v ‘ vl 5
v 5]
36 Mbps | Supported v ‘
v 7
48 Mbps | Supported v v .
54 Mbps | Supported v v o
1 2 3 4 w #

‘ 10 v "Lcms per page

1 - 10 of 32 items

=| Save & Apply to Device

eedJlo vslule 5 gszloyws:



Add RF Profile x

General 802.11 RRM Advanced

Operational Rates 802.11n MCS Rates
6 Mbps | Disabled L | Enabled Data Rates:
9 Mbps Disabled v
| | [0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18
,19,20,21,22,23,24,25,26,27,28,29,30,31]
12 Mbps | Mandatory v |
18 Mbps | Supported v |
Enable MCS Index v
24 Mbps | Supported v | b .
36 Mbps | Supported - | = 1
v 2
48 Mbps | Supported v |
o ]
54 Mbps | Supported v | y 4
o 2
o 6
v 7
o 8
v 9

1 2 3 4 » w
‘ 10 « ‘ilcr‘rs per page

1 - 10 of 32 items

= Save & Apply to Device

lJgl9s 7. 23> gJles RF 9lu @) l,_,‘oln.jsé. T .o_9uo.§g§IQ IJoyss IdJlpwdIds IJos op logblgel s
lJe1b96 5 pu 03l UG we. &p lu®, W9 eWb sobusd eds IJgols.



Add RF Tag x

Name* RT1

Description Enter Description

5 GHz Band RF Profile Voice5GHz v
2.4 GHz Band RF Profile Voice24GHz v

9 Cancel =| Save & Apply to Device

lJelbgs 8. 235 udlb 1J9o9d (APS) Jaog IJedlele: slge, ullb IJ_9uo_9J' (APS):9iu'ag'9 eJlpd
IJuoz sldesde sldw,ss Iddluvdds Ides op logblel puwedl. wp lod) W98 edb goboesd
eJs 1Jzols.

Tag APs x

Tags

Changing AP Tag(s) will cause associated AP(s) to reconnect

‘ D Cancel ‘ _ ' Save & Apply to Device

IJozosd IJpsdis: 9lzes uwb, 1lsle, (CLI)

o0 IJ CLI s, o 0l o

//////// WLAN Configuration
wl an Voice 1 Voice



ccx aironet-iesupport

no security ft adaptive

security wpa psk set-key ascii 0 GCiscol23
no security wpa akm dot 1x

security wpa akm psk

no shut down

//////// Policy Profile Configuration
wireless profile policy PPl

aut ogos node voi ce

i pv4 ar p- proxy

service-policy input platinumup
servi ce-policy output platinum
session-tineout 84000

vlian 1

no shut down

//////// Policy Tag Configuration
wireless tag policy PT1
w an Voi ce policy PP1

//////// Site Tag Configuration
wireless tag site ST1
local -site

//////// 2.4 GHz RF Profile Configuration
ap dot 11 24ghz rf-profile Voice24GHz

rate RATE_11M di sabl e

rate RATE_12M mandat ory

rate RATE_1M di sabl e

rate RATE_2M di sabl e

rate RATE_5_5M di sabl e

rate RATE_6M di sabl e

rate RATE_9M di sabl e

no shut down

//////// 5 GHz RF Profile Configuration
ap dot 11 5ghz rf-profile Voice5GHz

rate RATE_24M support ed

rate RATE_6M di sabl e

rate RATE_9M di sabl e

no shut down

//////// RF Tag Configuration
wireless tag rf RT1
24ghz-rf-policy Voi ce24GHz
5ghz-rf-policy Voice5G+

//////// AP Configuration
ap a023. 9f 86. 52¢c0
policy-tag PT1

rf-tag RT1

site-tag ST1

IJgsh v: IJogasd lJpeds voduss FlexConnect

Ibuve IJogbsbs Juvewds Idozasd IJpedsé pu FlexConnect
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WAN
)

Wireless Flex AP
IP phone

edlplo 9o 0 59le IUozesd IUpedsé J FlexConnect

lJgbss 1. luwdd IJs IJodssy > lesh Jigvdds > poddrpe > luol 1JTy > pJV og)sd WLAN
slud) Huolws Jlouvle e dé WLAN 23856, $p wodsse SSID 9luwe IJog oS 9p8 58
WLAN 9z1Js oo do WLAN. wes 3Jdi loodd IJs I.Jui,o.,;u >1|Jbow$d 2 9 uvdJoe lJlgshle:

Add WLAN x

General Security Advanced

Layer2 Layer3 Abh,

r i WPRA + WPRAZ
Layer 2 Security Mode | v Lobby Admin Access D
MAC Filtering O Fast Transition | Disabled v |
Protected Management Frame Cwver the DS O
Reassociation Timeout 20 |
PRF Disabled A
MPSK Configuration
WPA Parameters

MPSK O



WPA Policy

WPAZ Palicy

O|®| 0O

GTK Randomize

(]

OSEM Paolicy

WPAZ Encryption D AES{CCMP128)

U compzse
Oaoueizs
O ccmpzse

Auth Key Mgmt D BO2.1x
@ psk
(O Easy-PsK
O coxm

IJzse IJelus pu lesble olesy SSID
lJuo9wso

o
(O Easy-Psi

O corm

OFr - 8021«
Ot - psk

O go2.1x-5HA258
O Psk-sHAZES

PSK Format ASCI -

PSK Type Unencrypted

Pre-Shared Key™*

oo o

leshle olesy Voice SSID IJg e 3lesble wlose Voice SSID IJgje 1

pdlebs: Llucgsle PSK SSID. Jsuw pu lduo,9)8 wedse FT Jiv 1dpoolides loule
IJozold Buos)é. gud wdasy pduwuwd 802.1X WPA, su oz wopdsy FT+802.1X JAKM
9opdsu IUloodld Iduwse 9dIo 1dedlb gds "over DS" Jpgbd. spdud lsuol odaso
FT+PSK 9JJu 030 IJlpcds ouwegspe PSKIJgbs pu lzd [Jwuwlbs.

lJgl9é 2. luogd IJs gdlpd lJowsse gsble po@3p06 90 pdso Aironet IE. AR ou websd
o9bio ldzed swerss IJubls:




Add WLAN x

General Security Advanced
Coverage Hole Detection
JAironet IE @ =]
Advertise AP Name
P2P Blocking Action | Dizabled - |

Multicast Buffer

Media Stream Multicast-
direct

11ac MU-MIMO

WiFi to Cellular Steering

]

J O ©

v |

Universal Admin D
oKC
Load Balance D
Band Select D
IP Source Guard D
WMM Palicy | Allowed
mONS Mode | Bridging

dl

Off Channel Scanning Defer

Bs wBw [Juobzé. wlds pu wpdsu bls clzsd puve IJwsle és) IJpoles JJisdssle 5. 6. 9
7. 903 spug v 1J9uo9d pu U9z e 1JS0IS Jes6 100 pdds eluss wed odds bl

wlsdasle UP 030 (wuivdd Iguluus 1l Loge).

Add WLAN x

WiFi to Cellular Steering
Fastlane+ (ASR) @

Deny LAA (RCM) clients

Max Client Connections

Per WLAN
Per AP Per WLAN

Per AP Radic Per WLAN

11v BSS Transition Support

O
O

Off Channel Scanning Defer

Defer Prioity OJo O 0O:
0Oz 0Oa 5
& O7

Scan Defer 100

Tirme

Assisted Roaming (11k)

Prediction Optimization D

Meighbor List

1Jg 96 3. 235 pJV o)y IJuog 9lud) W99 |olds:




Configuration~ > Wireless Setup~ > Advanced

— L4
| Start |

NS
Paolicy Profile Name v
Tags & Profiles
default-policy-profile
o I WLAN Profile = 0O 1 | 10 « ‘i‘.ur'n_é per |
(i Yoo §  Dojicy Profile b
o Policy Tag & = 0O
(i) AP Join Profile = 0O
(i | Flex Profile = 0O
o Site Tag & = O
o RF Profile = 0O
o RF Tag T = O
Apply
(i} I Tag APs =

Ip woddsu luwe pdV og)s I Iduwsluws: soesso IJzlds Jel 09 pedu: soebsd IJez9sd
IJeydss 9 DHCP IJp,dss. solduuwed Jpgr lelo PSK spdo 0dd 1dpuolh$6 IUs peds
Jeuz udbo IJgLosd »9) IJozdd pu PSK. Ws 2ldo 802.1X: lue wyss glo IUJWLC 1o suvepe)
WOS wudss IJ 802.1X Logo 0986.



Add Policy Profile x

Dsabling a Policy or configuring it in ‘Enabled” state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies Q05 and AVC Mobility Advanced

Mame* | PRZ | WLAN Switching Policy

Description | Entar | Central Switching
IStatus EMABLED .l Central Authentication

Passive Client Central DHCP

Encrypted Traffic Analytics Flex MAT/PAT

CTS Policy

Inline Tagging D

O

SGACL Enforcement

Default SGT | 2-65519

= sovty o Devce

oJ9su pd og s gwsluws Idogasd Idezds 1desu

luedd lJs gdled IJowsse gwsluwle 1sgesd Joguosue uvwdo VLAN IJos sop ogssu
IJeedle IUJlpwdIdsso Jol gus louoldop wuvwdd WLAN odo uvdd [8esluns. spdoud el
o8 luwpe v do VLAN glzs oo IJ8lisps IJpugwsds 19 Jolows pgyd Gbwdo VLAN 95l

lud) B9 2926 1Ugap6 (Q0S) 9 AVC. 980 wodasu pedpd 2926 1Ugp6 IJodBlsssd Juogw
o) 898 e 9D subusd eds IJzols.



Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

Auto QoS | Voice v Flow Monitor IPv4
SIP-CAC Egress ‘ v
Call Snooping Ingress ‘ .
Send Disassociate Flow Monitor IPv6

Send 486 Busy
Egress ‘

Ingress ‘ v ‘

| =] save & Apply to Device |

bibde eds podp Swoe lUedws cgbsd IUs 84000, cidse Iy IPv4 DHCP sebdo pgld
slezio ARP 9dsJ.



Edit Paolicy Profile ®

General Access Policies Q05 and AVC Mobility Advanced

WLAN Timeout Fabric Profile O
Session Timeout (sec) 84000 I Iéir?ééhcga O
Idle Timeout (sec) | 300 | mONS Service | default-mdns-ser... |
Policy Clear
Idie Threshald (bytes) 0 |
Hotspot Server | ¥ |
Client Exclusion Timeout (sec) &0 |
User Defined (Private) Network
Guest LAMN Session Timeout D
Status D
DHCP
Drop Unicast D
IPv4 DHCP Required 0O I DNS Layer Security
DHCP Server IP Address |
DMS Layer | Nat Canfigured v |
Security Clea
Show more =»» Parameter Map
Flex DHCP Option
AAA Policy for DNS
Allow A8A Dverride D Bedirect .
NAC State O WLAN Fiex Policy
Policy Name | default-aaa-policy x |
VLAM Central Switching O
Accounting List v
d | |© Split MAC ACL | v |
'WGB Parameters
Air Time Faimess Policies
Broadcast Taggin D
eging 2.4 GHz Policy | v |
WGE VLAN O
5 GHz Policy | \a
Policy Proxy Settings
EoGRE Tunnel Profiles
I ARP Proxy B oscee0 I
Tunnel Profile ¥ |

IPvE Proxy | None v |

[-| Update & Apply to Device

IJlesblo 1dpedspo Jpdd wg)sd vog ldeyu

|Jglogo 4. 235> gJlpd IJuog 9lud) 999 [uol®s. B vodssy luve edled IJuog. ceo lisk
WLAN-policy 168, gJs +Huolds. 235 pJd wg s Giwodd WLAN 9pJ0 og)su IJuog pu
IJdskse Ideouwsds: 91ud) 998 IJeedd pu IUsbs Idos gusope cdsuol. &p lud) ©98
b subusd eds IJeols.



Add Policy Tag x

Name* PT2

Description Enter Description

v WLAN-POLICY Maps: 0

{~ Add

WLAN Profile ~ Paolicy Profile v

0 10 - ‘ items per page No items to display

Map WLAN and Policy

WLAN Profile® | Voice v '

—

Policy Profile* PP2 v

RLAN-POLICY Maps: 0

= Save & Apply to Device

121096 5. 168 eJs pdd weuosue Flexslus) eds |ualds. $p wodssy luve pJd wgrsd
Flex 908, VLAN IJlods 9o pdsu Idegiso Idpsde J ARP:

Edit Flex Profile

General Local Authentication Policy ACL VLAN DNS Layer Security

r— [ FP2 ] Fallback Radio Shut O
Description l Enter Description l Flex Resilient O

ARP Caching
Native VLAN ID ‘ 1 ‘

Efficient Image Upgrade
HTTP Proxy Port [ 0 ‘

OfficeExtend AP O
HTTP-Proxy IP Address ‘ 0.0.0.0 ‘

Join Minimum Latency ()
CTS Policy

IP Qverlap D
Inline Tagging D

mDNS Flex Profile | il
SGACL Enforcement (@)

CTS Profile Name | default-sxp-profilex ]



lesble woz pdd wg s Flex

pdlebbé: sUbs) perd Uvwds VLAN IJIodsé lJs svwds VLAN IJiodss [Jos op
odsswol Bs ullb 1Jso9d (APS) IJgloé ldpzsd: IJpyoubs wepdd ogsd Flex osl.
lJpouodé wol.

IUglo96 6. 225 eJlpd I1Jp9dE 9lud) B93 IuolBs. Sp wodssy lume edlps Idpsde: SlUgle wroso
esh opdsu IJpade Idpeds 9luolds pdod we)rs Flex. ep lud) B98 edb gobusd eds
IJzol;.

Add Site Tag x

Name* ST2

Description Enter Description

AP Join Profile default-ap-profile . v
Flex Profile FP2 v
Control Plane Name default-control-plasg v

Enable Local Site

=] Save & Apply to Device |

edlebd: g cebsd "wpdsu ldpade IUpeds" pvsee wdaso vl 1Usuesd (AP) Idos
wp wgssuol Jedlpd 1Jpg e 030 cdllissl gds luol udlb 9,09d (APS) wage ©§uss
FlexConnect.

1296 7. 235 &9, IJe)s IJJlgudIds slud) luolds. wuvdsd wssosd o) 1d)bsy JIJ
ublg.

Add RF Profile x

General 802.11 RRM Advanced

Name* ‘ Voice24GHz ‘

Radio Band | 2.4 GHz Band v |

Status ENABLE .

Enter Description ‘

Description

|=| Save & Apply to Device




Add RF Profile x

General 802.11 RRM Advanced

Name* | VoicesGHz |

Radio Band | 5 GHz Band v |

Status ENABLE .

Enter Description

Description

=| Save & Apply to Device

loodd [Js Blises 802.11. $p woglbsd zpse Idpeddle IJos odd eu 12 pselow Os Ideluss
sogssu 12 pselow s ldoluss Jeesd [Usles 9 18 pselow Os Ideluss by leds Jol 09 p1890
eds JJlIJublgle.

peddlo vslule 2. 4 zseloyo:



Add RF Profile x

General 802.11 RRM Advanced

S—
Operational Rates 802.11n MCS Rates
1 Mbps | Disabled v ‘ Enabled Data Rates:
2 Mbps Disabled v
| ‘ [0,1,2,3,4,5,5,?,8,9,1D,'I1,12,13114,15,1511?,18
i .19,20,21,22,23,24,25,26,27,28,29,30,31]
5.5 Mbps | Disabled v
6 Mbps | Disabled v ‘
Enable MCS Index v,
9 Mbps | Disabled v .
'
11 Mbps | Disabled v v 1
v 2
12 Mbps | Mandatory v
v 3
18 Mbps | Supported v ‘ v .
24 Mbps | Supported v ‘ vl 5
v 5]
36 Mbps | Supported v ‘
v 7
48 Mbps | Supported v v .
54 Mbps | Supported v v o
1 2 3 4 w #

‘ 10 v "Lcms per page

1 - 10 of 32 items

=| Save & Apply to Device

eedJlo vslule 5 gszloyws:



Add RF Profile x

General 802.11 RRM Advanced

Operational Rates 802.11n MCS Rates
6 Mbps | Disabled L | Enabled Data Rates:
9 Mbps Disabled v
| | [0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18
,19,20,21,22,23,24,25,26,27,28,29,30,31]
12 Mbps | Mandatory v |
18 Mbps | Supported v |
Enable MCS Index v
24 Mbps | Supported v | b .
36 Mbps | Supported - | = 1
v 2
48 Mbps | Supported v |
o ]
54 Mbps | Supported v | y 4
o 2
o 6
v 7
o 8
v 9

1 2 3 4 » w
‘ 10 « ‘ilcr‘rs per page

1 - 10 of 32 items

= Save & Apply to Device

lJ21o96 8. 23> eJles RF slud) luols. 5 CodISU ogk.,a..ggélo IJe)ss IUdlwdds Idos ope
loublyol B 1J2b9s 6. oo 03l I Guwe. & lud) 998 29 golbwsd eds IJzol.



Add RF Tag x

I Name* RT2 |
Description Enter Description
5 GHz Band RF Profile Voice5GHz v
2.4 GHz Band RF Praofile Voice24GHz v
D Cancel | =| Save & Apply to Device |

U096 9. 22> udlb I osd (APS) s og IJedlple: sle e, vl 19 osd (APS) :9iu'o-$ eJlod
IJuog sldese sl s IJdlgwdds Idos op logblel puvodl. S lud) B9 pdb sobusd
eJs [Jzobs.

Tag APs x

Tags

Changing AP Tag(s) will cause associated AP(s) to reconnect

‘ D Cancel ‘ _ ' Save & Apply to Device

B9 0 dbs 1U9uosd Llgbs cubgsd v CAPWAP 1J¢l o wol slluuople o6 i) 1Js
gy Idogdp Os Iduveds 1dpedss IJJluwddss (WLC) bb,l; 9800. luedd Ids IJodsso >
JiuwdIds > uilb 1Js el selds oo lu 9,08 wdbs 1J9osd o9 Flex:

Total ~ AP ~ BaseRadlo ~ | AP ~ | Admin + Operation ~ | Policy v gm ~ RF ~ | Tag v

AP Mame & ~ Slots Model MAC Mode Status Status Tag Tag Tag Source Location +~ Country W

AlR-
AP28021-21 2 AP28021-B-  a023.9186.52c0 | Flex Enabled Registered P12 512 RT2 Static e us
Ko location




9lzos wb, 191y IUe29sd IUpeds J FlexConnect (CLI)

o0 IJ CLI s,d o 03l o

//////// WLAN Configuration

w an Voice 1 Voice

ccx aironet-iesupport

no security ft adaptive

security wpa psk set-key ascii 0 Ciscol23
no security wpa akm dot 1x

security wpa akm psk

no shut down

//////// Policy Profile Configuration

wireless profile policy PP2

do wirel ess autoqos policy-profile PP2 node voice
service-policy input platinumup

servi ce-policy output platinum

vl an 2672

no shut down

//////// Policy Tag Configuration
wireless tag policy PT2
w an Voi ce policy PP2

//////// Flex Profile Configuration
wireless profile flex FP2

ar p-cachi ng

vl an-nane 1

native-vlian-id 1

//////// Site Tag Configuration
wireless tag site ST2

no |ocal -site

flex-profie FP2

//////// 2.4 GHz RF Profile Configuration
ap dot 11 24ghz rf-profile Voice24GHz

rate RATE_11M di sabl e

rate RATE_12M mandat ory

rate RATE_1M di sabl e

rate RATE_2M di sabl e

rate RATE_5_5M di sabl e

rate RATE_6M di sabl e

rate RATE_9M di sabl e

no shut down

//////// 5 GHz RF Profile Configuration
ap dot 11 5ghz rf-profile Voice5GHz

rate RATE_24M support ed

rate RATE_6M di sabl e

rate RATE_9M di sabl e

no shut down

//////// RF Tag Configuration
wireless tag rf RT2
24ghz-rf-policy Voi ce24GHz
5ghz-rf-policy Voice5Gt

//////// AP Configuration
ap a023. 9f 86. 52¢c0



policy-tag PT2
rf-tag RT2
site-tag ST2

odysu pedplo IUgyulisb
odysy GUI

lJgb9s 1. luodd IJs IJodssy > odosu Ihbsy > IJgveds. 9p vogbsd JJ pu prs 1dpselo
S zselow) 9 2.4 zseloyws slud) vboss.

luowe [Js 1o 3Jd g}UkS_93L5 lJs o&bg,_s.._J zpsSE vedle WiFi ouuyeé 5 zseloyes wuvdd psde !
Ip wogugsd 03l VWb guspl wdyy VS UIW36E Loslusd

Configuration~ > Radio Configurations~ > Network

5 GHz Band 2.4 GHz Band

General

Beacon Interval® 100
Fragmentation Threshold(bytes)* 2346
DTPC Support v

IJgb9s 2. 1oodd ds IJodsss > odssu Iy > pedelo IUsuslisl. dp wopdsu Jopde
S Isgad sldopde s 1Usgsd [Js IJedldple Idpuwass Is IJzed (CAC) gds IJ po pos
poelo 2.4 zseloyo; 9 5 eseloyai 9lud) WIS cbusd:



Voice

Call Admission Control (CAC)

Admission Control (ACM)

Load Based CAC

Max RF Bandwidth (%)* ‘ 75 |

Reserved Roaming Bandwidth (%)* ‘ 6 |

Expedited Bandwidth

SIP CAC and Bandwidth

SIP CAC Support

IJgbgs 3. luwdd IJs Idodssy > odosule [J)bs > 1Jpedple. Gp vodsse pdd wg)sd
EDCA Jo9e peuwyw eds JJNJubldsu: slud) obwsd.

Configuration~ > Radio Configurations - > Parameters

5 GHz Band 2.4 GHz Band

EDCA Parameters

EDCA Profile | optimized-voice v |

DFS (802.11h)

IJg 96 4. loodd |Js IJodsse > edssu Iy > IJubuds. odo JJl oo pos IJpszle 59 2. 4
eselosyujslud) obusd.



3lz06 ulo, IJisle, (CLI)

o0 CLI s,d o 03l lp):

Andr essi _9800( confi g) #ap dot 11 24ghz shut down
Andr essi _9800( confi g) #ap dot 11 5ghz shut down

Andr essi _9800( confi g) #dot 11 24ghz cac voice acm
Andr essi _9800( confi g) #dot 11 5ghz cac voice acm

Andr essi _9800( confi g)#ap dot11 24ghz edca-paraneters optin zed-voice
Andr essi _9800( confi g)#ap dot 11 5ghz edca-paraneters optim zed-voice

Andr essi _9800( confi g)#no ap dot1l 24ghz shut down
Andr essi _9800( confi g)#no ap dot1l 5ghz shut down

lJoedd po lJuoes

Spedud lguwgsle odo |Ji_9|rOJ Jduegll pu ldodssy IJzlds:

show wlan { summary | id | name | all }

show run w an

show run aaa

show aaa servers

show ap config general

show ap nane <ap-nane> config general

show ap tag sumary

show ap nane <AP-nanme> tag detail

show Wl an { summary | id | name | all }

show wirel ess tag policy detail ed <policy-tag-name>
show wirel ess profile policy detailed <policy-profile-name>

Jpolzes leoolissle CAC 9pdlssum IJoedp B Ipdldplo: $p woubtsd 1isles 1Joldss:

HoHH H OH H KR HHH

#show ap nane AP2802l -21 dotl1l 5ghz voice stats
#show ap nane <ap-nane> dot 11 5ghz call-control metrics

lwedunldd IJigble gl oJlzol
lJouozse Iduimbs sldoowe IJugvb IJJlgvdIdds

$98, IJow g Radio Active (RA) Tobl eJs puwess wuoese IJigble Jepse 1Jgpdsle lJos
oodled pe Iduinb Ideess (euslo MAC JJgpsd WO oo IJglds). Jopdso IJouoese
IJuinbs: lowg oo Idgble. veo wds eds Ul 1U3s w990 9236 IJoedp Vs IUyveJs
ez IJJlouddiss (WLC) bl 9800 Ioule 1Jpdl pb.

IJglo96 1. olds pu 830 wpdsu yisb wuoese IJigble.

# clear platformcondition all

IJ296 2. §p wopdso v wuszse IJlgble Jeuslo MAC JJgpsd IdJlgwdds 1Uss woss
pldueo. swal 03l ley B el 86 guslo MAC 1Jpesd, Jess 30 58586 (1800 &luss).
SpIdud jsbé o3l lJggw lgushsl gos 2085978494 wluss.



# debug wirel ess mac <8821- MAC- address> {nonitor-tine <seconds>}

odlelbs: Jo)l8u6 19, po gpsd 91> Vs IJ pr6: Bp woubésd IJle, debug wireless mac
<aaa.bbbb.cccc> JJJ gu9lu MAC.

pdlebs: Jl ous @lz vublb 1dgpsd eds eduwd gpd [pelos IUb, 8660 258 swp Céisu
JJ Uvse psddol slgdsl Jeyuoo Jlgdl.

IJ£1096 3. §p wlouble pdlJps po ol Cisco IP 8821,

IJeb9s 4. $p Llsbld wuozse IUigble g0 [Ypld Ilguesgle 19 Bl op ouwg IeuvdJs God
lowoele 98¢ IJpyldws IJIGe )l s 19 1Uedgy.

# no debug wirel ess mac <8821- MAC- addr ess> ) )
e luduole 98w IJp)ldws 19 w98V Idouorse IJJluvdds: soubis WLC 9800 pJSI ppds!
wlywe:

ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

1J21096 5. §p wozese pdS uunlb guglo mac.  spdod |pl ouwe U_i,p_, RA trace .log |lJs ¢gbpe
ches b oruo Ipele poluiss eds Iduolubs. 1Jozdd pu luwe pd cove puul RA

# dir bootflash: | inc ra_trace

ouwe IJpdd |Js Ebp thes:

# copy bootfl ash:ra_trace_MAC aaaabbbbcccc_HHMVES. XXX _ti mezone_DayWeek_Mont h_Day_year. | og
tftp://a.b.c.d/ra-Fl LENAME. t xt

&we ldpzess:

# nore bootfl ash:ra_trace_MAC aaaabbbbcccc_HHMVES. XXX ti nezone_DayWek_Mont h_Day_year. | og
1296 6. S wLilJé Luysb ouozse IUiRble.

# clear platformcondition all

pdlelbs: lds pu 1516 Ligle wuoese Idigble slkispl wes zduws Tuveduled IJigble
sluodlzol.

Os pele vove RACswp Idodlys gds paluodle 2,36 1de,9, (TSPEC). 9031 ju9d s3> pl
Bl o sop lduuele J 8821 Lopss) ydd 1de9) 1UEluos wo wluwaiale 19dsss IJpuuetse 6
90l 151 JIo oo 1 ppdy logile 1dedldes 1o JI. JJowls o eds luwoisle Blses e bl 6. o@p
ipd IJlplele 8821 Chuwld bde Jdzuesd eds Bu.

2019/ 08/ 25 18:53:54.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a.ab24



CGot action frame fromthis client.

2019/ 08/ 25 18:53:54.510 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a. ab24
Recei ved Action frame with code 0: ADDTS request

2019/ 08/ 25 18:53:54.510 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a. ab24
Got LBCAC Metrics I E:

2019/ 08/ 25 18:53:54.510 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a. ab24
ADD TS frommobile slot_id 1 direction = 3

up = 6, tid =6, upsd = 1, nediumtinme = 653, TSRSIE: No

2019/ 08/ 25 18:53:54.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a. ab24
U- APSD Power save

B 1Jodlb 256!

»| IEEE 802.11 Action, Flags: ....:...C
v IEEE 802.11 wireless LAN
v Fixed parameters
Category code: Management Notification (17)
Action code: Setup request (0x0000)
Dialog token: 0x2a
Status code: Admission accepted (0x0000)
v Tagged parameters (84 bytes)
v| Tag: Vendor Specific: Microsoft Corp.: WMM/WME: TSPEC Element
Tag Number: Vendor Specific (221)
Tag length: 61

OUI: 00:50:f2 (Microsoft Corp.)
Vendor Specific OUI Type: 2
Type: WMM/WME (0x02)
WME Subtype: TSPEC Element (2)
WME Version: 1

v |TS Info: @0x@034ec

TID: 6
= Direction: Bidirectional link (3)
= PSB: U-APSD (1)

UP: Voice (6)

Reserved: AxA0AA3A

oz 926 IJoedpe -_'9‘5= lJuvodo Up@)@é IJJluwdIss (WLC) ol 31 JIg ool wlold o )os Il
Joguosue [Jpdldes 1o JI g3l Jlg 1Uley J3JI. Bluol epyuwd b)) l)le s@ed ol o TSPEC:

2019/ 08/ 25 18:53:54.510 {wncd_x_R0O-0}{1}: [auth-ngr] [18106]: (info): [0000.0000.0000: unknown]
Session info 0x559e2019/08/25 18:53:54.510 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info):
MAC. 0027.902a. ab24 LBCAC checks for tspec PASSED for ns slot_id 1 bwreq = 653, tot_available
MI' for tspecs = 22031 tx_queue_req = 20, current tx queue util =0

2019/ 08/ 25 18:53:54.510 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info): Calls in progress
increnented to 1

2019/ 08/ 25 18:53:54.510 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info): allocating voice bw
for client: maxBW = 23437, BWrequested = 653, total voice bw alloc = 653

2019/ 08/ 25 18:53:54.511 {wncd_x_RO-0}{1}: [ewl c-qos-client] [18106]: (info): MAC. 0027.902a.ah24
Call Accepted for tspec client

2019/ 08/ 25 18:53:54.511 {wncd_x_R0-0}{1}: [ew c-qos-voice] [18106]: (ERR): MAC. 0027.902a.ab24
TCLAS Set Not used for TCLAS of tid=6

2019/ 08/ 25 18:53:54.511 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): Recommended rate
6500kbps: MCS 0 is not operational for radio: 6

2019/ 08/ 25 18:53:54.511 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): Recommended rate
13000kbps: MCS 1 is not operational for radio: 6

2019/ 08/ 25 18:53:54.511 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): Recommended rate



26000kbps: MCS 3 is not operational for radio: 6

2019/ 08/ 25 18:53:54.511 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a. ab24
Sendi ng Successful ADD TS resp to nobile slot_id 1
2019/ 08/ 25 18:53:54.511 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a. ab24

Build ADD TS slot:1, tid:6, user_priority:6
inactive_timer:0, tsmreqg_id:0
2019/ 08/ 25 18:53:54.511 {wncd_x_R0-0}{1}:
send qos ADD TS payload to AP

B 1Jodlb 25e6:

upsd_enabl e: 1, dir: 3, bandwi dt h: 653, avail _bw O,

[ew c-qos-voice] [18106]: (info): MAC. a023.9f86.52c0

»| IEEE 802.11 Action, Flags: ..ees:..C
v IEEE 802.11 wireless LAN
v Fixed parameters
Category code: Management Notification (17)
Action code: Setup response (0x0001)
Dialog token: ©0x2a
Status code: Admission accepted (0x0000)
v Tagged parameters (119 byvtes)
v |Tag: Vendor Specific: Microsoft Corp.:
Tag Number: Vendor Specific (221)
Tag length: 61
OUI: 00:50:f2 (Microsoft Corp.)
Vendor Specific OUI Type: 2
Type: WMM/WME (0x02)
WME Subtype: TSPEC Element (2)
WME Version: 1
v |TS Info: @x0034ec

WMM/WME: TSPEC Element

= TID: 6
= Direction: Bidirectional link (3)
= PSB: U-APSD (1)
= UP: Voice (6)
Reserved: 0x000080

LI I1II
[ ll11 a---
0000 0000 00,. ..00

9083 3JUe sop louble IUpdldps oo 21 SIP pg bhs IUleuold slglss wozso 2,36 o9, RTP.

Protocol

| Receiver address

| Destination | Transmitter address

16:11:41.860804 172.16.78.64 172.16.56.109 09:27:90:2a:abi24 a;23:9f:86:52:cf SIP/SDP Request: INVITE sip:181@172.16.56.109;user=phone |
16:11:41.864384 172.16.56.189 172.16.78.64 a@:23:9f:86:52:cf 80:27:998:2a:ab:24 SIP Status: 18@ Trying |

16:11:42.529759  172.16.56.189  172.16.78.64 aB:23:9f:86:52:cf @9:27:98:2a:ab: 24 SIP Status: 188 Ringing |

16:11:47.581067 172.16.56.189  172.16.78.64 20:23:9f:86:52:cf 90:27:90:2a:ab:24 SIP/SDP Status: 209 0K |

16:11:47.594494

172.16.78.64

2je RTP:

16:11:47.700968
16:11:47.701470
16:11:47.717783
16:11:47.718528

16:
16:
16:
16:
16:
16:

w83 3JYe sudé 1 8821 pas) Idpdldele 16 1Jpdldpd wpe luoldol ssglo, I WLC Io Jp g

11
11
11
11
11
11

:47.730826
:47.731395
:47.751602
147.752316
:47.766859
:47.776488

172.16.56.189

172.16.78.65
172.16.78.65
172.16.78.65
172.16.78.65
172.16.78.65
172.16.78.65
172.16.78.65
172.16.78.65
172.16.78.64
172.16.78.65

B9:27:99:2a:ab: 24

aB:23:9f:86:52:cf

SIP

Request: ACK sip:181@172.16.56.109:5060; transport=tcp |

172.16.78.64
172.16.78.64
172.16.78.64
172.16.78.64
172.16.78.64
172.16.78.64
172.16.78.64
172.16.78.64
172.16.78.65
172.16.78.64

00:eb:d5:db:00@:d6
a@:23:9f:86:52:cf
00:eb:d5:db:00@:d6
a@:23:9f:86:52:cf
@0:eb:d5:db:00:d6
2@:23:9f:86:52:cf
@0:eb:d5:db:00:d6
a@:23:9f:86:52:cf
00:27:90:2a:ab:24
00:eb:d5:db:00:d6

Suvegpd Blspes IUluebl) 6 g0 bysd Luwld bl Izl 135

a@:23:9f:86:52:cf
00:27:90:2a:ab:24
a@:23:9f:86:52:cf
00:27:90:2a:ab:24
a@:23:9f:86:52:cf
00:27:90:2a:ab:24
a0:23:9f:86:52:cf
00:27:90:2a:ab:24
a0:23:9f:86:52:cf
al:23:9f:86:52:cf

RTP
RTP
RTP
RTP
RTP
RTP
RTP
RTP
RTP
RTP



2019/ 08/ 25 18:54:08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (
CGot action frame fromthis client.

2019/ 08/ 25 18:54:08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (
Recei ved Action frame with code 2: DELTS request

2019/ 08/ 25 18:54:08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (
DEL TS fromnobile slot_id 1up =6, tid = 6, bw deleted = 653

2019/ 08/ 25 18:54: 08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (
Call Terminated for tspec client

2019/ 08/ 25 18:54: 08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (
Calls in progress - 1, Roamcalls in progress - 0

2019/ 08/ 25 18:54: 08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (
Bui |l d DELETE TS slot:1 tid:6 up:6 upsd_enable:1 avail _bw 0

2019/ 08/ 25 18:54: 08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (
send qos DELETE TS payl oad to AP

nfo): MAC. 0027.902a. ab24

nfo): MAC. 0027.902a. ab24

nfo): MAC. 0027.902a. ab24

nfo): MAC. 0027.902a. ab24

nfo): MAC. 0027.902a. ab24

nfo): MAC. 0027.902a. ab24

nfo): MAC. a023.9f86.52c0

luole SIP glbl, 1Jlg)le:

Destination | Transmitter address Receiver address | Protocol

16:11:54.480738  172.16.78.64 172.16.56.189 08:2 24 cf Request: NOTIFY sip:1088@172.16.56.189 |

| 16:11:54.487572 172.16.56.109 172.16.78.64 a8:23:97:86:52:cf @8:27:90:2a:ab:24 SIP Status: 208 0K |

| 7268 16:11:54.409575  172.16.78.64 172.16.56.189 89:27:99:2a:ab:24 aB:23:9f:86:52:cf SIP Request: BYE sip:181@172.16.56.109:5060; transport=tcp |

| 7283 16:11:54.428215 172.16.56.109  172.16.78.64 a@:23:97:86:52:cf 08:27:99:2a:2b:24 SIP Status: 280 0K |

| 7285 16:11:54.431823 172.16.78.64 172.16.56.109 89:27:90:2a:ab:24 al:23:9f:86:52:cf TCP 51254 - 5868 [ACK] Seq=14915 Ack=T435 Win=39736 Len=@ TSval=443233

Cisco_B6:52:cf 89:27:90:2a:ab:24 aP:23:9f:86:52:cf i Action, SN=3887, FN=8, Flagss...P....C

IEEE 882,11 Action
IEEE 802.11 wirel




agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



