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lLgwe Idotbsbs Jdubods

NGWC

I8 s0 Slzed uwlo, 1Jisle, (CLI)

w0556 RADIUS gJs 9236 IJogde

IUgbogé 1: wzass gbp RADIUS IUghzs

radius server ISE.161

address ipv4 10.48.39.161 auth-port 1812 acct-port 1813
timeout 10

retransmit 5
key Ciscol23

IJg 1096 1J&10s6:. $p oot pzp9ed AAA RADIUS 9235 ¢lsp RADIUS 1Jss Lusop luusésleo

aaa group server radius ISE-Group
server name ISE.161
deadtime 10

1Jgb96 3. Gp wugrsd $lisps b, IJos ouss)y IJs peeses RADIUS 98,0 wugbsbol wpe



Jubods Iezdss IJJluw]Jiss (WLAN).

aaa authentication login webauth group ISE-Group

odsu &rsbo lJpgdpo

IJeb9s 4. cdysu grsbs Idpedes IJgles weuslu IP IUblo,s Idebdsw Jeuol>$6 95w 1Jghzss
9lsIgJss. suvegsp oy ouwesd IUg)ge euslu IP IUblo,s. slisel pl sY90 po ldppbuwle [Jzss6
odosu guwslu IP bloys &) Sled Jdwseso.

parameter-map type webauth global
type webauth
virtual-ip ipv4 1.1.1.1

U 96 5: $p wodoso rsbs pedps pumels.uusepd Juse po luuwdsew WebAuth. Jusee
luwesgle o3l Lopy wdysy WLAN.

parameter-map type webauth web

type webauth

redirect for-Togin https://10.48.39.161:8443/portal/PortalSetup.action?portal=0c712cd0-6d90-11e5-978e-0
redirect portal ipv4 10.48.39.161

Blisps IUcede B 1Us o] (ACL) JJpuols 86 IUuwlods. ausoe luvesels o3l s ol ope
IJuivods 1 pedss IUJlguddss (WLAN).

lJglb9é 6: 9p wodysy preauth_acl IUss suvpee wlJsuesd IJs ISE 9 DHCP 9 DNS $od luwole
lJpuol> 96

ip access-Tist extended Preauth_ACL
permit ip any host 10.48.39.161
permit ip host 10.48.39.161 any
permit udp any eq bootps any

permit udp any any eq bootpc

permit udp any eq bootpc any

permit udp any eq domain any

permit udp any any eq domain

odosu WLAN



1Jeb9s 7: §p vodysy lduveds IUpzdss 1UJlgwddsé (WLAN)

wlan ext-webauth 7 ext-webauth
client vlan vlan232

ip access-group web Preauth_ACL
no security wpa

no security wpa akm dotlx

no security wpa wpa?2

no security wpa wpa2 ciphers aes
security web-auth

security web-auth authentication-1list webauth

security web-auth parameter-map web
session-timeout 1800
no shutdown

U965 8: $p v igsd ehoe HTTP.

ip http server

ip http secure-server (for secure web-auth,

oIdIsu 9lzed IJpuwere Ihuw9psd

to disable secure web)

oz ugwsy oul gds v IJgbsle 1Jpe3dy,6 i&JIo. Swp wyds) Jible IJyolyus Wb Jdpze IJowbds.

IJglogs 1: &pass #lse RADIUS 2Lz

nn
CISCO Wireless Controller

i Home  Monitor | ¥  Configuration | ¥  Administration | ¥

Radius Servers

recurity
T AAA New  Remove
* || Method Lists R
* || Server Groups 9 ISE16
5 “ E.161

TER

__ Servers

Address Auth Port Acct Port
10.48.39.161 1812 1813

11096 1JE1086:. B wogrsd pzpoes AAA RADIUS 9235 ¢lsp RADIUS 1Jss Lusop luueésleo

Security

YEY AAA New
* || Method Lists

¥ Server Groups

Mame

O ISE-Group

Radius Server Groups

Serverl

ISE.161



IJgb96 3. §p wug)rs Blisps by @ 1Uos ouvs) IJs peesgs RADIUS 9§ vogbsbol wzo
lJubeds IJpedss IUJlgudIdss (WLAN).

Security Authentication
T AAA MNew Remaove
¥ 5 Method Lists
Name Type Group Type | Groupl
General — .
) default login local N/A
__ Authentication:
«J  webauth login group ISE-Group

Accounting

Authorization

odIsu 2rsbd IUpedpsd

1Jglo96 4. o dssu @rsbod Idpedesd IJgles weuslu IP 1Jbloys IJebdse Jpuol 6 95w 1Jghrss
9ldslzdss. suwoese sy ouwesd IJse ewslu IP 1Jbloys. slisel ol sdsu oo Idppbusle 1Ues26
od9su guslu IP bloys &) Jlod Jdogzso.

1J1096 5: §p wodsst ersbs pedesd puwels.uuseed Juge pu luvdsw WebAuth. jusee
luwesgle o3l Lopu wdgsy WLAN.

|l|lll|l|
cisco Wireless Controller

{x¥ Home  Monitor | *  Configuration | ¥  Administration | ¥ Hel

Webauth Parameter Map

Security
Y AAA New Remave
¥ [ Method Lists
Parameter-map name Parameter-map type
General —
o ) global Global
Authentication —
: J web Named
Accounting

Authorization

Slises IJozdp B IUsuesd (ACL) Jdeuola 86 Iuwluds. uwsop luwasgle o3l isyal cze
IJovo s 1Jepdss IUJluwdJsé (WLAN).

lJglo9é 6: 9p wodysy preauth_acl IUss suwpe wldsuesd IJs ISE 9 DHCP 9 DNS god luwole
lJpeol>96



Security

M=
* [ Method Lists
_ General
__ Authentication
__ Accounting
__ Authorization
v Server Groups
_ Radius
_ Tacacs+
__ Ldap
» [ raDIUS
_ TACACS+ Servers
__ LDAP Servers
_ Users
_ Attribute List
__ MAC Filtering
_ Disabled Client
AP Paolicy
» &2 Local EAP
» £ Wireless Protection Policies
» &3 aos
» £ FeDn
v acL
Control Lists

~—

O ext-webauth

odosu WLAN

£ Home

Monitor | ¥

Configuration | ¥

Administration | ¥ Help

Access Control Lists
ACLs > ACL detail

Details :
MName: Preauth_ACL
Type: 1Pv4 Extended
Add Sequence  Remove

Seq Action | Protocol Source IP/Mask
D 10 permit  ip any
O 2 permit  ip 10.48.39.161
O 30 permit  udp any
O 4 permit  udp any
D s permit  udp any
D 60 permit  udp any
D 70 permit  udp any

7 ext-webauth

IUgboss 7: Bp wodsso IUubods 1dpzdss IUJluvJdss (WLAN)

Wireless

v wian

~ WLANs
g @ Advanced
g @ Access Points
» £ 802.11a/n/ac
» £ 802.11b/g/n
> @ Media Stream
» 3 qos

Destination 1P/Mask Source Port Destination Port DScp

10.48.39.161 - - -

any =

any eq 67 H

any = eq 68 =

any eq 68

any eq 53 - =

any eq 53

232 Enabled Web-Auth

rr———

Configuration | ¥  Administration | ¥

WLAN
WLAN > Edit

General

Web Policy

Layer2

Security

Layer3

Conditional Web Redirect
Webauth Authentication List
Webauth Parameter Map

Webauth On-mac-filter Failure

Preauthentication IPv4 ACL

Preauthentication IPv6 ACL

IJo2d0 pu lduors

QOs AVC Policy Mapping Advanced
AAA Server
O
| webauth LO]|
| web Uﬂ
O
| Preauth_ACL Uﬂ
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