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u_)u|pa Cisco 10S® Software. Il o, 12. 2(14)sx is |um|J 2>e.

Jpdoule IJpuuwog>pd
ouvows Idpedyple 1Jgl)o WOs 03l IUpuwews IJs luoshle Idwlez sldpdsule 1debse Ioldso:
spdle ldoedpe Ws IUgveds Idpedss (LAN) IJJIgvdIse

- udlbo 1Jso9d (AP) : g
- Cisco Catalyst Supervisor 720 lg |_osl, lz>e

IJlobdlzle

oy sy Catalyst 6500
odysu wubspe MicroFlow
id,oJ lJgbsle IJeldse:

1. sobdo luvedsle cubse oy g Idyoes) 19d! logile Blisps wepdpe WS 1Usue9d (ACL)
Jozass 6 1dens) Jobosd uvsluws IJezde Os 1Usuesd.pdlebs: suveise peld
lJodssy o3l Idyvede 1J,es6 192.168.30.x/24 JJg pdle IJJlwdIs S0
i p access-list extended acl-wirel ess-downstream
permt ip any 192.168.30.0 0.0.0.255
ip access-list extended acl-wirel ess-upstream
permt ip 192.168.30.0 0.0.0.255 any

2. 9p wlouble Hsbo Wise JJpblo¥s sds Blises IJozdpe Vs 1J9o9d (ACL) Iduwle 0.
class-nmap match-all class-w rel ess-downstream
nmat ch access-group nane acl -wi rel ess-downstream
class-map match-all class-wirel ess-upstream
mat ch access-group nane acl -wirel ess-upstream

3. ws9s lugile $sbsé Jusluws [Us sob $lisps ldeede s 1dsuosd (ACL) Idos wp
loublgel puwodl 9plblo IJBSis6 Llsle ppss Jobbosdo eds 2)36 [Jp)9). B oo 1JzlJs
Sop oz s Ipi9) wumigs 1 pseloe Os ldeluss B Jllcglosu. sop luueole
Sule ©23938 Idpuos) S logle IJoe (gpsd IJs AP) s3ule w393 1J9zes sope luwwgsleo
Vs loglo wrd g Idoslule pu 1UEbe (AP |Js 1Ug psd).
pol i cy-map police-wirel ess-upstream
cl ass cl ass-wirel ess-upstream
police flow nask src-only 1m 187500 conformaction transmt exceed-action drop
pol i cy-map police-w rel ess-downstream
cl ass cl ass-wirel ess-downstream
police flow nask dest-only 1m 187500 conformaction transmt exceed-action drop

ledo J Jos) pedps eds suvdd MicroFlow woubse: puwospd baser pe5J wzas> s |J cisco
pl>6 28156 6500.

v gwsluws cubsp IJublg 1Jo)s
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/c/ar_ae/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
/c/ar_ae/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
//www.cisco.com/en/US/prod/collateral/switches/ps5718/ps708/prod_white_paper0900aecd803e5017.html
//www.cisco.com/en/US/prod/collateral/switches/ps5718/ps708/prod_white_paper0900aecd803e5017.html

Idess 1déeds (IJos op odssuel Bs 9z3le wo) 9zre IJluodlg (IUss wp wdssuoe
wlJolsw).

IJ8less 1dzsroe Jezgp IUlusVlg os:

Burst = (Bandwidth / 8) * 1.5

ro..bLJZ

Suvwgdpe o3l lduwl; pedd 1 pszlee Vs Ideluss (9g3le ww):

police flow mask dest-only 1m 187500 conformaction transnmit exceed-action drop

Suvwgdp o3l IJgb pexd 5 pseloe Vs IJeluss (w):

police flow mask dest-only 5ntc 937500 conformaction transmt exceed-action drop

IJoedue pu 1Jpslys po 9008 uwsluwle IJubl§ 1Jo)ss

k.QgS UEUD LJEIJ'UI S¢cv |E_L.9|C ro_9|)) ,_)quJO ro&_suo .19} UUngro I.Jubla |Ju)))$ rDu.J E_l)ro
Windows Update s zol; luaJlz Idsog- ldlualss 1Js 1ize6 1Jpuns 6. spdu ksl
Iuveile 1Jouobdss IJusole JlgBle 1uiodlo 108,686 widpdol oo wobspe lJobld
lJo)sss.

‘oQLJZ

Suvowsd o3l Idpeld Idpuoswd 192.168.20.22 oy I..s oSy Jdublg IJoysss gus Idlouold
wuvwdJs 192.168.30.0/24.

ip access-list extended acl-wirel ess-downstream
deny ip host 192.168.20.22 192.168.30.0 0.0.0.255
permit ip any 192.168.30.0 0.0.0.255

ip access-list extended acl-wirel ess-upstream
deny ip 192.168.30.0 0.0.0.255 host 192. 168. 20. 22
permit ip 192.168.30.0 0.0.0.255 any

928 wwsluvlo IJodd g Idusés) IPVE

1Mbps Downstream per User

VAN

2001 :DBE:0; 302064
Catalyst 6500

1Mbps Upstream per User

id,oJ lJgbsle IJeldse:

1. 1o Blispé 9,09 Ig)s e Catalyst 6500 Jogsss 2,96 0,9, IPVE IJos uvsop IJoede



WOsol.

i pv6 access-list aclv6-w rel ess-downstream
permt ipv6é any 2001: DB8: 0: 30::/64

!

i pv6 access-list aclv6-wi rel ess-upstream
permt ipv6é 2001: DB8: 0: 30: : / 64 any

2. §p woedsd Brsbié 1Uvss Jogopsu Blisesd IUoedp Bs 1J9uo9d (ACL) |Js IPVE.
cl ass-map mat ch-any cl ass-wirel ess-downstream
mat ch access-group nane acl v6-wi rel ess- downst ream
mat ch access-group name acl -w rel ess- downst ream
cl ass-map match-any cl ass-wirel ess-upstream
mat ch access-group name acl v6-wirel ess-upstream
mat ch access-group nanme acl-w rel ess-upstream

20556 9236 lJopdp IJSlspd gds IJize 6 (2500 9 4400 9 5500)

p0 lzd ©9ls, wubse 183 IJuogs) wluwesle 9256 wedpe Slisps eds Ui;_o_j& pod
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wsupel 1Jplxs 208156 6500 506 bode ywsluws IJs 1Jzoly wedpe Shu.

1Mbps Downstream 5508-Series Controller

per User
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AN AN —ERbO000000000S)

192.168.30.X

Catalyst 6500

1Mbps Upstream per User

1Jpd IJgbsle 1Joldss:

1. olbws@ Police-Wrel ess-up gJs [Jpoud3 1U9l)s oo 9220 IJozde.

interface G gabitEthernet4/13

description W.C

swi t chport

switchport trunk allowed vlan 30

swi tchport node trunk

service-policy input police-wreless-upstream
end

2. obousd --logle  gds polds IUsuods LAN/WAN.
interface G gabitEthernet4/20
descripti on WAN
swi t chport
swi tchport access vlan 20
swi tchport node access
service-policy input police-wrel ess-downstream
end
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id,oJ lJgbsle IJeldse:

1. oJ9su WISM Jz936 1Ugsp6 1dpwewss 1Js IJuveds Ippdss [Ubloyss (VLAN):
wi sm servi ce-vl an 800
wi sm nmodul e 1 controller 1 allowed-vlan 30
wi sm nmodule 1 controller 1 gos vlan-based

2. obosy --upstream gJs gpsd VLAN SVI:
interface W an30
description Cient-Linmted
i p address 192.168.30.1 255.255.255.0
i pv6 address 2001: DB8: 0: 30:: 1/ 64
i pv6 enabl e
service-policy input police-wreless-upstream
end
3. cbusd --logle  eds polds IUsuodé LAN/WAN.
interface G gabitEthernet4/20
descri pti on WAN
swi t chport
swi tchport access vlan 20
swi tchport nbde access
service-policy input police-wrel ess-downstream
end
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