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1Jg 96 1. Bp wluuble o ds WLAN Jogssuwol [Js pzeses AP. Jl ceolz s cpdso gsh
lJoeosd ldpeds J FlexConnect J v dé WLAN oo.

vilvarly

CISCO MONITOR  WLANE CONTROLLER  WIRELESS SECURITY MANAGEHENT C{OMHANDL  HELP FEEDHACK
WLANS WLAMNSs > Edit 'FlexOEAP_TEST
= w:lll.a.:«l: | Gemeral | Security | QoS | Polloy-Mapping | Advanced e
b Advanced MBO State KTS baged CAC Palicy Enabled
Ol Channsel Scanning Deler Radius Client Pralilng
Zemn Dwler Pricrity o1 3FFAE &7 DHEP Profiling
. .
=11 HTTF Profing
Scan Deler Tome{imsecs) 500 Letal Client Pradiling
FlexCamnect DHCP Profilang
Flest o HTTP Pralkng
SR Ensbled
wkcharg PRMEP
FlenConmect Local Auth 14 Enssl e PHIP Hobshty Type E
Learn Clart BF Address 3 Enabled BMIP NAT Type Hexadenmal v |
Wisn baded Central
Swkcheg L1 Enabied PMIP Profile Hene w
Contral DHCP Processing Enabied FMIF Realm
el DRS Enakled Universsl AP Admin Supps
HAT-PAT Ensbded Unitverssl AP Ldmun
Central Eusor | Ensbisd 11w BSS Transitien Sugport

IJg 96 2. |ouile pzeoes udlb 9,09J (AP). eJs eJled lJowsse ubwdle WLAN. i2o,) o808
SSID Juvowds WLAN wp 109, luolds Jlualss yuods WLAN. lowdd lds edlps Idowsse APs
9l v dbs I 09d FlexConnect OEAP.

afraln
CISCD MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs Ap Groups > Edit 'FlexOEAP_Group’
s | General | WLANs | RF Profile | APs | 802.11u | Location | Ports/Medule | Intelligent Capture
= Advanced
AF Eroups
Add Mew pr—
WLAN SSID [FlexDEAP_TEST{17) ~] I
"y
Interface
fInterface | management w| 1
Group(G)

SNMP NAC State M

WLAN ID  WLAN S51p(215) Interface/Interface Group(G) SNMP NAC State

FONITOR  WLANs CONTROLLER  WIRELESS SECURITY  MANAGEMENT COMMANDS HELP FEEDBACK

WLANs Ap Groups > Edit 'FlexOEAP_Group’
B | General | WLANs | RFProfile  APs | 802.11u | Location = Ports/Module | Intelligent Capture
* Advanced
AP Groups APs currently in the Group Remave APS Add APs 1o the Group
[ AP Mame Ethernet MALL | | AP Mame Group Mame
M| API120_4C.ETTC cd:f7:dS AT o
[0 ar3g00_E1.3EB8 T0:db: %8 el:Je:b8
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HMOMNITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELF FEEDBACK

Wireless All APs > Details for AP3800_E1.3EB8
ol General | Credentisls | Interfaces | High Aveilability | Inventory | Advanced | Intelligent Capture
E‘.‘I’ :I: . § !rnl-'| Ps
+ Fadios General Versions
802 11a/nacfax
i‘;i' ’;;gm‘; = 4 Name [4p3son_p1.388s ] Primary Scftware Version #.10.130.0
Dual-86 Radios Letatisn | defsule lacstsen | Batkup Software Varsion 8.10.120.0
Gobal Configuration AP MAC Address  70:db:¥8:el:3e:ba Predomrload Status tane
b Advanced Base Radio MAC 002271 e3:35:58:60 Predownioaded Version Mone
Mesh Ldmin Status | Enakile w Predownload Mext Retry Time Mo
b AP Group NTP 4B Mode Incal w Bredewrioad Betry Count M
b ATF AP Sub Mede jocal Boot Version 1.1.2.4
RF Profiles Oparatianal Status | mondor 105 Wersion 8.10.130.0
FlaxConnact Groups Port Number Bridge Mini 105 Version 0.0.0.0
b FlexConnect ACLs e ;IET[;?.:\:‘:: kil TRy
FlexConnact VLAN Viaua Trpe L CAPWAR Breferred Mode Ipwi (Global Canfig)
Templates DHCF [pwd Address 192.163.100.12
Network Lists Language ::::b: Static IF (Ipwd/1pvE)
iRt “iﬂ_""r_“"r“ Network SPECATT 301781 A0FFFCER2F1 TANSEFGOSFBIDFE ok

IJglogs 2. wlds pu o Jasd eds 118 guuer wede S 1dubods 1dpedss 1JJIuudJdss (WLC)
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MONITOR - WlANs CONTROLLER WIREBLESS SECURITY MANAGEMENT COMMANDS & HELF FEEDBACK

Wireless All APs = Details for APS120_4C ET7C
- n.crts*i_:nwi . Geperal | Credentials |"Irl-'huu- High Availability | Invemtory ~ FlexConnect | Advanced | Intelligent Capture
Darect APs

= Hadigs
&
S tafeleras nl_qr_ni I-.lfr-\uuernml IF Address( Ipwd/ Tpwi) )
802.11h/grax Prmisry Controller | e3504-01 2_19-}.163.1-1-1
i Band s |t e

Dual-5G Radws L

iobal Configuration Terbary Conbredler |
¥ Advanced
Mesh AP Failower Priorty [Lew ¥
P AP Group NTP
¥ ATF
RF Profiles

FlexConnect Groups
¥ FlexConnect ACLS

FlexConnect VLAN
Templates

Rlaburark §iaia
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CISCOD HONITOR  WlAN: CONTROLLER WIRELESS SECURITY MANAGEMENT COMMAMDS HELF FEEDBACK
Wireless All APs > Details for AP3800_E1.3EBS
™ Aoces Palnks | General | Credentials | Interfaces | Migh Availability | Inventory | FlexConnect | lAdvanced | Intelligent Copture
Dhrect AFs
- Radias
BOZ.11a/ n acf e
B02.11h' g/ m"a
I:!u:!-l.'a-': Radios MLAM Sy | Make VLAN AP Specific v IE'

Cual-5G Rades

Global Cartiguration I_:h:i:""“ Group-Specific
¥ Advanced FlexConnect dekd B aran
Group Name St )
Mish
- YLAM AT
¥ AP Growp NTF [T
¥ ATF ViL&N Template Name none
RF Profiles WiLAN Neme 1d Mepgings
FlexConnect Groups
¢ FlexConnect ACLS PreAuthenticalion Access Contral Lists
FlexConnect VILAN Extaenal Websthartoaton &C)
Templates
: L) Sebi ACLE
Metwork Lists
Coppavpl DHTD Bvid gl
F B02.11afnfacax
barvecd SLRE

kF B0E11bfgSn ax

¥ Media Stream OfficeExtand AP
Application Visibility
¥ And Control Enabie OHiceExtend AP
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MONITOR ~ WILANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK

Wireless All APs > Details for AP9120_4C.E77C
> “Cffﬁ:‘""‘s | General | Credentials | Interfaces | High Availability | Inventory | FlexConnect | Advanced | Network Diagnostics | Intelligent Capture |
Direct APs
v Radios : Regulatary Damains 802.11bg:-A E02.113:-B Power Over Ethernet Settings
802.11a/n/ac/ax L
802.11b/a/nfax Country Code US {United States} v PoE Status Full Power
Dual-Band Radios K,
Dual-5G Radios Cisca Discovery Protocol Pre-standard §02.3af switches [
Global Configuration AP Group Name Power Injector State L]
b Advanced Statistics Timer 30 AP Core Dump

Mesh [Data Encryption :l

b AP Group NTP Rogue Detection ||

AP Core Dump [ Enabled

AP Retransmit Config Parameters

e 2 Telnet Glebal Config ¥ | e —5
F < 10 etransmit Count L)
RF Profiles =k _’w oo AP Ratransmit Interval 3 [l
lobal Config v | =
FlexConnect Groups NSt Pocts Stamy sisbel corfiy v VLAN T.
TCP adjust MSS (IPvd: 536 - 1363, IPvE: 1320 - 1331) 1250 ot
b FlexConnect ACLS = S
; TCP M55 is Globally Enabied VLAN Tagging [ Enabisd
FlexConnect VLAN [ enabl
AT REDS e o i NTP Server Status
LED Brightlevel B 1-8
Network Lists " |_—'[ ] Stetus  Disabled
D Flazh State O o 1-3600)28conds
b 802.11a/nfacfax tERas > i2;2e00]accond TrustSec
. Clindefinits
» 802.11b/g/nfax = TrustSes Config
: ®pisable
¢ Media Stream CMX Services
Apslication VISl USE Module 1D USE Module
pplication Visibility y — Services Sub-Services CMX Server I
’ And Control Override ™ ]
Lync Server USE Module Status
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196 5. §p Lluyile §lispo IJozdpe Vs 1J9uo9d (ACL) wogp wduss FlexConnect Jogsss
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(WLAN). oo "otbsb $lises IJoede W 1dsuesd (ACL) JJoduwse Idpeds” bed per®
IJubods 1 ezdss IUJluuddss (WLAN) iz, Blises Idezdp B 1 o9 (ACL) J
FlexConnect. ¢ p lu@) 999 |olu96.



i,

CISCO MOMITOR  WLANs CONTROLLER  WIRELESS URITY ~ MANAGEMENT COMMANDS HELP  FEEDBACK

Wireless FlexConnect Groups > Edit °FlexConnect_OEAP_Group’

= Access Paints

AP Ganeral | Local Authenticatlon | Image Upgrade || ACL Mapping || Contral DHCP | WLAN VLAN mapping | WLAN AVC mapping |
Ceruct AP L

| ARA VLAN-ACL mapping [wn.m—m mapping |

v Radios

02 11ain/eefax
S02. 1 I g mfax

Duak-5G Radioe i N
Global Corfiguratesn Waeb Auth ACL Magpping Local Split ACL Mapping
¥ Advamced WLAN 1 T ] i T
dims Welbhuth P4 ALL [none Local Spit ACL [ Flex_OBaP_acL v |
kAR Group NTF Wekbuth I ACL [ nane
s [add]
AF Profiles ﬁ Id ALAK Profile Mame
FlexConnect Groups ol il Seaep e Bl R
b FlexConnect ACLS . o

FlexConnect VLAN
Templales

Habwirk Lists
k BD2.116 R 6c ax

IJgb9s 7. |uol’é & §bs 1J9o9d |Us peesed FlexConnect:

EISED MORTEGR  WLANs  CONTRCUER  WIRELESS  SCOURITY  MANAGEMENT COMMANDS  WELP  (EEDBEK

P — o -

Erapie &8 Loge Syhencagand
¥ Adwaneed
Hesh

cISCo MONITOR  WiAMN: CONTROULER WIRELESS SECURITY  MANMGEMENT COMMANDS  HELP  FEEDBACK

+ AP Grous NTP HITP-Fromy
= : =

e mp— L FlexConnect Group AF List

u profiles =

=

aleanllie

s act kA [p———— cisco HONITOR WM COMTROUICR  WIRILESS  SICUNITY  MANAGEWINT

Fhextnod VLAN -

Tamplates e Wirelese FlanCanmect Group AP List

———— i P . —
b BO2ajnfac/ax =

Pt Frared Seaek Hath [T RS Faeaneact_OFAP_Griug

» s
BOLILL il ot et Secsell| P AP Groms MTP

b Hess Siresm

Fort Musmar b ATE
Application Visibisity
* nd cantrol = =
= .
ol FlanConnect Croups
) = FlaxComnect ACLE
Commtry

FlanCamnect VAN

Templetes
Metwork Lints Feies §
8P 1S bdeens Statn st Tie Conia with P
1 o - Mot e o
4T ascatnd Fawsennt Han L a

IJordd pu lJuoes

1. 10288 o 2lds Blises Idozde B 19,09 (ACL) Juble FlexConnect sog s dol:

c3504-01) >show flexconnect acl summary

ACL Narme St atus

Fl ex _OEAP_ACL Applied

(c3504-01) >show flexconnect acl detailed Flex OEAP_ACL

Source Destination Source Port Dest Port
I ndex | P Address/ Netmask | P Address/ Net mask Prot Range Range DSCP Acti on

1 0.0.0.0/0.0.0.0 192. 168. 1. 0/ 255. 255. 255. 0 Any 0- 65535 0-65535 Any Permit
2 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0 Any 0-65535 0-65535 Any Deny



2. 1Joz 8y pu websd lJogssd Idpeds J FlexConnect:

(c3504-01) >show wlan 17

17
Fl exCEAP_TEST

Fl exCEAP_TEST

StatUS. . ot Enabl ed
Interface. . ... ... . managenent
FlexConnect Local Switching....cccceeeeeeccees Disabled
FI exConnect Central Association............... Di sabl ed
fl exconnect Central Dhcp Flag................. Di sabl ed
fl exconnect nat-pat Flag...................... Di sabl ed
fl exconnect Dns Override Flag................. Di sabl ed
fl exconnect PPPoE pass-through................ Di sabl ed
fl exconnect |ocal-switching |P-source-guar.... Disabled

Fl exConnect M an based Central Switching ..... Di sabl ed

FI exConnect Local Authentication.............. Di sabl ed

FI exConnect Learn |P Address.................. Enabl ed

Post-Auth IPv4 ACL................
Post-Auth IPv6 ACL................

Fl exconnect
Fl exconnect

Unconfi gured
Unconfi gured

Split Tunnel Configuration

Split Tunnel .. ... ... .. . . . . . . . Di sabl ed
Call SnoopiNg. . ... ... e Di sabl ed
Roaned Call Re-Anchor Policy..................... Di sabl ed

3. 1dezdl pu wdysy pepe9ed FlexConnect:

(c3504-01) >show flexconnect group summary
Fl exConnect Group Summary: Count: 2
G oup Nane # Aps

Fl exConnect _OEAP_G oup 2
defaul t-flex-group 0

(c3504-01) >show flexconnect group detail FlexConnect_OEAP_Group
Nurmber of AP's in G oup: 2

AP Et hernet MAC Nane Status Mde Type Conflict with PnP

70:db:98:el:3e:b8 AP3800_E1l.3EB8 Joined Flexconnect Manual No
c4:£7:d5:4c:e7:7c AP9120_4C.E77C Joined Flexconnect Manual No

Efficient AP Inage Upgrade ..... Di sabl ed
Efficient AP Image Join ........ Di sabl ed
Aut o ApType Conversion........ Di sabl ed

Mast er - AP- Mac Mast er - AP- Nane Mbdel Manual



Group Radius Servers Settings:

Type Server Address Port

Primary Unconfigured Unconfi gured
Secondary Unconfigured Unconfi gured

Group Radius/Local Auth Parameters :
Radius Retransmit Count......................... 3 (default)
Active Radius Timeout........................... 5 (default)

Group Radius AP Settings:

AP RADI US server............ Di sabl ed
EAP- FAST Auth............... Di sabl ed
LEAP Auth................... Di sabl ed
EAP-TLS Auth................ Di sabl ed
EAP- TLS CERT Downl oad. ... ... Di sabl ed
PEAP Auth................... Di sabl ed
Server Key Auto Cenerated... No

Server Key.................. <hi dden>
Authority ID ............... 436973636f 0000000000000000000000
Authority Info.............. Cisco AID
PAC Timeout................. 0
HTTP-Proxy |Ip Address.......

HTTP-Proxy Port............. 0

Mul ti cast on Overridden interface config: Disabled
DHCP Broadcast Overridden interface config: D sabled
Nurmber of User's in Goup: O

Fl exConnect M an-name to |Id Tenpl ate nane: none
Group-Specific FlexConnect Local-Split ACLs :

W.AN | D SSI D ACL

17 FlexOEAP_TEST Flex OEAP_ACL
G oup- Speci fic WVl an Config:

Vian Mode. . .................. Enabl ed
Native Mlan.................. 100
Override AP Config........... Di sabl ed

G oup- Speci fic Fl exConnect Wan-Vl an Mappi ng:

W.AN ID VIan ID

WLAN I D SSID Central -Dhcp Dns-Override Nat - Pat
loe suvebse duuo 1Uz)ds o9, Vs Id ap $hu in order to > 38¢ 1o 1JzyJs p)9) sI9u
loduwew eds IJ ap.

odpse: JiEluo lpuveduuld IUigble sl odlzol spdud welbsd wuvds) DTLS Joys
Yo o9 Idoslole 1Jpopus s CAPWAP.

$9502 pold IJedlb 1Jzjes 03l 2598 p)9) Idwslule IJes eblod eoble b o" JSlsps
IJoede B IUsuosd 1Jpszos IS euues Ioede B IJubeds 1dppdss 1JJluvdIdss (WLC).
9298 0,9, Idoslole IJos oblod suble "duwelz" JBlses IJoede Bs 1UsLoed IJes wp
we9sdol pedsl B udbs lJy o9



£ “Ethernet_yellowlable

Fie Edit Weew Go Capture Amahee  Sististes  Telephoey Wireless Took  Help

Al e TRE qenET EAEEaaaen

LI

Mo, Deita Source Destinabion Lergth  Info Ext Tag Hussber

* 28859 9.819533 192.168.1.99,192.168.1.139 192.168.1.14,8.8.8.8 158 Echo (ping) request 1d-Ewod@l, seq-213/545-

— 20888 0.005956 152, 168.1.14,8.8.8.8 192, 168.1.95,152. 168.1.1%9 142 Echo (ping) reply  ideicd00l, seqe213/5485_
Pl @.954274 192,168.1.99,192.168.1.139 192.168.1.14,8.8.8.8 150 Echa (ping) request Id=Dudidl, seq=214/547_
20913 B.B18616 192.168.1.14,2.8.8.8 192.168.1.99,192.168.1.139 142 Echo (ping) reply 1d=Bx0eal, seq=214/547_
28961 8. 936005 192, 168.1.99,192.168.1.139 192,168.1.14,8.5.8.8 150 Echo (ping) request id=dudddl, seqe215/558.
20962 2.818343 192.168.1,14,5.8.8.8 192.168.1.99,192.168.1.139 142 Echo (ping) reply  1d-BwdB@l, seqe215/558_
21887 B. 084777 102, 168.1.99,192.168.1.139 192,.168.1.14,5.5.8.8 158 Echo (ping) request idsdxd0dl, seqsdlf 852
21eE @.9k83e9 192.168.1.14,8.8.8.8 192.168.1.99,192, 168, 1, 139 142 Echa (ping) reply 1d=EwbRdl, seq-216/552-
21467 5.477613 192.168.1.53 192, 168.1.254 74 Echo [ping) request idefhodBdl, seqe217/555.
21468 0. 000638 192,168.1,254 192,168.1.99 74 Echo (ping) reply id=uiihl, $eq=217/555-
21511 1.803331 152.158.1.53 192.168.1.254 74 Echo (ping) request 1d-BuB@l, seqe21Bf552-
21512 2. 000192 192, 168.1,254 192,168.1.99 74 Echa (ping) reply ideicdl, seqeX1B 558,
21572 1.8€9272 192.168.1.99 192.168.1.254 74 Echa (plng) request 1d-BwdBdl, seq=219/568_
2187y £.005008 152, 168.1.254 192, 188.1.95 74 Bcho (ping) reply  ideBcd0Ol, seqe218/SE0
21621 L.092280 192,168.1.99 192,.168.1.254 74 Echa (ping) request 1d=0adR0l, seq=2200563-
21622 B.BSAITS 152.168.1.354 192.168.1.99 74 Echo [ping) reply  id=fcdBdl, seqe228,/563.

» Frame 20E59: 158 bytes on wire (1280 bits), 158 bytes captured (1288 bits) on interface @

* Ethermet II, Src: Cisco_el:Be:bB (#:db:98:el:de:b8), Dst: Cisco_14:84:b8 (cciTdied:1d:84:b8)

Internet Protocel Version 4, Sec: 192.168.1.99, Dst: 192.168.1.14

* User Datagram Protocol, Src Port: 5264, Ost Port: 5247

» Ceatral And Provisioning of Wireless Access Polnts - Data

» IEEE 88%.11 Data, Flags: .......T

* Logicsl-Link Control

Internet Protocel Version 4, Sec: 192.168.1.139, Dst: B.B.5.8

» Intermet Control Message Protocol

A “Ethemnet_yellowCable
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imge | EREQes=TiEEaaqn

[ W [iame

Na. Ddts Souroe Destnation Lergh Info Ext Tag Humb
20859 9.819533 192.168.1.99,192.168.1.13% 192.168.1.14,5.5.8.8 158 Echo (ping) request 1de8wB@Bl, seqe213/545_
20868 B.01955E 192.168.1.14,8.8.8.8 1592, 188.1.99,192.168.1.133 142 Echo {ping) reply id=fnB0dl, seqelll 545
212 8. 954274 192, 168.1.99,192,.168.1.138 192, 168.1.14,85.8.8.8 158 Eche {ping) request idefuwlddl, seqelldaf547.
1a913 B.R1BE1E 192.068.1.14,8.8.8.8 193,168, 1,909,102, 168.1. 139 142 Eche (ping) reply id=RaRRRl, seq=214/547-
19961 B.986005 192.168.1.99,192.168.1.139 192.168.1.14,8.8.8.8 158 Echo {ping) request 1d=@wB@Bl, seqs=215/558_
20962 2.808343 192.168.1.14,8.8.8.5 192.168.1.59,192,166.1.139 142 Echo {ping) reply  id=BxBodl, seqeZl5/558-
2147 @, 054777 192.168.1.99,192,165.1.130 192,168, 1.14,8.8.8.8 158 Eche {ping) request id=0ucdddl, seqe216/552.
2108 2.@18320% 192.168.1.14,8.8.8.8 192,168, 1,9%9,102.168.1. 139 142 Eche (pimg) reply 1d=fuBdbl, seq=116/552-

4= 21457 9.477613 192.168.1.99 192.168.1.254 74 Echo {ping) request 1d=EwB08l, seqe217/555-

Wi 21458 0000638 193,168, 1.254 152, 188.1.59 74 Echo {ping) reply  id=Bu0081, seqel17?/SS5_
21511 1.003330 192.168.1.99 192,168, 1,254 74 Eche (ping) reqeest ideOu@ddl, seqe21B/558.
21512 20000192 192.168.1.254 182,168, 1.99 74 Eche {ping) reply 1d=BuBOBl, seq-118/558-
21572 1.8@9272 192.168.1.99 192.168.1.254 74 Echo {ping) request 1d=EwB@8l, seqsl19/568_
21573 2.090000 192,168, 1.254 192.168.1.59 74 Echo {ping) reply  id=Bxdo@l, seqeZl9/S&d.
21621 1002260 192.168.1.99 192,168, 1,254 74 Eche (ping) reqeest id-Oul@dl, seqe220/563.
F1ER2 2.000374 192.168.1.254 192,168, 1,99 74 Eche {ping) reply ld=puBBl, seq-120/563-

pdlebs: B IJuwsubsyole IJgbss: wuyze vdbé 1Usuesd gulssu IUuvods Jg,Js

Frame 21467: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on imterface @

Ethernet II, Src: Cizco el:3e:bB (M:dboS98zed:de:bB), Dst: ThomsonT_T73:cS:1ld (@d:26:44:73zc5:1d)
Internet Protecel Version 4, Srec: 192.168.1.99, Dst: 1921.168.1.254
Internet Comtrol Message Protocol

IJes9) ldos swp wrasdol peds Jio IJubods 1JB,ess Jdepsd wuoes lds pvods
lJpdow9dl wgy lJlzosé lUpedss Os ldpdou ldpujds Jswsé IUsuesd IUs IJuveds

lJo,es0 JJgpsd. ouwedse uldbo 1 od susly IP 1dpeess Vs Iduveds I8 es6

Jdpdloo 1dpusidss Ipedss Joseed 2J6 pr9) 1dgpsd.

in order to >89 Iu IJ ap lugje IJ nat lue syualbse Jube [Js 1J ap lowolisss 9luos,e

IJg 2 ip nat ¢ yged" lp). polJ:

AP3800_E1. 3EB8#show ip nat translations

TCP NAT upstreamtransl ations:

(192.168.1. 139
gw_h/nat/from.inet_tcp: 0]

1223,

192.168. 1.2, 5000)
i 0 exp42949165

=> (192.168.1.99

1223,

192.168.1.2, 5000) [*O



(

gw_h/nat/from.inet _tcp: 0]

192.168. 1. 139, 1095, 192.168.1.2, 5000)
i0 exp85699

TCP NAT downstream transl ati ons:

192.168. 1.2, 5000, 192.168.1.99, 1223
gw_h/nat/to_inet_tcp:0 *0] i0 exp42949165
192.168. 1.2, 5000, 192.168.1.99, 1207

(
[
(
[

gw_h/nat/to_inet_tcp:0 *0] i0 exp85654

)
)

=> (192.168.1.2, 5000, 192.168.1.139,

=> (192.168.1.2, 5000, 192.168.1.139,

=> (192.168.1.99, 1095, 192.168.1.2, 5000) [*O

1223)

1207)

v sisd [ lo9uwle tunneling. g_,@_').J-.’J JJ 2Jo p)9) s29d pydisl Ws IJ WLC. §3uba_obl
lJeold wy9w9ded yuwlisd Ideede s Idluw,uw (ICMP) [Js [J9zos 192.168.1.2. 51gd s 9
Capwap:

‘ Capturing frem Ethemet_ye!lowtable
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AW e REqQe=s=7l5Eaqaan
[ iemel
ha. Delta Source Destination Length Info Ext Tag Mumber Payload Type (o]
—= 188 B.680000 192.168.1.82,192_168.1.139 192.168.1.14,192_168.1.2 158 Echo (ping) request id=0x8081, seq=129/338. MsDU
- 189 6.060046 192.168.1.14,1592.168.1.2 192.168.1.82,192.168.1.139 142 Echo (ping) reply id=8x8@el, seq=129/338. MSDU
127 1.900716 192.168.1.82,192.168.1.139 192.168.1.14,192.168.1.2 158 Echo (ping) request id=0xB081, seq=130/332. M5DU
128 9.880266 192.168.1.14,192.168.1.2 192.168.1.82,192.168.1.139 142 Echo (ping) reply id=exeeel, seq=13@/332. MsDU
142 1.865783 192.168.1.82,192.168.1.139 192.168.1.14,192.168.1.2 158 Echo (ping) request id=8x%8001, seq=131/335. MSDU
143 ©.800130 192.168.1.14,192.168.1.2 192.168.1.82,192.168.1.139 142 Echo (ping) reply  id=exe@el, seq=131/335. MSDU
165 1.868894 192.168.1.82,192.168.1.139 192.158.1.14,192_168.1.2 158 Echo (ping) request 1d=0x0001, seq=132/337- MsDU
166 8.800133 192.165.1.14,192.168.1.2 192.168.1.82;192.168.1.139 142 Echo (ping) reply id=8x8081, seq=132/337. MSDU

+ Frame 108: 158 bytes on wire (1200 bits), 150 bytes captured (1200 bits) on interface @

+ Ethernet II, Src: Cisco dc:e7:7c (c4:f7:d5:4c:e7:7c), Dst: Cisco_14:84:b0 (cc:78:ed:14:

> Interret Protocol Version 4, Src: 192.168.1.82, Dst: 192.168.1.14
User Datagram Protocol, Src Port: 5251, Dst Port: 5247
+ Control And Provizioning of Wireless Access Points - Data

» IEEE 8@2.11 Data, Flags: ....... 1T
* Leogical-Link Contrel

* Internet Protocol Version 4, Src: 192.168.1.139, Dst:

» Internet Control Message Protocol

192.168.1.2

84:ba)
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