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peJsple luwlpussd

Sweed puw9sd Active Directory (AD) o w99Jsé ©Id9su w9wedsd 1Usuosd 1Js IUsdsd g8
IJ9ju AD (LDAP) JJw,9e9dsd 1Ug s JJsuosd IJs 1dsdsd (LDAP). ssuied 3Jd wowse
IJuioble 1Jpades pu Sod CAlJes olds weolbdule yiolss LDAP.

ro‘Jla_Joé _)Iag_ o5l IJI_)UUIJO JJauogJ &Ls pg_Jgrolu oU iaJ IJUExSU PU quolJlu LDAP
I Ol I w | > 1 J5les oo, LDAP |o Jlo Actlve Director

lJoezol pu uvoble LDAP oo wswol

IJgbo96 1. we> wppsd ol LDAP |Js ¢be AD: w2l pu wpdso LDAPS gJs ¢l AD
wluwegole 1516 LDP.exe.

1. e 1316 |5, AD (LDP.exe) gJs ¢l3 AD.


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/trouble/12_5_1/fieldNotice/cucm_b_fn-secure-ldap-mandatory-ad.html
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2. 85 Blispd IJogupsd: s wovosd.

3. bgd luwpe IJezld 1Jpsed wlJdled (FQDN) IJgluo wgle LDAP J¢lse.
4. 5¢Je 636 Lol lu IJpsule ,@p.

5. b3l §6 ok Jpl 09 p9 oz Wb IJu29,6

5 Ldp = [ X

Connection Browse View Options Utilities Help

WIN-H2Q7451U39P .com
536 [ ] Connectionless
ES

Cancel

Ready NUM

JJlouold IJulze wldewds 636, clboug ped9ple ROODSE B Iz e IJlspw: Jpl 09 p9 08 B
lJuog,é:



Connection Browse View Options Utilities Help

LOAP_OPT_PROTOCOL_VERSION, 3);
% Error 0 = idap_connect(hLdap, NULL);
Error 0 = ldap_get_option(hLdap LDAP_OPT_SSL,(void*)&iv});
Host supports SSL, SSL cipher strength = 256 bits
Established connection to WIN-H2Q7451U39P .com.
Retrieving base DSA information...
Getting 1 entries:
configurationNamingContext:

CN=Configuration,DC= ,DC=com;
currentTime: 4/2/2020 10:40:55 AM Central Daylight Time;
defaultNamingContext: DC= NC=com;
dnsHostName: WIN-H2Q74S1U3%P com,
domainControllerFunctionality: 6 = ( WIN2012R. );
domainFunctionality: 6 = { WIN2012R2 );
dsServiceName: CN=NTDS Settings, CN=WIN-

H2Q7451U39P,CN=Servers,CN=Default-First-Site-

Name, CN=5Sites, CN=Configuration, DC=

m,
forestFunctionality: 6 = ( WIN2012R2 ;
highestCommittedUSN: S00892;
isGlobalCatalogReady: TRUE;

v imahrani=ad: THHIC-

) Idlle gl wldpoads 3269, Jel 09 p9 oz s IULo9,6:



53 Ldp - disconnected -] X

Eannectinn Browse View Options Utilities Help

UPDATE_STATS ); 1.2.840.113556.1.4.2204 = ( N
TREE_DELETE_EX ); 1.2.840.113556.1.4.2206 = ( |
SEARCH_HINTS ); 1.2.840.113556.1.4.2211 = (
EXPECTED_ENTRY_COUNT ); 1.2.840.113556.1.4.2239 =

( POLICY_HINTS ); 1.2.840.113556.1.4.2255;

WIN-H2Q745 1U35F .com

Port: 3269 [ ] connectionless
[v]ssL

Cancel

supportedSASLMechanisms (4): GSSAPL GSS-SPNEGO;
EXTERNAL; DIGEST-MDS;

0x0 = Idap_unbind(id);

Ready NUM

JJlooold IJulze wldpewwds 3269, wbog pedsple ROOtDSE B IJzje Ilspu: Jpol 09 ps 02
B 1duo9,e:



Connection Browse View Options Utilities Help

d = idap_sslint("WIN-H2Q7451U38P .com”, 636, 1), A
Error 0 = ldap_set_option(hLdap,
LDAP_OPT_PROTOCOL_WVERSION, 3);

Error 0 = ldap_connect(hLdap, NULL);
Error 0 = ldap_get_option(hLdap,LDAP_OPT_SSL, (void*)&lv);
Host supports SSL, SSL cipher strength = 256 bits
Established connection to WIN-H2Q7451U39P - LCom.
Retrieving base DSA information...
Getting 1 entries:

configurationNamingContext:

CN=Configuration DC=network218 DC=com,
currentTime: 4/2/2020 10:40:55 AM Central Daylight Time;
defaultNamingContext: DC=network218,DC=com;
dnsHostName: WIN-H2Q7431U39P _ - .com;
domainCaontrollerFunctlionality: 6 = ( WIN2012R2 );
domainFunctionalty: 6 = ( WIN2012R2 );
dsServiceName: CN=NTDS Settings, CN=WIN-

H2Q7451U39P,CN=Servers,CN=Default-First-Site-

Name,CN=Sites, CN=Configuration,DC= ,DC=co

m;
forestFunctionality: 6 = ( WIN2012R2 );
hinhestCommittedlISN- 5N10892-

Ready NUM
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Sup e Iduveble 1Jgs) sldpoyuwl IJos wes gicl po Jbolsé ¢lse LDAP.
<hostname>.<Domain>.cer. Vs |J_29,6:

11 A [ =1 cent = O x
File Home Share View v @
« b gt i > LDAPS » cert v O £ Searchc..
A Name Date modified Type Size
3 Quick access -
= =l CERTCA2012-CA.cer 3/27/2020 8:57 AM Security Certificate 2KB
| Documents — - : i
& NIN-H2Q7451U39P-CA. [COM.Cer 3/27/2020 8:55 AM Security Certificate 2KB
$e Dimloacts # WIN-H2Q7451U39P .com.cer 3/27/2020 8:56 AM Security Certificate 3KB

[&=| Pictures o+

cert

loodd 1Js bhs uble IJouigsd 1Jp9z> oo CUCM Publisher oo Cisco > IJlole > 516 I uolsle.
Ip wogpesd Uz J tomcat-trust (Jpl 09 p9 0z Vs IJuo9,6) 9CallManager-trust (s, p9,22):



@ Upload Certificate/Certificate chain - Mozilla Firefox 0

© & bttps://10.201.218.163/cmplatform/certificateUpload.do s se N D ® @

ogin @' Signintoyouraccount [ Current [ Training

Upload Certificate/Certificate chain

53 upoad [T Close Navigation [ Go |

admin Search Documentation About Logout

-Status

@ Wwarning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

-Upload Certificate/Certificate chain I
Certificate Purpose™® | tomcat-trust &
Description(friendly name) | I
Upload File No file selected.
|
Upload Close @ File Upload
@ A indicates rege &« v A » This PC » Desktop » LDAPS » cert v & Search cert
Organize = Mew folder G== =
B Desktop ol Mame Date modified Type Size
< | LDAPS | ~CERTCAZ012-CA.cer 3/27/2020 8:57 AM it b & L 2KB
ToDo =] -'k‘l:I\E\IAHEQNSIUBQP-CA.net... 3/27/2020 8:55 AM Security Certificate 2KB
& Cisco 5] WIN-H2Q7451038P com.cer 372772020 8:56 AM Security Certificate 3KB

weesd puyuwb J tomceat-trust (Jel 09 p9 oz Os IJuo9,6) 9CallManager-trust (£, 9 22):

.r O & https://10.201.218.163/cmplatform/certificateUpload.do L = e ﬁ- mweoms@® =

[
Upload Certificate/Certificate chain "~ login BT Sign into your account [ Current £ Training

5% upoad [T Close [PRPRIONN - o Unified OS Administration + [ Go
admin Search Documentation About Logout
—Status
® Success: Certificate Uploaded
@ Restart Cisco Tomcat Service using the CLI "utils service restart Cisco Tomcat”.
| 1f | @ File Upload
the
| T » ThisPC » Desktop » LDAPS » cert v O 2 Search cert
| rUpload
|
i Certifig  Organize New folder e M @
| Descrip [ Desktop s Name Date modified Type Size
Cplong LDAPS
| = -CERTCA2012-CA.cer 3/27/2020 2:57 AM Security Certificate 2KB
. Topo &= IN-H2Q7451U39P-CA.net...  3/27/2020 &:55 AM Security Certificate 2K8
Bakg & dics Gl win-H2Q748YU30P com.cer  3/27/2020 8:56 AM Security Certificate 3KB
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Swlbdy 306 Sgs> cisco Tomcat: Jpol 09 p9oz Vs 109, 6:

lJgl9s 4. luogd IJs 06 CUCM Publisher Cisco Unified Service > I>9le, > Control Center -
Feature Services: 902388 pu wuubsl g>p6 Cisco DirSync govgsdol (Jpl 09 o902 IO
IJu29,8)c &p lgs wuigsd ¢306 Cisco CTIMmanager gJs JJ £936 B glds [quegsle o3l (£,
£9L2R):

iibiilia Cisco Unified Ser\riceabllltv LEMRENERY Cisco Unified Serviceability

CISCO  Eor Cisco Unified Communications Solutions

alarm * Trace ~ Tools v Gomp v Colome v Help v

ontrol Center - Feature Services EETEIRITTS <crvice Activation ] co

Start () Stop L:J Restart (@ Refresh Page

Status:
DrReady

Select Server

Server” | cucmpub218 .com--CUCM Voice/Video || Go

Performance and Monitoring Services

Service Name Status: Activation Status Start Time Up Time
Cisco Serviceability Reporter Started Activated Fri Mov & 09:30:34 2019 146 days 00:27:49
Cisco CallManager SNMP Service Started Activated Fri Nov & 09:30:36 2019 146 days 00:27:47

Directory Services
Service Name Status: Activation Status Start Time Up Time
® Cisco DirSyne Started Activated Wad Mar 25 12:17:13 2020 7 days 22:41:10

od9sw dJsd LDAP 1Jley

IUg 1056 1. 3p wodsso sJsd CUCM LDAP Jl weésle louold LDAPS TLS o AD gJs lJpods
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Jpedyple ¢lbp LDAP. 255 o093 LDAP 636 9235 1Jpeywg Jluwwgsle TLS: Jel 09 p9 0z O
lJuog,6:

[IRWPEIEN Cisco Unified CM Administraticn
admin ‘Search Documantation Abaut Logout

alilnw  Ciseo Unified CM Administration
CI5€0  Eur Cisco Unified Communications Solutions

* Media Resources ¥ Advanced Festures * Device ¥ Applcation v User Management v  Bulk Adminastration ¥

Help =
Go

System *  Call Routin
[T FUER W ES Back to LDAP Directory Find,

G Save x Dete [J_j Copy b Perform Full Sync Now % A Hew

rGroup Information

User Rank* 1-Default User Rank

Access Control Groups
Add to Access Control Group
Remowe from Access Control Group

Feature Group Template | = None =

Apply mask to synced telephone numbers to create a new line for inserted users
Mask
Assign new line from the pool list if one was not created based on a synced LDAP telephone number

Order DN Pool Start DN Pool End
~LDAP Server Inf ion
Host Mame or IP Address for Server™ LDAP Port” UseTLS
WIN-HZQT4S1U3SR .com ||636

 Add Another Redundant LDAP Server




pdlzbs: vuvdd 1ol gos wes 1oz dd pu lUluosbso 10.5(2)SU2 9 9.1(2)SU3 FQDN
IJJ3s0 wp odgsuopl B pedyple glbe LDAP ron,jlg,\) IJlwe 1Jgle Jduiol>e s 2lds
luvedslp gu9lo IP wodl oo FQDN: swpe luosl) 1Jle, utils Idap config ipaddr Jls 8l
9,2 lJozdl pou FQDN [Js CN.
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el Cisco Unified CM Administration
€138 For Clur Unified Commenications Solutions

Calfoutng +  MeoaBwscwrcen v Adacoed esteris v Devee T ASpiaon v Uk Matigeneet v Bub ASerarios v BB T

Sysem *

TP OO s o Lo Dectory Frdiiust ] 0o |

@ Undate puscesatil, Parttem & & o nchadulad) changes 5.

LEWAP Configuraticn Mame® Das-318
LR Manager Dutrgushed K " L,
LOAP Password*
Contirm Passward®
LOAP User Search Base® -
LEAP Custom Fiter b Uters i era
Simetnsize® :
LA Costom Fiter for Groups

lJglb9s 3. luwgd IJs 1bLée CUCM > 51,6 [Jpwegse > 1Jpuwegspe Iduoliss 9oedl pu 9290
IJeuwogrpsu Iduolisssu: Jel 09 p9 oz Vs 1Juos,6:

alli  Cisco Unified €M Administration g 6o |
CISCO  kor Cisco Unified Communications Solutions in  Searc ation  About  Logout
System = CalRouting v Media Resources =  Advanced Features Device = + User - Buk * Hep v

q}mm ﬁmn gﬁmrm %msm

rStatus
@ 3 records found
User  (1-30f3) Rows per Page 50|
Find Usar where | First name - | begins with |[ Find | Clear Filter || | =
O User 1D * Masting Humbar First Hama Lagt Nama Dapartmant Diragtsry URE Usar Status Usar Ranle
|| gsiacy 2183 Gwen Stacy gstacy @ -Com Active Enabled LDAF Synchronized User 1
Ol hosborn 2182 Harry Osborn hesborn@ ~£om Active Enabled LDAF Synchronized User 1
[ pparker 2181 Peter Parker pparker@: ~com Active Enabled LDAP Synchronized User 1
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Self Care Portal
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il nified Communications Self Care Portal Gwen Stacy ¥ Skip to Content

"
cisco

Phones Voicemail IM & Availability General Settings Downleads About  Help

My Phones

Phaone Settings

Company Phones

Thase are the phones provided to you by your company. You may set personal preferences for these in Phone Settings

|

Cisco 8865
2183

Call Forwarding
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ified CM Administration

Navigation [ RIS

admin Search Documentation

aliilin  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions
System v CalRouting v Media Resources ¥  Advanced Features v Device v  Application v User Management ¥  Buk Administration ¥  Help v

Q Save

rStatus

@ Update successful

r LDAP Authentication for End Users

Eluse Loap authentication for End Users

LDGF Manager Distinguished Name® [Adminictrator® o
LDAP Password * [eeenss PR .

Canfirm Password * [snsnne sesns .

LDAP User Search Base® [en=users,de= de=cam
r LDAP Server Information

Host Name or [P Address for Server* LOAP Port® UseTLS
|WiN-H2Q7451039F .com |2269
Add Ancther Redundant LDAP Server
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wliliy  Cisco Unified CM Administration
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System v CalRouting =  Media Rescurces v  Advonced Features =  Device v A =

UC Service Configuration

Qsam xmm cmr %m & Ronty Config :"}amnm

LEET IR Back To Find/List | Go |

r Status
@ Update successful

rUC Service
UC Service Type: Directory
Product Type™® [Directory ”
Name* I_Secur_e Directory ]
Cescription ]
Host Nome/IP Address™ [win-H2Q7a51U39R  .com |
Port |638 ]
Protacel | TS

[ save | | Delete | [ Copy | | Reset Add New

@ *- indicates required item.
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