Nexus 5000 Series Switch ERSPAN o vdsJ

o&lJ

Slhgizall

do 280l

duw Y o lllaioll

o lllaioll

do 2ol & bgSall

o >Mao)

duwlwl ologles

aSuill | Jaulasill puw )l
ol oSGl

axall o goxill
Le>Molg cllaz VI SLiiwl
ilo ol ologles

dosall

ol glias nexus 5000 sery e duwl> (ERSPAN) i Jxo Joxy ey waley JSuin ol (s dags 13D caa,

WS e a2y € Mo 3958 Sl Sl e 59,0 45 ,> uSy Jaiy

daw L) o Lol
olllaiall

:onoSil 13® el gl ol Jd adlil o lllniad] elaguwl oo 25T

Nexus 5000 aluludl 0 oVgxoll (e 0650l duvlil 48,20 g -
Nexus 7000 oV dbubw Jle u0Sil duulul 49,20 agial -
ERSPAN Jl duuluwVl aé,20 sl -

a2 iwall &bgSoll

il kol lgSally poll ellnol L sicuwall 13® (5 65,le)l & logleall ks

Cisco NX-OS ol _Je Cisco Nexus 5010 Series Switch Jg=oJl :Nexus 5000 Switch Jg=all -

&l ol 91 (N1(1(3)5.1 ) lao )l

Jlaoyl (Cisco NX-OS zol s Je Cisco Nexus 7018 Series Jg=aJl :Nexus 7000 Switch Jg=aJl -

asl ol 91 (3)5.1



8562V o> wlay @0l ddaso diy L9 635%90)l 8363V (o Aituall 13 L9 63)ls)l wlogleall slis] o
Y Joixall sl lagd o 258 (6o cliSain colS 151 (Lol ,idl) pommn (oS simoll 13D 9 dorimoll
ol

wbMawodl

Ol oMawvl Jo> wlogleall o 30 Je Jaaxl dusill Cisco vl obWawl g1,

dawlwl ologles

S e zlivs da2i o Ay € 0, Say ERSPAN -

Nexus 5000 9 dul> xluy ¥ &le .duwl> jouao ERSPAN laas zlias ailwy cisco Nexus 5000 sery -
aS,> uSey Jl Ll ol dwl> &le ERSPAN J pliss closiwl Nexus 7000 asgg 13 8 L) .pliss
.clieo Nexus 5000 0 59,0

cal%, -(GRE) alwuS ddac xixs JoLis routable ERSPAN (duwl> ,ua0 ERSPAN wll, ERSPAN -
.dul> dqle ERSPAN g ;9,0 aS,>

Sl o 8] e celisn dylall | aliso plian oo sliso 0a0 oo uS2s 190 55> Jiz, ERSPAN -
A3 22,9 ©uS UeSy bl L lise &Rl I Jasg 2live saanll (9 5950 A, alsy cday) Sy
el aldl JI el
Ba> e walito pliss le dawl> &le9 dwl> jaa0 ERSPAN Sl gaaiwy el -

Juao ERSPAN

ERSPAN 100 monitore S gaaiuy 59,0 &5,> Sl po wyll oles -
(M) olxs] i 9l (zy%0) eanr (U5 20) canlin] 095y ST eliso s2all by all the cudl) galaiwy il -
ERSPAN ¢ cise g5s VLAN loaic .VSANS jxas 91 VLANS jxa0 clivs jaas (paini ERSPAN .
_xa0 VLAN ERSPAN JI (8 ¢, xluy JS o
olg>gll ERSPAN

oxa0 ERSPAN (0 59,0 85,5 gauis Jl eliso pliasy 18 -

ool 91« 34835 (RMON) a2, o, 2o, 431 91 6lb SwitchProbe Jio 615Vl JI clay, olS ol eliso &l -
el 50 3324 91 459 o day) Fauiy JI cll>9 caaliw] galoiwy ol 811

3 aslall o VsSoign Sl 9l dsbio 6,2 Juio 51 S dgsll 8o Il V -

il 13D 9 dxugall el (19S5 wlogles <l pad audll 13D 5

50loVl o> wlogleall o a0 e Joaxll (lasd o)l eMasll) 4oloVl ey 813l pasiwl 1dla> Vo
padl] 13D 9 doriuoll

W1 aSaidl slac] xituall 13D pasiuy


/c/ar_ae/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/cgi-bin/Support/Cmdlookup/home.pl

Mexus 5000 Mexus 7000
Sernes Swilch Series Switch

-
=3
|

: ) 11 E1
Eaf %

Layer 2

| connection
E1/10 E1i24

SOUTTE Destination

eSSl
] o liyeSal sl 13D pasiay

Nexus 5000 Switch Joxoll -
Nexus 7000 Switch JoxoJl -

Nexus 5000 Switch Jg=olJl

Nexus 5000#configure terminal

Configures an ERSPAN source session Nexus ---!

5000( confi g) #monitor session 3 type erspan-source
Configure the sources and traffic direction Nexus ---!
5000( confi g- er span- src) #source interface Ethernetl/10
both

Configure the destination IP address in the ERSPAN ---!
session Nexus 5000(confi g-erspan-src)#destination ip
10.23.21.8

Configure the ERSPAN ID Nexus 5000(config-erspan- ---!
Src) #erspan-id 903

Configure the VRF Nexus 5000(confi g-erspan-src)#vef ---!
default

Enable the ERSPAN source session (by default the ---!
session is in shutdown state) Nexus 5000(confi g-erspan-
Src) #no shut

Nexus 5000( confi g-erspan-src) #exit

Configure the ERSPAN global origin IP address Nexus ---!
5000( confi g) #monitor erspan origin ip-address
10.254.254.30 global

Configure the IP address for loopback interface, ---!
which is used as source of the ERSPAN traffic Nexus
5000( confi g) #interface loopbackl

Nexus 5000(config-if)#ip address 10.254.254.30/32
Nexus 5000(config-if)#exit

Nexus 5000( confi g) #interface Ethernetl/1
Nexus 5000(config-if)#switchport

Nexus 5000(confi g-if)#switchport mode trunk
Nexus 5000(confi g-if)#no shutdown




Nexus 5000( confi g) #feature interface-vlan
Nexus 5000( confi g) #interface Vlan 12

Nexus 5000(config-if)#ip address 10.23.21.7/29
Nexus 5000(config-if)#no ip redirects

Nexus 5000(confi g-if)#no shutdown

Nexus 5000(config-if)#exit

Save the configurations in the device. ---!
swi t ch(confi g) #copy running-config startup-config
Swi t ch(confi g) #exit

Nexus 7000 Switch Jg=oll

Nexus 7000#configure terminal

Configures an ERSPAN destination session Nexus ---!
7000( confi g) #monitor session 4 type erspan-destination
Configures the source IP address Nexus 7000(config- ---!
er span-src) #source ip 10.23.21.8

Configures a destination for copied source packets ---!
Nexus 7000( confi g-erspan-src)#destination interface
Ethernetl/24

Configure the ERSPAN ID Nexus 7000(config-erspan- ---!
src) #erspan-id 903

Configure the VRF Nexus 7000(confi g-erspan-src)#vef ---!
default

Enable the ERSPAN destination session (by default ---!
the session is in shutdown state) Nexus 7000(confi g-

er span- src) #no shutdown

Nexus 7000( confi g-erspan-src) #exit

Nexus 7000(confi g)#interface Ethernetl/24
Nexus 7000(config-if)#switchport monitor
Nexus 7000(config-if)#exit

Nexus 7000( confi g) #feature interface-vlan
Nexus 7000(confi g)#interface Vlan 12

Nexus 7000(config-if)#ip address 10.23.21.8/29
Nexus 7000(config-if)#no ip redirects

Nexus 7000(config-if)#no shutdown

Nexus 7000(config-if)#exit

Nexus 7000(confi g)#interface Ethernetl/1
Nexus 7000(config-if)#switchport

Nexus 7000(config-if)#switchport mode trunk
Nexus 7000(config-if)#no shutdown

Nexus 7000(config-if)#exit

Save the configurations in the device. Nexus ---!
7000( confi Q) #copy running-config startup-config
Nexus 7000(confi g)#exit
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:Nexus 5000 Series Switch Jg=oll

> ERSPAN Jl (0 dII cuio e in order to ol w e Lo,2l clasiuwl

Nexus 5000# show monitor
Session State Reason Description

up The session is up 3

. JiSuis dl> ERSPAN JI cup ¢ in order to ol [session_number] dwl> ;a0 032l clasiwl

Nexus 5000# show monitor session 3

session 3
type . erspan-source
state Doup
erspan-id : 903
vrf-name : default
destination-ip : 10.23.21.8
ip-ttl : 255
i p-dscp 0
(origin-ip : 10. 254. 254. 30 (gl oba
: source intf

rx : Ethl/10

tx : Ethl/10

bot h : Ethl/10
: source VLANs

rx

.al2is 5, ERSPAN 655 Lo ,=) show running-config monitor ;oY ,o.\>'.1wi

Nexus 5000# show running-config monitor

Command: show runni ng-config nonitor!
Time: Thu Apr 19 09: 32:27 2012!

(version 5.1(3)N1(1

nonitor session 3 type erspan-source
erspan-id 903
vrf default
destination ip 10.23.21.8
source interface Ethernetl/10 both
no shut

nmoni tor erspan origin ip-address 10.254. 254. 30 gl obal
:Nexus 7000 Series Switch Jo=oJl

.wl> ERSPAN JI (0 dxl caio,e in order to ol e 2,2l clasiuwl

Nexus 7000# show monitor
Session State Reason Descri ption

up The session is up 4

JsSis dawd> ERSPAN Jl cuio e in order to ol [session_number] duwl> o a0 o 2l closiwl

Nexus 7000# show monitor session 4
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session 4

type . erspan-destination
state :oup

erspan-id : 903

vrf-name : default

source-ip : 10.23.21.8

destination ports : Ethl/24

Legend: f = forwarding enabled, | = |earning enabl ed

.al2is s, ERSPAN 655 o =) show running-config monitor ;oY pmi

Nexus 7000# show running-config monitor

Command: show runni ng-config nonitor!
Time: Thu Apr 19 11:13:28 2012!

(version 5.1(3
nmoni tor session 4 type erspan-destination
erspan-id 903
vrf default
source ip 10.23.21.8
destination interface Ethernetl/ 24
no shut
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