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c Sup e wuoese Iigble IJos wbo, wulsd 250 DHCP DORA Wb Bbs polJ
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olos 2jpé Idbdu pu lJg psd

e lgwogse GW IJIG e, luas MAC IJpedo gwo po CGW.
« 1Bl Iy ool 1, po GW Gusep luuwegsle lsJ GW mac.
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SuesY ldobwd gds wy9w9ded DHCP: 1Jgsl, 82 suboptions: circuit and RID
(swp luwegsle RID w9luubs peldzs PKT JJluwegles eds CGW)

(s89e wledlp COW Llve Jsuw peds! sdeszsd [Jeoss w6 18,6 |Js L2VTEP)

<#root>
Option: (82) Agent Information Option
Length: 24
Option 82 Suboption: (1) Agent Circuit ID

Length: 12
Agent Circuit ID: 010a00080000277501010000

Option 82 Suboption: (2) Agent Renote ID

Length: 8
Agent Remote ID:
000

682c7bf 88700 <-- switch base mac 682c. 7bf8.8700 (from ' show switch')

c op odds PKTS |uwoelué oo CGW gu, wd vxlan.
« 2sh uilsb 1y, 86 82.

o |uolws beldle job wluwegsle 9lzos puos) 1Jg psd. (Vxlan-mod-port sglbos IJgpsd pu2od)
Sbu).

* oplebs wozse zipd ldluwoelod lJs Idepsd.
oBlosd pdelz VTEP (CGW) oy L3

v opdso IJobdd gds wy9e9ds] DHCP

« opdsu oyesd DHCP G SVI

* op odds Idbdo pu L2VTEP. 9o leblyo JJoszsd

* SuesS Ideszsd gsble B)ess 1) JJgsh 82 (gic wzlys 1Jgh e 50951) 9sy0uwd 1Js Ele
DHCP.

¢« olos luvoelué DHCP oy ¢lse DHCP igJl [Us pdoo IezsJ.

+ e o s wozsd pedele 1Jgsl) 82 (uslu gic wzles 1Jghe: 90951) sep wersy IUeed
IJs pdyu IJobdd eds w)9e9d9] DHCP.

* swedd pdou IJolbdd oo RID (pg,8 1dpszo) 9131 Jp sIu peds! JI sisd IJesl) 82
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* Cop lEbs wozse Tipd cuzsd IJwuss (bbbl Jiu RID Jsuw pedsl) poluins [Us IUgpsd
lJogso.

© Suwwdde Mac lJgpsd 9sogd IJeuws: $89p IJzols ldoze gu guldsu Idezde s

Idsuesd Jdsumlisb 1Ueluos Cldgpsd slelé wozso Idzgses Slo wuppso Iduveds
IJpzdss [Ubloyss (VXLAN) [Js L2VTEP IJIsods.

L2VTEP
odysu pusd EVPN
<#root>

Leaf-01#

show run | beg | 2vpn evpn instance 201

12vpn evpn instance 201 vlan-based
encapsulation vxlan
replication-type ingress

cpdsu ldobuwd gJs wy9w9d9] DHCP

<tfroot>
Leaf-01#

show run | sec dhcp snoop

ip dhcp snooping vlan 101,

201

ip dhcp snooping

CGW
odosu pusd EVPN
<#root>

Border#

sh run | s |2vpn evpn instance 201



12vpn evpn instance 201 vlan-based
encapsulation vxlan
replication-type ingress

def aul t - gat eway advertise enable <-- Enable to add BGP DEF GWext. comunity attribute

pdlebé: wgs IJyupeé DEF GW o)l LIJE 1Jlopss Josesd L2 Jpg 96 oo IUbs Szw
SEJS 256 DHCP g, uldol |Us.

cepdsu ldobyd gJs wy9e9d9] DHCP

<#root>
Border#

sh run | s dhcp snoop



ip dhcp snooping vlan 101,

201

ip dhcp snooping

olds po Iy oyesd DHCP szoss eds IJodsso lduoese Jeeldes IJgshle 1Uluolbss

<#root>
Border#

sh run int vl 201

Building configuration...
interface Vlan201

mac-address 0000.beef.cafe
vrf forwarding red

ip dhcp relay information option vpn-id <-- Ensure the vrf info is passed to the server

ip dhcp relay source-interface LoopbackO <-- Sets the relay source interface to the | oopback

ip address 10.1.201.1 255.255.255.0

i p hel per-address gl obal 10.1.33.33 <-- In this scenario the DHCP server is in the global routingt

ozl pu lJuoes (buvy CGW IJBsluvs)

wbisé Idewlo (9,996)

<#root>
Leaf-01#

sh bgp | 2vpn evpn route-type 2 0 0000. beef.cafe 10.1.201.1

BGP routing table entry for [2][172.16.255.3:201][0][48][0000BEEFCAFE][32][10.1.201.1]/24, version 8964
Paths: (1 available, best #1,

tabl e evi_201

)

<-- In the EVI context for the segnent



Not advertised to any peer
Refresh Epoch 3
Local, imported path from [2][172.16.255.6:201][0][48][0000BEEFCAFE][32][10.1.201.1]/24 (global)
172.16.255.6 (metric 30) (via default) from 172.16.255.1 (172.16.255.1)
Origin incomplete, metric 0, localpref 100, valid, internal, best
EVPN ESI: 00000000000000000000,

Label 1 20101 <-- Correct segnent ID

Extended Community: RT:65001:201 ENCAP:8

EVPN DEF G 0: 0 <-- GWattribute added indicating this is GNprefix which L2 Relay uses

Oiginator: 172.16.255.6
, Cluster Tlist: 172.16.255.1

<-- Learned fromthe Border (CGW
rx pathid: 0, tx pathid: 0x0

Updated on Nov 14 2023 16:06:40 UTC

FED MATM (9,.86)

<tfroot>
Leaf-01#

show platform software fed switch active matm nmacTabl e vl an 201

VLAN  MAC Type Seqg# EC_Bi Flags machandle siHandle riHand1
201 0006.f601.cd42 0x1 32436 0 0 0x71e058dc3368 0x71e058655018 0x0
201 0006.f601.cd01 0x1 32437 0 0 0x71e058dae308 0x71e058655018 0x0

201 0000. beef.cafe 0x5000001
0 0 64 0x71e059177138 0x71e058eeb418 0x71e058df81f8 0x0

VTEP 172.16.255.6 adj _id 1371

<--- The GW MAC shows | earnt via the Border Leaf Loopback with the right flags

Total Mac number of addresses:: 3
Summary:



Total number of secure addresses:: 0
Total number of drop addresses:: 0
Total number of lisp local addresses:: 0

Total nunber of |isp renpte addresses:: 1 <---

*a_time=aging_time(secs) *e_time=total_elapsed_time(secs)

Type:
MAT_DYNAM C_ADDR 0ox1
MAT_STATIC_ADDR 0x2 MAT_CPU_ADDR 0Ox4 MAT_DISCARD_ADDR 0x8

MAT_ALL_VLANS 0x10 MAT_NO_FORWARD 0x20 MAT_IPMULT_ADDR 0x40 MAT_RES
MAT_DO_NOT_AGE 0x100 MAT_SECURE_ADDR 0x200 MAT_NO_PORT 0x400 MAT_DRO
MAT_DUP_ADDR 0x1000 MAT_NULL_DESTINATION 0x2000 MAT_DOT1X_ADDR 0x4000 MAT_ROU
MAT_WIRELESS_ADDR 0x10000 MAT_SECURE_CFG_ADDR 0x20000 MAT_OPQ_DATA_PRESENT 0x40000 MAT_WIR
MAT_DLR_ADDR 0x100000 MAT_MRP_ADDR 0x200000 MAT_MSRP_ADDR 0x400000 MAT_LIS

MAT LI SP_REMOTE_ADDR 0x1000000
MAT_VPLS_ADDR 0x2000000

MAT_LI SP_GW ADDR 0x4000000 <-- these 3 val ues added = 0x5000001 (not

MAC IJezJs (9596)

<#root>
Leaf-01#

show swi tch

Switch/Stack Mac Address : 682c.7bf8.8700 - Local Mac Address
Mac persistency wait time: Indefinite

H/W Current
Switch# Role Mac Address Priority Version State

*1 Active
682c. 7bf 8. 8700

1 Vol Ready

<--- Use to validate the Agent ID in DHCP Option 82

IJobod eds wi909d9d DHCP (1Ug, 86 9 CGW)

<tfroot>
Leaf-01#

show i p dhcp snoopi ng



Swi t ch DHCP snooping i s enabl ed

Switch DHCP gleaning is disabled
DHCP snooping is configured on following VLANs:
101,201

DHCP snooping is operational on follow ng VLANs:

101,201

Insertion of option 82 is enabled
circuit-id default format: vlan-nod-port
renote-id: 682c. 7bf 8.8700 (MAC) <--- Leaf-01 adds the switch MACto Option 82 to indicate to

CCw#

show i p dhcp snoopi ng

Swi t ch DHCP snooping i s enabl ed

Switch DHCP gleaning is disabled
DHCP snooping is configured on following VLANs:
101,201

DHCP snooping is operational on foll ow ng VLANs:

101,201

IJodssu (65 2iss pees)

Sewps ldobuwd gJs w)y9w99d9d DHCP gds puwly 1wl IUIW o, )loss oo CGW Jogdp
Idosled MAC Jlglss 9zs0 250 DHCP |Jis.

* ew lpwoepdle ldouoese Ideeisd Bissl pe 1dwslos IUghess: sdie 929> wdssule
luoldss eds CGW JJleJlo g6 MAC-IP RT2 Ulguogsle Luped IJuslus 1UIB el osé (DEF
GW).



pdlebs: seed o3l 1JSuwe lsuol edis 9,08 coldisd pdlog pees peisd el
Suweede syl GW pedu guo B Idouss (pdlod GW bz Idwuss).
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o —

Vlan Translate 202 <> 1202

Tw1/0/1

Vlan 202
0000.beef.cafe

Tw1/0/2

Vian 2021
0000.beef.cafe

Vlan 2021
10.1.202.1
0000.beef.cafe

oBlLosd pdelz L2 VTEP (IJlb,db.s)

olos 2jpé IJbdo pu lJgpsd

¢« luwegsp GW IJIGe,lsos MAC IJpedo gwo pu CGW.
e 1Bl IIy ool 1o, po GW Gusep luwegsle lsJ GW mac.

« ozosd MAC JJuo 1Jghzs (wae IJgpsd: D g R Wbs DORA) |Js GW MAC lzbs 1Joo
slehs IJoszso [Js CGW

SuosY lJobued gds w)y9w9dsd DHCP: 1IJgsl) 82 suboptions: circuit and RID
(swp luwegsle RID wluwbs pgldzs PKT JJlwerles eds CGW)

(5890 wledle CGW Llvo Jsuw peds! 9deszsd Idouss w6 1¢)s |Js L2VTEP)

<#froot>




Option: (82) Agent Information Option
Length: 24
Option 82 Suboption: (1) Agent Circuit ID
Length: 12
Agent Circuit ID: 010a00080000277501010000

Option 82 Suboption: (2) Agent Renote ID

Length: 8
Agent Remote ID:
000

682c7bf 88700 <-- switch base nmac 682c. 7bf8.8700 (from ' show sw tch')

* op 0Jds PKTS [ weelus oo CGW gu)y 0 vxlan.
« tsb ulisb 1ds, 6 82.

« luolws beldle job wluwegsle 9lzos puos) 1Jg psd. (Vxlan-mod-port sglbs IJgpsd puod)
Sho).

© op lehs worse gipd IUluweelos s IUgpsd.
oBlosd pdelz VTEP (CGW) oy L3

s vpdsu ldobuwd gJs wy9e9de] DHCP

* opdsu oyzsd DHCP ws SVI

.« op odds Idbdo po L2VTEP. 9op leblio JJoszsd

© $UPSS IJesrsd gsble Bhess 1gys JJésly 82 (gic welys 1Jghbe: 9033l) 9s,uwd IS ¢lde
DHCP.

¢ olos luweglué DHCP oy ¢lpe DHCP lsJl s pdso IJezsd.
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IJgbosle IUpbdsws Jsge o )psd DHCP L2:

. opd.___s(, UQE_JP UPC\JHS JIP

1

2. Jogile gusluws Cluwedsle vzese pelod

3. Ldl$ [Js eolyé ghzsé VLANS/VLANS

4. |olws hgldle elows Vs 239d wgdw Ui@_o_jé Jdeovlyo IJgzse mac-ip

5. 30 Llousle gysbs euuly BGP Jeblods wlsisle RT2 MAC-IP 508580 peope lduslus
IJloe)lgos 1deaume

6. cbuss Hsks IJpuwl eds el glduw puvl, BGP

7. olds po o oypsd DHCP szoss eds IJedsso Iduozse Jeeldzs IUgsh 1Jluolbs

8. yvdJo DHCP sobdd gds wuls VLAN slJ ¢lzis GW VLAN

pdlebé: Jl sdjp lole s wéssile B Idedsse eds 19,18 1Usuosd Jsep wozsd
DHCP L2 Ul wesle lduslos IUg)zss.



cGW

wedsu ldoede lJpeds J IP

<tfroot>

CCw#

show runni ng-config | beg | 2vpn evpn instance 202

12vpn evpn instance 202 vlan-based
encapsulation vxlan
replication-type ingress

ip local -learning enable

<-- to advertise RT-2 with default gateway EC, ip local-Ilearning nust be enabled on the CGW

Use additional device-tracking policy shown in the next output to prevent MAC-IP binding flapping w

multicast advertise enable

<--- There is no default-gateway advertise enable cli here, as the SVI (M an 2021) used by this segnent

logsle pusluwd Lluwogsle ceese pelbd

<{froot>

devi ce-tracking policy dt-no-glean <-- Configure device tracking policy to prevent MAC-IP fl apping

security-level glean
no protocol ndp

no protocol dhcp6

no protocol arp

no protocol dhcp4

LI 1Js lsdes IJgobs 1Jghzssélsvodle VLAN

<#root>
CGWw#
show runni ng-config | sec vlan config

vlan configuration 202
member evpn-instance 202 vni 20201

devi ce-tracking attach-policy dt-no-glean <-- apply the new device tracking policy to the vlan configur



lolds [rgldle elows B za9d wedu IJlzosé Jeuls 1Jghzss mac-ip

<#root>
device-tracking binding vlan 202 10.1.202.1 interface TwentyFiveGigE1l/0/1 0000.beef.cafe

<-- Al static entries in device tracking table should be for external gateway mac-ip’s.

If there is any other static entry in device tracking table, match ip/ipv6 configurations in route r

Bp wlouile §,5bbs puuly BGP Jpbludsé wbsle RT2 MAC-IP segsso peops lJwslus
IJloeslos IJpsume

<#root>
route-map CGW_DEF_GW permit 10

match evpn route-type 2-nmac-ip <-- match RT2 type MAC- I P

set extcommunity defaul t-gw <-- Set Default-gateway (DEF GW0:0) extended comunity

route-map CGW_DEF_GW permit 20

Sbusd Esbs Ieusl eJs esilo eluw pusl, BGP

<ttroot>

CCw#

sh run | sec router bgp

address-family 12vpn evpn
neighbor 172.16.255.1 activate
neighbor 172.16.255.1 send-community both
neighbor 172.16.255.1

route-map CGWNDEF GWNout <-- Sets the DEF GN Comunity when it advertises MAGIP type RT2 to the RR

neighbor 172.16.255.2 activate
neighbor 172.16.255.2 send-community both
neighbor 172.16.255.2

route-map CGW DEF _GWout <-- Sets the DEF GW Community when it advertises MAGIP type RT2 to the RR



olds po 1y oyesd DHCP szoss eds IJodsso lduoese Jegldes IJgshle 1Uluolbss

<#root>
CCw#
show run int vl 2021

Building configuration...

Current configuration : 315 bytes
|

interface Vlan2021
mac-address 0000.beef.cafe
vrf forwarding pink

ip dhcp relay information option vpn-id <-- Ensure the vrf info is passed to the server
ip dhcp relay source-interface LoopbackO <-- sets the relay source interface to the | oopback

ip address 10.1.202.1 255.255.255.0

i p hel per-address gl obal 10.1.33.33 <-- In this scenario the next hop to the DHCP server is in tt
no ip redirects

ip local-proxy-arp

ip route-cache same-interface
no autostate

JvJdJo DHCP sobwd gds wule VLANS 9lJ ¢lhzs GW VLAN

<ttroot>
LeafOl#

sh run | s dhcp snoop

ip dhcp snooping vlan 202
ip dhcp snooping

CGWw#
sh run | s dhcp snoop
i p dhcp snooping vlan 202,2021 <-- snooping is required in both the fabric vlian and the external GWvl:

ip dhcp snooping

ol pu o 1desuosd 1Js glse DHCP 09898 wo gJs CGW

<#root>
CGW#

sh runint tw1/0/1



interface TwentyFiveGigEl/0/1
switchport trunk allowed vlan 202
switchport mode trunk

i p dhcp snooping trust
end

CCw#

sh run int tw 1/0/2

interface TwentyFiveGigEl/0/2
switchport trunk allowed vlan 33,2021
switchport mode trunk

i p dhcp snooping trust

end

edlebbs: w1 Jdbbys 96 IJos sop wol 9uog 1JEbe eds ©§6 zols 2ol Izelss wpe



odysuol eds JJly)obso IUJd3su solzolo o3l 1Jzol). Ws IUygwe Idotbsbs 1J3s

Op odusyo Spdud v oys o 1de)ue suod IJs I po tw1/0/1 9 tw1/0/2 B o3l

IJouoese.

ozl pu lduozs (85d 2iss pees)
whbso ldgol)6 (9,996)
<#root>

LeafOl1#

show bgp | 2vpn evpn route-type 2 0 0000. beef.cafe 10.1.202.1

BGP routing table entry for [2][172.16.254.3:202][0][48][0000BEEFCAFE][32][10.1.202.1]/24, version 3411

Paths: (1 available, best #1, table evi_202)
Not advertised to any peer
Refresh Epoch 2

Local, imported path from [2][172.16.254.6:202]1[0][48][0000BEEFCAFE][32]1[10.1.202.1]/24 (global)

172.16.254.6 (metric 3) (via default) from 172.16.255.1 (172.16.255.1)

Origin incomplete, metric 0, localpref 100, valid, internal, best
EVPN ESI: 00000000000000000000, Labell 20201
Extended Community: RT:65001:202 ENCAP:8

EVPN DEF GW 0: 0 <-- GWattribute added indicating this is GNprefix which L2 Relay uses

Originator: 172.16.255.6, Cluster Tist: 172.16.255.1
rx pathid: 0, tx pathid: 0x0
Updated on Sep 19 2023 19:57:25 UTC

FED MATM (9, 86)

olds pu wouse 1Ug,86é J CGW Remote MAC s 1Jzol;

<tfroot>
LeafO01#

show pl atform software fed switch active matm nmacTabl e vl an 202

siHandle

0x71e05917ala8

0x71e05917ala8

riHand1

VLAN  MAC Type Seq# EC_Bi Flags machandle

202 0006.f601.cd01 0x1 1093 0 0 0x71e05918f138
202 0006.f601.cd44 0x1 14309 0 0 0x71e058cdc208
202

0000. beef.cafe 0x5000001



0 0 64 0x71e058ee5d88 0x71e059195f88 0x71e059171678 0x0

<--- The GW NMAC shows | earnt via the Border Leaf Loopback

Total Mac number of addresses:: 3

Summary:

Total number of secure addresses:: 0

Total number of drop addresses:: 0

Total number of 1lisp local addresses:: 0

Total number of lisp remote addresses:: 1
*a_time=aging_time(secs) *e_time=total_elapsed_time(secs)

Type:
MAT_DYNAM C_ADDR ox1

MAT_STATIC_ADDR 0x2 MAT_CPU_ADDR 0x4 MAT_DISCARD_ADDR
MAT_ALL_VLANS 0x10 MAT_NO_FORWARD 0x20 MAT_IPMULT_ADDR
MAT_DO_NOT_AGE 0x100 MAT_SECURE_ADDR 0x200 MAT_NO_PORT
MAT_DUP_ADDR 0x1000 MAT_NULL_DESTINATION 0x2000 MAT_DOT1X_ADDR
MAT_WIRELESS_ADDR 0x10000 MAT_SECURE_CFG_ADDR 0x20000 MAT_OPQ_DATA_PRESENT
MAT_DLR_ADDR 0x100000 MAT_MRP_ADDR 0x200000 MAT_MSRP_ADDR 0

MAT LI SP_REMOTE_ADDR 0x1000000
MAT_VPLS_ADDR

0x2000000 MAT_LI SP_GW ADDR 0x4000000

<-- these 3 val ues added = 0x5000001 (note that 0x4000000 = GWtype address

MAC IJezJs (9596)

<#root>
Leaf0l1#

show swi tch

Switch/Stack Mac Address : 682c.7bf8.8700 - Local Mac Address
Mac persistency wait time: Indefinite

H/W Current
Switch# Role Mac Address Priority Version State

*1 Active
682c. 7bf 8. 8700

1 Vol Ready

<-- this is the MAC that will be added to DHCP Agent Renote |ID

IJobod eds wi909d9d DHCP (1Ug, 86 9 CGW)

Idse o DHCP pdue sobdd eds 19,86 W IJ8eluy VLAN

0x8
0x40
0x400
0x4000
0x40000
x400000

MAT_RES
MAT_DRO
MAT_ROU
MAT_WIR
MAT_LIS



<#root>
LeafO1#
show i p dhcp snoopi ng

Switch DHCP snooping is enabled

Switch DHCP gleaning is disabled

DHCP snooping is configured on following VLANs:
202

DHCP snooping is operational on follow ng VLANs:
202

<...snip...>

Insertion of option 82 is enabl ed
circuit-id default format: vlan-nod-port

renote-id: 682c. 7bf8.8700 ( MAC) <---

<...snip...>

<- -

Renote I D (RI D)

Snooping on in the Fabric VI an

olds po wpdsu lJobldd eds w)y9e999J DHCP gJs CGW s Lvwdle VLAN I Jgl 06

wlJouso sldoglos 1Jghzse

<#root>
CGws#
show i p dhcp snoopi ng

Switch DHCP snooping is enabled

Switch DHCP gleaning is disabled

DHCP snooping is configured on following VLANs:
202,2021

DHCP snooping is operational on follow ng VLANs:
202, 2021

<...snip...>

<- -

Snooping on in the Fabric and Externa

DHCP snooping trust/rate is configured on the following Interfaces:

Interface Trusted AlTow option

Twent yFi veG gE1/ 0/ 1

yes yes unlimited

<-- Trust set on ports the OFFER arrives on

Interface Trusted AlTow option

Custom circuit-ids:

Twent yFi veG gE1/ 0/ 2

yes yes unTimited

<-- Trust set on ports the OFFER arrives on

Rate T1imit (pps)

Rate T1imit (pps)

inserted by Leaf to DHCP packets

GW VI ans



Custom circuit-ids:

oldss losle Hub 1ol gds w999 DHCP

<#root>
LeafO1#
show i p dhcp snoopi ng bi ndi ng

MacAddr ess

| pAddr ess

Lease(sec) Type VLAN

Interface

00:06:F6:01:CD:43
10. 1. 202. 10

34261 dhcp-snooping 202

G gabitEthernet1/0/1 <-- DHCP Snoopi ng has created the binding

Total number of bindings: 1

lowoduld IJIgble 9l odlzol (s w9g CGW)

SE> LLOTST Uitblc p 98>l Jlboly Jsds6 peldes gpdsle Jobowd gds wy9e9d9d DHCP
9uyzsd L2 Jg e DHCP.



pdlgbs: spdy luwwgslp 030 IJiéJoIc Ji.___s U9e pu lduuiy suwwgse CGW pe wyesd
DCHP L2.

cuoese leble IJolbldd eds wy909d9) DHCP (IJb,8.s)

wuoese leble IJobdd Joldss peldes 1Jz)06

<#root>

LeafQ1#

debug i p dhcp snoopi ng packet

DHCP Snooping Packet debugging is on
LeafQ1#

show debuggi ng

DHCP Snooping packet debugging 1is on



Il IJpuos8 pzlods gusley DHCP

« Josl ldpwows wp lple lsdld/esp s8lwd SVIIU3s swp peldeeo o) DHCP Joivgsd
oulbJ DORA
s UlJouwes Jpuosed Windows: spdoud wouldss ipeconfig /release > ipconfig /renew

ozpse wuoese IJigble oo show logging Iy po wlWss 1Jpzbs I, 8sé
lJouuld o 90939 DHCP

sop pdlzbs 1ol el o 1deowds IUpdlod Jdpuosad

<#root>
*Sep 19 20:16:31.164:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface (G gabitEthernetl/0/1) <-- host facing por

*Sep 19 20:16:31.177:

DHCP_SNOOPI NG process new DHCP packet, message type: DHCPDI SCOVER, input interface: G1/0/1
, MAC da: ffff.ffff.ffff,

MAC sa: 0006. f 601. cd43

, IP da: 255.255.255.255, IP sa: 0.0.0.0, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 0.0.0.0, DHCP siaddr: 0.0.
*Sep 19 20:16:31.177: DHCP_SNOOPING: add relay information option.
*Sep 19 20:16:31.177:

DHCP_SNOOPI NG Encoding opt82 CID in vl an-nod-port fornat <-- Option 82 encoding

*Sep 19 20:16:31.177: DHCP_SNOOPING:VXLAN : vlan_id 202 VNI 20201 mod 1 port 1
*Sep 19 20:16:31.177:

DHCP_SNOOPI NG Encoding opt82 RID in MAC address format <-- Encoding the switch Renpote ID (I oc

*Sep 19 20:16:31.177: DHCP_SNOOPING: binary dump of relay info option, length: 26 data:
0x52 0x18 0x1 OxC Ox1 OxA O0x0 O0x8 O0x0 Ox0O Ox4E OxE9 Ox1 Ox1 Ox0 O0x0 O0x2 0x8 0x0 0Ox6

0x68 0x2C 0x7B OxF8 0x87 0x0 <-- the switch |local MAC 682c. 7bf 8. 8700

*Sep 19 20:16:31.177: DHCPS BRIDGE PAK: vlan=202 platform_flags=1
*Sep 19 20:16:31.177: DHCP_SNOOPING: bridge packet get invalid mat entry: FFFF.FFFF.FFFF, packet is flo
*Sep 19 20:16:31.177:

DHCP_SNOOPI NG L2RELAY: sent uni cast packet to default gw 0000. beef.cafe vian 0 src intf G gabit Etherne

&,,0 DHCP

Sbo) IJgyuo Bbel po 9lzos v § IUouss

<ffroot>



*Sep 19 20:16:33.180:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface (Tunnel 0)

*Sep 19 20:16:33.194:

DHCP_SNOOPI NG process new DHCP packet, message type: DHCPOFFER, input interface: TuO, MAC da: 0006. f 60

, IP da: 255.255.255.255, IP sa: 10.1.202.1, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 10.1.202.18, DHCP siadd
*Sep 19 20:16:33.194: DHCP_SNOOPING: binary dump of option 82, length: 26 data:

0x52 0x18 0x1 OxC Ox1 OxA O0x0 Ox8 Ox0 Ox0O Ox4E OxE9 Ox1 Ox1 Ox0 O0x0 Ox2 0x8 0x0 Ox6 0x68 0x2C O0x7B OxF8
*Sep 19 20:16:33.194: DHCP_SNOOPING: binary dump of extracted circuit id, length: 14 data:

0x1 OxC Ox1 OxA Ox0 0x8 0x0 0x0 Ox4E OxE9 0x1 Ox1 0x0 O0x0

*Sep 19 20:16:33.194: DHCP_SNOOPING: binary dump of extracted remote id, length: 10 data:

0x2 0x8 0x0 0x6

0x68 0x2C 0x7B OxF8 0x87 0x0 <-- the switch local MAC 682c. 7bf 8. 8700

*Sep 19 20:16:33.194: actual_fmt_cid OPT82_FMT_CID_VXLAN_MOD_PORT_INTF global_opt82_fmt_rid OPT82_FMT_
*Sep 19 20:16:33.194: dhcp_shooping_platform_is_local_dhcp_packet: VXLAN-MOD-PORT opt82 vni 20201, vlan
*Sep 19 20:16:33.194:

DHCP_SNOOPI NG opt 82 data indicates |ocal packet <-- switch found its owmn RID in Option 82 paranete

*Sep 19 20:16:33.194: DHCP_SNOOPING: remove relay information option.
*Sep 19 20:16:33.194: DHCP_SNOOPING opt82_fmt_cid_intf OPT82_FMT_CID_VXLAN_MOD_PORT_INTF opt82_fmt_cid_
*Sep 19 20:16:33.194:

DHCP_SNOOPI NG VXLAN vl an_id 202 VNI 20201 nod 1 port 1
*Sep 19 20:16:33.194:
DHCP_SNOOPING nmod 1 port 1 idb G 1/0/1 found for 0006.f601. cd43

*Sep 19 20:16:33.194: DHCP_SNOOPING: calling forward_dhcp_reply

*Sep 19 20:16:33.194: platform Tookup dest vlan for input_if: TunnelO, is tunnel, if_output: NULL, if_
*Sep 19 20:16:33.194: DHCP_SNOOPING opt82_fmt_cid_intf OPT82_FMT_CID_VXLAN_MOD_PORT_INTF opt82_fmt_cid_
*Sep 19 20:16:33.194: DHCP_SNOOPING: VXLAN vlan_id 202 VNI 20201 mod 1 port 1

*Sep 19 20:16:33.194: DHCP_SNOOPING: mod 1 port 1 idb Gil/0/1 found for 0006.f601.cd43

*Sep 19 20:16:33.194: DHCP_SNOOPING: vlan 202 after pvlan check

*Sep 19 20:16:33.207:

DHCP_SNOOPI NG direct forward dhcp replyto output port: G gabitEthernetl/0/1. <-- sending packet to hos

bJ_ DHCP

Jlse bdy po ldpgos $slze psuls

<ffroot>
*Sep 19 20:16:33.209:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface (G gabitEthernetl/0/1)

*Sep 19 20:16:33.222:

DHCP_SNOOPI NG process new DHCP packet, nmessage type: DHCPREQUEST

, input interface: Gil/0/1, MAC da: ffff.ffff.ffff, MAC sa: 0006.f601.cd43, IP da: 255.255.255.255, IP



*Sep 19 20:16:33.222: DHCP_SNOOPING: add relay information option.

*Sep 19 20:16:33.222: DHCP_SNOOPING: Encoding opt82 CID in vlan-mod-port format

*Sep 19 20:16:33.222: DHCP_SNOOPING:VXLAN : vlan_id 202 VNI 20201 mod 1 port 1

*Sep 19 20:16:33.222: DHCP_SNOOPING: Encoding opt82 RID in MAC address format

*Sep 19 20:16:33.222: DHCP_SNOOPING: binary dump of relay info option, length: 26 data:

0x52 0x18 0x1 OxC Ox1 OxA Ox0 Ox8 0x0 Ox0 Ox4E OxE9 Ox1 Ox1 Ox0 Ox0O Ox2 Ox8 Ox0 Ox6 0x68 0x2C Ox7B OxF8
*Sep 19 20:16:33.222: DHCPS BRIDGE PAK: vlan=202 platform_flags=1

*Sep 19 20:16:33.222: DHCP_SNOOPING: bridge packet get invalid mat entry: FFFF.FFFF.FFFF, packet is flo
*Sep 19 20:16:33.222:

DHCP_SNOOPI NG L2RELAY: sent unicast packet to default gw 0000. beef.cafe vian 0 src intf G gabit Etherne

DHCP ACK

"TY" sboy Bbel pu slzes "wd S ISl b"

<#root>

*Sep 19 20:16:33.225:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface (Tunnel 0)

*Sep 19 20:16:33.238:

DHCP_SNOOPI NG process new DHCP packet, message type: DHCPACK, input interface: TuO, MAC da: 0006.f601. c

, IP da: 255.255.255.255, IP sa: 10.1.202.1, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 10.1.202.10, DHCP siadd
*Sep 19 20:16:33.238: DHCP_SNOOPING: binary dump of option 82, length: 26 data:

0x52 0x18 0x1 OxC Ox1 OxA 0x0 Ox8 O0x0 Ox0O Ox4E OxE9 Ox1 Ox1 Ox0 O0x0 Ox2 0x8 0x0 Ox6 0x68 0x2C 0x7B OxF8
*Sep 19 20:16:33.239: DHCP_SNOOPING: binary dump of extracted circuit id, length: 14 data:

0x1 OxC Ox1 OxA 0x0 0x8 O0x0 Ox0 Ox4E OxE9 Ox1 Ox1 0x0 0xO

*Sep 19 20:16:33.239: DHCP_SNOOPING: binary dump of extracted remote id, length: 10 data:

0x2 O0x8 0x0 O0x6 0x68 0x2C O0x7B OxF8 0x87 0xO0

*Sep 19 20:16:33.239: actual_fmt_cid OPT82_FMT_CID_VXLAN_MOD_PORT_INTF global_opt82_fmt_rid OPT82_FMT_
*Sep 19 20:16:33.239: dhcp_shooping_platform_is_local_dhcp_packet: VXLAN-MOD-PORT opt82 vni 20201, vlan
*Sep 19 20:16:33.239:

DHCP_SNOOPI NG opt 82 data indicates |ocal packet
*Sep 19 20:16:33.239:
dhcp_snoopi ng_platform.is_| ocal _dhcp_packet: VXLAN-MOD- PORT opt82 vni 20201, vlan_id 202

*Sep 19 20:16:33.239: DHCP_SNOOPING: opt82 data indicates local packet

*Sep 19 20:16:33.239: DHCP_SNOOPING opt82_fmt_cid_intf OPT82_FMT_CID_VXLAN_MOD_PORT_INTF opt82_fmt_cid_
*Sep 19 20:16:33.239: DHCP_SNOOPING: VXLAN vlan_id 202 VNI 20201 mod 1 port 1

*Sep 19 20:16:33.239:

DHCP_SNOOPING nmod 1 port 1 idb G 1/0/1 found for 0006.f601. cd43

*Sep 19 20:16:33.239: DHCP_SNOOPING: Reroute dhcp pak, message type: DHCPACK

*Sep 19 20:16:33.239: DHCP_SNOOPING: remove relay information option.

*Sep 19 20:16:33.239: DHCP_SNOOPING opt82_fmt_cid_intf OPT82_FMT_CID_VXLAN_MOD_PORT_INTF opt82_fmt_cid_
*Sep 19 20:16:33.239: DHCP_SNOOPING: VXLAN vlan_id 202 VNI 20201 mod 1 port 1

*Sep 19 20:16:33.239: DHCP_SNOOPING: mod 1 port 1 idb Gil/0/1 found for 0006.f601.cd43

*Sep 19 20:16:33.239: DHCP_SNOOPING: calling forward_dhcp_reply

*Sep 19 20:16:33.239: platform Tookup dest vlan for input_if: TunnelO, is tunnel, if_output: NULL, if_
*Sep 19 20:16:33.239: DHCP_SNOOPING opt82_fmt_cid_intf OPT82_FMT_CID_VXLAN_MOD_PORT_INTF opt82_fmt_cid_
*Sep 19 20:16:33.239: DHCP_SNOOPING: VXLAN vlan_id 202 VNI 20201 mod 1 port 1

*Sep 19 20:16:33.239: DHCP_SNOOPING: mod 1 port 1 idb Gil/0/1 found for 0006.f601.cd43

*Sep 19 20:16:33.239: DHCP_SNOOPING: vlan 202 after pvlan check



*Sep 19 20:16:33.252:

DHCP_SNOOPI NG direct forward dhcp replyto output port: G gabitEthernetl/0/1.

edlebé: 030 I.Ji'alolc Supe 9ueol. S89esu wluynle o-.é_;@é 356 JJzjed sdIdu
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<#root>
*Apr 16 14:37:43.890:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface (Tunnel0) <-- Discover sent from Leaf0l

*Apr 16 14:37:43.901: DHCP_SNOOPING: process new DHCP packet, message type: DHCPDISCOVER, qinput interfa
*Apr 16 14:37:43.901: DHCPS BRIDGE PAK: vlan=202 platform_flags=1
*Apr 16 14:37:43.901:

DHCP_SNOOPI NG bri dge packet send packet to port: TwentyFiveG gEl/0/1, pak_vlan 202. <-- Sent to Firewal

9,09J pu b 1z plss gds TW 1/0/2 Bs Uivwds VLAN 560 2021 JLuulde IJs puwles SVI U
$1>0 DHCP

<ffroot>
*Apr 16 14:37:43.901:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface (TwentyFived gEl/0/2) <-- Firewall sends di

*Apr 16 14:37:43.911: DHCP_SNOOPING: process new DHCP packet, message type: DHCPDISCOVER, input interfa
*Apr 16 14:37:43.911:

DHCPS BRI DGE PAK: vl an=2021 platformflags=1 <-- M an discover seen is now 2021

*Apr 16 14:37:43.911:

DHCP_SNOOPI NG Packet destined to SVI Mac: 0000. beef. cafe

*Apr 16 14:37:43.911:

DHCP_SNOOPI NG bri dge packet send packet to cpu port: WVl an2021. <-- Packet punted to CPU for handling ¢t

&0 DHCP

Suod pu gbe DHCP 5,6 i, 1Js SVI 2021 pse sop oIdoso Idpuwles slelss wozsoo [Js 2ol
lJzplsd

<#root>
*Apr 16 14:37:45.913:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface (M an2021) <-- Arriving fromthe DHCP ser\

*Apr 16 14:37:45.923:

DHCP_SNOOPI NG process new DHCP packet, message type: DHCPOFFER, input interface: VI2021

, MAC da: ffff.ffff.ffff, MAC sa: 0000.beef.cafe, IP da: 255.255.255.255, IP sa: 10.1.202.1, DHCP ciadd



*Apr 16 14:37:45.923: DHCP_SNOOPING: binary dump of option 82, length: 26 data:

0x52 0x18 0x1 OxC Ox1 OxA Ox0 Ox8 0x0 Ox0 Ox4E OxE9 Ox1 Ox1 Ox0 Ox0O Ox2 Ox8 Ox0 Ox6 0x68 0x2C Ox7B OxF8
*Apr 16 14:37:45.924: DHCP_SNOOPING: binary dump of extracted circuit id, length: 14 data:

0x1 OxC Ox1 OxA Ox0 0x8 0x0 0x0 Ox4E OxE9 0x1 Ox1 0x0 O0x0

*Apr 16 14:37:45.924: DHCP_SNOOPING: binary dump of extracted remote id, length: 10 data:

0x2 0x8 0x0 Ox6 O0x68 0x2C Ox7B OxF8 0x87 0x0

*Apr 16 14:37:45.924: actual_fmt_cid OPT82_FMT_CID_VXLAN_MOD_PORT_INTF global_opt82_fmt_rid OPT82_FMT_R
*Apr 16 14:37:45.924: dhcp_snooping_platform_is_local_dhcp_packet: VXLAN-MOD-PORT opt82 vni 20201, vlan
*Apr 16 14:37:45.924:

DHCP_SNOOPI NG opt 82 data indicates not a |ocal packet

*Apr 16 14:37:45.924: DHCP_SNOOPING: can't parse option 82 data of the message,it is either in wrong fo

<-- This is expected even in working scenario (disregard it)

*Apr 16 14:37:45.924: DHCP_SNOOPING: calling forward_dhcp_reply

*Apr 16 14:37:45.924: platform lookup dest vlan for input_if: V1an2021, is NOT tunnel, if_output: Vlan2
*Apr 16 14:37:45.924: DHCP_SNOOPING: vlan 2021 after pvlan check

*Apr 16 14:37:45.934:

DHCP_SNOOPI NG direct forward dhcp replyto output port: TwentyFiveG gE1l/0/2. <-- sending back toward the

Swed pu b [zelss W ybeds VLAN IJJs9s6 9suuvd po COW [Js 1JB0ls IJJs9s6
logle 1J9, 66

<#froot>
*Apr 16 14:37:45.934:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface (TwentyFiveG gE1l/0/1)

*Apr 16 14:37:45.944:

DHCP_SNOOPI NG process new DHCP packet, message type: DHCPOFFER, input interface: Twel/0/1

, MAC da: ffff.ffff.ffff, MAC sa: 0000.beef.cafe, IP da: 255.255.255.255, IP sa: 10.1.202.1, DHCP ciadd
*Apr 16 14:37:45.944: DHCP_SNOOPING: binary dump of option 82, length: 26 data:

0x52 0x18 O0x1 OxC Ox1 OxA O0x0 O0x8 0x0 Ox0 Ox4E OxE9 Ox1 Ox1 Ox0 Ox0 Ox2 Ox8 0x0 Ox6 0x68 0x2C Ox7B OxF8
*Apr 16 14:37:45.944: DHCP_SNOOPING: binary dump of extracted circuit id, length: 14 data:

0Ox1 OxC Ox1 OxA 0x0 0x8 0x0 Ox0O Ox4E OxE9 Ox1 Ox1 0x0 0OxO

*Apr 16 14:37:45.944: DHCP_SNOOPING: binary dump of extracted remote id, length: 10 data:

0x2 0x8 0Ox0 Ox6 0x68 0x2C 0x7B OxF8 0x87 0x0

*Apr 16 14:37:45.944: actual_fmt_cid OPT82_FMT_CID_VXLAN_MOD_PORT_INTF global_opt82_fmt_rid OPT82_FMT_R
*Apr 16 14:37:45.944: dhcp_shooping_platform_is_local_dhcp_packet: VXLAN-MOD-PORT opt82 vni 20201, vlan
*Apr 16 14:37:45.945:

DHCP_SNOOPI NG opt 82 data indicates not a | ocal packet

*Apr 16 14:37:45.945: DHCP_SNOOPING: EVPN enabled Ex GW:fabric relay can't parse option 82 data of the |
*Apr 16 14:37:45.945: DHCP_SNOOPING: cTlient address Tookup failed to locate client interface, retry Tloo
*Apr 16 14:37:45.945: DHCP_SNOOPING: Tookup packet destination port failed to get mat entry for mac: 00
*Apr 16 14:37:45.945:

DHCP_SNOOPI NG L2RELAY: Ex GWuni cast bridge packet to fabric: vlian id 202 from Twel/0/1 <-- L2 RELAY f



bJ_ DHCP

<#froot>
*Apr 16 14:37:45.967:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface (Tunnel 0)

*Apr 16 14:37:45.978:
DHCP_SNOOPI NG process new DHCP packet, nmessage type: DHCPREQUEST

, input interface: TuO, MAC da: 0000.beef.cafe, MAC sa: 0006.f601.cd43, IP da: 255.255.255.255, IP sa:
*Apr 16 14:37:45.978: DHCPS BRIDGE PAK: vlan=202 platform_flags=1
*Apr 16 14:37:45.978:

DHCP_SNOOPI NG bri dge packet send packet to port: TwentyFiveG gE1l/0/1, pak_vlan 202. <-- Send toward Fir

<tfroot>

*Apr 16 14:37:45.978:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface (TwentyFived gEl/0/2) <-- Receive fromFire

*Apr 16 14:37:45.989:
DHCP_SNOOPI NG process new DHCP packet, message type: DHCPREQUEST

, input interface: Twel/0/2, MAC da: 0000.beef.cafe, MAC sa: 0006.f601.cd43, IP da: 255.255.255.255, IP
*Apr 16 14:37:45.989: DHCPS BRIDGE PAK: vlan=2021 platform_flags=1

*Apr 16 14:37:45.989: DHCP_SNOOPING: Packet destined to SVI Mac:0000.beef.cafe

*Apr 16 14:37:45.989:

DHCP_SNOOPI NG bri dge packet send packet to cpu port: Wl an2021. <-- Punt to CPU/ DHCP hel per

DHCP ACK

<tfroot>

*Apr 16 14:37:45.990:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface (M an2021) <-- Packet back to SVI from DH

*Apr 16 14:37:46.000:
DHCP_SNOOPI NG process new DHCP packet, nmessage type: DHCPACK, input interface: W 2021

, MAC da: ffff.ffff.ffff, MAC sa: 0000.beef.cafe, IP da: 255.255.255.255, IP sa: 10.1.202.1, DHCP ciadd
*Apr 16 14:37:46.000: DHCP_SNOOPING: binary dump of option 82, length: 26 data:
0x52 0x18 0x1 OxC Ox1 OxA 0x0 Ox8 O0x0 Ox0O Ox4E OxE9 Ox1 Ox1 Ox0 O0x0 Ox2 0Ox8 0x0 Ox6 0x68 0x2C 0x7B OxF8



:‘:Apr-

0x1 0xC

:‘:Apr-

16

16

0x2 0x8

:‘:Apr-
:‘:Apr-
:‘:Apr-

DHCP_SNOOPI NG

*Apr 16 14:37:46.001:
14:37:46.001:
14:37:46.001:
14:37:46.001:
14:37:46.011:

*Apr
*Apr
*Apr
*Apr

16
16
16

16
16
16
16

14:37:46.000: DHCP_SNOOPING: binary dump of extracted circuit id, length: 14 data:
0x1 OxA 0x0 0x8 0x0 O0x0O Ox4E OxE9 Ox1 Ox1 0x0 0xO0

14:37:46.000:

0x0 0Ox6 0x68

14:37:46.001:
14:37:46.001:
14:37:46.001:

opt 82

DHCP_SNOOPI NG

<{froot>
*Apr 16 14:37

DHCP_SNQOOPI NG

*Apr 16 14:37
DHCP_SNOOPI NG

MAC da: ffff
*Apr 16 14:37
0x52 0x18 Ox1

direct forward dhcp replyto output port:

:46.011:

recei ved new DHCP packet from i nput

:46.022:

process new DHCP packet,

DHCP_SNOOPING:

binary dump of extracted remote id, Tength: 10 data:

0x2C O0x7B OxF8 0x87 0xO0
actual_fmt_cid OPT82_FMT_CID_VXLAN_MOD_PORT_INTF global_opt82_fmt_rid OPT82_FMT_R
dhcp_snooping_platform_is_Tlocal_dhcp_packet: VXLAN-MOD-PORT opt82 vni 20201, vlan

data indicates not a | ocal

DHCP_SNOOPING:
DHCP_SNOOPING:

packet <-- found this is comng fromLeafOl RID

can't parse option 82 data of the message,it is either in wrong fo
calling forward_dhcp_reply

platform lookup dest vlan for input_if: V1an2021, is NOT tunnel, if_output: Vlan2

DHCP_SNOOPING:

vlan 2021 after pvlan check

Twent yFi veG gE1/ 0/ 2. <-- Send to Firewal

interface (TwentyFiveG gE1/0/1) <-- Coming back in f

nessage type: DHCPACK, input interface: Twel/O0/1,

FfEf.FFFF, MAC sa: 0000.beef.cafe, IP da: 255.255.255.255, IP sa: 10.1.202.1, DHCP ciaddr
:46.022: DHCP_SNOOPING: binary dump of option 82, length: 26 data:
0xC 0x1 OxA Ox0 0x8 O0x0 O0xO0O Ox4E OxE9 Ox1 O0x1 Ox0O Ox0 Ox2 0x8 0x0 Ox6 0x68 0x2C 0x7B OxF8

:‘:Apr

16

0x1 0xC

:‘:Apr

16

0x2 0x8

:‘:Apr
:‘:Apr
:‘:Apr

16
16
16

14:37:46.022: DHCP_SNOOPING: binary dump of extracted circuit id, length: 14 data:
Ox1 OxA Ox0 Ox8 O0x0 O0xO Ox4E OxE9 Ox1 Ox1 Ox0 0xO

14:37:46.022:

0x0 Ox6 0x68

14:37:46.022:
14:37:46.022:
14:37:46.022:

DHCP_SNOOPI NG opt 82

*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr

DHCP_SNOOPI NG L2RELAY: Ex GWuni cast bridge packet to fabric

16
16
16
16
16
16
16

14:37:
14:37:
14:37:
14:37:
14:37:
14:37:
14:37:

46.
46.
46.
46.
46.
46.
46.

IJUg9”D PIPC

022:
022:
022:
022:
022:
022:
022:

DHCP_SNOOPING:

binary dump of extracted remote id, Tength: 10 data:

0x2C 0x7B OxF8 0x87 0xO0
actual_fmt_cid OPT82_FMT_CID_VXLAN_MOD_PORT_INTF global_opt82_fmt_rid OPT82_FMT_R
dhcp_snooping_platform_is_Tlocal_dhcp_packet: VXLAN-MOD-PORT opt82 vni 20201, vlan,

data indicates not a | ocal

DHCP_SNOOPING:
DHCP_SNOOPING:
DHCP_SNOOPING:
DHCP_SNOOPING:
DHCP_SNOOPING:
DHCP_SNOOPING:

packet

EVPN enabled Ex GW:fabric relay can't parse option 82 data of the |
client address lookup failed to Tocate client interface, retry loo
Tookup packet destination port failed to get mat entry for mac: 00
can't find client's destination port, packet is assumed to be not

client address lookup failed to Tocate client interface, retry loo
Tookup packet destination port failed to get mat entry for mac: 00

vian id 202 from Twel/0/1 <--

Send packe



Iuwegspe EPC Joldss Logs wulsd 25 DHCP 9ldpsdele

* Sup lboly 3JY pu puby) CCW. 9JIJy spdu wd)l) Idgpdss gds 1U9gre IJb,ds6
JJozdd po oobd lUgips )
* Swds o3l peld Id discover el 1o 1Ug pdso 9ldezdsd opl o wopl J IJIE, DHCP L b

wedd pu ldb,ysd Ids 9,096 IUluweele

<#root>
CCw#
show i p route 172.16.254.3

Routing entry for 172.16.254.3/32
Known via "ospf 1", distance 110, metric 3, type intra area
Last update from 172.16.1.25 on TwentyFiveGigEl/0/47, 2w6d ago
Routing Descriptor Blocks:
* 172.16.1.29, from 172.16.255.3, 2w6d ago,

via Twent yFi veG gE1/ 0/ 48

Route metric is 3, traffic share count is 1
172.16.1.25, from 172.16.255.3, 2wéd ago,

via Twent yFi veG gE1/ 0/ 47

Route metric is 3, traffic share count is 1

Ip wvodysy IUldoylb Jdogvesd eds IULoovlble IJos oglzo 1J9) 86 01

nonitor capture 1 interface TwentyFi veG gEl/ 0/ 47 BOTH
monitor capture 1 interface TwentyFi veG gEl/ 0/ 48 BOTH
nonitor capture 1 match any

nonitor capture 1 buffer size 100

monitor capture 1 limt pps 1000

we ldldodlb: $p vogvgsd IJpuosd Jbde gusle IP J DHCP. 99,84 IUIJo$lb

<{froot>

nmoni tor capture 1 start
(have the host request dhcp ip)
nmoni tor capture 1 stop

&0 wosed IJIJedllb wiel po 1Jo ild DHCP (Iuowoe [Js pe)rd Iz, 38 Jeldss 1o 03l og 2o
DORA ¢ wo)



<tfroot>

COWMt
show nmonitor cap 1 buff brief | i DHCP
16
12. 737135 0.0.0.0 -> 255. 255. 255. 255 DHCP 434

DHCP Di scover

Transaction | D 0x78b <-- Discover starts at Frame 16 with all same transaction ID

18 14.740041 10.1.202.1 -> 255. 255. 255. 255 DHCP 438 DHCP
O fer

- Transaction ID

0x78b

19 14.742741 0.0.0.0 -> 255. 255. 255. 255 DHCP 452 DHCP
Request

- Transaction ID
0x78b

20 14.745646 10.1.202.1 -> 255. 255. 255. 255 DHCP 438 DHCP
ACK

- Transaction ID

0x78b

<#root>

COWt

sh non cap 1 buff detailed | b Frame 16
Franme 16

434 bytes on wire (3472 bits), 434 bytes captured (3472 bits) on interface /tnp/epc_ws/w f_to_ts_pipe
[Protocols in frame: eth:ethertype:ip:udp: vxlan: eth:ethertype:ip:udp: dhcp]
Et hernet 11,

Src: dc: 77:4c: 8a: 6d: 7f

(dc: 77: 4c: 8a: 6d: 7f),

Dst: 10:f9:20: 2e: 9f: 82

(10: f9: 20: 2e: 9f : 82)

<-- Underlay Interface MACs

Type: |1 Pv4 (0x0800)
I nternet Protocol Version 4,

Src: 172.16.254.3, Dst: 172.16.254.6



User Dat agram Protocol,

Dst Port: 4789

Virtual eXtensible

Local Area Network

Src Port:

VXLAN Network ldentifier

(VNI): 20201

Reserved: 0
Et hernet 11,

Src: 00:06:f6:01:cd: 43

(00: 06: f 6: 01: cd: 43),

Dst: 00:00: be:ef:ca:fe

(00: 00: be: ef: ca: fe)

<-- Inner Packet destined to CGW MAC

I nternet Protocol

User Dat agram Protocol,

Src Port: 68, Dst

Port: 67

Version 4, Src:

<- -

Dynami ¢ Host Configuration Protocol

Client MAC address:

(00: 06: f6: 01: cd: 43)
Cient hardware address padding:

Server host nane not given

Boot file name not given

Magi ¢ cooki e:

DHCP

65281,

VXLAN Por t

<-- Correct VN / Segnent

0.0.0.0, Dst: 255.255.255.255

<-- DHCP ports

(Di scover)

00: 06: f6:01: cd: 43

00000000000000000000

Option: (53) DHCP Message Type (Discover)

Length: 1

DHCP: Di scover (1)
Option: (57) Maxi mum DHCP Message Size

Length: 2

Maxi mum DHCP Message Si ze:
Option: (61) dient

Length: 27
Type: O
Cient |lde

ntifier:

Option: (12) Host Nane

Length: 17

identifier

1152

ci sco-0006. f 601. cd43- VI 202

Host Nane: 9300- HOST- 3750X- 2

Option: (55) Paraneter

Length: 8
Par anet er
Par anet er
Par anet er
Par anet er
Par anet er

Request
Request
Request
Request
Request

Request Li st

Li st
Li st
Li st
Li st
Li st

Item
Item
Item
Item
Item

(1) Subnet Mask

(6) Dommin Nane Server

(15) Domai n Nane

(44) NetBICS over TCP/|IP Nane Server
(3) Router

<--

DHCP Di scover

Packet



Par anet er Request List Item (33) Static Route

Par amet er Request List Item (150) TFTP Server Address

Par anet er Request List Item (43) Vendor-Specific Information
Option: (60) Vendor class identifier

Length: 8

Vendor class identifier: ciscopnp

Option: (82) Agent Information Option

Length: 24
Option 82 Suboption: (1) Agent Circuit ID
Length: 12

Agent Circuit ID: 010a000800004ee901010000

Option 82 Suboption: (2) Agent Renote ID

Length: 8

Agent Renote ID:
000
6682c7bf 88700 <-- switch base nac 682c. 7bf8. 8700 (from'show switch')

Option: (255) End
Option End: 255



edlzbé: spdu luvogsle b6 1IJIodlb gds ls l9)lé Is CGW Jogsss IJudbs 1Jlgs,)s
IJos subowo Bs lu zie pu ool DHCP DORA ol W uJ.

IJc2dd pu leuolissle IJebdd 1Jigble

<#root>
Leaf 01#
show i p dhcp snooping statistics detail

Packets Processed by DHCP Snoopi ng = 1288

Packets Dropped Because

| DB not known

Queue full

Interface is in errdisabled
Rate Iinmt exceeded

Recei ved on untrusted ports =

1
O O O oo



Nonzer o gi addr

Source mac not equal to chaddr
No binding entry

Insertion of opt82 fai

Unknown packet

I nterface Down

Unknown out put interface

M sdirected Packets

Packets with Invalid Size
Packets with Invalid Option =

OO O0OO0OO0OO0OO0OO0oOOoOOo

<-- Look for any drop counter that is actively increnenting when the issue is seen.

IJozdd pu puwl IJovuoe Jdobudd eds wy9e99dsd DHCP
* CoPP 09 IJpdyu IUyssums 1J3s $89p wluvdll 1Jzie Bs punl IUzie
<#root>

LeafOl1#

show pl at form hardware switch active qos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue
QId
Pl cl dx
Queue Name EnabTed Rate Rate Drop(Bytes)

Dr op( Fr ames)

DHCP Snoopi ng

Yes 400 400 0
0
CPU Queue Policer Statistics
Pol i cer
Policer Accept Policer Accept Policer Drop Policer Drop
I ndex



6 472723 1288 0 0

o) T8y e8> 23l Juass pdly 2298 beldly peupd W IUze 09 "show platform software fed

switch active punt rate interfaces"

* 903 ps> JJglss JJgey) £ds 9lzod puod) zee wede IJvsuolule ldos wegpd eds
Lazle powb Idzie 9w9e) eds s 1dps9s Iduisgss Idpyowbs w9236 Ideeldzs 1Jp,dss

(CPU)

<#root>
LeafO1#
show pl atform software fed switch active punt rates interfaces

Punt Rate on Interfaces Statistics

Packets per second averaged over 10 seconds, 1 min and 5 mins

| | Recv | Recv | Recv | Drop | Drop | Drop
<-- Receive and drop rates for this port
Interface Name | IF_ID | 10s | 1Imin | S5min | 10s | 1min | 5Smin
G gabit Ethernet1/0/1 0x0000000a
2 2 2 0 0 0

<-- the port and its IF-1D which can be used in the next command

<tfroot>

Leaf0l1#

show platformsoftware fed switch active punt rates interfaces Oxa <-- From previous comrand (omt the

Punt Rate on Single Interfaces Statistics

Interface : G gabitEthernet1/0/1 [if _id: OxA]

Received Dropped
Total : 8032546 Total : 0
10 sec average : 2 10 sec average : O
1 min average : 2 1 min average : 0
5 min average : 2 5 min average : 0

Per CPUQ punt stats on the interface



(rate averaged over 10s interval)

Q | Queue | Recv | Recv | Drop | Drop |
no | Name | Total | Rate | Total | Rate |
17
CPU_Q _DHCP_SNOCPI NG

1216 0 0

<...snip...

>

2o gpsd IUobdd sds wy909d9] DHCP

Jlizgb woulsd Huwlisd DHCP Uluegsle 03l 1Jle,. spde wuvgsd 3JY eds JJ pu Leaf Iy CGW

J)9s6 wowe Idpre

<{froot>

LeafOl1#

show pl at f orm dhcpsnoopi ng client stats 0006. F601. CD43

DHCPSN: DHCP snooping server
DHCPD: DHCP protocol daemen
L2FWD: Transmit Packet to driver in L2 format

FWD: Transmit Packet to driver

(B):

Dhcp nessage' s response expected as ' B roadcast

(U): Dhcp message's response expected as 'U nicast

Packet Trace for cl

Timestamp

ent

MAC 0006. F601. CD43:

Destination MAC Destination

VLAN

2023/09/28
2023/09/28
2023/09/28
2023/09/28
2023/09/28
2023/09/28
2023/09/28
2023/09/28
2023/09/28
2023/09/28
2023/09/28
2023/09/28
2023/09/28
2023/09/28
2023/09/28
2023/09/28

ouoese IJigble 1J]oldsé

202
202
202
202
202
202
202
202
202
202
202
202
202
202
202
202

Message

DHCPDISCOVER(B)
DHCPDISCOVER(B)
DHCPDISCOVER(B)
DHCPDISCOVER(B)
DHCPDISCOVER(B)
DHCPDISCOVER(B)
DHCPOFFER(B)
DHCPOFFER(B)
DHCPREQUEST (B)
DHCPREQUEST (B)
DHCPREQUEST (B)
DHCPREQUEST (B)
DHCPREQUEST (B)
DHCPREQUEST (B)
DHCPACK (B)
DHCPACK (B)

Handler:Action

PUNT : RECEIVED
PUNT : TO_DHCPSN
BRIDGE :RECEIVED
L2INJECT:TO_FWD
BRIDGE: TO_INJECT
L2INJECT:TO_FWD
PUNT : RECEIVED
PUNT : TO_DHCPSN
PUNT : RECEIVED
PUNT : TO_DHCPSN
BRIDGE :RECEIVED
L2INJECT:TO_FWD
BRIDGE: TO_INJECT
L2INJECT:TO_FWD
PUNT : RECEIVED
PUNT : TO_DHCPSN



debug ip dhcp server packet detail
debug ip dhcp server packet

debug ip dhcp server events

debug ip dhcp snooping packet
debug dhcp detail

oeds vt Iz e wuvgsd cusest Iigble!

pedyple slo Lodo

* ou9Sd wslwo ug?so BGP EVPN g.Js »z9Jle Catalyst 9000 Series Switches
* OUL9Sd wziisd o inso BGP EVPN | S6 |u Catalyst 9000 Series Switches

Catalvst 9000 Switches



https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220912-implement-bgp-evpn-protected-overlay-seg.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220912-implement-bgp-evpn-protected-overlay-seg.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220912-implement-bgp-evpn-protected-overlay-seg.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220912-implement-bgp-evpn-protected-overlay-seg.html
https://www.cisco.com/c/en/us/support/docs/ip/dynamic-host-configuration-protocol-dhcp-dhcpv6/217055-operate-and-troubleshoot-dhcp-snooping.html
https://www.cisco.com/c/en/us/support/docs/ip/dynamic-host-configuration-protocol-dhcp-dhcpv6/217055-operate-and-troubleshoot-dhcp-snooping.html
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