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IJel>6 29156 6500 sery 39> pdelz pg pUiy S pzyd 2T 9 6900 sery glbo bl 96 $59> Jlpd zol)
9w)peso d8p Jouudsy CTS. Usgp 9bsds CTS: ould 39lis) pp26 Eluos wldobosd (ASICs)
PP Lo0 Sup luwwgsleol Vs Lbl@le 1Jgb 1Uzys6 oo IUuwdunds 6900. Jl wzwys wblgle
IJgb lJ9s5pe6 eJs wbldle ASIC |Jpg o006 030 goldolds: Jl wrgpe CTS.

gldw CTS suwoged pbs 23138 pdcle lsuw) pedd (Buwes vy seleuso) lu seduw s
2290 pu CTS-se2) wz9sd 9228 wplss IUs IJpuind p2yd J pzeses low bl §s (sy)
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IJodosu

Wyowe Iotbsbes JJuing s

W ) ;‘—3" CTSlink === Iy
TE 1/4 TE 1/4/4 J
W2

10.10.10.1 10.10.10.2
SW1 S
IXIA-1 6500 with 6500 with | IXIA-2
IF: 100200 CTS-capable CTS-incapable 1P:10.10.10.10
line card line card
odysu SW1

Bp wodosu 3Jsd CTS gds IJsuods [Js SW2 Cluwedsle I.Ji_9|ro_) lJeldse:

SWi(config)#int t1/4

SW(config-if)#ip address 10.10.10.1 255. 255.255.0
SWL(config-if)#no shutdown

SWL(config-if)#cts manual

SWL(config-if-cts-manual )#propagate sgt
SWL(config-if-cts-manual )#policy static sgt 11 trusted
SWL(config-if-cts-nmanual)#exit

SWi(config-if)#exit

odysy SW2
pduw iz el eds 1dedule pg o3l lp):

SW2(config)#platformcts egress
SW#write menory

Bui | di ng configuration...

[ OK] Swe#rel oad

odlebs: 1Jpbolz suwés Juo lesw inorder to pdue IUperz elduw luvdoe.



I wodssu sdsd CTS gds 1dpouwds Idpouod SWT Cluwedsle Uiglp_) lJoldsé:

SWe(config)#int t1/4/4

SWe(config-if)#ip address 10.10.10.2 255. 255.255.0
SW2(config-if)#no shutdown

SWe(config-if)#cts manual

SWe(config-if-cts-nmanual )#propagate sgt
SWe(config-if-cts-manual )#policy static sgt 10 trusted
SW2(config-if-cts-nmanual )#exit

SWe(config-if)#exit

Bp wodasu LSy oo g6 SW2 Jpuos) gosle IP 10.10.10.10 oo IXIA.

SW2(config)#cts rol e-based sgt-map 10.10.10.10 sgt 11
lJo2dd pu lduors
lowesp 03l IdSuwe Jelds gpd IJedsse wubvdd Loese:

SpIdu &0 9528 CTS Izl wluwogsle o3l 1Jle:

SWe#show platformcts
CTS Egress node enabl ed

SpJdu &2 eldsé Loulb CTS Ulguwgsle o3l 1Jie):

show cts interface summary

>88w Iy IJ IFC-state pde9z e JJl plule. 9s0wES 1o wws9 Iduslee Jel sds:

SWi#show cts interface sunmmary
G obal Dot 1x feature is Enabl ed

CTS Layer?2 Interfaces

Interface Mode | FC-state dotlx-role peer-id | FC-cache Critical -Authentication

Tell 4 MANUAL OPEN unknown unknown invalid Invalid

SW#show cts interface sunmmary
G obal Dot 1x feature is Enabl ed
CTS Layer?2 Interfaces

Interface Mode | FC-state dotlx-role peer-id | FC-cache Critical -Authentication

Tell 4/ 4 MANUAL OPEN unknown unknown invalid Invalid

IJoedd ew #JIJ [&)lz NetFlow

Spdu wdgsy NetFlow wluwegsle 1Jisle; 1JelJsé:



SWL(config)#flow record rec2

SWL(config-fl owrecord)#match
SWL(config-fl owrecord)#match
SWL(config-fl owrecord)#match
SWL(config-fl owrecord)#match
SWL(config-fl owrecord)#match
SWL(config-fl owrecord)#match
SWL(config-fl owrecord)#match
SWL(config-fl owrecord)#match

SWL(config-fl owrecord)#col | ect
SWL(config-fl owrecord)#col | ect
SWL(config-fl owrecord)#col | ect

SWL(config-fl owrecord)#exit
SWL(config)#fl ow nonitor non2

i pv4 protocol

i pv4 source address

i pv4 destination address
transport source-port
transport destination-port
flow direction

flow cts source group-tag
flow cts destination group-tag
routing forwardi ng-status
counter bytes

count er packets

SWL(config-fl ow nonitor)#record rec2

SWL(config-fl ow nonitor)#exit

obosd NetFlow gJs 9lzos 1389J 1glL06 wpzod SW1:

SWi#sh run int t1/4
Bui | di ng configuration...

Current
|

configuration :

no sw tchport

165 bytes

nterface TenG gabitEt hernetl/ 4

i p address 10.10.10.1 255. 255.255.0

ip flow nmonitor nmon2 input

cts manual
policy static sgt 11 trusted
end

o288 pu 1o 1zse 1J91)36 0 SGT IJos wpe 9,08 edlps edsol gds 1Upzod SW.

SWi#show fl ow noni t or
Cache type:
Cache si ze:
Current entries:
H gh Wt er mark:

Fl ows added:

Fl ows aged:
- Active timeout (
- Inactive tineout (
- Event aged
- Watermark aged
- Emergency aged

There are no cache entries to

Cache type:
Cache si ze:
Current entries:

There are no cache entries to

Mobdul e 35:
Cache type:

nmon2 cache format table

Nor mal
4096
0
0
0
0
1800 secs) 0
15 secs) 0
0
0
0
di spl ay.
Nor nal
Unknown
0
di spl ay.
Nor nal

(Pl atform cache)

(Pl atform cache)



Cache si ze: Unknown
Current entries: 0

There are no cache entries to display.

Modul e 34:
Cache type: Nor mal
Cache si ze: 4096
Current entries: 0
H gh Wt er mark: 0

Fl ows added:

Fl ows aged:
- Active timeout (1800 secs)
- Inactive tineout ( 15 secs)
- Event aged
- Watermark aged
- Emergency aged

O OO oo OoOo

There are no cache entries to display.

Cache type: Nor mal (Pl atform cache)
Cache si ze: Unknown
Current entries: 0

There are no cache entries to display.

Modul e 33:
Cache type: Nor mal
Cache si ze: 4096
Current entries: 0
H gh Wt er mark: 0

Fl ows added:

Fl ows aged:
- Active timeout (1800 secs)
- Inactive tineout ( 15 secs)
- Event aged
- Watermark aged
- Emergency aged

O OO oo OoOo

There are no cache entries to display.
Cache type: Nor mal (Pl at form cache)
Cache si ze: Unknown
Current entries: 0

There are no cache entries to display.

Modul e 20:
Cache type: Nor mal (Pl at f orm cache)
Cache si ze: Unknown
Current entries: 2

| Pv4 SRC ADDR | Pv4 DST ADDR TRNS SRC PORT TRNS DST PORT FLONDI RN FLOW CTS SRC GROUP
TAG FLOWCTS DST GROUP TAG |P PROT ip fwd status bytes pkts

10.10.10.10 10.10.20.10 0 0 TInput

11 0 255 Unknown 375483970 8162695
10.10.10.2 224.0.0.5 0 0 I nput

4 0 89 Unknown 6800 85

Modul e 19: Cache type: Normal (Platformcache) Cache size: Unknown Current entries: O There are
no cache entries to display. Mdule 18: Cache type: Normal Cache size: 4096 Current entries: O
H gh Watermark: O Flows added: O Flows aged: 0 - Active timeout ( 1800 secs) 0 - Inactive



timeout ( 15 secs) 0 - Event aged O - Watermark aged 0 - Enmergency aged O There are no cache
entries to display. Cache type: Normal (Platformcache) Cache size: Unknown Current entries: O

lwedunldd IJigble gl oJlzol

Jl w9 eldsl pedsple pes36 Jlgueduuld 1Jigble sl odlzol Jodl IJodssu.
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