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#Rout er alllas 638L s,y osaidll o9 9 col. <Rout er ddlan 5390 9 enable _is1.9

€ Uilguins)l Jawogll 6,515 &uui) copy start running sl configure memory sl9l luol, 08 pl® .10
.configure terminal oY jlaol s Y 6,511 (8 (NVRAM) 6, Uniall

95 write terminalg show running ;oY1 o ,=,.show running 9i write terminal ;oY jlxol a8 .11
28 Olezlgl gaaz ol Lisy 1a®g .shutdown oVl olg>lgll guo> o S5 «oueSil 13D 8 .azgall
Sidiao € ol jaio Guity Lol 59,00l olalS 62Dl diSay. W BlaYI

oVl adlaall. ol ey plell 195l o9 J155Y configure terminal JoVl Slaol 08 .12
#(host name(config

.enable ;9,0 dalS ,useid plell 495l g9 9 <enable secret < password oVl ;laol o5 .13

oSl 209 9 2 solazdl 9 Lehovuiy caad il aoyall ol .config-register 0x2102 ;oI jlaol, 05 .14
oVl Lgiowd I 5,31 6,0 (oSl doud s (#( Rout er (confi g) ol

1639290 culS 13] a @ Ul &8 )lall daxoll 59,0 ololS Huei .15
Rout er (confi g) #1ine vty 0 4
Rout er (confi g-1i ne) #password cisco

Rout er (confi g-1ine)#4+z
#Rout er

show ip ol jlasl pd .63le plasiwY] A8 GeSs dg2l9 JS lc no shutdown LoVl luol, 08 .16
Ausit) (#Rout er ) ouSodll 209 (9 UeSs Ul vy Al Lell>9 wlezloll ansld Lo =) interface brief
:6a>19 dg=>lg) Jlio L .show ip interface brief oY

Rout er #show ip interface brief

Interface | P- Addr ess OK? Met hod Status Pr ol
VI anl 172.17.10. 10 YES TFTP  adninistratively down dow
VI an10 10.1.1.1 YES TFTP  adninistratively down dow
G gabitEthernet1/1 unassi gned YES unset adninistratively down dow
G gabi t Et hernet 1/ 2 unassi gned YES TFTP  adninistratively down dow
G gabit Et hernet2/1 unassi gned YES TFTP  adninistratively down dow
G gabi t Et hernet 2/ 2 unassi gned YES TFTP  adninistratively down dow
Fast Et hernet 3/ 1 172. 16. 84. 110 YES TFTP  adninistratively down dow

.. <sni p>

Rout er #configure terminal

.Enter configuration commands, one per line. End with CNTL/Z
Rout er (confi g) #interface fastEthernet 3/1

Rout er (confi g-if)#no shutdown

Rout er (confi g-if)#exit

<...Router(config)# <do other interfaces as necessary

#host name oY ddlaoll. ueSill gio9 6,5leal Ctrl-z e lasol .17
.ol il Lai) copy running startup ol write memory sl9i ol 09 .18

>3V due

QUi sery 6000 65li> 63lo o baslio go Jlio Lid ciils . led 19,0 dolS haiw] shz] D Jloll s,
Jball 138 9 Leolasiw] piy (il &LeSoll 48 ,20) show moduley show version olgl plasiwl |l

.Press RETURN to get started

Rout er >enable
: Passwor d

Rout er #show version

Cisco Internetwork Operating System Software

(1S (tm c6supl_rp Software (c6supl_rp-JSV-M, Version 12.1(6)E, EARLY DEPLOYME
TAC Support: http://wwmv. ci sco.cont cgi-bin/ibld/ view pl?i =support

. Copyright (c) 1986-2001 by cisco Systens, Inc

Conpil ed Sat 17-Mar-01 00:14 by eaar mas



| mage text-base: 0x60020950, data-base: 0x6165E000

ROM System Bootstrap, Version 12.0(3)XE, RELEASE SOFTWARE
(BOOTFLASH: MSFC Sof t ware (C6MSFC-BOOT-M, Version 12.1(6)E, EARLY DEPLOYMENT RE

Router uptine is 14 mnutes
(Systemreturned to ROM by power-on (SP by rel oad
"Systeminmage file is "sup-bootflash: c6supll-jsv-ne.121-6.E

.Cisco Catal yst 6000 (R5000) processor with 114688K/ 16384K bytes of nenory
Processor board | D SAD04281AF6

R5000 CPU at 200Mhz, Inplenmentation 35, Rev 2.1, 512KB L2 Cache
Last reset from power-on

. Bridging software

. X. 25 software, Version 3.0.0

. (Super LAT software (copyright 1990 by Meridi an Technol ogy Corp
. TN3270 Enul ati on software

(Ethernet/| EEE 802.3 interface(s 24

(Virtual Ethernet/I|EEE 802.3 interface(s 2

(FastEt hernet/ 1 EEE 802.3 interface(s 48

(G gabit Ethernet/|EEE 802.3 interface(s 4

. 381K bytes of non-volatile configuration nmenory

. 4096K bytes of packet SRAM nmenory

. (16384K bytes of Flash internal SI MM (Sector size 256K
Configuration register is 0x2102

#Rout er
Rout er #show module
Slot Ports Card Type Model Serial Nunmber
Cat 6000 sup 1 Enhanced QoS (active) WB- X6K- SUP1A- 2GE SAD043301JS 2 1
Cat 6000 sup 1 Enhanced QoS (standby) WB- X6K- SUP1A- 2GE SAD03510114 2 2
port 10/100 nmb RJ45 W5E- X6348- R]- 45 SAD04230FB6 48 48 3
port 10baseFL WE- X6024- 10FL- MI SAD03413322 24 24 6
Sl ot MAC addr esses Hw Fw Sw
00d0. c0d2. 5540 to 00d0. c0d2. 5541 3.2 unknown 6.1(0.105)OR 1
00dO0. bcf 1. 9bb8 to 00dO0. bcf 1. 9bb9 3.2 unknown 6.1(0.1050R 2
0002. 7ef 1. 36e0 to 0002. 7ef 1. 370f 1.1 5.3(1) 1999- 6.1(0.105)COR 3
00d0. 9738. 5338 to 00d0. 9738. 534f 0.206 5.3(1) 1999- 6.1(0.105OR 6
#Rout er

Rout er #reload
[Proceed with reload? [confirm

Here you turn off the power and then turn it back on. !--- Here it is done with a reload ---!
instead of a hard power-cycle. 00:15:28: %8YS- SP-3- LOGGER_FLUSHI NG System pausing to ensure
consol e debuggi ng. 00:15: 27: %6KPWR- SP- 4- DI SABLED: power to nodule in slot 2 set off (admn

reque) 00: 15: 28: %C6KPWR- SP- 4- DI SABLED: power to nodule in slot 3 set off (admin reque)

00: 15: 28: %C6KPWR- SP- 4- DI SABLED: power to nodule in slot 6 set off (adm n reque) 00:15:28: %0 R
SP-6- CONSOLE: Changi ng consol e ownership to switch processor 00:15:28: %8YS- SP- 3- LOGGER_FLUSHED:
System was paused for 00:00:00 to ensure co. 00:15:30: %8YS- SP- 3- LOGGER _FLUSHI NG Syst em pausi ng
to ensure consol e debugging. *** *** _.. SHUTDOAN NOW --- *** (00:15: 30: %BYS- SP-5- RELOAD: Rel oad
request ed 00: 15: 30: % R- SP- 6- CONSOLE: Changi ng consol e ownership to switch processor 00:15: 30:
YSYS- SP- 3- LOGGER_FLUSHED: System was paused for 00:00:00 to ensure co. 00:15:31: % R- SP-6-

REMCARD: Card renoved fromslot 1, interfaces disabled !--- First, the switch processor comes

up. System Bootstrap, Version 5.3(1) Copyright (c) 1994-1999 by cisco Systens, Inc. c6k_supl
processor with 65536 Kbytes of nmain menory Autoboot executing conmand: "boot bootfl ash: c6supll-
jsv-nez.121-6. E' Self deconpressing the inmage : ###HHHHHHABHHHHHHHHHHHHHBHHHHHH PR HHH T
Restricted Rights Legend Use, duplication, or disclosure by the Government is subject to
restrictions as set forth in subparagraph (c) of the Commercial Conputer Software - Restricted
Ri ghts clause at FAR sec. 52.227-19 and subparagraph (c) (1) (ii) of the Rights in Technical



Data and Conputer Software clause at DFARS sec. 252.227-7013. Cisco Systems, Inc. 170 West
Tasman Drive San Jose, California 95134-1706 Ci sco Internetwork Operating System Software |10S
(TM cb6supl_sp Software (c6supl_sp-SPV-M, Version 12.1(6)E, EARLY DEPLOYME) TAC Support:
http://wwmv. ci sco. com cgi -bin/ibld/view pl ?i =support Copyright (c) 1986-2001 by cisco Systens,
Inc. Conpiled Sat 17-Mar-01 00:52 by eaarmas | mage text-base: 0x60020950, database: 0x605FC000
Start as Primary processor 00:00:03: %8YS- 3- LOGGER FLUSHI NG System pausing to ensure consol e
debuggi ng ou. 00:00:03: %OIR-6-CONSOLE: Changing console ownership to route processor

The RP now has control of the console. !--- This is when you send the break sequence. ---!

Syst em Boot strap, Version 12.0(3) XE, RELEASE SOFTWARE Copyright (c) 1998 by cisco Systems, Inc.
*** Address Error (Load/Fetch) Exception *** Access address = Ox5e PC = Ox5e, Cause = 0x10,
Status Reg = 0x3040d003 ROM Monitor Can Not Recover From Exception A Board Reset |s |Issued ***
Software NM *** PC = OxbfcOb6b0, SP = 0x00002a90 Cat 6k- MSFC platformwi th 131072 Kbytes of nmain
menory Sel f deconpressing the i nage : ##HH#H#HHAHHHBHHAHHHBHHTHHH AT HH TR H ] F
System recei ved an abort due to Break Key *** signal = 0x3, code= 0x0, context= 0x6049ed68 PC =
0x601011ac, Cause = 0x20, Status Reg = 0x34008002 !--- You are now in ROMMON mode on the RP.
Continue the password !--- recovery procedure just as on any router. Changing the configuration
l--- register from 0x2102 to 0x2142 causes the router to ignore the existing !--- configuration.
You want it to be ignored because it has passwords that you do not !--- know. romon 1 > confreg
0x2142

You rmust reset or power cycle for new config to take effect
romon 2 > reset

Syst em Boot strap, Version 12.0(3) XE, RELEASE SOFTWARE
. Copyright (c) 1998 by cisco Systens, Inc
Cat 6k- MSFC platformwi th 131072 Kbytes of nmain nmenory

[ #HHHBBHHHHH BB HHH B HH TR TR RHHH 0 Sel f deconpressing the i mage

Attenpt to downl oad ' sup-bootflash: c6supll-jsv-ne.121-6.E ... okay

It starting downl oad of ' sup-bootflash: c6supll-jsv-ne.121-6.E : 8722810 bytes
I Chksum Verified

[ #e#HHBH B R R R R ERE# . Sel T deconpressing the i nage

Restricted Rights Legend

Use, duplication, or disclosure by the Governnent is
subject to restrictions as set forth in subparagraph

c) of the Commercial Conputer Software - Restricted)

Ri ghts clause at FAR sec. 52.227-19 and subparagraph

c) (1) (ii) of the Rights in Technical Data and Conputer)
. Sof tware clause at DFARS sec. 252.227-7013

.Cisco Systens, Inc
West Tasman Drive 170
San Jose, California 95134-1706

Cisco Internetwork Operating System Software

(1CS (TM c6supl_RP Software (c6supl_rp-JSV-M, Version 12.1(6)E, EARLY DEPLOYME
TAC Support: http://wwmv. ci sco.cont cgi-bin/ibld/ view pl?i =support

. Copyright (c) 1986-2001 by GCisco Systens, Inc

Conpil ed Sat 17-Mar-01 00: 14 by eaar mas

| mge text-base: 0x60020950, database: Ox6165E000

.Cisco Catal yst 6000 (R5000) processor with 114688K/ 16384K bytes of nenory
Processor board | D SAD04281AF6

R5000 CPU at 200Mhz, Inplenmentation 35, Rev 2.1, 512KB L2 Cache

Last reset from power-on

. Bridging software

. X. 25 software, Version 3.0.0

. (Super LAT software (copyright 1990 by Meridi an Technol ogy Corp

. TN3270 Emul ati on software



(Ethernet/| EEE 802.3 interface(s 24

(Virtual Ethernet/I|EEE 802.3 interface(s 1
(FastEt hernet/ 1 EEE 802. 3 interface(s 48

(G gabit Ethernet/|EEE 802.3 interface(s 4

. 381K bytes of nonvolatile configuration nmenory
. 4096K bytes of packet SRAM nmenory

. (16384K bytes of Flash internal SI MM (Sector size 256K
--- System Configuration Dialog ---
Wuld you like to enter the initial configuration dialog? [yes/no]: n

The router ignores the saved configuration and enters !--- the initial configuration mode. ---!
Press RETURN to get started! 00:00: 03: %BYS-3- LOGGER _FLUSHED: System was paused for 00:00:00 to
ensure conso. 00: 00: 04: Y%C6KPWR- 4- PS| NSERTED: power supply inserted in slot 1. 00:00: 04:
YCOKPWR- 4- PSOK: power supply 1 turned on. 00:02:08: ¥%SYS- SP-5- RESTART: Systemrestarted -- Cisco
Internetwork Operating System Software |1 0S (TM c6supl_SP Software (c6supl_sp-SPV-M, Version
12.1(6) E, EARLY DEPLOYME) TAC Support: http://ww. ci sco. coni cgi-bin/ibld/view pl?i =support
Copyright (c) 1986-2001 by cisco Systens, Inc. Conpiled Sat 17-Mar-01 00: 52 by eaarmas 00: 02:13:
L3-MER: 12 flush entry installed 00:02:13: L3-M3R |3 flush entry installed 00: 02: 14: %8YS-5-
RESTART: Systemrestarted -- Cisco Internetwork Operating System Software 10S (TM c6supl_RP

Sof tware (c6supl_rp-JSV-M, Version 12.1(6)E, EARLY DEPLOYME) TAC Support:

http://wwmv. ci sco. com cgi -bin/ibld/view pl ?i =support Copyright (c) 1986-2001 by C sco Systens,
Inc. Conpiled Sat 17-Mar-01 00:14 by eaarmas 00:02: 17: %C6KPWR- SP- 4- DI SABLED: power to nodule in
slot 1 set off (admin reque) 00:02:18: % 6KPWR- SP- 4- ENABLED: power to nodule in slot 3 set on
00: 02: 18: Y% C6KPWR- SP- 4- ENABLED: power to nodule in slot 6 set on 00:02: 28:

sm set _nodul eFwWer si on: nonexi stent nmodul e (1) 00:02:38: %SNWP-5- MODULETRAP: Mdule 1 [Up] Trap
00:02:38: % R-SP-6-1 NSCARD: Card inserted in slot 1, interfaces are now online 00:02: 56: %SNWVP-
5- MODULETRAP: Module 6 [Up] Trap 00:02:56: %0 R SP-6-1NSCARD: Card inserted in slot 6,
interfaces are now online 00:02:59: SP: SENDI NG | NLI NE_PONER_DAUGHTERCARD_MSG SCP MSG 00: 02: 59:
YSNVP- 5- MODULETRAP: Modul e 3 [Up] Trap 00:02:59: %0 R SP-6-1 NSCARD: Card inserted in slot 3,
interfaces are now online Router>enable

#Rout er
You go right into privilege mode without needing a password. !--- At this point, the ---!
configuration running-config is a default configuration !--- with all the ports administratively

down (shutdown). Rout er#copy startup-config running-config
<Destination filename [running-config]? <press enter

This pulls in the original configuration. Since you are already in privilege !--- mode, ---!
the passwords in this configuration do not affect you. 4864 bytes copied in 2.48 secs (2432
byt es/ sec) Rout er#configure terminal
.Enter configuration comrmands, one per line. End with CNTL/Z
Rout er (confi g) #enable secret < password > [Choose a strong password with at least one capital
[.letter, one number, and one special character

Overwrite the password that you do not know. This is your new enable password. ---!
Rout er (confi g) #+2

#Rout er
Rout er #show ip interface brief
Interface | P- Addr ess OK? Met hod Status Pr ol

VI anl 172.17.10. 10 YES TFTP  administratively down dow
VI an10 10.1.1.1 YES TFTP  administratively down dow
G gabitEthernet1/1 unassi gned YES unset administratively down dow
G gabi t Et hernet 1/ 2 unassi gned YES TFTP  administratively down dow
G gabit Et hernet 2/ 1 unassi gned YES TFTP  administratively down dow
G gabi t Et hernet 2/ 2 unassi gned YES TFTP  administratively down dow
Fast Et hernet 3/ 1 172. 16. 84. 110 YES TFTP  administratively down dow

...<sni p>

. Issue the no shut command on all interfaces that you want to bring up ---!



Rout er #configure terminal

.Enter configuration comrmands, one per line. End with CNTL/Z
Rout er (confi g) #interface fastEthernet 3/1

Rout er (confi g-if)#no shutdown

Router (config-if)#exit

Overwrite the virtual terminal passwords. Router(config)#line vty 0 4 ---!
Rout er (confi g-1i ne) #password cisco

Rout er (confi g-1ine)#+z

#Rout er

Restore the configuration register to its normal state so that it !--- no longer ignores ---!
the stored configuration file. Router#show version

Cisco Internetwork Operating System Software

(1CS (tm c6supl_rp Software (c6supl_rp-JSV-M, Version 12.1(6)E, EARLY DEPLOYME

TAC Support: http://wwmv. ci sco.cont cgi-bin/ibld/ view pl?i =support

. Copyright (c) 1986-2001 by cisco Systens, Inc

Conpil ed Sat 17-Mar-01 00: 14 by eaar mas

| mage text-base: 0x60020950, data-base: 0x6165E000

ROM System Bootstrap, Version 12.0(3)XE, RELEASE SOFTWARE
(BOOTFLASH: MSFC Sof t ware (C6MSFC-BOOT-M, Version 12.1(6)E, EARLY DEPLOYMENT RE

Router uptime is 7 minutes
(Systemreturned to ROM by power-on (SP by rel oad
"Systeminmage file is "sup-bootflash: c6supll-jsv-ne.121-6.E

.Cisco Catal yst 6000 (R5000) processor with 114688K/ 16384K bytes of nenory
Processor board | D SAD04281AF6

R5000 CPU at 200Mhz, Inplenmentation 35, Rev 2.1, 512KB L2 Cache
Last reset from power-on

. Bridging software

. X. 25 software, Version 3.0.0

. (Super LAT software (copyright 1990 by Meridi an Technol ogy Corp
. TN3270 Enul ati on software

(Ethernet/| EEE 802.3 interface(s 24

(Virtual Ethernet/|EEE 802.3 interface(s 2

(FastEt hernet/ 1 EEE 802. 3 interface(s 48

(G gabit Ethernet/I|EEE 802.3 interface(s 4

. 381K bytes of non-volatile configuration nmenory

. 4096K bytes of packet SRAM nenory

. (16384K bytes of Flash internal SI MM (Sector size 256K
Configuration register is 0x2142

Rout er #configure terminal

.Enter configuration comrmands, one per line. End with CNTL/Z
Rout er (confi g) #config-register 0x2102

Rout er (confi g) #+2

#Rout er

Verify that the configuration register 1s changed for the next reload. Router#show version ---!
Cisco Internetwork Operating System Software

(1S (tm c6supl_rp Software (c6supl_rp-JSV-M, Version 12.1(6)E, EARLY DEPLOYME

TAC Support: http://wwv. ci sco.cont cgi-bin/ibld/ view pl?i =support

. Copyright (c) 1986-2001 by cisco Systens, Inc

Conpil ed Sat 17-Mar-01 00: 14 by eaar mas

| mage text-base: 0x60020950, data-base: 0x6165E000

ROM System Bootstrap, Version 12.0(3)XE, RELEASE SOFTWARE
(BOOTFLASH: MSFC Sof t ware (C6MSFC-BOOT-M, Version 12.1(6)E, EARLY DEPLOYMENT RE

Router uptime is 8 minutes
(Systemreturned to ROM by power-on (SP by rel oad



"Systeminmage file is "sup-bootflash: c6supll-jsv-ne.121-6.E

.Cisco Catal yst 6000 (R5000) processor with 114688K/ 16384K bytes of nenory
Processor board | D SAD04281AF6

R5000 CPU at 200Mhz, Inplenmentation 35, Rev 2.1, 512KB L2 Cache
Last reset from power-on

. Bridging software

. X. 25 software, Version 3.0.0

. (Super LAT software (copyright 1990 by Meridi an Technol ogy Corp
. TN3270 Enul ati on software

(Ethernet/| EEE 802.3 interface(s 24

(Virtual Ethernet/|EEE 802.3 interface(s 2

(FastEt hernet/ 1 EEE 802. 3 interface(s 48

(G gabit Ethernet/|EEE 802.3 interface(s 4

. 381K bytes of non-volatile configuration nmenory

. 4096K bytes of packet SRAM nmenory

. (16384K bytes of Flash internal SIMM (Sector size 256K
(Configuration register is 0x2142 (will be 0x2102 at next reload
#Rout er

Rout er #copy running-config startup-config

<Destination filename [startup-config]? <press enter

... Building configuration

[ K]

#Rout er

Optional: If you want to test that the router !--- operates properly and that you have ---!
changed !--- the passwords, then reload and test. Router#reload

<Proceed with reload? [confirn] <press enter
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