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mac access-1list extended udld
deny any host 0100.0ccc.cccc

permit any any

!

interface GigabitEthernet2/4
switchport mode trunk

udld port aggressive

mac access-group udld in
1

edlzbs: Jl oy o $lises IJopde Bs 1Usuo9d 030 296 0)9) puweys Idogde L2 pod
|bl,l. CDP/UDLD/VTP/PAQGP pg glso MAC = 0100.0ccc.ceee lJos wlos 91536 s 9lzosd
GigabitEthernet2/4.

WO pz9dle Catalyst 4500 switches: ould $lisps wedpe Vs 1J9u09d (ACL) p3026 wp luuilgol
w9luwlbd IJuble ©89p wJdp 2)J6 p)9) puwess Idozde pu L2 1Js 9226 1Upeldes 1dp)ydssé
(CPU) sldes odsu Jol IUlsdass eds Slisps Ieede B 1dsuesd (ACL) IJpg, 96 o0 Sl
IJeuwedse Jououss 2db 1dess) 0o soldelds: Jl wedd Slises IJopde S 1dsosd
(ACL) lJpg,96 o0 Sud Idpuweise 03l IUEuo. 03l IUuwdsd ¢luo Jelss pslj6 4500 pouob. 13,
PULLS > SUIL Jo puded pEod.



IJzJ

SpIdu luwegsle o030 IUbb 886 Jluwdl 2,96 1dp,9) B pods 1Usged 19 B 9236 IUpglJzs
lJeydjse: bl Jlow ould glzs Js 1JB8sle w3JY.

oSy IJeruo pu IJ'anglo oul 09 [uwilb zpse IUlbLle IJos wzwss eJs MAC Idggos =
0100.0ccc.ceee IJos wlos s 9lzod pesud. suvegpd 03l {upperimac address o
UDLD/DTP/VTP/PagP cedpe pwegs pelosle gesé (PDUS).

1B IlG 1Josus o9 uubsp a_,do lJp)9) 030 983p luwilool Jdolc VOly wubse puvwys IJoedp 09
IJed 1JpdoJ. |3Ju suvdd oz 098 wulbs [>6 >w9l;36 4500

U056 1. &pdso 2956 1506 (Q0S) Jzjpé IUepdp J CDP-VTP:

Catalyst4500 (config) #gos control-packets cdp-vtp
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Catalyst4500#show run | begin system-control

mac access-1list extended system-control-packet-cdp-vtp
permit any host 0100.0ccc.cccc
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mac access-1list extended udld
permit any host 0100.0ccc.cccc
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Catalyst4500 (config) #class-map cdp-vtp

Catalyst4500 (config-cmap) #match access-group name system-control-packet-cdp-vtp
Catalyst4500 (config-cmap) #end

Catalyst4d500#
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Catalyst4500 (config) #policy-map cdp-vtp-policy

Catalyst4500 (config-pmap) #class cdp-vtp

Catalyst4500 (config-pmap-c) #police 32000 conform-action drop exceed-action drop
Catalyst4500 (config-pmap-c-police) #end

Catalyst4500#
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Catalyst4500 (config) #int gigabitEthernet 2/4
Catalyst4500 (config-if) #service-policy input cdp-vtp-policy
Catalyst4500 (config-if) #end

interface GigabitEthernet2/4

switchport mode trunk

udld port aggressive

service-policy input cdp-vtp-policy

end
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Catalyst4500 (config) #gos control-packets ?

bpdu-range Enable QoS on BPDU-range packets

cdp-vtp Enable QoS on CDP and VTP packets

eapol Enable QoS on EAPOL packets

11dp Enable QoS on LLDP packets

protocol-tunnel Enable QoS on protocol tunneled packets

sstp Enable QoS on SSTP packets

<cr>

Type of Packet that the Feature is Enabled On Range of Address the Feature Acts On

BPDU-range 0180.C200.0000 BPDU
0180.C200.0002 OAM, LACP
0180.C200.0003 EAPOL

CDP-VTP 0100.0CCC.CCCC

SSTP 0100.0CCC.CCCD

LLDP 0180.C200.000E
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