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Direction
Feature Ingress Egress
Individual policers Yes, totally 128 for GE and 8 for | Yes, totally 8 including egress
FE ncluding ingress aggregate aggregate policers
policars
Aggregate policers Yes, totally 128 for GE and B for | Yes, totally 8 including egress
FE ncluding ingress indhidual individual policers
policers
Marking Yes Mo
Policer Markdown Yes Yes
Match with ACL Yes NO
Match DSCP Yes Yes
Match IP precedence Yes Mo
Match COS Yes, for non-IP traffic Mo
Trust DSCP Yes MO
Trust COS Yes Mo
Trust IP precedence Yes Mo
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Trusk
I/F

Match
DSCP!

Match | Trust Set
ACL | Class? | DSCP3 | Police Result

Traffic is assigned default 05 level
of the port [0 by default)

05 level of incarming traffic is
preserved, according bo what is
trusted

IP Traffic is matched by DSZP ard
'l | then trusted then policed, excess
traffic dropped or marked down

IP Traffic is matched by DSCP/TP
'l precedence and its QOS5 lewel is
preserved

IP Traffic is matched by DSCP/TP
9 precedence then marked

IP Traffic is matched by DSCP/TP
) ) precedence then marked then
policed

Traffic is matched by access list,
| 'l | 05 level of the matched traffic is

preserved, then traffic is policed

Traffic is matched by access list and
| 'l its 25 level is preserved according
ko what is brusted

Traffic is matched by access list

| 4 | then rmarked ard then policed
Traffic is matched by ACL then
| 4 rmarked with specified DS TP
precedence
MAC Match mon-TP traffic by M2C
AL ) EtherType ard 25 and preserve
WAZOS 05 el
M&Z Match non-TP TP traffic by MSC
AL ) | EtherType and J25 and preserve
WAZDS 05 level then police
P& Match non-TP TP traffic by M&C
AL ) EtherType and J2S then mark,
WAZDS ratched braffic
P& Match non-TP TP traffic by M&C
&L ) | EtherType and JCS then mark and
W ATDS then police
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Match DSCP Police Result

Traffic is sent out with COS and IP precedence
according to QOS raps and internal DSCP after

ingress QDS processing

o o Traffic is matched by DSCP and policed
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<QoS: Cannot allocate policer for policy map <policy nane
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&o UDP 9,0 aS,> (0 Mbps 17 Ly,éi Juw uI GigabitEthernet0/3 cliso I Loy 19,0 4S,> 9o JUD
19Jlo.\.a>J9_,AJIaSJ>ul.c.9>PJau,MUIxJ,wI 20 3ainll o0 TCP 9,0 S ,> Lyl Iid 111 cliyo &Ll
iy pld)l aasS Jlall 138 auogs 013l H9,0ll éS,> blaw] g ] (9 culus

Globally enables QoS. ml's qOS !--- Defines the QoS policer, sets the burst !--- to 16000 ---!
for better TCP performance. mls gqos aggregate-policer pol_lmbps 1000000 16000 exceed-action drop
Defines the ACLs to select traffic. access-list 123 permt udp any any eq 111 ---!
access-list 145 pernit tcp any eq 20 any
Defines the traffic classes to be policed. class-map match-all cl_udplll match access-group ---!
123
class-map match-all el_tep20
mat ch access-group 145
Defines the QoS policy, and attaches !--- the policer to the traffic classes. policy-map ---!
po_test
class el _udpilil
police aggregate pol_1lmbps
cl ass cl_tecp20
police aggregate pol_1lmbps
Applies the QoS policy to an interface. interface G gabitEthernet0/3 sw tchport sw tchport ---!

access vlan 2 service-policy input po_test
|
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Globally enables QoS. ml's qOS !--- Defines the ACLs to select traffic. access-list 123 ---!
pernit udp any any eq 111
access-list 145 pernit tcp any eq 20 any
Defines the traffic classes to be policed. class-map nmatch-all c¢l_udplll ---!
mat ch access-group 123
class-nmap match-all ecl_tep20
mat ch access-group 145
Defines QoS policy, and creates and attaches !--- the policers to the traffic classes. ---!
pol i cy-map po_test2
class ¢l _udplil
police 1000000 8000 exceed-action drop
cl ass cl_tep20
police 512000 32000 exceed-action drop
Applies the QoS policy to an interface. interface G gabitEthernet0/3 sw tchport sw tchport ---!
access vlan 2 service-policy input po_test2

sawludl dloc @8Le 21 o Lol 13D plasiw] aiy

cat 3550#show mls gos interface g0/3 statistics
G gabi t Et hernet 0/ 3
I ngress

(dscp: incoming no_change classified policed dropped (in pkts
Others: 267718 0 267717 0 0
Egress

(dscp: incoming no_change classified policed dropped (in pkts
Others: 590877 n/a n/a 266303 0

:WRED drop counts
gid threshl t hresh2 FreeQ

1024 0 0 1
1024 0 0: 2

8 0 0: 3
1024 0 0: 4

JSJ wlila>| acgaxe Catalyst 3550 Jg=xall pcx .DSCP JSJ wliba>| uol i8] JSin 2265 Y tda>Vo
oo .Mls qos monitor JoVl jlus] aie 13® (655 piy .dalie DSCP a8 slos JI Jay L) olxsl SS9 g1y
:ag2ly JSJ LoVl 13D Hlas) clde oy 32 9 24 9 16 9 DSCPs 8 wlila>| adle J>|

cat 3550(config-if)#mls gos monitor dscp 8 16 24 32

show mis qos int g0/3 statistics oV g,5| ,us MLS QoS monitor dscp 8 16 24 32 ,oV| pgs, (da>Vo
13 I

cat 3550#show mls gos interface g0/3 statistics
G gabi t Et hernet 0/ 3

I ngress
(dscp: incoming no_change classified policed dropped (in pkts

0 0 675053785 0 0 : 8
per DSCP statistics ? 0 0 0 0 1811748 :16
0 0 0 15241073 1227820404 :24
0 0 539337294 0 0 :32

Others: 1658208 0 1658208 0 0

Egress

(dscp: incom ng no_change classified policed dropped (in pkts



n/a n/a 0 0 675425886 : 8

n/a n/a 0 0 ? per DSCP statistics 0 :16
n/a n/a 0 0 15239542 :24
n/a n/a 536486430 O 539289117 :32
Others: 1983055 n/a n/a 1649446 0

:WRED drop counts
gid threshl t hresh2 FreeQ

1024 0 0: 1
1024 0 0: 2

6 0 0: 3
1024 0 0: 4

‘Jball U5 Jgixl) Laog 13D

olxil JS o Juai il o5l sae oy —)ledl -
(0w piy o SVl doal 639> oo Jio) le Bs50)l ps Ll ol sae o2 —NO_CHANGE -
Gasiaill 2y 138 (13131 DSCP | lginss o5 Ll o5l sac Lo 42 — hianll -
a1l Jsd dxogoll DSCP tiuw ol dlauwlss Jsuwl lgaues o5 (il o33l sae Lo ,2—ladgy -
o il Jsd (o blaw] i (il o520l sac o2, — drop -
usiilly aoll olhlaeYl odg &l e GoSs ol vy

5oVl o] aie yelay 3V slasll o8 mis qoS monitor oYl las] sic DSCP oud ilas (oS5 i I3] -
a8l e ologles Lo ,2 ol Sy Show mis qos int statistics

pbio JSJ 6,502l 91 doasall 49,0l 4S,> Jazo o gaxill saxo ol 229, Y -

2o S olblagll @8l pw Vi Saodl 08 (s JSuiy 6562V o oblasl sl il piy &Y kg -
338 € Laalo BV lgboliw] 9l gauias 91 gaulais pi il @32l Hlase alisy ol (Sow Jliadl Juwws e
83,10l o5l

il eSH diy9 0 lglazll 0i®

290l &85> agas juleo 3axs 1

Lo 82000l uloall plasiwls leasas pisw Ll 9,all iS5 lis xams .2

a9 20l Clia)l pubaii wlel,>ly oMol givg wlel,>| oy i dwluw dlay ;> clisl 09 .3

il giog) aasllaoll (clgzlsll) dglsll uS 4

ig>ly Lo dwloll a5 ok 5
oSl piy il 1P 6 uiuanl, 6 junall 192.168.192.168 63)l5)l IP 49,0 aS,> i ol 35 Jlisdl 13
1P 2 dyi] > 63501301 49,00l 85,5 e doMe g9 wons sl U culis 1 > lgid

Globally enables QoS. ml's qOS !--- Defines the ACLs to select traffic. access-list 167 ---!
permt ip any host 192.168.192.168
Defines the traffic class. class-map match-all c¢l_2host ---!

mat ch access-group 167
Defines QoS policy, and creates and attaches !--- the policers to the traffic classes. ---!
pol i cy-map po_test3

cl ass cl_2host
Marks all the class traffic with the IP precedence 6. set ip precedence 6 ---!
Polices down to 1 Mbps and marks down according to the QoS map. police 1000000 8000 exceed- ---!
action policed-dscp-transmit
Modifies the policed DSCP QoS map, so the !--- traffic is marked down from IP precedence 6 ---!
to 2. !--- In terms of DSCP, this is from 48 to 16 (DSCP=IPprec x8). m's qos map policed-dscp 48
to 16 !--- Applies the QoS policy to an interface. interface G gabitEthernet0/3 sw tchport



switchport access vlan 2 service-policy input po_test3
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access-list 100 pernit ip any any

cl ass-map ip

mat ch access-group 100

This class-map classifies all IP traffic. mac access-list extended non-ip-acl ---!
permt any any

cl ass-map non-ip

mat ch access-group nane non-ip-acl

Class-map classifies all non-IP traffic only. m's qos aggregate-policer all-traffic 8000 ---!
8000 exceed-action drop

This command configures a common policer that is applied for both IP and non-IP traffic. ---!
policy-map police-all-traffic

cl ass non-ip

police aggregate all-traffic

class ip

police aggregate all-traffic

interface gigabitEthernet 0/7
service-policy input police-all-traffic
.This command applies the policy map to the physical interface ---!
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