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Getting Started

w

Status and Statistics
Administration This page will provide you with easy steps to configure your network device

Systemn Configuration

#~ Launch Setup Wizards W Quick Access

WAN =
Upgrade Router Firmware

Configure Re

LAN

) B © & i

Wireless Backup Device C:

Routing [l Device Status

Firewall

VPN y
Port Statistics

Traffic Statistics

Security

B
=
a
A ¢

QoS

Other Resources Support | Forums

O Do not show on startup
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Initial Router Setup

1 Welcome This Setup Wizard helps you to install your Cisco router

Before you begin, make sure your router is connected to an Internet gateway device
(such as a cable modem or a DSL modem) as described in the Quick Start Guide.

& Don't show on startup
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Initial Router Setup

© Check Connection

2 Check Connection

A\ Please follow these steps to ensure your router is connected properly:

1) Make sure your Internet connection device (such as a cable modem or a DSL
modem) is connected via Ethernet cable to the WAN port on the back of your new
router.

2) Make sure your Internet connection device is plugged into an active electrical
outlet and turned on.

3) Did you connect and power on both the router and the modem in the manner
outlined in the quick start installation guide? Power down both devices and repeat
the indicated installation process at this point.

Back Cancel
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Initial Router Setup

Configure Router - Select Connection Type (Step 1 of 4)

Your Internet connection has been detected. Unless your Internet Service Provider

instructed you to select a different option, please use the current option and click next to
3 Configure Router continue.

® Dynamic IP Address, or DHCP (Recommended)
O Static IP Address

QO PPPoE

O PPTP (Common in Europe)

QO L2TP (Common in Europe)

Learn more about the different connection types

Back Cancel
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o Your Internet connection has been detected. Unless your Internet Service Provider

instructed you to select a different option, please use the current option and click next to
3 Configure Router continue.

® Dynamic IP Address, or DHCP (Recommended)
Q Static IP Address

O PPPoE

Q PPTP (Common in Europe)

O L2TP (Common in Europe)

[ Learn more about the different connection types ]
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Initial Router Setup

Configure Router - Set System Date and Time (Step 3 of 4)

Enter the router's time zone, date and time.

3 Configure Router [Time Zorie: (UTC -08:00) Pacific Time (US & Canadaj‘ ] o

©® Enable Network Time Protocol Synchronization

O Set the date and time manually, or click here to import them from your computer

Date: 2018/09/14 (yyyy/mmijdd)

Time: 0518 :

IJ¢bgs 6
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Initial Router Setup

Configure Router - Set Router MAC Address (Step 4 of 4)

o Each device on your network has its own unique identifier called MAC address. In most
cases, you should choose 'Use Default Address! If your ISP requires you to connect using a
3 Configure Router specific MAC address, you may change it here.
Choose a MAC Address
® Use Default Address (Recommended)
O Use this computer's address

O Use this address

Back Cancel
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Initial Router Setup

]
]

Connection Type: DHCP
3 Configure Router
MAGC Address:

IJglbgo 8

Summary

Please review the following settings and ensure that the data is correct.
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Initial Router Setup

o
o
o

Enable Security - Set Router Password (Step 1 of 4)

The administrative router password protects your router from unauthorized access. For
security reasons, you should change the router password from its default setting. Please
write this password down for future reference.

Enter a new router password: (At least 8 characters composed of lower and upper case
letters as well as numbers)

Router Password:
Confirm Password:
Learn more about passwords

O Disable Password Strength Enforcement

Back Cancel
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Manual Upgrade

File Type: (@ Firmware Image | O Language File O USB Dongle Driver

Upgrade From: O cisco.com ® PC O USB £

Firmware Image Format: *.img (Maximum size: 100MB)

No file is selected

O Reset all configurations/settings to factory defaults

Ulsls|i=lsc0 1 The device will be automatically rebooted after the upgrade is complete.
IJg o9 3
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Manual Upgrade

File Type: ® Firmware Image O Language File O USB Dongle Driver

Upgrade From: O PC OUSB &5

O Reset all configurations/settings to factory defaults

Ulolo|=le[:W The device will be automatically rebooted after the upgrade is complete.

Download to USB
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Manual Upgrade

File Type: ® Firmware Image O lLanguage File O USB Dongle Driver
Upgrade From: @ cisco.com QO PC O USB e

O Reset all configurations/settings to factory defaults

Ulolo|zle[s W The device will be automatically rebooted after the upgrade is complete.

Download to USB
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Confirm

A Are you sure you want to upgrade the firmware right now?
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e ® @ Upgrade is in progress. Do not power off or
® @ reset the device. It may take a few minutes
® o® complete.
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A\ Restarting

Please wait for 176 seconds...
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Getting Started
Status and Statistics
Administration

System Configuration

Port Settings

(AN setings) @

Option 82 Settings
Static DHCP

802.1X Configuration
Router Advertisement
Routing

Firewall

VPN

Security
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VLAN Settings

Create new VLANs

+

Inter-

VLAN Device
O VLANID Name Routing Management IPv4 Address/Mask
o 1 Default Enabled Enabled 192.188.1.1/24

255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.148
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VLAN Settings

Create new VLANs

+
Inter-
VLAN Device
O VLANID Name Routing Management |Pv4 Address/Mask
o 1 Default Enabled Enabled 192.168.1.1/24
255.2565.255.0
DHCP Server: 192.168.1.100-192.168.1.149
O jzo0 Engineering ] ] IP Address: 192.168.2.1 [ 24
Subnet Mask: 255.255.2565.0
DHCP Type: O Disabled
® Server
O Relay
Lease Time: @ 1440 min.
Range Start 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy
WINS Server:
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VLAN Settings

Create new VLANs

+
Inter-
VLAN Device
O VLANID Name Routing Management |Pv4 Address/Mask
o 1 Default Enabled Enabled 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
0O 200 Engineering [m] [m] IP Address: 192.168.2.1 [ 24
Subnet Mask: 255.255.255.0
DHCP Type: Q Disabled
@ Server
O Relay
Lease Time: @ 1440 min.
Range Start 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy v
WINS Server:
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VLAN Settings

Create new VLANs

+
Inter-
VLAN Device
O VLANID Name Routing Management IPv4 Address/Mask
o 1 Default Enabled Enabled 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
O 200 Engineering m} m] IP Address: 192.168.2.1 [ 24
Subnet Mask: 255.2565.255.0
DHCP Type: Q Disabled
@ Server
O Relay
Lease Time: @ 1440 mir.
Range Start 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy v
WINS Server:
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VLAN Settings

Create new VLANs

+Za

Inter-

VLAN Device
O VLANID Name Routing Management [|Pv4 Address/Mask
oo Default Enabled Enabled 192.168.1.1/24

255.255.255.0

DHCP Server: 192.168.1.100-192.168.1.149
0O 200 Engineering m} m] IP Address: 192.168.2.1 .fl24 I

Subnet Mask: |1255.255.255 0 |
DHCP Type: Q Disabled
@ Server
O Relay
Lease Time: @ 1440 mir.
Range Start 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy v
WINS Server:
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VLAN Settings

Create new VLANs

+ W
Inter-
VLAN Device
O VLANID Name Routing Management |Pv4 Address/Mask
o 1 Default Enabled Enabled 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
0O 200 Engineering a [m] IP Address: 192.168.2.1 [ 24

Subnet Mask: 255.25656.255.0
DHCP Type: O Disabled



1Jgbogs 8

bl ds sbwd v sgJd IJ VLAN zso.

Apply Cance

gsuw VLANS |Js psule

16 VLANs s wuobse Joo gvddo gds I RV260. pg 9lgs VLAN J 1Jpob §6 oo Js
(WAN). Sew Joveoeh gvodle VLAN Idos Jsuve £Js pouds pl. 03l sods 1dzyJo
£29) £ 16 p50le 2uors! J VLANIVLANS 1 powcgad $Es0 wuindd Elos. segen,)
0do |Jro|.o|)uué U |u.9uD.J |,Jpro|)uu|o.

Spdu wessu Idpulds eds ivol P93 9,09 Iy pu93 gl loolJ:
- pu93 1J9uo9d - UvwJs VLAN 91236 pguou00. Swp wpys) Idlblle IJos Jsyv Jol
edlele wpss). : c
- pud3 b IJlouold - QP?SJQ o sged Iéf.;'y_) pu v Jsé VLAN gless. pesl) 802. 1q.
Suwee trunking J VLAN lods boses o sdyo untagged. szo luvoweh gvodle
VLAN ldos Jl oyssel gds b IUlouold.
Slpe Jvods pedss bloyss (VLAN) 9lzx0 woguosue 1Jeudds 1UElLo wol:
FSECW) pULSS 9UP9J.
- IJVLAN Iy, sJ9u gsuw 03l psule .,sgivgg_s Jouw gugue untagged.
- Sew wuwest gpse uvwdle VLAN IJIR)s puveowess J3JY 1Jeunss.
loolo Is Jos, VLANS Iy souvhd glzs psuole:
- SECw Ububo psule.
- 9lg> pu VLANS s wobse Juo guguw untagged.
- Sew 1o $ds wdss puodle VLAN IJos o5 2ie po puds gl IUlogold poumsel.
« |lJ VLANS I Jsuw i pu Idubobé psole suvés ssuw luwoouse J o psule.
pdlebbs: WO o3l Idpeld Jl w9z gbyb loold.
IJgbgé 9
2 pedle vodle VLAN Jogysol. 1u@) W9l w)s)-

B 03l 1Jpeld: ool wopsss o ds VLAN ;6o 19 uwds VLAN G e 200.



Assign VLANSs to ports

@
O VLANID LAN1 LAN2
[N I Untagged v Excluded v
& J 200 Excluded v Untagged v
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The objective of this article is to explain the concepts and steps for performing best practices and security tips when configuring VLANs on Cisco Business equipment.
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Static DHCP Cancel

Static DHCP Table ~
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0O Name MAC address Static IPv4 Address Enabled

Printer 00:11:22:33:44:55 192.168.2.10 Enabled
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cisco. CISCO BUSINESS @

Monitor My Network Set up My Network

Q Enter the name of the Primary AP / IP

Discovered Primary
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( Cisco Business Wireless Access Point
o Name and Place @

Primary AP Name

O | Testar

Country
9 United States (US)

Date and Time
9 04/09/2021 05:05:37 PM

Timezone
o Central Time (US and Canada)

Mesh
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( Cisco Business Wireless Access Point
o Name and Place (’D

Primary AP Name

o TestAP

Country
e United States (US)

Date and Time
9 04/09/2021 05:05:37 PM

Timezone

o Central Time (US and Canada)

Mesh
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( Cisco Business Wireless 140AC Access Point

o Name and Place @

Primary AP Name
TestAP

Country
United States (US)

Date and Time
04/09/2021 05:05:37 PM

Timezone

Central Time (US and Canada)

@
O Mesh
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o Would you like Static IP for
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© Connect to Network (?)

Would you like Static IP for
o your Primary AP?
MANAGEMENT IP ADDRESS
0.0.0.0

SUBNET MASK
0.0.0.0

DEFAULT GATEWAY
0.0.0.0
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Network Name

cbwwlan

Security
WPA2

Passphrase

Pum

Confirm Passphrase

P
@how Passphrase
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seoo, Wi-Fi Protected Access (WPA) 1J]osl, 2 (WPA2) o9 IJegsh IUzlds Jolese
Wi-Fi.

IJg1o95 10

Joid._§> IJlesble 1Jesg9se eds yulyve AP Luwld IJs cbosd pouldd: 108, W98
buwld.



( Cisco Business Wireless Access Point

v o Name and Place Edit o
v o Connect to Network Edit o

v o Wireless Network Edit o

o Submit to Primary AP

You have done all the configurations,
please submit to Primary AP.

Note: After initial setup and reboot, the
Primary AP needs to be connected to a
DHCP server even if the management
IP address was set to static (access
point functionality and client
connections use dynamically assigned
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Saving the configuration...
This may take a minute.
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Confirmation

The Primary AP has been fully
configured and will restart in 6
minutes. After the Primary AP Is
restarted, it will be accessible from the
network by going to this URL -
https://ciscobusiness.cisco via
browser or using Discovered Primary
list In Cisco Business Mobile
Application provided client should be
connected to configured ' TestAP '
SSID.

OK
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x
Name Clients Usage
APA453.0E1E.2338* 0 0 Bytes
AP4CBC.48C0.74B8 0 0 Bytes
APA453.0E22.0A70 0 0 Bytes
AP6BCA.E46E.1650 0 2 MB
AP6BCA.E470.0500 0 11 MB
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Network Summary

‘v Wireless Dashboard

AP Performance

Client Performance
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Home Overview Devices WLAN Clients

Network Summary

v Wireless Dashboard

AP Performance
Client Performance

-+ Add Mesh Extenders

Scan a QR Code

Enter MAC Address
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Cisco Business Mesh
Extender has been

scanned.
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Do you want to provide
Description for Mesh Extender ?

D I

Cancel
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Summary

Almost done. The following Mesh Extenders will
be added to your site. If you are done adding Mesh
Extenders, click submit.

> Mesh Extenders To Be Added

Scanned MAC Address
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#

Done! Your Mesh Extender has
been added

Good News! You've successfully added your Mesh
Extender

Mesh Extender Status .

A4 0 SUCCESS

What's Next ?

(Add More Mesh Extenders )
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ome Qverview Devices WLAN Clients More
SYSTEM NAME: o
Model CBW140AC-B
Serial Number FGL2419LCQN 9
Software Version 10.3.1.0 @t
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ol ATET = 3:23 PM T41% 8

{ Software Update

The upgrade has been initiated. When the
Primary AP reboots, the app will be
disconnected.

AP Name Download Progress
*AP6C71.0D55.73C4 4%
21%

AP6C71.0D55.5DA4
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Dences WLAN Clients
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Home

Network Summary

Wireless Dashboard

] AP Performance

Client Performance

-+ Add Mesh Extenders
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Overview Devices WUAN Clients More
SSID Security Policy Radio Policy
® Engineering Personal(WPA2) ALL
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< WLAN
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Overview DEEE‘S '|'|'L'AH CI1.21;|:5 More
General
WLANID 3

o Profile Name* labnet
9 SSID* labnet

Admin State  Enabled

Radio Policy  ALL

Braodcast SSID [ ON |
Client Profiling | ON |

Application Visibility

Control
e Next
1J2lo96 5 (J¢oshs)
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Overview Devices WLAN Clients More

Security

Guest Network

Captive Network
Assistant

Security Type  WPAZ2 Personal

Passphrase Format  ASCII

Passphrase*

Confirm Passphrase*

Show Passphrase

Password Expiry

Previous | Next
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Overview D:"I'II::!"S WLAN {:Iieﬁta More
Traffic Shaping (Optional)
Rate limits per client
Average downstream
bandwidth limit  ~ kbps
Average real-time
downstream bandwidth 0O kbps
limit
Average upstream
bandwidth limit Kbps
Average real-time upstream
bandwidth limit kbps
Rate limits per WLA
Average downstream
bandwidth limit kbps
Average real-time
downstream bandwidth U kbps
limit
Average upstream -
bandwidth limit kbps
Average real-time upstream kbps

bandwidth limit

Previous

1 O

IUgdoos 7

woublos ldsl puwed. slud, b9 OK.




Confirmation

WLAN Created successfully
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Overview  Devices WLAN Clients More
Add New WLAN
SSID Security Policy ~ Radio Policy
® CBWWireless Personal(WPA2) ALL
® EZ1KWireless2  Personal(WPA2) ALL
2bnet Personal(WPA2) ALL

Please save the configuration to
retain the changes (More >> Save
Configuration)
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Add New WLAN

SSID Security Policy Radio Policy

® Engineering Personal(WPA2) ALL
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WLAN ID 4
@ Profile Name* Guest
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Admin State  Enabled
Radio Policy ALL
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Control
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Ovendiew Devices WLAM Clienis Mode
Security

Guest Network | ON | o
Captive Network m 9

Assistant

Access Type Local User Account

: Local User Account
Previous
Web Consent

Email Address

WPA?2 Personal

Social Login 9
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Traffic Shaping (Optional)
Rate limits per client
Average downstream
bandwidth limit kbps
Average real-time
downstream bandwidth 0 kbps
limit
Average upstream
bandwidth limit Kbps
Average real-time upstream
bandwidth limit Kbps
Rate limits per WLA
Average downstream
bandwidth limit  ° kbps
Average real-time
downstream bandwidth 0 kbps
limit
Average upstream n
bandwidth limit kbps
Average real-time upstream
bandwidth limit kbps
Previous | Submit
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Confirmation

WLAN Created successfully
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