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RADIUS Client | 2 |
* RADIUS Server
Password Strength
Key Management
Mgmt Access Method
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SSL Server
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Port Security
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 Retries: (Range: 1 - 15, Default: 3)

# Timeoutfor Reply: 3 | sec (Range: 1- 30, Default: 3)
 Dead Time: o | min(Range:0- 2000, Default: 0)
Key String: ' Encrypted

 Plaintext I (0/128 characters used)

Source IPv4 Interface:
Source IPVG Interface:
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@ Add RADIUS Server - Google Chrome = (m] x

A Not secure | https://192.168.1.125/cs30a6baef/mts/mgmtauthen/security_authen_radius_a_jq.htm

-
Server Definition: ° ‘@ By IP address) = By name
1P Version: () Version (2]
IPv6 Address Type: ® Link Local Gilobal
Link Local Interface VLAN1 ¥
# Server IP Address/iName:
= Priofity: (Range: 0 - 65535)
Key String: ® Use Default
| User Defined (Encrypted)
' User Defined (Plaintext) (0/128& characters used)
% Timeout for Reply: ‘@ Use Default
' User Defined IDefauIt sec (Range: 1 - 30, Default: 3)
# Authentication Port: 1812 (Range: 0 - 65535, Default: 1812)
£ Accounting Port: 1813 (Range: 0 - 65535, Default: 1813)
& Retries: ® Use Default
() User Defined |Default (Range: 1 - 15, Default: 3)
% Dead Time: ‘@ Use Default
. User Defined IDefauIt min (Range: 0 - 2000, Default: 0)
Usage Type:  Login
[ BD2.1x
= Al
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@ Add RADIUS Server - Google Chrome - O X

A Not secure | https://192.168.1.125/cs30abbaef/mts/mgmtauthen/security_authen_radius_a_jgq.htm
Server Definition: ® By IP address By name
IP Version: Version 6 ® Version 4

Server IP Address/Name: |1 92.168.1.146

Priority:
Key String: ® Use Default

User Defined (Encrypted) |

User Defined (Plaintext) |
Timeout for Reply: ® Use Default

User Defined
Authentication Port 1812 f 6.
Accounting Port 1813
Retries: ® Use Default

User Defined
Dead Time ® Use Default

User Defined |
Usage Type: Login
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@ Add RADIUS Server - Google Chrome — O X
A Not secure | https://192.168.1.125/cs30abbaef/mts/mgmtauthen/security_authen_radius_a_jg.htm
Server Definition: ® By IP address By hame
IP Version: Version 6 ® Version 4

Server IP Address/Name: 192.168.1.146

Key String: ® Use Default
User Defined (Encrypted) |

User Defined (Plaintext) |

Timeout for Reply: & Use Default
User Defined
Authentication Port 1812 F 65535
Accounting Port: 1813
Retries: ® Use Default
User Defined
Dead Time ® Use Default

User Defined |

Usage Type: Login
802.1x
® Al
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@ Add RADIUS Server - Google Chrome

A Not secure | https://192.168.1.125/cs30abbaef/mts/mgmtauthen/security_al
Server Definition: ® By IP address By name
IP Version: Version 6 ® Version 4

Server IP Address/Name: 192.168.1.146
Priority: 0

Key String: Use Default
User Defined (Encrypted) |

Ol m—

Timeout for Reply: ® Use Default
User Defined |

Authentication Port: 1812
Accounting Port 1813
Retries: & Use Default

User Defined |

Dead Time ® Use Default
User Defined |
Usage Type: Login

B802.1x
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@ Add RADIUS Server - Google Chrome

A Not secure | https://192.168.1.125/cs30abbaef/mts/mgmtauthen/security_al

IP Version: Version 6 '® Version 4

Server IP Address/Name: 192.168.1.146
Priority: 0

Key String: Use Default
User Defined (Encrypted)

® User Defined (Plaintext)  example

Timeout for Reply: @ Use Default
User Defined

Authentication Port 1812

Accounting Port: 1813

Retries: ® Use Default
User Defined |

Dead Time ® Use Default

User Defined |

Usage Type: Login
802.1x
® Al
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@ Add RADIUS Server - Google Chrome _ [m] x
A Not secure | https://192.168.1.125/cs30abbaef/mts/mgmtauthen/security_authen_radius_a_jgq.htm

IP Version: Version 6 '® Version 4 o

Server IP Address/Name: 192.168.1.146
Priority: 0
Key String: Use Default
User Defined (Encrypted)
® User Defined (Plaintext) example
Timeout for Reply: ® Use Default
User Defined |

Authentication Part: () 1812
Accounting Port: (@) [1a13 Range

Retries: & Use Default
User Defined |

Dead Time ® Use Default
User Defined |
Usage Type: Login

B802.1x
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@ Add RADIUS Server - Google Chrome — O X
A Not secure | https://192.168.1.125/cs30abbaef/mts/mgmtauthen/security_authen_radius_a_jg.htm
IP Version: Version 6 ® Version 4 -

Server IP Address/Name: 192.168.1.146
Priority: 0
Key String: Use Default
User Defined (Encrypted)
® User Defined (Plaintext)  example
Timeout for Reply: & Use Default
User Defined

Authentication Port 1812

Accounting Port: 1813

Retries: © (@) use petaut

User Defined |

Dead Time @ (&) use Detaur

User Defined |

Usage Type: Login
802.1x
® Al
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802. 1X - Suwegsp 2l RADIUS Jpeol>$6 802. 1x.

all - swp lgwegsle glbp RADIUS Jpuolb 96 ldpuwedse IJss sbdo bLs 1dzoly 9pu00> 86
802.1x.

@ Add RADIUS Server - Google Chrome - (m] x
A Not secure | https://192.168.1.125/cs30a6baef/mts/mgmtauthen/security_authen_radius_a_jg.htm
| 1P version: Version 6 ® Version 4 -
1w
& Server IP Address/Name: 192.168.1.146
% Priority: 0 (Range: 0 - 65535)
Key String: Use Default
User Defined (Encrypted)
® User Defined (Plaintext) example 7/128 characlers used
£ Timeout for Reply: ® Use Default
User Defined |Default sec (Rang
% Authentication Port 1812 12)
% Accounting Port: 1813 813)
“ Retries: ® Use Default
User Defined |Default Ran
% Dead Time ® Use Default
User Defined |Default min (Range
Usage Type: Login
B802.1x
(OL
|-apply||  Close
|Jglogs 12. b 9b 96 Sbu@.
@ Add RADIUS Server - Google Chrome - (m] b

A Not secure | https://192.168.1.125/cs30a6baef/mts/mgmtauthen/security_authen_radius_a_jg.htm

1P Version: Version 6 '® Version 4 -

11 v

% Server IP Address/Name: 192.168.1.146

£ Priority: 0 (Range: 0 - 65

Key String: Use Default

User Defined (Encrypted)

® User Defined (Plaintext)  example

£ Timeout for Reply: & Use Default

User Defined |Defau
% Authentication Port 1812 5 12)
© Accounting Port: 1813 813)
“ Retries: ® Use Default

User Defined |Default Ran
% Dead Time: ® Use Default

User Defined |Default mir

Usage Type: Login
802.1x
* Al
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Port Authentication

1J 1096 3. 130 81206 oo 1J8lks p6 IdpouwsJs usg Islz06.

pu93 — oy IJBlispo IJpuusds G9g I9lzod: i'ao_, pud3 I3l Jlg ool puyds 9lzs Wb Gl
wtled lJs lgeshoe.

LAG — pu I._JL'9'.I:5,o6 I._Jpg,_,..w.Jé G9E IU9lzos. i'ao_, LAG 1J3s w)y8> wdssuoe. $9¢) 3JY gds
02986 1Jpulel 1Upes36 WS wdgsu pzesesd wepse IULoulble (LAG).

pdlebs: B odl ldpeld: swp lgosh puwds 1Jges 1.

el Portof Unit1 |Go |
Port of Unit 2
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Port Authentication
Port Authentication Table

Filter: Interface Type equals to = Portof Unit 1 &

IJgb9s 5. b gbide lJpsule I lue oyss 1o suvdd.

Fort Authentication
 Port Authentication Table
| Fivor: interface Type equals to | Portof Unit1 3 | Go |
EntryMo. | Pot | Current Administratve | RADILS Guest  Open Access  BO21x Based  MAC Based | Wab Based
Port Control | Part Contral VLAM Assignment | VLAN Authontication  Authentication | Authentication
1 GE1 Muthorizod  Foroo Autharized  Disabled Cisabiod Disabied Enahiod Disabiod Disabiod
2 GEZ futhorzed  Foroe Authorized  Disabled Disabiod Disabied Enabiod Disablod Disabled

3 GE3I Authorzed — Foroe Authordzed Disabled Disabled Disabled Enablad Disabled Disabled

5 GES Por Dawn Forcn Aulharized  Disabled Disabled Dinabied Enatied Disabled Disabled
6 GES PomDown  Foroe Authorized Disabled Disakiod [Disakied Enabied Disabled Disabiod

pdlebé: Vs o3l lJpold swp lgosl, GEA4.

IJg 096 6. 1c5J8 Js Tuwdd 1d o8 &p lud) vas)-

| 46 GE46 Port Down Force Authorized Disabled Disabled
47 GEA4T Port Down Force Authorized  Disabled Disabled
| 48 GE48 PortDown  Force Authorized Disabled Disabled
48 XG1  Authorized  Force Authorized Disabled Disabled
| 50 XG2 PortDown Force Authorized Disabled Disabled
51 XG3  Port Down Force Authorized  Disabled Disabled
| 52 XG4  Authorized — Force Authorized Disabled Disabled

o] ]
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Interface: Unit | 15 Port  GE4 3

Current Port Control: Authorized
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Administrative Port Control: Force Unauthonized
@utn
Force Authorized
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RADIUS VLAN Assignment: Disable
Reject
Static

pdlebbo: s o3l lJpld swp lgosl) elow.

lJglo9s 10. 25> wpdsy Vs ¢lus IJIgesl) Guest VLAN Jopdso yvwdo VLAN Guest
JJpuld g5, IUpewpss. Guest VLAN szed Idpsule €55 puosz odilissl sedlés IJ
VLAN s¢ol) s Iduoswd VLAN Id pub§o po 1 802.1 3l os6.

Guest WVLAMN: @ Enable

IJgbgs 1. (IRosbs) 22> ¢lus IJIgesl, enable open access Jopdsu 1Usuo9d lJp9e9z.
Suvlesd Open Access gJs Wop puvldd wdssy 1Jlzojo IdpLosw96 IJpoodo
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lJpold: wp welbsd Open Access.

Guest VLAN: ¥ Enable

Open Access: O Enable
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802.1X gJs 1Jpu9s.

Guest VLAN: + Enable
Open Access: Enable
B802.1x Based Authentication: @ Enable
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eJs MAC gJs Idpus.
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802.1x Based Authentication: + Enable
MAGC Based Authentication: OEnabIe
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B02.1x Based Authentication: + Enable

MAC Based Authentication: Enable
Web Based Authentication: O Enable

pdlebd: Vs 03l lJpeldi swp websd IUpuob 86 [Jpuwewss 1Js 1Usse.

IJglogs 15. (lgeshs) 22> glus IJIgwsl) enable reauthentication 1Us9,s Jlzel IJewwds gds
leo IJpuol> 86 wE> 990 pESU. Swpe wedss 03l 198w Vs 28d Ve )é Ighs IJp ol g6.
Web Based Authentication: Enable

Periodic Reauthentication: @ Enable

pdlebd: Vs 03l 1Upold: swp wpdsu lghs puol> 86 U 6.
IUgko9s 16. (Igoshs) bed $sps B 2ldd Seé [ehbs Ipuob§é. psd 030 IUBSes 8]

lJeslos Ged lo o@9pe 1J9lzes lelbs puol>§6 1Jpuwds. [JBses 3600 Slus sldubld o9
eu 300 |Js 4294967295 wlusé.

Periodic Reauthentication: +| Enable

& Reauthentication Period: 6000 sec

pdlebbo: Vs o3l IJpeldr swp wdssy 6000 eluss.

1Jgo9s 17. (I2eshs) 220 ¢lus IJIgesl, enable reauthentication IUTy Jlzol) lelsé puol> 96
lJewd3 W)l Bs 03l IJpeldc swp welbsd lglhs Idpuolb 8o 1Jw89,s0.

Periodic Reauthentication: ¥ Enable

Reauthentication Period: 6000 S8C
Reauthenticate Now: O

Authenticator State: Force Authorized

oo pub s 2lJs 1Ueuosd 2lJs IJegasd JJpudds.

IUglogs 18. (Ioshs) e ¢lus IJizesl, enable ubl$ IJsde Jopdsu 2> Ss Isde IUss
SUpe IS0 wggsd ldpuuds.



Time Range: O Enable

Time Range Name: Dayshift % | Edit

pdlebbs: Vs 03l IJpldi swp wpdsu lJubly IJjpus. Bl Jue odod wilbs 030 1Ups 6«
VYp wldpologs |Us 1Jgloes 20.

IJgko9s 19. (Ioshs) po IU8lses Idpouusds Jluue IJobld Ijpus: gy wbldl jeus!
Jlgwoslpo.

Time Range: «| Enable

Time Range Name: « Dayshift it
NightShift

Maximum WBA Login Attempts! =

pdlebbo: Vs o3l IJpeld: swp lEosl) Dayshift.

1J21096 20. B pulo§6 1Up> IJIGLos Jeelsdle uu.ua.,SJ I>¢9d [ds WBAC 16, el Infinite
Jesp 929> 22 I_9 User Defined Jogssuo 2. bl wp lgosh) "perd pu Bod Idpuweds e
Bhgd Ies IJlBuos Jess peladle wuwesd 1Usgsd 1dpuwese wol Jpuolb 86 1Jpuwewsd
lJs lJ9se.

* Maximum WBA Login Atte mpts:Olnﬁnile
User Defined

pdlebe: Vs o3l Idpeld: swp lgosl) Infinite.

IJglo9s 21. Vs pub o IUe> IJIduos Jue, 6 yopo WBA: Iu@) lel Infinite Jgsp 929> > I3
User Defined Jogssu 2. I3l wp lgosh "eerwd o0 Bud IJpuwaes e Bhgd 1Jes IJleos
JboJ IJ e, IJuolecs JJpuolb 96 1dpuwenso [Js Idsse IJpuwese wol gds 1Uglzos.

Maximum WEBA Silence Period: OInﬁnile
User Defined

pdlebd: Vs o3l IUpeld: swp lgesh Infinite.

IJgb9o 22. Vs pulb§o 1Je> IJI@uos Jquasdsu‘ o9, lel Infinite Jgs e 929> 2> I9 User
Defined J_owlo 5. I3l wp [gosh perod pu Sod IJpuweds e ;9I>E_J lJg> IJIduos Jes
lJossle Idpuosds Idpgcpd IJpuwpsz wol gds IUslzos.

* Max Hosts: o Infinite
User Defined

pdlgbé: §p wogssu 030 IUdses eds 1 Jeeldls 9 0e 1Upuos 1Usle> JJpuol> 86
lJpeweowsd IJs Idsse s 9uoe Ideduwle [dpwgsss. WOs ol ldpold sop lgosh Infinite.

IJg1096 23. B.s p9d b6 IJosge. brgd 19w IUss sbd Bso 1Jpz9] O 2lJs IJosge wg>
Ouid oubd IJpuolb8o. guspl sY9u Idpzed Vs 2lJs 039e Woil sgus lu ldpzed J
Suuew Jbdolo ldpeuol> 36 1Uzrss0 pu IUgpsd. 1JB8speo IJIWe,)loss os 60 wlus
sldubl 09 pu 1 1Js 65535 wluss.



Quiet Period: 120

pdlebbe: Vs o3l IJpeldi swp wessy lJWe,o IJelxse gds 120 wluse.

IJg 196 24. Bes 28J lghé huwld EAP. ¢ 103 1Uss soebyo 1deesd Jyuwlds luverlus
pu ldelbdysw Sod lghs huwld bdo. 1ddses IJlvw,lgoss os 30 Slus sldublg oy pu
9lz> [Js 65535 wluss.

& Quiet Period: 120

Resending EAP: lEU I

pdlebbs: Vs o3l lJpeldi swp wessu lelhs huwld EAP gJs 60 wluss.

IUgloss 25. B.s 2 dd IJzo IJiduos Jlbdole EAP. 5¢d 102> 1JIduos Jgss bdole EAP
lJos sedu Liuwldol. EAP o9 luwdse puol> 96 suvegse Vs 802.1X s99) wubbd pedyple
lJpuob 96 wsu ldpzed 9ldgpsd. Vs o030 IJzldo: sop Luwld bdole EAP |Js 1Jgpsd
Jdpuoh96. Lp scesu eds Idgpsd IUluworzles Jeedsple 1dpusals 96 9pblodeoel. S
2ldo e300 lwogled Idgpsd sop wessu bdo EAP I3 luwoobl |Us $speé EAP IJegls
cuuwsdol 9sop lehe wuvgsd gpdso IUpuob8o. 1Jdspeo Il )l uoss os 2 9ldubl o9
pu 9lz> |Js 10.

& Quiet Period: 120
Resending EAP: 60
Max EAP Requests: 2

pdlebbs: Vs o3l IJpeldi swp luwegsle IJdses UV lsoso J 2.

1Jg1o96 26. B.s 28 Ipos Jpbldu it 1Usde Sud i oumels bole EAP
JJebldo. 1JB8sed IUIV el oss os 30 elus sldoubly o9 pu sle> [Js 65535 ¢luss.

& Max EAP Requests: 2 (Rar

& Supplicant Timeout: 60

pdlebbo: Vs o3l IJpeld: swp wessy podd lJpodds eds 60 wluss.

IJglo96 27. B 28J pods IUghe: bgd IUsde IUpuduos dwd b sHuwd 1ezsd bdul e
12y 1Js Ebe RADIUS. 18 p6 IJlWe,)luoss os 30 elus 9ldubly 09 pu 9l |Js 65535

Slusé.

% Max EAP Requests: 2 (Ran
4 Supplicant Timeout: 60
o Server Timeout: 60 sec |

pdlebs: Vs 03l IJpldi swp wessy podd IJghpe gds 60 Sluss.

IJg 1096 28. 108, 898 wbwsd wp lud) Wes JeJld".



Interface: Unit | 1% Port | GE4 &

Current Part Control; Unauthorized
Administrative Port Contral: Force Unauthorized
D Auto
Force Authorized
RADIUS VLAN Assignment: Disable
Reject
D Static
Guest VLAN: # Enable
Open Access: Enable
802.1x Based Authentication: [ Enable
MALC Based Authentication: Enable
Web Based Authentication: Enable
Periodic Reauthentication: Enable
# Reauthentication Period: BOO0 sec (Range: 300 - 4294967295, Default: 3600)

Reauthenticate Mow:

Authenticator State: Connecting
Time Range: Enable
Time Range Name: | Dayshift 3| Edit
& Maximum WBA Login Attempts: €3 Infinite
User Defined (Range: 3-10)
2 Maximum WBA Silence Period: ) Infinite
User Defined sec (Range: 60 - 65535)
o Max Hosts: © Infinite
User Defined sec (Range: 1 - 4294967295)
& Quiet Period: 120 sec (Range: 10 - 65535, Default: 60)
© Resending EAP: B0 sec (Range: 30 - 65535, Default: 30)
& Max EAP Requests: 2 (Range: 1 - 10, Default: 2)
& Supplicant Timeout: B0 sec (Range: 1 - 65535, Default: 30)
& Server Timeout: B0 sec (Range: 1 - 65535, Defauit: 30)

(T CC

1Jg1096 29. (Izoshs) lo®y W98 edbz b Ileshble Bs pdd cdssy wie lJovgsd.



Port Authentication

STw i odoy 9 luywosw IJle pu wd9su lesble puol> 96 1Jewwds 802.1x eJs 1Jpeeod

Jrsd vuele.

obosy lesblo odsy IJ9lgod gds slgolo pwgr>o

lJglss 1. 1u8) eds iy 1Jesh Jdslgod IJos w8y wbousd odssu ldpuolb 96 eds glzole

PUEDO.

Port Authentication Table
Filter: Interface Type equals o | Portof Unit 1 ¢| | Go |
Entry No.  Port Current Administrative RADIUS Guest Open Access
Port Control ~ Port Control VLAN Assignment  VLAN
1 GE1 Authorized  Force Authorized Disabled Disabled Disabled
2 GE2 Authorized  Force Authorized  Disabled Disabled Disabled
3 GE3 Authorized  Force Authorized Disabled Disabled Disabled
4 GE4 Authorized  Auto Static Enabled Disabled
5§ GE5 FPortDown  Force Authorized Disabled Disabled Disabled
6 GE6 FortDown  Force Authorized Disabled Disabled Disabled

Port Authentication Table

Filter: Interface Type equalsto | Portof Unit1 4| | Go I

Entry No.  Port | Current Administrative RADIUS Guest  Open Access
Port Control | Port Control VLAN Assignment =~ VLAN

1 GE1 Authorized  Force Authorized Disabled Disabled Disabled

GE2  Authorized  Force Authorized Disabled Disabled Disabled

pdlebé: Vs o3l lJpold: swp lgosl) GEA4.

IJg 096 2. $p wIdops) Juwdd e lod) W98 esble IJuuwg.

43
44
45
46
47
48
48
50
51

GE43
GE44
GE45
GE4E
GE47
GE48
XG1
xG2
XG3

52 XG4  Autho

Port Down
Port Down
Port Down
Port Down
Port Down
Port Down
Authorized
Port Down
Port Down

Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

IJg1o96 3. 5¢Je B I 10 peld: pos IJBL v loe wrss 1o sbud Idouudsd pu lJ sgol

rized  Force Authorized
Edit...

L_edt. ]




Sbo- $pdod luweesle Dile 1Uslzes 19 1uupe 1Jslzele Jlsgld. spdud beld IJ slzos
2 BL09J6 LBloJs (ad 119 319 515 GE1 Iy GE3 Iy GE5) Iy spdud 152ld wbld e

IJslzole (eed 1-5 19 GE1-GES5).

Copy configuration from entry 4 (GE4)

to: §47-48

(Example:; 1,3,5-10 or; GE1,GE3-X(4)

pdlelbs: Vs o3l IJpeld: wsop obosd leshle IJodssy eds [Jpulds oo 47 |Js 48.

lJglogé 4. 168, W99 wbusd we lud) W9d IgJIE".

Copy configuration from entry 4 (GE4)
to: 47-48

L Aely |

Close j

(Example: 1,3,5-10 or: GE1,GE3-X(4)

w8z IJues,s bule IUegssile IJos e loldel wes Idodssu.

Port Authentication Table

Filter: Interface Type equalsto  FortofUnit1 & | Go

Entry Mo. Port Current Administrative RADIUS Guest Cpen Access
Port Control = Port Control VLAN Assignment VLAM
1 GE1 Authorized Force Authorized Disabled Disabled Disabled
2 GE2 Authorized  Force Authorized Disabled Disabled Disabled
34 GE3  Authorized Force Authorized Disabled Disabled Disabled
4 GE4 Authorized  Auto Static Enabled Disabled
5 GES PortDown  Force Authorized Disabled Disabled Disabled
6 GE8B Port Down Force Authorized  Disabled Disabled Disabled
45 GE45 PortDown  Force Authorized Disabled Disabled Disabled
46 GE46 Port Down Force Authorized Disabled Disabled Disabled
47 GE47 Authorized Auto Static Enabled Disabled
48 GE48 Authorized  Auto Static Enabled Disabled
49 XG1 Authorized Force Authorized Disabled Disabled Disabled
50 XG2 Port Down Force Authorized Disabled Disabled Disabled
51 XG3 PortDown  Force Authorized Disabled Disabled Disabled
52 XG4  Authorized  Force Authorized Disabled Disabled Disabled
| Copy Settings... | | Edit.. |

ioo LTI IJTe Sodlds vugle uuwege IJ 802.1x Logd 0956 gpds6 IedD pu 9les psule

gbode [Js g, psule s psule gds pdolpd.
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