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Access Rules
Default Qutbound Policy

Palicy: 9 Allow © Deny

Access Rule Table
Filter: Action matches All -
Action Serice Status Connec tion Type Source IP Destination IP Log
No data to display

Add Row
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Access Rules

Default Outbound Policy

[jﬂnﬁ‘:rr: @ Allow Den‘_-,r)

Access Rule Table

Swp wpdss IJgsble 1Jpolzs eds 1Jougs Jelds:

Nduwele — Juwele Jzese Tusle 2596 1Jpas) 1Jebzs po Iuveds 1dpedss (LAN) |Js

IJloeyoo.
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Default Qutbound Policy

Policy: @ Allow © Deny

Filter Action matches All

| No data to display

M| Edit || Enable H Disable H Delete || Reorder
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Default Qutbound Policy

Policy: @ Allow © Deny

Filter Action matches All -

\ Action \ Senice \ Status | Connection Type | source IP | Destination 1P | Log |
O MNo data to display

“| Edit H Enable

|| Disable H Delete || Reorder

IJeb9o 2. 16,8, W99 lolvs Lo Vs z39d Yless 1Uguosd Jluolvs §less 9,09 23830.

Default Qutbound Policy

Policy: @ Allow © Deny

Filter: Action matches All -

\ Action \ Senice \ Status [ Connection Type | source IP
| No data to display

W| Edit H Enable || Disable H Delete || Reorder

ooy IJuowes |uolws Bless 1Uso9d:



Add Access Rule

Connection Type:

Cutbound (LAM = WAN) -

Action: Always block -
Schedule: | Configure Schedules |
Senices: All Traffic - | Configure Senices
Source IP: Any -
Start: (Hint- 192.168.1.100)
Finish: (Hint: 192.168.1.200)
Destination IP Any -
Start:
Finish:
Log: Mever
Rule Status: [ Enable
Save Cancel | | Back
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Connection Type:

Action:

Schedule:

Semnices:

Source |P:

Start:

Finish:

Outbound (LAN > WAN) |+ |

Cutbound (LAN > VWAN)

Inbound (WAN = LAN)

Inbound (VWAN
L]

> DMZ)

All Traffic

Any

Configure Senvices

Sup weass Idgsble 1depoles eds 1Jugs IJolds:



“1duelyy (LAN > WAN) — w9, 1d@less eds Idge Idos oio..s eu lduvods ldpedséd

(LAN) 9oz Ids Idloe,ow (WAN).

-1dsly> (WAN > LAN) — od¢, 1J@less eds 1Jese lJos olos po 1Jloe,oo (WAN) 9esg

IJubods 1dpzdss (LAN).

-1dgly> (WAN > DMZ) — o9, 1d8lesd eds Idgje IJos oio;,_s eu uvedd IJlue,ue
(WAN) seogd 1duveds 1Jd,es6 Jdpulb 8 1dpe)s6 pu IUuwdlz (DMZ).
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Connection Type:

Action:

Schedule:

Semvices:
Source IP:
Start:

Finish:
Destination [P
Start:

Finish:

Log:

Rule Status:

lese.

Cutbound (LAN = WAN) -

r
Always block

Always allow

B

Block by schedule
Allow by schedule

.

Any

Any

Mever =

Enable

(Hint: 192.168.1.100)

(Hint: 192.168.1.200)
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Connection Type:

lJpeuluwe pu 1JB8lspd |Jpouwsdé 1Jga9d.

Outbound (LAN = WAN) -

Action: Allow by schedule -
Schedule: test_schedule |= | Configure Schedules |
Senices: test_schedule_1 |~ ‘ Configure Senvices ‘
test schedule 2
Source IP: Any -
Start: (Hint: 192.168.1.100)
Finish: (Hint: 192.168.1.200)
Destination [P Any -
Start:
Finish:
Log: Mever -
Rule Status: [ Enable
edlzbé: Jlogvle za9J ig oS0 lud) WY wdssu IUpslad 1djpeuss. Hlze wdase Lzsle
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ukp.aspx?vw=1&articleid=5004
ukp.aspx?vw=1&articleid=5004
ukp.aspx?vw=1&articleid=5004
ukp.aspx?vw=1&articleid=5004
ukp.aspx?vw=1&articleid=5004

Connection Type:

Cutbound (LAM = WAN) -

Action: Allow by schedule =
Schedule: test_schedule - | Configure Schedules |
Services: All Traffic t? Configure Senvices ‘
Source IP: DMS
FTP
Start: HTTP (Hint: 192.168.1.100)
HTTP Secondary
Finish: HTTPS (Hint: 192.168.1.200)
HTTPS Secondary
Destination IP ITI‘uE-.E
. MMNTP
Start POP3
— SHMP
Finish: SMTP
) TELMNET
Log: TELNET Secondary
) TELMET S5L
Rule Status: VDICE(SlF'} )
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ukp.aspx?vw=1&articleid=5005
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ukp.aspx?vw=1&articleid=5005
ukp.aspx?vw=1&articleid=5005

Connection Type:

Action:
Schedule:
Senices:
Source IP:
Start:

Finish:
Destination IP
Start:

Finizh:

Log:

Rule Status:

Outbound (LAM = WARN) -

Allow by schedule -

test schedule = | Configure Schedules ‘

VOIP - ‘ Configure Senices |

Single Address
Address Range

(Hint: 192.168.1.100)

(Hint: 192.168.1.200)

Any -
Mever =
Enable
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Connection Type:

Action:

Schedule:

Senvices:
Source IP:
Start:

Finish:
Destination IP
Start:

Finish:

Log:

Fule Status:

Cutbound (LAN = WAN) -

Allow by schedule -

test_schedule - |

Configure Schedules |

VOIP - |

Configure Sernvices |

Single Address ||

[10_10_14_100 (Hint: 192_153_1_100}]

(Hint: 192.168.1.200)

Any -
Mever =
Enable

lJ¢glogs 3. |3l ito_)o ubld IJeusly W 1Jgbys 1. u.éi.\aj ewsly IP IJuoeliss 1U3s ugvsuopu

Connection Type:

Action:
Schedule:
Services:
Source IP:
Start:

Finish:
Destination IP
Start:

Finish:

Log:

Rule Status:

ubld gugly IP Jyleso 1Jso9d Vs z9d luols.

Qutbound (LAM = WAN) -

Allow by schedule -

test_schedule - |

Configure Schedules ‘

VOIP - \

Configure Sernvices |

Address Range «

10.10.14.100 (Hint: 192.168.1.100)

[1[].1[].14.1?5 (Hint: ‘192.158.1.200ﬂ

Any -
Mever -
Enable

IJe 96 4. Tec,0 Jsd loe s> 1o seso 1JElss ip po 1JElss ip Slisps pomsJs.
wldouwes Jods Ides) Iduolné suis) guslu IP Jdozed [Us Idewslo Is IJgolsso (Bs
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Connection Type:

Action:
Schedule:
Semnices:
Source |P:
Start:

Finish:
Destination IP
Start:

Finish:

Log:

Rule Status:

Cutbound (LAN = WAN) -

Allow by schedule -

test_schedule = | Configure Schedules

VOIP - | Configure Senices

Address Range -

10.10.14.100

10.10.14.174

Single Address
Address Range

Mever =

Enable

(Hint: 192.168.1.100})

(Hint: 192.168.1.200})

Swp wedss IJEsblo 1Jpolzs eds IJuzs IJelds:

s - sobod eds 98 1Jpsy Ipores wes ks gwsly IP B Lo ds IJluc,ow 1gles.
3 oy 28ds [Jose gldlooole Blgsu.

Feudlu sl — subod eds 2ds IUps) Idpozod wry euslo IP slzs Ss Idluesoe IUgle.

sedo ldeusly Vs 1Jwslss pzld.

oblg IJewslo — subod eds J8 IUpg) Ipozed vzy wbld pu guldsu IP s
IJlocsoe IJgles. gd guslo IP 1Ulsds JJoublld B 28d IJwse 9gusle IP 1ol es B

28J luole Jogssu IJublg.

lJglogs 5. 3 i'ao_,o cu9lu 9lz> Vs Ué_g]ogé 4, ;éi.)&_J euslu IP 1Uss uwsop oﬁbv‘ﬂsjo eds
Iless 1Uguosd Vs eldd Idwse. BBl o, ubly gulyse Ws 1Jgbgo 40 Wlsgd guglo IP
JJoolss Iss wsop cbosdo eds $less 1dsuosd b 2dd IJose.



Connection Type:

Action:
Schedule:
Semnices:
Source |P:
Start:

Finish:
Destination IP
Start:

Finish:

Log:

Rule Status:

Cutbound (LAN = WAN) -

Allow by schedule -

test_schedule
VOIP
Address Range -
10.10.14.100
10.10.14.174

Single Address -

v |

Configure Schedules |

T |

Configure Senices |

(Hint: 192.168.1.100})

(Hint: 192.168.1.200})

(192_158.1.1[][]

)

Mever =

Enable

IJgbyo 6. |3 ié_o_)o oblg IJewslo Ws 1Jgbgs 4. géi)é_J eudly IP IJuoliss 1U3ss ywseJwd

Connection Type:

Action:
Schedule:

Semnvices:
Source |P:
Start:

Finish:
Destination [P
Start:

Finish:

Log:

Rule Status:

obl@ gusly IP J8less 19 o9d WOs 28 luole.

Cutbound (LAM = WAN) -

Allow by schedule -

test_schedule

v |

Configure Schedules ‘

VOIP

Address Range -
10.10.14.100
10.10.14.175

Address Range -

192.168.1.100

M |

Configure Senices ‘

(Hint: 192.168.1.100)

(Hint: 192.168.1.200)

[192.158.1.1?[]

Mever =

Enable

w95y IP 1Jpuos) 91d9zes Joydé 1de,9, 1Us))a6



lowg IJgbsle 1glns B o3l 1dGuwpe I3l op wzass 1Jshs (WAN > LAN) ig 1sl,s (WAN >
DMZ) Jo9g leuold B 1Uglbss 3 oo luollds less L s os.).

lJ¢glogs 1. i'ao_) JSW )8 og’)@x_é IP1deuos) pu Uéks,oécuroouubu]é IP Jdeues.
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Connection Type:

Action:
Schedule:
Senvices:
Source |P:
Start:

Finish:
Destination IP
Start:

Finish:

Log:

Rule Status:

Inbound (WAN = LAN) =

Allow by schedule -

test schedule - ‘ Configure Schedules

All Traffic - | Configure Senices

Single Address
Address Range

Any -

MNever -

Enable

(Hint: 192.168.1.100)

(Hint: 192.168.1.200)

Sup weass lJgsble dpoles eds 1Jugs lJolds:

. i§ - gggbykég eds s ldpy9) IJos o.;,u'bi oU i§ euly IP W |.JIQQJ=QC; lJele. J3JI.
leyd 28ds IJwoe gldluwole WOLhgsy. wilos 1Ugbgs 4 131 Ize,yo o3l 1UgsL).

T ewslu sl — subod eds Y8 1de9) Idos cousl pu guslo IP sles Bs Ilue,os

IJelp. s¢de IJewslo Wbs [dwslss pgld.

L bl IJgulaso — subud eds 28 e, Idos cogil pu wbl pu gulsso IP S
IJloe,ue IJgle. bed goslo IP 1Jlsds JJubld Vs 28d IJwse 9eusly IP 1Jgelps Ws

28J luole Jogssu IJublg.

IJglogs 2. |3 ito_)o cuslu 9le> W IJgbys 1. &i)éJ eusly IP IJS:§ WSwpe whbousdo gJs
Oless I.J_9u43_9J VOS2l IJwoe p luo@d Ids IJgbys 4. bl Ize,o obl@ Ideuslo WS
IJglbgs 1. Wlbgd gusly IP Jdwse 1U3s uwswp wbous@oe eds Yleso 1Jyuoed Ws 2 dJ

lJooe.



Connection Type:

Action:

Schedule:

Senices:
Source |P:
Start:

Finish:
Destination IP
Start:

Finish:

Log:

Rule Status:

Inbound (WARN = LARN)

Allow by schedule -

-

test schedule = |

Configure Schedules

All Traffic -

Address Range -

Configure Semvices

(192_158.1.100

J (Hint: 192.168.1.100})

Single Address

Mever =

Enable

(Hint: 192.168.1.200)

lJglogs 3. |3l i'ao_)o obld IJeusly W 1Jgbys 1. a.éi.)éJ euly IP IJyuoliss 1J3s ygvsuopu
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Connection Type:

Action:

Schedule:

Senvices:
Source |P:
Start:

Finish:
Destination IP
Start:

Finish:

Log:

Rule Status:

Inbound (WAN = LAM)

Allow by schedule -

-

test_schedule |

Configure Schedules

Al Traffic v |

Address Range -

192.168.1.100

Configure Sernvices

(Hint: 192.168.1.100)

[1 92.168.1.200

) (Hint: 192.168.1.200)

Single Address

Mever

Enable

lJglogs 4. s¢Jo guslu 928> JJELSS ip Vs IJwslss pzld weo IJglse ip Blisps pugusds.
wlJogwes Jods 1dess) 1d9loé: suvsy guslo IP Jdsges [Us IJewslo (Bs yvwJs LAN)



Connection Type:

Action:
Schedule:
Senices:
Source IP:
Start:

Finish:
Destination IP
Start:

Finish:

Log:

Rule Status:

138 sop [duwelz Jesds 1de,9) 1Jso 19,8 ool po IJlowow [l es.

Inbound (WARN
Allow by sched

test schedule

All Traffic

= LAN} -

ule -

T |

Configure Schedules |

M |

Configure Senvices |

Address Range

192.168.1.100
192.168.1.200

Single Address

(Hint: 192.168.1.100)

(Hint: 192.168.1.200)

[10_10_14_2

Mever -

Enable

pdlzbo: I3l wp weass 1Jglys (WAN > DMZ) Jugg louold Ws 1Jgbys 3 pu luols $less
lJ9o9d: Buwsep wdssu Idewslo 1Jgles J IP 1dgzoes wdiliss! wluwedsle gusly IP

IJglue wpuosd DMZ 1Jss wp wpdsuo.
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wvedle Jdel oblod 2ied Bless. za> Never I3l Joo o8 30 2298 IJouwesd losl gos
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Start:
Finish:
Log:

Rule Status:

192.168.1.100

192.168.1.170

lJglogs 2. 235 ¢lud IJlgusl) wedso Jopdsy Olesxd 1Uyueed.



Add Access Rule

Action:

Schedule:

Senices:

Source IP:

Start:

Finish:

Destination IP

Connection Type:

Outbound (LAN = WAN) -

Allow by schedule -

test_schedule

VOIP

v |

Configure Schedules |

hd |

Configure Semvices |

Address Range

10.10.14.100

10.10.14.175

(Hint: 192.168.1.100)

(Hint: 192.168.1.200)

Address Range -

Start: 192.168.1.100
Finish: 192 168.1.170
Log: Mever =
Rule Status: Enable
Save || Cancel || Back
IJglbgs 3. 108, eds edb Jedb [esblod.
Add Access Rule

Action:

Schedule:

Senices:

Source IP:

Start:

Finish:

Destination IP

Connection Type:

COutbound (LAN = WAN) -

Allow by schedule -

test_schedule

VOIP

v |

Configure Schedules |

hd |

Configure Semvices |

Address Range

10.10.14.100

10.10.14.175

(Hint: 192.168.1.100)

(Hint: 192.168.1.200)

Address Range ~

Start: 192 168.1.100
Finish: 192.168.1.170
Log: MNever =
Rule Status: Enable

[ Save [l Cancel || Back

SUe URaSY 29d Blesd IUsuosd wluwesle $less ldsuesd IJos wpe wdysuol asel.



Default Outbound Policy

Policy. @ Allow © Deny

I Status \ Connection Type | Source IP | Destination IP I

HHE

Log
Enabled Outbound (LAN = WAN) 1010 14 100 ~ 10 10 14 175 192 168 1100 ~ 192 168 1170 Never

Enable || Disable H Delete ‘“
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