oJd9su gpsd IUpeesesd |Us vivwds blo,so
eluod (VPN) eds yvduwdé psze VPN RV320 9
RV325

lJo>wo
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Npeesgs cdoso awed JJuwdle Ualueo 1Ubloys6 (VPN) 25 &9 wIJSuole eds
odysu e ds VPN JIJ puwwde. Spdu lo wigp uwduwdd pogo VPN RV32X 25 [ 908
PL peesels VPN.

IJo>9 o0 03l ldpuweus 09 Uing 5986 sy gpsd pzesed lJs wolud VPN eds
p9zole VPN po 1 udwds RV32x Series .

IJizes6 1J8leds JUobosd

-p920 VPN RV320 L o dds WAN pj3926
“IJeszo RV325 Gigabit WAN VPN Router

luooly Ideolee
-v1.1.0.09
od9su gpsd IJpepses IJs b ds VPN Jdeulso

131096 1. Gwzd 1d59J 1Jes 1Ubl6 1dpwless Jodsse IUeszo slée, VPN > Client to
Gateway. swp Yoz LoWVe6 oS IUs golyo:



Client to Gateway
Add a New Tunnel
® Tunnel ) Group VPN () Easy VPN
Tunnel Mo. 1
Tunnel Name: |
Interface: WaN1 W
Keying Mode: IKE with Preshared key W
Enable: v
Local Group Setup
Local Security Gateway Type: IP Cnly W
IP Address: 0.0.00
Local Security Group Type: Subnet W
IP Address: 192 1658.1.0
Subnet Mask: 255255 2550
Remote Client Setup
Remuote Security Gateway Type: P Cnly W
IP Address Wi

lJglbgs 2. b b yo IJpepsed VPN JlwdIs i SUPSY 020986 jw9u lJs wolwo VPN.



Client to Gateway

Add a New Group VPH

) Tunnel ® Group VPN () Easy VPN

Subnet Mask:

Group Ma. 1

Tunnel Mame:

Interface: WANA W
Keying Mode: IKE with Preshared key

Enable: ol

Local Group Setup

Local Security Graup Type: Subnet (¥
IP Address: 192.168.1.0

2552552550

Remote Client Setup

Remauote Client:

Ciomain Mame:

DomainMame(FODOM) )

luolds WS 28>

IJgb096 1. bed luwpe IJodd Bs 28 luwe IJo .




Client to Gateway
Add a New Group VPN
) Tunnel ® Group VPN (O Easy VPN
Group Mo, 1
Tunnel Mame: ;il_.lﬂﬂ_&l_ﬂ
Interface: WANA W
Keying Mode: |[KE with Preshared key
Enable: o
Local Group Setup
Local Security Group Type: Subnet W
IP Address: 192.168.1.0
Subnet Mask: 255255 2660
Remote Client Setup
Femuote Client: Ciomaintame(FQDMN) W
Domain Mame:

pdlebd: e IUpzeoes - sped £33 1Jpzesgs. lue edd wpe luubldo odllss!.

IJgbo96 2. T2, 191206 1Jpolwws IUos ouod po gdldel pzeses VPN Clduslus oo
IUG8ls 06 1 pouwsdé IJslzo6.



Client to Gateway

Add a New Group VPH

) Tunnel ® Group VPN () Easy VPN
Group Mo, 1
Tunnel Mame: tunne_l_‘l_
Interface:
Keying Mode:
Enable:

Local Group Setup

Local Security Group Type: Subnet v
IP Address: (192.168.1.0
Subnet Mask: |255.255.255.0

Remote Client Setup

Remauote Client: ComainMame(FQDMN) w

Domain Mame:

IJglb9o 3. 225 ¢glue IJIgesl) enable Jopdsy yuvwdo VPN oo ldewls 1Us IJwsles. WO
IJsog IJlde)luos sop wpdsuol.



Client to Gateway
Add a New Group VPH
) Tunnel ® Group VPN () Easy VPN
Group Ma. 1
Tunnel Mame: tunnel_1
Interface: WANA W
Keying Mode: |[KE with Preshared key
Enable: o
Local Group Setup
Local Security Group Type: Subnet W
IP Address: 192.168.1.0
Subnet Mask: 255.255.255.0
Remote Client Setup
FRemote Client: DomainMame(FQDM) W
Comain Mame:

pdlzbé: 9 oe s e 1Jds - seruwp 9,08 1Jpuob 86 IJpwese. IKE pe ldpsele 1dpuiv o,
puvwdl 09 1Ugsh) 1Ugess: ppl sgus luvedsle w)y9wsded ool puole IUlue,ue (IKE)
Jlogsle pBdule puve,d puwedl sluvewslde oddliss! Jluusle louald puosd edso
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Client to Gateway
Add a New Group VPN
) Tunnel ® Group VPN () Easy VPN

Group Mo. 1

Tunnel Mame: tunnel_1

Interface: WaAN1 W

Keying Mode: IKE with Preshared key

Enable: o

Local Group Setup

Local Security Graup Type: Subnet W
IP

IP Address:
IF Range

Subnet Mask: VL LU LW

Remote Client Setup

Remauote Client: Domaintame(FQDMN) (¥

Domain Mame:

Swp weass IJgsble 1dpelzs eds 1dugs Idolds:

1P — spdu JaoIJ'KLAN o3 9led> Wb 1JyLoed IUs 1Juws . lu sgol) oo ol eshosgdo
lJewslo pu Id lan bble Ws IUgu9ly peld. guslo IP IJI el os 09 192.168.1.0.

1o ds 1d)ess — spdu Jeese 1208 LAN 1Jp92936 gdis Lo Js b,e56 pswé
1J9009d 1 1Jods. I3 e 03l IJgsh: Bhsgd gusle IP s@ule Idubeds 1,56

Jlzesé Iduveds Idpedss B 2dd euslu IPsBule Iduive Js IJ,esé eds 1Jwslds.
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lJoslds. Idubl@ IJlwe,ljos 09 pu 192.168.1.0 |Js 192.168.1.254.
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Client to Gateway

Add a New Group VPN

Keying Mode:

) Tunnel ® Group VPN () Easy VPN
Group Mo, 1
Tunnel Mame: tunnel_1
Interface: WANT W

IKE with Preshared key

Enable: ol

Local Group Setup

Local Security Group Type: IP (¥
IP Address: 1892 168.3.0

Remote Client Setup

Remaote Client:

DnmamNamerFDDN W

| Email Address(USER FQDN}
Microsoft XP/2000 VPN Client

Domain Mame:

Swp wzdss IJgsble 1Jpolzs eds 1Jouzs Jelds:

p2b$6 luwpe Ipzld (FQDN) — spdy 1d9uosd Ids 1Juws po I eeld puuzd- B
|au_)u o3l 1Jgsl. -._9|.>E_J luwe IJpeld IJeuwed WS 28J lwe Idezld.

b6 guslo IJens IIJYe 908 (FADN Jdpuwedse) — Spedu 1dsuesd s 1o
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29d eusdlu Ideuess IUIJI e 90.s.
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IJ5s s63 Iz wolez & psd Microsoft XP is 2000 VPN 1J e s e06.
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Remote Client Setup

Remaote Client: Microsoft XP/2000 VPN Client | w

IPSec Setup

Phase 1 DH Group: Group 1-768 bit v

Group 1- 768 bit
| Group 2 - 1024 bit
| Group 5- 1536 bit

Phase 1 Encryption :

Phase 1 Authentication: MD5 4

Phase 1 3A Lifetime: 28300 sec [ Range: 120-86400, Default. 28800 )
Perfect Forward Secrecy;

Phase 2 DH Group: Group 1- 768 bit v

Phase 2 Encryption: DES "]

Phase 2 Authentication: MDs o

Phase 2 SA Lifetime: 3600 sec [ Range: 120-28800, Default 3600 )

Minimum Preshared Key Complexity: [ ] Enable

Preshared Key:

Swp oS IJgsble 1dpolzs eds 1dugs IJolds:

1Jpzp9es 1 (768 o) — cpuww Idpdelz luuwe JJuol IUIG Telul.

1Jpzp9es 2 (1024-L0) — ceuww lJpale lubl JJuo 1de,) lelol oo 1pze9es 1.
1Jpzp9es 5 (1536 L) — wpuww Idpdele Llbis: Jduol IUIJE Telul.
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Remote Client Setup
Remote Client: Microsoft XPr2000 VPN Client |
IPSec Setup
Phase 1 DH Group: Group 2 - 1024 bit W
r ™

Phase 1 Encryption : DES W
Phase 1 Authentication: 3DES

AES-128
Phase 1 3A Lifetime: AES-192 ec ( Range

AES-256
Perfect Forward Secrecy: h.‘_"l s
Phase 2 DH Group: Group 1- 768 bit W
Phase 2 Encryption: DES W
Phase 2 Authentication: MD5 W
Phase 2 A Lifetime: 3600 SR
Minimum Preshared Key Complexity: [ Enable
Preshared Key:

Swpe weas IJgsble ldeolzs eds 1oy IJelds:

‘DES — pesh wuvds) Idoslule (DES) 09 b6 ouvds) $s5p6 o0 Sisé 56 wo
Jsuww bysds ouvds) lews JJglss: 9JJduol @5 wdyy plodywo JJwsld g pe

oo UL)‘UUZ_')P J_)S'.)O aalp |Jrot_9u|t Jluo 6@3p uuu.u'_9g$_) |Ju6|u|u quu r°.)|u .,53L9_)
3Jy Iplul I-Ju_, ou DES 9JJy Irolu I@J ou AES.

128'uu Juuuk_96J AES. ;Suth_) ublp |Juuuk36) IquJOﬁ_) (AES) uluo |du_) wJEO 9'PUI
o0 Gblp 191 1o s 1pebs) (DES). Souivdd ele: St pesh IJoubds,
|qub3_) |lJu_) U-U_)E_O 9'|°U| PU p&dl_) uL}Uk_g.,S_) |Ju§|u|u |Ju\J|u;$ (3DES) |._JJO_)|_) AES-
128 192, Luags 9900 15J Telol oo IUb, s AES-192 9 AES-256.
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oo 1de, wbisl slevl pdlous oldb,l; AES-128. Jpl Io Iuwye sJIo 16 Tplol po 1l
AES-256.

‘AES-256 — s wegsp AES-256 pdole 256-o Jouivds) AES. sops) bl AES-256
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Remote Client Setup

Remoate Client: Microsoft XP/2000 VPN Client | w
IPSec Setup

Phase 1 OH Group: Group 2 - 1024 bit W
Phase 1 Encryption : AES-128 W

Mos 4

| SHAT |§sec { Range: 120-86400, Default 28800 )

Phase 1 Authentication:

Phase 1 SA Lifetime:

Perfect Forward Secrecy;

Phase 2 DH Group: Group 1- 768 bit W

Phase 2 Encryption: DES W

Phase 2 Authentication: MD35 v

Phase 2 5A Lifetime: 3600 sec ( Range: 120-28800, Default: 3600 )

Minimum Preshared Key Complexity: L] Enable

Preshared Key:

Supe weass Idgsble 1dpoles eds 1Jugs IJolds:

‘MD5 — g9l)5p506 pdéue lJyuwlJs-5 (MD5) wped 9bsds wjisé 128 vo w9, Iz elss
Jdoslole pu ldogele 1duohé woluwbs puwle Idezese IJI2owbs.

SHAT — 29115056 IJogiisé IJTew6 IJluosl 1 (SHAT) o5 9bsW96 wejsé 160 wo gldos
odyu 1Je, lelul po MDS.
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Remote Client Setup

Remate Client: Microgoft XP/2000 VPN Client | w

IPSec Setup

Phasze 1 DH Group: Group 2 - 1024 bit W

Phase 1 Encryption : AES-128 v

Phase 1 Authentication: Moa o

Phase 1 3A Lifetime: 2700 sec ( Range: 120-86400, Default: 28300
Perfect Forward Secrecy;

Phase 2 DH Group: Group 1-768 bit v

Phase 2 Encryption: DES v

Phase 2 Authentication: MD5 v

Phase 2 SA Lifetime: 3600 sec { Rang
Minimum Preshared Key Complexity. [ | Enable

Preshared Key:

IJe96 5. (Ieshs) Jusds) 1deiss pu ldeelss Jdplose: 22> ¢lus IJIgwsl, Perfect
Forward Secret. scsz JJ o3l 1Ugsh louble pcle 2385 Os 2lds 1Resld ks pdulz. o3l
lole p9uos wo Jluo $98, 1dess> pu ldlely.

pdlebbo: bl §po wldgle weas> yusd Jebs IJoszse IJpsldss Vs 1Jgbgs 50 WJu wdyy
weled [Js wdssu preses DH Jdpszds 2.

IUg k096 6. I3y pzeses DH IJpoluuws po 1J8lses 1Upuuwsds Ie,zds 2 Jezeses DH.



IP5Sec Setup

Phase 1 OH Group: Group 2 - 1024 bit "]

Phase 1 Encryption : AES-128 v

Fhase 1 Authentication: MD5 ¥

Phase 1 54 Lifetime: 2700 sec ( Range: 120-86400, Default: 28800 )
Perfect Forward Secrecy;

Phase 2 DH Group: Group 1- 768 bit v

iGrnup 2-1024 bit ’
| Group 3 - 1536 bit
Phase 2 Authentication: 1|03 ]

Phase 2 Encryption:

Phase 2 5A Lifetime: 3600 sec ( Range: 120-28800, Default 3600 )
Minimum Preshared Key Complexity [ Enable

Preshared Key:

Swp weassy IJgsble 1dpolzs eds Idues Idolds:
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IPSec Setup
Phase 1 DH Group: Group 2 - 1024 hit W
Phase 1 Encryption : AES-128 LY
Phase 1 Authentication: MO5 W
Phase 1 SA Lifetime: 2700 sec ( Range: 12
Perfect Forward Secrecy;
FPhase 2 OH Group: Group 2 - 1024 hit LY
r ™\
Fhase 2 Encryption: DES L
Phase 2 Authentication: 30ES
AES-128
Phase 2 SA Lifetime: AES-192 sgc ( Rang
AES-256 )
Minimum Preshared Key Cnmplexiw:Ef11ahiu
Preshared kKey:

Swpe wzdss IJgsble 1Jpolzs eds 1Jozy Joelds:

‘DES — pesh wuvds) Idoslule (DES) 09 b6 ouv9s) $s5p6 o0 Sisé 56 wo
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IPSec Setup
Phasze 1 DH Group: Group 2 - 1024 bit ¥
Fhase 1 Encryption : AES-128 W
FPhase 1 Authentication: [fna v
s

Phasze 1 SA Lifetime: 2700 sec ({ Range: 120-86400, Default 28800 )
Perfect Forward Secrecy:
Phase 2 DH Group: Group 2 - 1024 bit W
Fhase 2 Encryption: AES-128 W
Phase 2 Authentication: MDE W

mMDs |
Phase 2 3A Lifetime: SHAY i sec { Range: 120-28800, Default 3600 )
Minimum Preshared Key Complexity: [ | Enable
Preshared Key:

Swp wzdss IJgsble 1Jpolzs eds 1Jouzy Joelds:

‘MD5 — ¢91)5p056 pJdé e |JyuwlJe-5 (MD5) ¢ped 9bss wgjso 128 wo ldos w9,
IJzelss Jdoslule pu ldogye IUuoly wluwlos zumle Ipzese 1120w bis.

SHAT — 89115086 IJoziss Ilews 1Jluosly 1 (SHAT) o5 9lbsds wzjiss 160 wo lde,
|p|Q| PU MD5.
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IPSec Setup

Phase 1 DH Group:

Group 2 - 1024 hit

Phase 1 Encryption : AES-128

Phase 1 Authentication: Mos v

Phase 1 SA Lifetime: 2700 sec ( Rar

Perfect Forward Secrecy:

Phase 2 DH Group: Group 2 - 1024 hit W

Phase 2 Encryption: AES-128 W

Phase 2 Authentication: SHA1 v

fPhase 2 SA Lifetime: 360 sec ( Range: 120-28800, Defau )

Minimum Preshared Key Complexity: Enable

Preshared Key: abcd1234ght
freshared Key Strength Meter: P e | )

12196 10. (IRoshs) Bl Juo w8 opdsu pdsluw Jud Idpolz Idpubesd puuodl 22
tlué IJlgosh IJes Idbos Jogdss [Jpvolz Idpubeyd puwedl.

pdlebbs: 31 Gpo wopsss ¢lus IJlzesh Ides Idbos Jogdes Idpdelz Idpube,d puvwdl
Slo pSslow Jid6 IdpScle Ipuivend puwedl Sbboy 396 1Jp el Idpgbend puvedl pu
eJIJ 1duilisb 1dpdovs. suus) oo lze) [Js Goe o 1J896: wsuel subs) IdJsu
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IPSec Setup

Phaze 1 DH Group: Group 2 - 1024 bit W

Phasze 1 Encryption : AES-128 W

Phase 1 Authentication: MD5 w

Phaze 1 5A Lifetime: 2700 sec ( Range: 120-86400, Default 28800
Perfect Forward Secrecy;

Phasze 2 DH Group: Group 2 - 1024 bit W

Phase 2 Encryption: AES-128 W

Phase 2 Authentication: SHA1 v

Phase 2 3A Lifetime: 3600 sec ( Range: 120-28800, Default. 3600 )

Minimum Preshared Key Complexity: Enable

Preshared Key: abcd1234ghd

Preshared Key Strength Meter: T [

Advanced + I

wbo, pubb§s purp pe IUeldsd 128 Ipulzs.

P

Phase 2 Authentication: SHAT W
Phase 2 SA Lifetime: 360 sec { Range: 120-28800, Default; 3600
Minimum Preshared Key Complexity: Enable

Preshared Key: abcd1234ght

Preshared Key Strength Meter: e i o

Advanced

£,

Aggressive Mode

4]

Compress (Support IP Payload Compression Protocol(IPComp))

L]

Keep-Alive

(<]

AH Hash Algorithm | MDS | w

MetBIOS Broadcast

E =

MAT Traversal
\ F,

| Save || Cancel ‘

lJglb9s 2. (lzwshs) eas ¢lus IJIgesl, Aggressive Mode |31 Jlge Guyed ldyveds
PUE LS. S9p IUsoe Iduuv woubd pe)rdle uélb wolss IJudd Vs uuo luoe
loule logold SA:9lJss swbde 98ul 18d Jdowbd JJdue 18 lelul.



IJglo96 3. (IRoshs) 22> ¢lus IJlgosh yogb (bge wa9wsdsd Lol zesds IP (IPComp) I3l
Juw w8 ot gepe pebble wslule IP. IPComp o9 wy9099d9d Logb IP swpe luvwgsleo
Justb zze pebble uslule IP Bl dlue ues Idubods pupd o sl JIo Ipuwcese
$> buwld oslole ouvgs 290 ls guvle.

lJglbgs 4. (|éu§|)§) 2 ¢lus IJlgesl l,_yuu,oJIJ IJzsle Bl oo w,6s slspl Io Swds
louold v VPN uu»]ol uuulg_.) PS)0 "IJogle &Js 98> Ideslé" eds lglsd logule
|J|uu0|J|u E_JLS IJth_) L9-.5 ClJ |u0ua I-.S |uuD|J E_LS_) ouvlb.

1J¢1096 5. (I2shis) 295 glus 112t elsess wziss AH Il dow cuss IJeuolbds eds
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oG gds 0w 1Uesliese JIJI zlouse.

Swpe weass IJgsble Ideolzs eds 1oy IJelds:
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