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https://www.python.org/downloads/
https://www.python.org/downloads/

= Python 3.10.0 (64-bit) Setup

Install Python 3.10.0 (64-bit)

— Select Install Now to install Python with default settings, or choose
Customize to enable or disable features.

G -

python

M Install launcher for all users (recommended

\'\."il I( I( WS b Add Python 3.10 to PATH Cancel

IJ¢b9o 3. luwdd IJs 1Uxdsd 1Uss wp oowse Python Wso gds IJuble.

IJglo96 4. 18z p9zo 1Jie) sldew 1Ule, Python JJoedd pu wowse Python.

B Command Prompt - python . O

U898 5. §p wouisd leae Lo pu Idwsoler IJuwos JJoadd po 1Juoes pu oul sedlbe
S5 ped>. IUlud oz Idpd S Idpoésb. Jel 09 9 oz S 1dues,s.


https://github.com/CiscoDevNet/ucsm_health_check

* | MyUCShealthcheck = ] x

« S » This PC » Desktop » MyUCShealthcheck » b o

¥ Quick access
ucsm_health_check-master
= Documents
) ugsm_health_check-master
¥ Downloads
== Pictures
BN Desktop
' Music

E Videos
@ OneDrive
= This PC

¥ Netwerk

1Jglo96 6. §p wouisd 9edb i@o wedlo ldsgp [JOus J UCSM |Js 1dpeds 1U3s wpe lugilyoe.
Jpl 09 p9 oz Vs IJuo9ys. o) o3l Idhoulb Jdsey) eds IJgbsle Joujsd 2jed uved UCSM:
o ule >80 UCSM I J 90ss.

IJg1096 7. Idez CMD 91,10 pupgsbs 1Us Ideed> 2se s9z> UCSMTooLpY 88 wouiésd
UCSMTool.py Jel 09 ps_oz b 1Juo9,6.

BN Select Command Prompt - UCSMTool.py

Microsoft Windows [Version 10.0.19042.1348]
(c) Microsoft Corporation. All rights reserved.

C:\Users\H >cd akash
C:\Users\ NN >cd ucsm_health_check-master
C:\Users\ I \ucsm _health check-master>UCSMTool.py

UCS Health Check Tool 1.1

Enter the UCSM file path: I

1U¢ 096 8. 53¢ IJpdd pe) 2se IJUCSM g e ooy sd9u slene gsh v uée.
1. 1Joedd pu wogs UCSM

2. 1oeds Uuvlod ddoprse


https://www.cisco.com/c/ar_ae/support/docs/servers-unified-computing/ucs-infrastructure-ucs-manager-software/211587-Visual-Guide-to-collect-UCS-Tech-Support.html
https://www.cisco.com/c/ar_ae/support/docs/servers-unified-computing/ucs-infrastructure-ucs-manager-software/211587-Visual-Guide-to-collect-UCS-Tech-Support.html
https://www.cisco.com/c/ar_ae/support/docs/servers-unified-computing/ucs-infrastructure-ucs-manager-software/211587-Visual-Guide-to-collect-UCS-Tech-Support.html

C:\l _ \Akash\ucsm_health_check-master>UCSMTool.py
UCS Health Check Tool 1.1

the UCSM file path: \Akash\ucsm

1 for UCSM Health Check

2 for PreUpgrade Check

your choice (1/2): 1
Invalid file path: \Akash\ucsm

c:' I \Akash\ucsm_health_check-master>UCSMTool.py
UCS Health Check Tool 1.1

Enter the UCSM file path: C:\ I \Akash\UCSM.tar

Press 1 for UCSM Health Check

Press 2 for PreUpgrade Check
Enter your choice (1/2): 1

Log Extraction: [######a###a44440444448] COMPLETED

P I | o
IJzb96 1. slos MacOS pg wouse wlseou IBe,)luos: wzdd pu luosh wlseu IJpowe Jal
09 pyuog oul:

MacBoo ’ro:~ gakumari% python --version

Python 2.7.16

MacBook-Pro:~ gakumari$
MacBook-Pro:~ gakumari$ python3 --version
Python 3.9.9

% pdlzbo: Vs zldo lugusl o [uosl) python gu 3.6 s)zs 1o, 8so [Js 3.6 9ldluoshle
lJJlz 96,

N LUlebs: 51 Il [uosl python o9 3.6 19 lesh, ipse: W@, s 1Jg1096 5 slJl loodd 1Js
IJz bo9s 2.

IJg1o96 2. §p woussd lzae luosly po Python ey https://www.python.org/downloads/macos!.

IJg1o96 3. Iuwegse £pdsé IJovwse IJghbss JIdpldlo,dsé wowse python,

IJe 98 4. $p wowisd leae 1uosls pu Idwsulpz Iuwes JJeedd pu lduses pu oul slzdlbo
IJs ped>. IJluc luwedz [dpdo 1dpuogslo: Jpl 09 p9 oz WO o030 IJLo9)6.


https://www.python.org/downloads/macos/
https://github.com/CiscoDevNet/ucsm_health_check

< Downloads

Date Modified

sz v [ ucsm_health_check-master @ day
B Downloads > 07 UCS_Report_2021_12_03_13_15_06 @ lay at
B3 Documents > 0 UCS_Report_2021_11_2714_18_29 @
> B UCS5_Report_2021_11_2713_49 14 @ :
B Desktop > [ UCS_Report_2021_11_27.13_46_30 @ :
@ AirDrop > £ UCS_Report_2021_11_27.13_42_00 @ :
> B _pycache__ @ :
L = UCSMTool.py @ = KB 1 pt
v Applications = check_dme_health.py @ 5 t
= check_jumbo_mtu.py @ pt
2 erank.py @ t
£ Macintesh HD # prettytable.py @ pt
* progressbar.py @ t
W README.md @ AM

1Jg 96 5. Bp wouisd 9pdb i@.:, wedlo 1Usgp IJBbos J UCSM |Js 1dpeds 1J3s wp logilgo.
Jel 09 p9oe Vs 030 1Uuo9)6. 1oy Wl IUboulb JJeoy) eds IUgbsle Jouisd 2ies uved
UCSM: |, ile 38 0 UCSM L Jibcus.

Date Modified

Ehat
£ Downloads « [ ucsm_health_check-master @ Today at 1:15 PM clder
B Documents » B UCS_Report_202112_03_.13.15_08 @ M
» B UCS_Report_2021_11_2714_18_29 @
B Desktop » B3 UCS_Report_2021_11_27.13_49_14 @  27-Nov-2021 at 1:49 PM
AirDrop » 0 UCS_Report_2021_11_2713_46_30 @ 2Z7-p
[0 UCS_Report_2021_11_27.13_42_00 @
@ Recents = T T -
> B _pycache__ @ 27-Nov-2021 at 1:42 PM
Ay Applications = UCSMTool.py @ 27-No
= check_dme_health.py @ 18-MNov-2021at 9:23 AM
" check_jumbo_mtu_py @ 16-k
& Macintosh HD " crank.py @
" prettytable.py @
# progressbar.py @ 1 I
® Red W README.md @

lJglogs 6. lwwe 1J9zss IUby0s6: 9o o [Js IUxdsd s .J)..,sng IJoulez IJouos J¥zuo
lJuozs 1Uds wp wujsdor &p e wouvésd python UCSMTool.py Iy python3UCSMTool.py Jel
09 p9uog oul.

MacBook-Pro:~ gakumari$ cd Downloads
MacBook-Pro:Downloads gakumari$ cd ucsm_health_check-master/

MacBook-Pro:ucsm_health_check-master gakumari$ /usr/local/bin/python3 UCSMTool.py

IJeboss 7. 1 puwly IJpd S 25 $92> pJcd 280 UCSM IJBus slge, 1gsh 1derése Joudss
lJoue [Joudsis.

1. 1dozd pu uogé UCSM


https://www.cisco.com/c/ar_ae/support/docs/servers-unified-computing/ucs-infrastructure-ucs-manager-software/211587-Visual-Guide-to-collect-UCS-Tech-Support.html
https://www.cisco.com/c/ar_ae/support/docs/servers-unified-computing/ucs-infrastructure-ucs-manager-software/211587-Visual-Guide-to-collect-UCS-Tech-Support.html
https://www.cisco.com/c/ar_ae/support/docs/servers-unified-computing/ucs-infrastructure-ucs-manager-software/211587-Visual-Guide-to-collect-UCS-Tech-Support.html

MacBook-Pro:ucsm_health_check-master gakumari$ /usr/local/bin/python3 UCSMTool.py
UCS MU Tool 1.1

Enter the UCSM file path: /Users/gakumari/Downloads/UCSM.tar

Press 1 for UCSM Health Check

Press 2 for PreUpgrade Check
Enter your choice (1/2): 1

Log Extraction: [##EEHEEHHEEHERHHEEAHH] COMPLETED

Wop lJpt)zle/s pdsle IUvz Lo IUos wp )90l

cpdslo 1oz 8l Idos wp lp)lsel woluvwlbs UCSM HealthCheck

Swp lple 030 [Jugdldle woluvlbs UCSM-HealthCheckTool:

oepe UCSM HA IJzlJs: serup 21ds wble 1dez g6 Jeolds IUpsoodle IJosuss IJJsdss.
e pdsoé PMON IJzlJs: sgHyuo 2lds JJ Idg pdsle s pas, Cisco UCS.

Cowse uble ldedVle: sgHuo za9d Idozesd.

o2dd pU 929> pUbdJdo Vs gz /Var/sysmgr: g pdsle |uvegsle VAR/sysmgr.

STdY U 929 puL I WO e Vartmp: Idez 88 ppel I3 Jlow vartmp o uuegse.

6296 Fi ¢s) puwozsw wes 29,8 [Ubl8s. wease plzes 1Jizoss: wedd pu 9226 Fabric
Interconnect Module 9,80 o,lze6 1UIz056 1IUglo wol.

i'a]olc Slo glog,yé Jos,o Iy tbs,6: obs) Bl dly Jbsd I.,s CUWSO JISSUNS s olp WS wyulpe
UCS Manager.

283 pu IJouwes Idlzoslbss 1Jpesad s wzdd po w9l IJouwg Idlzoslbs Bs woulez
UCS Manager.

9228 @)l 98 J9zs IJeBdlose Beuo: codd pu luwele Lodlzss d$s Ipdlose s Lodlzseol.

2J SafeHut IUussd pbds le JI: 0288 el 131 o luadle Shafeshut plodsol e Jl g0 b,ysd
IJozdd pu wesse Flsluoshoe.

IJIz036 1dpopds B IUluosl, 4.x po Cisco UCS Manager: <z pu 929> Is 12036 popds B
lJl_o>l, Cisco UCS Manager. IJl_o>sl) 4.x.

IJizo6 1popds Idos we IJges, gdsel J 3.1.x 56l weso: IJozdd po 9295 I 1206 popds b
luo>sly Cisco UCS Manager 3.x
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ozl pel Bl IIG 1UEbe byl B200M4 szeas eds 9236 wpde RAID WlLgs oo w9ge SIN J
MRAID12G.

$98 wssy) UCSM 3.1 Bs e IJIuos Joguosue 1Jbles [Js Wuvd Idoguld 1Jgl e
IJoueds: Jdozdd pu uwsluws [dblgs ldos wp odssuel WS wyulez UCS Manager.

929> ,p) ¢l wJb Bootflash Corruption Fault Code F1219: w288 pu 929> wJud Bootflash.

o2dd pu Vubd hitpd B [Jwse g0 2308 pdB¥6 Idplose IJIbe,loss: wedd pel I3l e 23
eJo ldpvdlose IJlve,)loss.

ozo9s esd IJelde po ldpduuunle IJeldss (Fls) eds eldle g5y worses Juble IUpdule-
"eldo uble IJpdlle: puwe pe IJIgble™ IJez 8l pu 929> gl WS ublp IJpdle.

w2d pu Vubd IJovose Idoddliss JUégbe lJs 4. 0(4b) Vs cugbsb 9z36 IJogde WO
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U2HOY pU io <8606 Idoyulez IUelow po Iduwduvds C-Series oo ds s> IJogvgsd Jwoe,o
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Sluesho Juegsss pl Bl oo 9> luoww wode IJpuudJs.
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Suid Jpuob$8 1pediss 19 IJlzeslbss: 1o dd pu bisds Idewobds IJos we cdssvol
Jupgse Fl pesu 9ldezdy pu lueshol ksl

el pu lduoed wsu UCSM g UCS Central: IJog 88 pu wuwesd UCSManager pg UCS
Central

pepstle 1Jpunlps) eu Iduvods IUppdss (LAN) 9o ds IJegiso (SAN): w8l pu wdosu
I>gled gen Idubeds IJpedss (LAN)/GboJs IJogisu (SAN) Os pzesgod sow) polzed
IJodsso Sod IJosdsélls vuvll go) Iduveds [dpedss (MW)

IJozdd pu IJloguls 1Jped 6 1Je9z936 Wbs UCSM: IJoz 8 pu 9295 ks luuibs ped8sé B
ezld 11,6 UCS.

U-.éauo lJuees Jdpeubed 1U>9dsé JJdog,é: Léauo lJuoesd IJgles Jogole [JIgld aldig)le.

IJpJble Il wlowsd 19,6 B lgouly UCSM: wzdd pu o ls pdd Tuuluus sop lJges,
gdso Vs Euoou 60 s9pl.

WY odasu L2 Idpzopd: ©2dd pu 929 ks odosu £5) wozse B elds edsse L2 pddd.
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lJoz8d pu uoed DME: oz 8l pu uozs Bless vslule pzyd b Idoslule (DME).
e lJglgole lJus woblug pe Fl gldoylb IJos wblog FLOGI: IJwe 98 pu £33 lJglgole
eduws IJgpd

Wz o JUMBO I9 MTU IJ@sluws: Idog)od gds wosise MTU.

)de lelz 116 UCSM 1Jg s w6

afrahmad@AFRAHMAD-M-C3RS ucsm_health_check-master $ python UCSMTool.py
UCS Health Check Tool 1.1
Enter the UCSM file path: /Users/afrahmad/Desktop/20190328180425_fabric-5410-1k08_UCSM. tar
Press 1 for UCSM Health Check
Press 2 for PreUpgrade Check
Enter your choice (1/2): 2
Enter the UCS Target Version [Ex:4.1(1x)]: 4.2(1li)
Log Extraction: [##########H#########H#####] COMPLETED
UCSM Version: 3.2(3h)A
Target Version: 4.2(11)

Upgrade Path: 3.2(3) ==> 4.2(11i)

Summary Result:

o bt e e L e fmmmmm o +-
| STNo | Name | Status |
o bt e e L e fmmmmm o +-
| 1 | UCSM HA Cluster State | PASS |
o bt e e L e fmmmmm o +-
| 2 | PMON Process State | PASS |
o bt e e L e fmmmmm o +-
| 3 | File System Mount | PASS
o bt e e L e fmmmmm o +-
| 4 | Check for /var/sysmgr size issue | Not Found |
o bt e e L e fmmmmm o +-
| 5 | Check for /var/tmp size issue | Not Found |
o bt e e L e fmmmmm o +-
| 6 | 6296 FI unresponsive after power cycle, HW revision update | Not Found |
o bt e e L e fmmmmm o +-
| 7 | Faults with Severity Major or Severity Critical | Found |
o bt e e L e fmmmmm o +-
| 8 | Check Backup Available | No Backup |
I I I I
I I I I
o bt e e L e fmmmmm o +-
| 9 | Keyring Cert Check | PASS |
o bt e e L e fmmmmm o +-
| 10 | Safeshut Workaround Needed or Not | Not Needed |
o bt e e L e fmmmmm o +-
11 | Deprecated Hardware in Cisco UCS Manager Release 4.x | Found |
I I I
I I I
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UCSM 3.1 Change in max power allocation causes blade discovery
failure

3rd GEN FIs has unclean file system states-"Filesystem state:
clean with errors"

Check for Server Auto-Install to 4.0(4b) Fails to Activate SAS
Controller

Check for C-Series firmware upgrade stays long in process
"perform inventory of server" PNU OS Inventory

Check 2304 IOMs disconnect and re-connect during firmware update
step

Number of Interface up and Flogi Matching on FI

Faults with Severity Major:

F0207:
F0207:
F0207:
F0283:
F0479:

We would recommend Customers should complete the below prior to an upgrade:

e

Adapter ether host interface 3/3/1/2 Tink state: down
Adapter ether host interface 3/3/1/4 Tink state: down
Adapter ether host interface 3/3/1/3 Tink state: down

+ —+ ——— — — — — — + — — + — + — F — F —F —F — F — F — F+ — F+ —— F —— F — — F — F — F —— + — + — +

ther VIF 1153 on server 3 / 3 of switch B down, reason: Admin config change

Virtual interface 1153 1ink state is down

+—+ —-——— — — — — + —— 4+ —+ —+ —+ —+ —F —F —F —F —F —— + —— F —— + — + —+ —— + — + — +

Primary:
FC Port Tru
Eth up Port
Flogi Count
Secondary:
FC Port Tru
Eth up Port
Flogi Count



a. Review firmware release notes

b. Review compatibility

c. Upload required images

d. Generate/Review UCSM show tech

e. Determine vulnerable upgrade bugs and complete pro-active workaround

f. Verify FI HA and UCSM PMON status

g. Generate all configuration and full state backups (right before upgrade)
h. Verify data path is ready (right before upgrade)

i. Disable call home (right before upgrade)

NOTE:

a. All reports and Togs will be saved in the same location from where the script was executed.

b.

Please visit the Summary Report/ Main Report to view all the Major and Critical Fault alerts.
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« B ldeldle lJos odsy Bsol IUbls o udles,) eds Bs weuo IJoeddle s Jl ogpd
wutles spdud luvegsle I9le) CLI(1Idpzs oul) Joudss vduw IJozddle eds UCS
System/Fabric Interconnect Jpl Lo U Yod lJuue IJoudsis s9sl.

e Jlodse IUbls Lldezdd pu 9ess s weasle L9).5,00/@..53o/ro;9..,_9ao/g,.,o eJoli 9pu p
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l9lo, CLI

Syl SSH |Js JJl lUpsodle Idosuss IJJsuse:

show cluster extended-state, verify HA status is ready.

connect local-mgmt ; # show pmon state, Verify the services are in running status.

connect nxos ; # show system internal flash, Verify free size in /var/sysmgr and /var/tmp
connect nxos ; # show module, verify HW revision number for 6296 fabric interconnects.
show fault detail | include F1219, verify this fault code for bootflash corruption

show iom health status, displays health of IOM

show server status, verify the status of server.



scope monitoring; # scope sysdebug; # show cores , verify if there are any core files.

scope security; # scope keyring default; #show detail, verify details for default keyring, expiry et
connect nxos; # show int br | grep -v down | wc -1, verify the number of active Ethernet interfaces.
scope security; # show authentication, review the authentication type.

connect nxos; # show flogi database, review the flogi database.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



