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SueW 03l lJpuuews luwegsle 16 Embedded Logic Analyzer Module (ELAM) slgJ oble
U296 19226 (UCS) logold Ideuss Isleds po IJzsd Islog (F1) 6454, 99556
luwwgsleol gds W od 9zo.

IJpcbdule IUIgul uss
Jl w9z pobdole lpuluwss Josl IJpuwaws.
IJeobJulo
9008 Cisco Llu oday Jrsd pe,uds Lldpsluose IJoldss:
- lJboolble IJogwszsé UCS 6454
Jpdoule 1Jp g pd
ce |uuu|c Upgdg,au 91,28 S5 031 oo e Ulao_)o Jp92928 D5 wusis pngso eluos.

pEJ9plO iu»'u»s§5

opedd UCS Gen FlId,logs 1J@3,6 eds wuvgsd IJodlb ELAM. séé igvy ELAM Uopy I
ASIC.

SUST 1516 ELAM ,3.56 99,56 JJzie [Jos swp lelhs wozsool eds puweys ASIC. spdud g,00
wVlLosd 2ipd pod:



- lzod 1Usged sl
1o I8 Jeze 9226 IJbuwld (MTU)
. £Jlp8 VLAN
- eu9lu MAC 9 IP 1Ugluo weols 1puos) 9ld9zod
ol 1z5e6 slduwew
- OpSS) 2926 [JEdes (QOS)
o@p ELAM ol osd lelo wozso IJzie. 9d1 $9>6 3JY |Js pldlbgs puwess Idoslule.

lJodssu
wwed 1Usg9d IJs UCS g, 9lzoé Lwlbo, 1JIsle, (CLI).

Sp woubésd oo IJlole:

#connect nxos a|b

#attach module 1

#debug platform internal tah elam asic 0

#trigger init asic 0 slice 0 lu-a2d 1 in-select 6 out-select 1
#set outer ...

#start

#report

pdlzbs: Gen Fi pu IUzsd Id)log 05 9236 2led 91226 pg 9256 9126 (9236 Leloss 1) pg ASIC
9lz> (ASIC 0) 9 iys26 9126 (Uiyses 0). Llze Idpéele bule.

RCH-SV-FFAIII-A (nx-o0s)# show hardware internal tah interface ethernet 1/30
iissdsdzassdadddssdddsatadadaasdandnatsi
IfIndex: 436222464

DstIndex: 6028

IfType: 26

Interface name Ethernetl/30

Asic: O

Asic: 0 <<

AsicPort: 49

SrcId: 98

Slice: O <<

PortOnSlice: 49

Table entries for interface Ethernetl/30

J ELAMS 2s¢ seopes IUjob gds guelo 1zips "u-a2d 1" sope lguogsleol. pusope luuogole
lJ9sped 691 J"weassslgd" 9"wesss ebe" eds IJwslds JJwslss 1UgDhzss

ipJ "set external" o9 gloJ IJooWdso 1Ugluo ol 9031 09 IJpdly 1U3s w9 Q9:§o CUE IS
lJz)ed IJos uyss IJod@lbol 9lgul, Fl woli 900l pgeogs pu lUEsble 9spdu o 0dou ppowsy
cuvw IJelze:

module-1 (TAH-elam-insel6) # set outer ?



arp ARP Fields

fcoe FCoE Fields

ipv4d 1IPv4 Fields

ipvé IPv6 Fields

12 All Layer 2 Fields
14 L4 Fields

module-1 (TAH-elam-insel6) # set outer 12 ?

cfi CFI Setting

cntag vld CNTag Information Valid

cos Class of Service

dst mac Destination MAC Address

gtag vld VLAN Tag Information Valid

snap vld SNAP Header Information Valid
Src_mac Source MAC Address

vlan VLAN Id (Present only in case of FEX)
vntag dvif VNTAG Destination vif

vntag looped VNTAG Header Looped Valid
vntag pointer VNTAG Header Pointer Valid
vntag svif VNTAG Source vif

vntag vld VNTAG Information Valid

module-1 (TAH-elam-insel6) # set outer ipv4 ?

checksum Checksum

dscp Diff. Serv. Code Point
dst ip Destination IP Address
ecn Explicit Congestion Ntfn
fragment-off Fragments Offset
header-len Header Length

more-frags More Fragments Available
next-protocol Next Protocol

packet-len Packet Total Length
pyld-len Payload Length

src_ip Source IP Address

ttl Time to Live

version Version

wper o2 E3led Idouodss. $p voubésd IJie) start Jouvgsd 1516 ELAM. sl Jp sop
lJoslb s guvse spduo pde 2lds 1Jeyuve wed d3Jdd Wuus,s il

module-1 (TAH-elam-insel6) # report

ELAM not triggered yet on slot - 1, asic - 0, slice - 0

pdlehé: uu§uuopJ_IJiPJ "set” o) ELAMS. o0 IJppbuwle IJzs26 wubgsd IJio, "reset"
SO JJ p6 wuds Bsol Idodlb 2,96 039 wluwegsle IPc MAC ppodd. 9el s 3JY.
pSlJ
1. ool IJlogold po VM 172.16.35.31 |Js 1Jw9leé 172.16.35.126:
RCH-SV-FFAIII-A (nx-0s)# attach module 1

module-1# debug platform internal tah elam asic 0
module-1 (TAH-elam) # trigger init asic 0 slice 0 lu-a2d 1 in-select 6 out-select 1

param values: start asic 0, start slice 0, lu-a2d 1, in-select 6, out-select 1



module-1 (TAH-elam-insel6) # set outer ipv4 src_ip 172.16.35.31 dst_ip 172.16.35.126

module-1 (TAH-elam-insel6) # start

GBL C++: [MSG] rocky elam wrapper init:54:asic type 8 inst 0 slice 0 a to d 1 insel 6 outsel 1
GBL C++: [MSG] rocky elam wrapper enable:149:asic type 8 inst 0 slice 0 a to d 1

GBL C++: [MSG] - writing
data=0x00000000000000000000000000000000000000000000000000000000000000000000000000000000000000056
08118F800000
000000000000000000560811BF0000000000000000000000100000000000000000000000000000000000000000000000
0000000000001

GBL C++: [MSG] - writing
mask=0x0000000000000000000000000000000000000000000000000000000000000000000000000000000000000007F
FFFFFF800000
0000000000000000007FFFFFFF8000000000000000000000380000000000000000000000000000000000000000000000
0000000000001

module-1 (TAH-elam-insel6) # report

HOMEWOOD ELAM REPORT SUMMARY
slot - 1, asic - 0, slice - O

Incoming Interface: Ethl/33

Src Idx : 0x1002, Src BD : 35

Outgoing Interface Info: dnod 1, dpid 4
Dst Idx : 0x604, Dst BD : 35

Packet Type: IPv4
Dst MAC address: 8C:60:4F:CD:FD:7C
Src MAC address: 00:25:C5:00:00:1E

.1lg Tag0 VLAN: 35, cos = Ox1

Dst IPv4 address: 172.16.35.126
Src IPv4 address: 172.16.35.31

Ver = 4, DSCP = 0, Don't Fragment = 0
Proto = 1, TTL = 64, More Fragments = 0
Hdr len = 20, Pkt len = 84, Checksum = 0x5f19
L4 Protocol : 1

ICMP type 8

ICMP code I

Drop Info:

LUA:

LUB:

LUC:

LUD:

Final Drops:

IJozdd pu lduogs

o9egd 1Jzjpé pg sre_ip 172.16.35.31 9 dst_ip 172.16.35.126 gJs yvwJsé VLAN G 35 99 0Jw
lJs 1Jpewwds 1/33 (1dglzos [J9l)56) 9w e wozsool (IJglzes IUol>,6) IJs 9lzes "dpidd” ... by €
"dpid" 09 IJpg 9 Islgds Jpwd> ASIC 9spdu Idewy) eds IJogssu wluwagsle "show
interface hardware-mappings":

Incoming Interface: Ethl/33
Src Idx : 0x1002, Src BD : 35



interface Ethernetl/33
description S: Server, Port-channel 1025
no pinning server sticky
switchport mode fex-fabric
priority-flow-control mode on
fex associate 1
channel-group 1025
no shutdown

Outgoing Interface Info: dmod 1, dpid 4
Dst Idx : 0x604, Dst BD : 35

RCH-SV-FFAIII-A (nx-0s)# show interface hardware-mappings

Legends:
SMod - Source Mod. 0 is N/A
Unit - Unit on which port resides. N/A for port channels
HPort - Hardware Port Number or Hardware Trunk Id:
HName - Hardware port name. None means N/A

FPort - Fabric facing port number. 255 means N/A
NPort - Front panel port number

VPort - Virtual Port Number. -1 means N/A

Slice - Slice Number. N/A for BCM systems

SPort - Port Number wrt Slice. N/A for BCM systems
SrcId - Source Id Number. N/A for BCM systems

Name Ifindex Smod Unit HPort FPort NPort VPort Slice sSpPort Srcld

Eth1/13  1a001800 1 0 4 255 48 -1 0 4 8
Jpl spled 03l "dpid 4" ol s 9w, z0 "show hardware internal interface ethernet 1/13™":

RCH-SV-FFAIII-A (nx-o0s)# show hardware internal tah interface ethernet 1/13
iigsssdsdzassdsdddsddsdsasadadaasaandnddsdi
IfIndex: 436213760

DstIndex: 6096

IfType: 26

Interface name Ethernetl/13

Asic: O

Asic: O

AsicPort: 4 <Kk

SrcId: 8

Slice: O

PortOnSlice: 4 <<

Op uJE)LSLB LJCJPO QLJJ9h{9L19hJJL)ULSLjLJLJCMJP LSLS|L”LHJJLHJ U(:“AF” g{9LJul90 \{19“{9“19J
bo9é ELAM 4 (L4). Lize 1Js $lispd |)l9|p 292999 ANA. spdud ls ol lJoowbsé wluwegsle
zee MTU pess. sop ouvesd ELAM Y cgwd luolud 9236 1de> IJIduos JJdugd (MTU) o> 96.

module-1 (TAH-elam-insel6) # set outer ipv4 src_ip 172.16.35.31 dst_ip 172.16.35.126 packet-len
1500

Dst IPv4 address: 172.16.35.126
Src IPv4 address: 172.16.35.31

Ver = 4, DSCP = 0, Don't Fragment = 1
Proto = 1, TTL = 64, More Fragments = 0

Hdr len = 20, Pkt len = 1500, Checksum = 0x1758
L4 Protocol 01

ICMP type : 8


https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml

ICMP code : 0

bdo ARP ey 1Jzolj IUblo,s (VM) Juveds 1Ugbe pg vessu gulssou MAC Jp,ug:

RCH-SV-FFAIII-B(nx-os)# attach module 1
module-1# debug platform internal tah elam asic 0
module-1 (TAH-elam) # trigger init asic 0 slice 0 lu-a2d 1 in-select 6 out-select 1

param values: start asic 0, start slice 0, lu-a2d 1, in-select 6, out-select 1

module-1 (TAH-elam-insel6) # set outer 12 src_mac 00:25:¢c5:00:00:1e dst_mac ff:Eff:ff:££:E££:FFf
module-1 (TAH-elam-insel6) # start

GBL C++: [MSG] rocky elam wrapper init:36:asic type 8 inst 0 slice 0 a to d 1 insel 6 outsel 1
GBL C++: [MSG] rocky elam wrapper enable:95:asic type 8 inst 0 slice 0 a to d 1

GBL C++: [MSG] - writing
data=0x00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000

00000015820463E004B8A00003C000000000000000000000200000000000000000000000000000000000000000000000
0000000000001

GBL C++: [MSG] - writing
mask=0x00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000

000O0OO01FFFFFFFFFFFFFFFFFFFE000000000000000000000380000000000000000000000000000000000000000000000
0000000000001

module-1 (TAH-elam-insel6) # report
HOMEWOOD ELAM REPORT SUMMARY
slot - 1, asic - 0, slice - 0

Incoming Interface: Ethl/33

Src Idx : 0x1002, Src BD : 35

Outgoing Interface Info: dnpd 1, dpid 4
Dst Idx : 0x604, Dst BD : 35

Packet Type: ARP

Dst MAC address: FF:FF:FF:FF:FF:FF
Src MAC address: 00:25:C5:00:00:1E
.1g Tag0 VLAN: 35, cos = 0x1

Target Hardware address: 00:00:00:00:00:00
Sender Hardware address: 00:25:C5:00:00:1E
Target Protocol address: 172.16.35.110
Sender Protocol address: 172.16.35.31

ARP opcode: 1

Drop Info:

LUA:
LUB:

LUC:

LUD:

Final Drops:

Swp UEHSY 1Jzg)jped wluwbo IJuble gJs luol ARP. 9539y o3l fgé§>| cubdd gluo 0l
SY9u oulJ EIJ ARP ¢, pJdwpd lpl eds puvwss 1Ugbe (VM) g IJogles.

lo lpdo Buvsope s pulds TCPIUDP ls ol sswp [l SSH oul:

RCH-SV-FFAIII-B(nx-os)# attach module 1



module-1# debug platform internal tah elam asic 0
module-1 (TAH-elam) # trigger init asic 0 slice 0 lu-a2d 1 in-select 6 out-select 1

param values: start asic 0, start slice 0, lu-a2d 1, in-select 6, out-select 1
module-1 (TAH-elam-insel6) # set outer ipv4 src_ip 172.16.35.126 dst_ip 172.16.35.31

module-1(TAH-elam-insel6) # start

GBL C++: [MSG] rocky elam wrapper init:36:asic type 8 inst 0 slice 0 a to d 1 insel 6 outsel 1
GBL C++: [MSG] rocky elam wrapper enable:95:asic type 8 inst 0 slice 0 a to d 1

GBL C++: [MSG] - writing
data=0x00000000000000000000000000000000000000000000000000000000000000000000000000000000000000056
0811BF0000
000000000000000000005608118F80000000000000000000001000000000000000000000000000000000000000000000
000000000000001

GBL C++: [MSG] - writing
mask=0x0000000000000000000000000000000000000000000000000000000000000000000000000000000000000007F
FFFFFF8000
000000000000000000007FFFFFFF80000000000000000000003800000000000000000000000000000000000000000000
000000000000001

module-1 (TAH-elam-insel6) # report

HOMEWOOD ELAM REPORT SUMMARY
slot - 1, asic - 0, slice - O

Incoming Interface: Ethl/14

Src Idx : 0x604, Src BD : 35

Outgoing Interface Info: dnod 1, dpid 44
Dst Idx : 0x1002, Dst BD : 35

Packet Type: IPv4
Dst MAC address: 00:25:C5:00:00:1E
Src MAC address: 8C:60:4F:CD:FD:7C

.1g Tag0 VLAN: 35, cos = 0x0

Dst IPv4 address: 172.16.35.31
Src IPv4 address: 172.16.35.126

Ver = 4, DSCP = 0, Don't Fragment = 0
Proto = 6, TTL = 64, More Fragments = 0

Hdr len = 20, Pkt len = 60, Checksum = 0x27f5
L4 Protocol : 6

TCP Dst Port : 22
TCP Src Port : 15067

Drop Info:

LUA:
LUB:
LUC:
LUD:
Final Drops:

luwedunldd IJigble gl oJlzol

Sop ouwesd eldle 1duvdsb J5Jd. suvdlb I fi b ARP:



RCH-SV-FFAIII-B(nx-os)# attach module 1
module-1# debug platform internal tah elam asic 0
module-1 (TAH-elam) # trigger init asic 0 slice 0 lu-a2d 1 in-select 6 out-select 1

param values: start asic 0, start slice 0, lu-a2d 1, in-select 6, out-select 1
module-1 (TAH-elam-insel6) # set outer 12 src_mac 00:25:c5:00:00:1e dst_mac ff:ff:ff:ff:ff:£ff
module-1 (TAH-elam-inselo6) # start

GBL C++: [MSG] rocky elam wrapper init:54:asic type 8 inst 0 slice 0 a to d 1 insel 6 outsel 1
GBL C++: [MSG] rocky elam wrapper enable:149:asic type 8 inst 0 slice 0 a to d 1

GBL C++: [MSG] - writing
data=0x00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000

0000000000000000000000000000000000000000000000000000000000000000000000000000000000971400007BFFFF
FFFFFFFC00001

GBL C++: [MSG] - writing
mask=0x00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000

00000000000000000000000000000000000000000000000000000000000000000000000000000003FFFFFFFFFFFFFEFFF
FFFFFFFC00001

module-1 (TAH-elam-insel6) # report
HOMEWOOD ELAM REPORT SUMMARY
slot - 1, asic - 0, slice - O

Incoming Interface: Ethl/18

Src Idx : 0x603, Src BD : 35

Outgoing Interface Info.: dnpd O, dpid 0
Dst Idx : 0x0, Dst BD : 35

Packet Type: ARP

Dst MAC address: FE:FF:FF:FF:FF:FF
Src MAC address: 00:25:C5:00:00:1E
.1g Tag0 VLAN: 35, <cos = 0x1

Target Hardware address: 00:00:00:00:00:00
Sender Hardware address: 00:25:C5:00:00:1E
Target Protocol address: 172.16.35.99
Sender Protocol address: 172.16.35.31

ARP opcode: 1

Drop Info:

LUA:
LUB:
LUC:
LUD:

MC_RPF_FAIILURE

SRC_VLAN MBR
Final Drops:

MC_RPF_FAIILURE

SRC_VLAN MBR
Suvedpe U fi JoJ-._,: ARP gJs psule 1/18 (03l 09 psule job) pg puo>) MAC oy
00:25:¢5:00:00:1e |s sJ9u gdpw ,oa_.J‘,.slg eds loyuse Jblgy@ (VTh) psule. w99p 030 1JzlJs
cgvgsd luwdll Wpush 10gdums JUlele (RPF). Jlzb 16 pesple 1slzos IJuolsys cudg
dpid 0 909 |_w3lb.

VLAN 35 ¢, pwpdz wo £Js lJpwds 1/18 903l ls ol el drop src_vian_mbr.



RCH-SV-FFAIII-A (nx-0s) # show run interface ethernet 1/18

interface Ethernetl1/18
description U: Uplink
pinning border
switchport mode trunk
switchport trunk allowed vlan 1
channel-group 105 mode active

pedyplo dlo LoJd

- ub)6 glod gdis ELAM

- Idoe o lJo 60 | oule - Cisco Systems
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