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Modify an [PSec LAN-to-LAN comection

Name VPN TUNNEL Enier the same for this LAN=io:LAN comection
[t e | thermet 2 (Pubie ) (172 B2} =] Select the mserface for this LAN-10-LAN connection.
Peer[IT2 1B 124031 Ener the 1P adkdress of the remote peer for Sis LANorLAN comecibon
Digitad Certificute [Hors [Usn Preshered Keys) =) Select the diginl certificare 1o we.

Certlficate © Enlire contificae chaim

I " # Mentity covtifecate ouly Chsose how 1o send e digital cenificale 1o the IKE peer,

Preshared Koy figwpn Ender the presbared key for this LAN-15-1AN connection.
Authermtirstion [FSPROSHMAT 178 =] Specify the pockel auilenticaion meshaism is wee
Encryplien 3005 168 =] Specify the emorypiion mechmism (o use,
IKE Proposal [KE3DES MDS =) Select ibe IE Proposal to use for this LASN-te-LAN commeciion.
Filier |- Moo =| Chacse the filter to apply to the sraftic that is saneled throngh this LAN-to-LAN comection

Chieck to bet NAT-T compatible [PSec peers establish this LAN-fo-LAM comme ction trossh a 5 AT device.

IPSec NAT-T T ¥ ou must aleo emabde [PSec over NAT-T mder NAT Trosparency.
Bandwidh Palicy | None =) Chisose the bandhwidth pelicy to apply 10 this LAN-to-LAN comection
Rowting | Mo = (hiense the routing swtchansm io use P % hebow are kgnored iF Yetwork Amtediscovery b chosen.

Lacal Network: I§a LAN-fo-LAN MAT rele is aved, this is Se Translsted MNebwork sddress.
Metwark Lint [Uss 5 Addrass Wakdcard mask bokre =] Specily the kool sepaork address 15 or the [P address and wildeard mask for this LAN-te-LAN comection

Il'-ld*ml“w-mn Note: Enter & wikdeand k. wiklch is the reverse of @ subset maak. A waldoard mask har Lo in bid
1B b + 08 ki bl paiitions o mch For eoample, 10, 10001.00000000255 = all 10010, 1, 60
Wildrard Musk [10.0.245 rrosemiule st i

Kemaie Network: Il LAN-to-LAN NAT rele iz uerd, this is e Romob BNetwork addeess
MNetwork List [(oe B Aduiress Wikicard-mask bokrr ] ¥eil) the remote setwerk mldress

leim
:rumh;m ,
Mote: Enber w wikdeand mask. which is the reverse af n subsel musk. A wildesrd mesk bas 15 in bl
Wikdcard Munk 028 poaEitions b ignore, 0 in bil positions to mach, For exsmple, 10,1001.0/00000255 = all 10.10,1.500

_Agply | Comeal | N
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o9 24/14.38.100.0 3>l P ulgic o ,8.Ja=y<éacld lan _J] nat>lan<,g o &,> 6] <dwluw
Susll aSull Ja> 9 24/14.38.200.0 do>ioll aSuidl Ja> 9 24/14.38.80.0 raoll aSuidl Ja>
999 Jaily

last o e [P addbesn amd wildeasd maik for this [ANa-1AN

iowi | P " Trafe Marng MHAT | LAP-ta L AN Rutes | Modit
[

Modsly n LAN-la-LAN NAT ruls,

= Sinkic Statle: maps source [P addresses 1o translated 1P addresces on n one-fo-one bazie. Shatic mappings npply to both ishoand and
MAT Type © Dymama: Dymmsnlc: maps sowrce [ addresses 1o one of 8 pool of svasleble s lated [P addresscs, Dynmnic mapping sply bo outbound
traffic saly.
FFPAT PAT: Dyeamic mappag with Port Address Translation. PAT applies io outbomd raffic saly

Semrve Network: specifies the source 1P address amed wibdoard sk to be translated.

Transliled Metwork: specifien the rmmilated 1P address and wildenrd masl for the Lacald Nedwerk 11 b0 the loonl sddress of the LAN t0-LAN constction

Remote Network: specifies the destination [P sddross amd wildeard mask fer which shis rule applive. To allow amy remote network, set [P sddress wildoard nsask 10
00000235 255 183 258 It is the remote sddress of the LAN-S0-LAN conmection

Sorre Medwark Trusslaied Nedwark Remoie Nedwork
TP Adddress | 14381000 i I'Ilm =3 1L 2000
Wikdewrd Mask D00 265 T > |pnozs

_Aeply | Comsal |

e NAT aclgd oiSnil gaall 3359 opSas<nat<cLll 49,e aS,> 6)ll<duwlull 6,151< s 52> .3
idlnal LAN aSui ;_r” LAN &S JLQ.J



Thiz section lets vou enable svstem-wide NAT rules.

Imterface NAT Bules Enabled ™ Check to enable WAT rules on interfaces.
LAN-to-LAN Tunnel NAT Rule Enabled ¥ Check to enable WAT rules on LAN-to-LAN tunnels.

Apply | Cancel |
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Carfguration | Bywtem | Tunneing Profocols | IPSe | LAN-be-LAN | Modi

Modily mn IFRee LAN=0=LAN commction.

.\'ﬂ-m Esier the name for this LAN-o=LAN cometction
Iiterface [Ethernet 2 (Fublie] (17218024.131) =] Select the interface for this LAN-to-LAN conmection
rmlm Emier the [P nddress of the remote peer for this LAN-o-LAN comedtion.
Digital Certificale |Fone (s Preshaced Keys) =| Select the digital certificate to use.

Cervificas © Fnvire cenificme chisn

T issbom & Tdentiny cemificate anly Chooss how ko send the digséal cortalicnis io the TEE peer

Proshared Key rigep Faiter the predimred key for Suin LAN-le-LAN conssclicn
umhh-'srm 128 'l-| Specify the packer nutbertication mechns e 1o nee
Encryptisn 1005163 =) Specify the encryplion mechanizm o we.
J‘.ﬂ:!’rlp-ldllﬂl IS WL - Salect the IKE Propoaal 1o ww For s LAN-lo-LAN conssdlion
Filier |- Mane - =] Chooss due filter 1o apply b the iraific that ts nmesled through this LANS0-LAN cemnection
IPSec NAT-T Check to et KATT compatible [PSec peers esinblish this LAN=oe LAN consectson through o MAT devace.
- Yoou must slso cmsble [FSec over NAT-T mder NAT Trmspmrency.
Tandsa il Fﬂ';l v El Chooas the bamdwadh policy o apply to this LAN-lo-LAN conneciason
Romimg |Fone = Choose the roating mechanism to uwe. Pernmeters below are gnered if Network Amtsdiscovery is cheven
Lawal Metwork: Il o LAN«o=LAN WAT rule o used, this ie e Tronsloed Network ndd
Nedwark List [Use 1P Address Wiklcad mask ek w| Speeify i local merwork udl.h'ﬂ: list or dee EF address mnd wil doord sk for s LAN-10-LAN comection
IF Adiress [143 500 Note: Enter @ wildomed mask, which Is the reverse of o sabset mask. A wildoard mask bas 12 in bin
itiemi 1o ignere, Da in bil positions to malch. Fer exsmple, 10.10.1.00,0,0.25% = all 10,101 500
Wildeard Mk hnumﬁ rrasbaey ' '

Remote Metwork: I a LAN-lo-LAN NAT rule is used. (his is the Bemote Network sddress.
Matsark List [Use 1P Adiress Wiklcad rask balew 2] - Specify the renote mrtwork sddres [t o the [P scdreee and wildeard mask for this LAN-t0-LAN

comeciion
o |1lmmn Maote: Ealer a sdkdiond masl, which li the reverse of o sabael maake. A wildoard mask bas 16 m ba
Wildemidl Nask E“-':'-""E'— positions io ignore, s n bl positions bo maich. For example. 10.10.1.00.0.0.23% < all 10,101 amn
nddresses.
_Apply | Comeel |
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Sperl

Modly o LAN-to-LAN NAT rele.

T Hmdic Simtis - maps somrce [P addresses fo translated [P addresees on a one-to-one hasis. Stabic magpings apply to both inbound and
oo tradfic.
MAT Type ~ Dymmmic Domamdy meapa sowce [P adibressss 10 one of @ pool af svailehls Eunslated T addresaes, Donmmic mmppings apply 1o outhomsd
rallic only.
PAT PAT: Dyvnamic magping with Port Address Translation. PAT apglics 10 catbeand mmaffic only

Seurce Netwerk: specufies the souwrce P sddress and waldoard mask 1o be sranslaged

Transhe ed Network: l'pﬂ:lﬁcl'l:: transliged 1P seldienw sl walddessd masdk for the Losal Sedwark. 1t oo the locnd addres of the LAMa0-L AN comection

Remoie Netwerk: specifies the destination [P address md wil dewrd mask for whacls this rule spplies. To allow ey remete network, sel [P sddress'wildeord mask o
000007238, 253,255 254, [t is the remole nddress of te LAN-:LAN comection

Sare My k Transhuted Nerwark Remote Metwark
IF Address [14.38.0000 : [mzo0n = [14ms00
Wikdcard Mask 000255 O TTE ~ oo
ot | [oume |

Lle NAT xelgd ouSoil gaxill 3359 eaSas<nat<cblyl 49,0 45,5 6,l]<duwbudl 6,1]< iSuis 33> .3

Loy

Thiz section letz vou enable svstem-wide NAT rules.

Interface NAT Rules Enabled ©— Check to enable WAT rules on interfaces.
LAN-ts-LAN Tunnel NAT Bule Enabled ¥ Check to enable MAT rules on LAN-to-LAMN tunnels.

Apply | Cancel |
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D] 53] 05| =
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PrivatelLANZ2#
PrivatelAN2H
PrivatelLANZ#
PrivatelAN2H
PrivatelLANZ#
PrivatelAN2H
PrivatelLANZ#
PrivatelANZN
PrivatelLANZ#
PrivatelANZ#ping 14.38.80.200

lvpe escape sequence to abor

?ﬁT?:ng 2, 100-byte ICHP Echus to 14.38.80.200, timeout 1s 2 seconds:

Success rate is 100 percenl (5/5), round-irip min/avo/max = 4/5/8 ms
PrivatelLANZ#
Privatel ANZ#
PrivatelLANZ2#
Privatel ANZ#
PrivatelLANZ2#
Privatel ANZ#
PrivateLANZ2#
Privatel ANZ2#_ :I

[Cormected 0:20:24  Auto detect  TCPP SCROLL  [CAPS UM tre  |Print 4
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IKE Session
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Amibentication Mede Pre-Shared Keys IKE Negotlstbn Mode Main
Bekey Thme Inferval S6000 a0 onds
IFSec Sesshon
Sexslon [0 I Remoie Addreas |4, 78 2000000255
Lacal Addresy 14 33 500000, 758 Encryptism Algarithm 3DES-168
[asking Adgeriihm %1027 SEPF |
Encapsslatisn Made Tumnel Rekey T Interval 253200 seconds
Bytes Recelved 1040 Byies Tramsmiiied 1456
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RETF RAT TUNNEI 1T 081 2:4.132 IFSec LAN #0-LAN FIHES-168 Mg 0F 13:17:22 TE:IS pRTE 1456
IKE Seusinas: 1
[FSer Seudoms: |
IKE Session
Seasban 1D 1 Eneryprlen Algerithm 30ES-168
Huishing Algorihm %! Diffe Mol Cireup Dromp 2 (1024-ki)
Awibermitle mihen Wade Pre-Shoared Feye IKE Regoaron VMeds Man
Kekey Thme Interval 860080 socomd:
[PSec Sessbon
Sesxion I 2 Ermote Address 14 58 50000 000 233
Laastad Aoddbroan 14 38 D00 00000.0.255 Encrvpilon Algeriibm JDES-168
Husking Algorithes M4 SEF 1
Encapsalation Mads Tunne| Roekiey Thise Interval 25800 secomds
BEyien Redeioed 1456 Bytes Trasmanitied 1000
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Ilkedbg -
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SEV=8 | KEDBG/ 0 RPT=52040 172.18.124.132 13:14:22.690 08/09/2002 1
RECEI VED Message (nsgi d=0) wi th payl oads
HDR + SA (1) + VENDOR (13) + NONE (O) ... total length : 108

SEV=9 | KEDBG 0 RPT=52041 172.18.124.132 13:14:22.690 08/ 09/2002 3
processi ng SA payl oad

SEV=8 | KEDBG 0 RPT=52042 13: 14:22.690 08/09/2002 4
Proposal # 1, Transform# 1, Type | SAKMP, Id I KE
:Parsing received transform
: Phase 1 failure against global |IKE proposal # 1
:Msmatched attr types for class Auth Method
Rcv' d: Preshared Key
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(Cfg'd: XAUTH with Preshared Key (Initiator authenticated

SEV=7 | KEDBG 0 RPT=52043 172.18.124.132 13:14:22.690 08/09/2002 10
Cakl ey proposal is acceptable

SEV=9 | KEDBG 47 RPT=28 172.18.124.132 13:14:22.690 08/09/2002 11
processi ng VI D payl oad

SEV=9 | KEDBG 49 RPT=24 172.18.124.132 13:14:22.690 08/09/2002 12
Recei ved Fragnmentation VID

SEV=5 | KEDBG 64 RPT=6 172.18.124.132 13:14:22.690 08/09/2002 13
1 KE Peer included | KE fragnentation capability flags

Mai n Mode: True

Aggr essi ve Mode: True

SEV=9 | KEDBG 0 RPT=52044 172.18.124.132 13:14:22.690 08/09/2002 15
processi ng | KE SA

SEV=8 | KEDBG 0 RPT=52045 13: 14:22.690 08/09/ 2002 16
Proposal # 1, Transform# 1, Type | SAKMP, Id | KE
:Parsing received transform
:Phase 1 failure against global IKE proposal # 1
:Msmatched attr types for class Auth Method
Rcv' d: Preshared Key
(Cfg'd: XAUTH with Preshared Key (Initiator authenticated

SEV=7 | KEDBG 28 RPT=5 172.18.124.132 13:14:22.690 08/ 09/ 2002 22
| KE SA Proposal # 1, Transform# 1 acceptable
Mat ches gl obal I KE entry # 2

SEV=9 | KEDBG 0 RPT=52046 172.18.124.132 13:14:22.690 08/09/2002 23
constructing | SA_SA for isakmp

SEV=9 | KEDBG 46 RPT=26 172.18.124.132 13:14:22.690 08/09/ 2002 24
constructing Fragrmentation VID + extended capabilities payl oad

SEV=8 | KEDBG 0 RPT=52047 172.18.124.132 13:14:22.690 08/ 09/ 2002 25
SENDI NG Message (nsgi d=0) with payl oads
HDR + SA (1) + VENDOR (13) ... total length : 108

SEV=8 | KEDBG 0 RPT=52048 172.18.124.132 13:14:22.700 08/09/ 2002 27

RECEI VED Message (nsgi d=0) with payl oads

HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13
NONE (0) ... total length : 256 + (

SEV=8 | KEDBG 0 RPT=52049 172.18.124.132 13:14:22.700 08/09/2002 30

RECEI VED Message (nsgi d=0) with payl oads

HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13
NONE (0) ... total length : 256 + (

SEV=9 | KEDBG 0 RPT=52050 172.18.124.132 13:14:22.700 08/09/2002 33
processi ng ke payl oad



SEV=9 | KEDBG 0 RPT=52051 172.18.124.132 13:14:22. 700 08/09/ 2002 34
processing | SA KE

SEV=9 | KEDBG 1 RPT=83 172.18.124.132 13:14:22.700 08/09/2002 35
processi ng nonce payl oad

SEV=9 | KEDBG 47 RPT=29 172.18.124.132 13:14:22. 700 08/09/2002 36
processi ng VI D payl oad

SEV=9 | KEDBG 49 RPT=25 172.18.124.132 13:14:22. 700 08/09/ 2002 37
Received Cisco Unity client VID

SEV=9 | KEDBG 47 RPT=30 172.18.124.132 13:14:22. 700 08/09/2002 38
processi ng VI D payl oad

SEV=9 | KEDBG 49 RPT=26 172.18.124.132 13:14:22.700 08/09/2002 39
Recei ved xauth V6 VID

SEV=9 | KEDBG 47 RPT=31 172.18.124.132 13:14:22. 700 08/09/2002 40
processi ng VI D payl oad

SEV=9 | KEDBG 38 RPT=9 172.18.124.132 13:14:22.700 08/09/2002 41
Processi ng VPN 3000 spoofing I OS Vendor | D payload (version: 1.0.0, capabilities
(20000001 :

SEV=9 | KEDBG 47 RPT=32 172.18.124.132 13:14:22. 700 08/09/ 2002 43
processi ng VI D payl oad

SEV=9 | KEDBG 49 RPT=27 172.18.124.132 13:14:22. 700 08/09/ 2002 44
Received Altiga GNVID

SEV=9 | KEDBG 0 RPT=52052 172.18.124.132 13:14:22.730 08/ 09/ 2002 45
constructing ke payl oad

SEV=9 | KEDBG 1 RPT=84 172.18.124.132 13:14:22.730 08/ 09/ 2002 46
constructing nonce payl oad

SEV=9 | KEDBG 46 RPT=27 172.18.124.132 13:14:22.730 08/09/ 2002 47
constructing Ci sco Unity VID payl oad

SEV=9 | KEDBG 46 RPT=28 172.18.124.132 13:14:22.730 08/09/ 2002 48
constructing xauth V6 VI D payl oad

SEV=9 | KEDBG 48 RPT=10 172.18.124.132 13:14:22.730 08/ 09/ 2002 49
Send 10S VID

SEV=9 | KEDBG 38 RPT=10 172.18.124.132 13:14:22.730 08/09/2002 50
Constructing VPN 3000 spoofing IS Vendor |ID payload (version: 1.0.0, capabiliti
(es: 20000001

SEV=9 | KEDBG 46 RPT=29 172.18.124.132 13:14:22.730 08/09/2002 52
constructing VID payl oad

SEV=9 | KEDBG 48 RPT=11 172.18.124.132 13:14:22. 730 08/09/2002 53
Send Altiga GNVID

SEV=9 | KEDBG 0 RPT=52053 172.18.124.132 13:14:22. 730 08/09/ 2002 54
...Cenerating keys for Responder

SEV=8 | KEDBG 0 RPT=52054 172.18.124.132 13:14:22.730 08/ 09/ 2002 55
SENDI NG Message (nsgi d=0) with payl oads
HDR + KE (4) + NONCE (10) ... total length : 256



SEV=8 | KEDBG 0 RPT=52055 172.18.124.132 13:14:22.770 08/ 09/ 2002 57

RECEI VED Message (nsgi d=0) with payl oads

HDR + ID (5) + HASH (8) + | OS KEEPALI VE (14) + VENDOR (13) + NONE (0) ... total
length : 92

SEV=9 | KEDBG 1 RPT=85 172.18.124.132 13:14:22.770 08/ 09/ 2002 60
[Goup [172.18.124.132
Processing I D

SEV=9 | KEDBG 0 RPT=52056 172.18.124.132 13:14:22.770 08/09/2002 61
[Goup [172.18.124.132
processi ng hash

SEV=9 | KEDBG 0 RPT=52057 172.18.124.132 13:14:22.770 08/09/ 2002 62
[Goup [172.18.124.132
conputing hash

SEV=9 | KEDBG 34 RPT=9 172.18.124.132 13:14:22.770 08/ 09/ 2002 63
. Processing |1 0S keep alive payl oad: proposal =32767/ 32767 sec

SEV=9 | KEDBG 47 RPT=33 172.18.124.132 13:14:22.770 08/ 09/ 2002 64
[Goup [172.18.124.132
processi ng VI D payl oad

SEV=9 | KEDBG 49 RPT=28 172.18.124.132 13:14:22.770 08/09/2002 65
[Goup [172.18.124.132
Recei ved DPD VI D

SEV=9 | KEDBG 23 RPT=6 172.18.124.132 13:14:22.770 08/ 09/ 2002 66
[Goup [172.18.124.132
Starting group | ookup for peer 172.18.124.132

SEV=8 AUTHDBG 1 RPT=7 13:14:22.770 08/09/2002 67
AUTH_Open() returns 9

SEV=7 AUTH 12 RPT=7 13:14:22.770 08/09/2002 68
Aut henti cati on session opened: handle = 9

SEV=8 AUTHDBG 3 RPT=9 13:14:22.770 08/09/2002 69
(AUTH_Put Attr Tabl e(9, 8c6274

SEV=8 AUTHDBG 6 RPT=6 13:14:22.770 08/09/2002 70
(AUTH_Gr oupAut henti cate(9, 2f1c798, 599818

SEV=8 AUTHDBG 59 RPT=9 13:14:22.770 08/09/2002 71
(AUTH_Bi ndSer ver (511c62c, 0, 0O

SEV=9 AUTHDBGE 69 RPT=9 13:14:22.770 08/09/2002 72
Aut h Server dbl1704 has been bound to ACB 511c62c, sessions = 1

SEV=8 AUTHDBG 65 RPT=9 13:14:22.770 08/09/2002 73
(AUTH_Cr eat eTi ner (511c62c, 0, O

SEV=9 AUTHDBG 72 RPT=9 13:14:22.770 08/09/2002 74
Reply timer created: handle = 66001B

SEV=8 AUTHDBG 179 RPT=9 13:14:22.770 08/09/2002 75
(AUTH_SyncToServer (511c62c, 0, O

SEV=8 AUTHDBG 180 RPT=9 13:14:22.770 08/09/2002 76
(AUTH_SendLockReq(511c62c, 0, O

SEV=8 AUTHDBG 61 RPT=9 13:14:22.770 08/ 09/ 2002 77
(AUTH Bui | dMsg(511c62¢c, 0, 0



SEV=8 AUTHDBG 64 RPT=9 13:14:22.770 08/09/2002 78
(AUTH_St art Ti ner (511c62c, 0, O

SEV=9 AUTHDBG 73 RPT=9 13:14:22.770 08/09/2002 79
Reply timer started: handle = 66001B, tinmestanp = 17178934, tinmeout = 30000

SEV=8 AUTHDBG 62 RPT=9 13:14:22.770 08/09/2002 80
(AUTH_SndRequest (511c62c, 0, O

SEV=8 AUTHDBG 50 RPT=17 13:14:22.770 08/ 09/ 2002 81
(I nt DB_Decode(37f 1908, 149

SEV=8 AUTHDBG 47 RPT=17 13:14:22.770 08/ 09/ 2002 82
(I'nt DB_Xnt (511c62c

SEV=9 AUTHDBG 71 RPT=9 13:14:22.770 08/09/2002 83
xmt_cnt =1

SEV=8 AUTHDBG 47 RPT=18 13:14:22.770 08/ 09/ 2002 84
(I'nt DB_Xnt (511c62c

SEV=8 AUTHDBG 49 RPT=9 13:14:22.870 08/09/2002 85
(I'nt DB_Mat ch(511c62c, 5119cc4

SEV=8 AUTHDBG 63 RPT=9 13:14:22.870 08/09/2002 86
(AUTH_RcvRepl y(511c62c, 0, O

SEV=8 AUTHDBG 50 RPT=18 13:14:22.870 08/09/2002 87
(I nt DB_Decode(5119cc4, 835

SEV=8 AUTHDBG 48 RPT=9 13:14:22.870 08/09/2002 88
(I'ntDB_Rcv(511c62c

SEV=8 AUTHDBG 66 RPT=9 13:14:22.870 08/09/2002 89
(AUTH_Del et eTi mer (511c62c, 0, O

SEV=9 AUTHDBG 74 RPT=9 13:14:22.870 08/09/2002 90
Reply timer stopped: handle = 66001B, timestanp = 17178944

SEV=8 AUTHDBG 58 RPT=9 13:14:22.870 08/ 09/ 2002 91
(AUTH_Cal | back(511c62¢c, 0, 0

SEV=6 AUTH/41] RPT=8 172.18.124.132 13:14:22.870 08/09/2002 92
Authentication successful: handle = 9, server = Internal, group = 172.18.124.132

SEV=7 IKEDBG/0 RPT=52058 172.18.124.132 13:14:22.870 08/09/2002 93
[Group [172.18.124.132
(Found Phase 1 Group (172.18.124.132

SEV=8 AUTHDBG 4 RPT=8 13:14:22.870 08/09/2002 94
(AUTH Get At tr Tabl e(9, 8c6520

SEV=7 | KEDBG 14 RPT=7 172.18.124.132 13:14:22.870 08/ 09/ 2002 95
[Goup [172.18.124.132
Aut henti cation configured for Internal

SEV=8 AUTHDBG 2 RPT=7 13:14:22.870 08/09/2002 96
(AUTH_C ose(9

SEV=9 | KEDBG 1 RPT=86 172.18.124.132 13:14:22.870 08/ 09/ 2002 97
[Goup [172.18.124.132
constructing ID



SEV=9 | KEDBG 0 RPT=52059 13:14:22.870 08/ 09/ 2002 98
[Goup [172.18.124.132
construct hash payl oad

SEV=9 | KEDBG 0 RPT=52060 172.18.124.132 13:14:22.870 08/09/2002 99
[Goup [172.18.124.132
conputing hash

SEV=9 | KEDBG 34 RPT=10 172.18.124.132 13:14:22.870 08/09/2002 100
.Constructing | CS keep alive payl oad: proposal =32767/ 32767 sec

SEV=9 | KEDBG 46 RPT=30 172.18.124.132 13:14:22.870 08/09/2002 101
[Goup [172.18.124.132
constructing dpd vid payl oad

SEV=8 | KEDBG 0 RPT=52061 172.18.124.132 13:14:22.870 08/09/2002 102
SENDI NG Message (nsgi d=0) with payl oads
HDR + ID (5) + HASH (8) ... total length : 92

SEV=4 IKE/119 RPT=8 172.18.124.132 13:14:22.870 08/09/2002 104
[Group [172.18.124.132
PHASE 1 COMPLETED

SEV=6 | KE/ 121 RPT=6 172.18.124.132 13:14:22.870 08/09/2002 105
Keep-alive type for this connection: DPD

SEV=7 | KEDBG 0 RPT=52062 172.18.124.132 13:14:22.870 08/09/2002 106
[Goup [172.18.124.132
(Starting phase 1 rekey timer: 73440000 (s

SEV=4 AUTH 22 RPT=38 13:14:22.870 08/ 09/ 2002 107
User 172.18.124.132 connected

SEV=8 AUTHDBG 60 RPT=9 13:14:22.870 08/09/2002 108
( AUTH_Unbi ndServer (511c62c, 0, O

SEV=9 AUTHDBG 70 RPT=9 13:14:22.870 08/ 09/ 2002 109
Aut h Server dbl1704 has been unbound from ACB 511c62c, sessions = 0

SEV=8 AUTHDBG 10 RPT=7 13:14:22.870 08/09/2002 110
(AUTH_I nt _Fr eeAut hCB(511c62c

SEV=7 AUTH 13 RPT=7 13:14:22.870 08/09/2002 111
Aut henti cati on session closed: handle = 9

SEV=8 | KEDBG 0 RPT=52063 172.18.124.132 13:14:22.970 08/09/2002 112

RECEI VED Message (nsgi d=56fdca09) with payl oads

(HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NOTIFY (11) + NONE (O
total length : 180 ...

SEV=9 | KEDBG 0 RPT=52064 172.18.124.132 13:14:22.970 08/09/2002 115
[Goup [172.18.124.132
processi ng hash

SEV=9 | KEDBG 0 RPT=52065 172.18.124.132 13:14:22.970 08/09/2002 116
[Goup [172.18.124.132
processi ng SA payl oad

SEV=9 | KEDBG 1 RPT=87 172.18.124.132 13:14:22.970 08/09/2002 117
[Goup [172.18.124.132
processi ng nonce payl oad

SEV=9 | KEDBG 1 RPT=88 172.18.124.132 13:14:22.970 08/ 09/ 2002 118
[Group [172.18.124. 132



Processing I D

SEV=5 IKE/35 RPT=4 172.18.124.132 13:14:22.970 08/09/2002 119
[Group [172.18.124.132
:Received remote IP Proxy Subnet data in ID Payload

Address 14.38.80.0, Mask 255.255.255.0, Protocol 0, Port 0

SEV=9 | KEDBG 1 RPT=89 172.18.124.132 13:14:22.970 08/09/2002 122
[Goup [172.18.124.132
Processing I D

SEV=5 IKE/34 RPT=6 172.18.124.132 13:14:22.970 08/09/2002 123
[Group [172.18.124.132
:Received local IP Proxy Subnet data in ID Payload

Address 14.38.200.0, Mask 255.255.255.0, Protocol 0, Port O

SEV=9 | KEDBG 0 RPT=52066 172.18.124.132 13:14:22.970 08/09/2002 126
[Goup [172.18.124.132
Processing Notify payl oad

SEV=8 | KEDBG 0 RPT=52067 13:14:22.970 08/09/2002 127
M | sRekeyed ol d sa not found by addr

SEV=5 | KE/ 66 RPT=8 172.18.124.132 13:14:22.970 08/09/2002 128
[Goup [172.18.124.132
| KE Renote Peer configured for SA: L2L: RTP NAT TUNNEL

SEV=9 | KEDBG 0 RPT=52068 172.18.124.132 13:14:22.970 08/09/2002 129
[Goup [172.18.124.132
processi ng | PSEC SA

SEV=7 | KEDBG 27 RPT=6 172.18.124.132 13:14:22.970 08/09/2002 130
[Goup [172.18.124.132
| PSec SA Proposal # 1, Transform# 1 acceptable

SEV=7 | KEDBG 0 RPT=52069 172.18.124.132 13:14:22.970 08/09/2002 131
[Goup [172.18.124.132
I'l KE: requesting SPI

SEV=6 | KE/ 0 RPT=5 13:14:22.970 08/09/2002 132
Recei ved unexpected event EV_ACTI VATE_NEW SA in state MM _ACTI VE

SEV=9 | PSECDBG 6 RPT=41 13:14:22.970 08/09/ 2002 133

| PSEC key nessage parse - msgtype 6, len 208, vers 1, pid 00000000, seq 12, err
type 2, node 0, state 32, |label 0, pad 0, spi 00000000, encrKeyLen 0, hashKey ,0
Len 0, ivlen O, alg O, hnmacAlg O, lifetype 0, lifetimel 21, lifetime2 O, dsld 30
0

SEV=9 | PSECDBG 1 RPT=155 13:14:22.970 08/09/2002 137
I Processi ng KEY_GETSPI mnsg

SEV=7 | PSECDBG 13 RPT=9 13:14:22.970 08/09/ 2002 138
Reserved SPI 840508266

SEV=8 | KEDBG 6 RPT=9 13:14:22.970 08/09/2002 139
| KE got SPI from key engine: SPI = 0x3219236a

SEV=9 | KEDBG 0 RPT=52070 172.18.124.132 13:14:22.970 08/ 09/ 2002 140
[Goup [172.18.124.132
oakl ey constucting qui ck node

SEV=9 | KEDBG 0 RPT=52071 172.18.124.132 13:14:22.970 08/ 09/ 2002 141
[Goup [172.18.124.132
constructing bl ank hash



SEV=9 | KEDBG 0 RPT=52072 172.18.124.132 13:14:22.970 08/ 09/ 2002 142
[Goup [172.18.124.132
constructing | SA_SA for ipsec

SEV=9 | KEDBG 1 RPT=90 172.18.124.132 13:14:22.970 08/09/2002 143
[Goup [172.18.124.132
constructing ipsec nonce payl oad

SEV=9 | KEDBG 1 RPT=91 172.18.124.132 13:14:22.970 08/ 09/ 2002 144
[Goup [172.18.124.132
constructing proxy ID

SEV=7 IKEDBG/0 RPT=52073 172.18.124.132 13:14:22.970 08/09/2002 145
[Group [172.18.124.132
:Transmitting Proxy Id

Remote subnet: 14.38.80.0 Mask 255.255.255.0 Protocol 0 Port 0

Local subnet: 14.38.200.0 mask 255.255.255.0 Protocol 0 Port 0

SEV=9 | KEDBG 0 RPT=52074 172.18.124.132 13:14:22.970 08/ 09/ 2002 149
[Goup [172.18.124.132
constructing gm hash

SEV=8 | KEDBG 0 RPT=52075 172.18.124.132 13:14:22.970 08/ 09/ 2002 150
SENDI NG Message (nsgi d=56f dca09) wi th payl oads
HDR + HASH (8) + SA (1) ... total length : 152

SEV=8 | KEDBG 0 RPT=52076 172.18.124.132 13:14:22.980 08/09/2002 152
RECEI VED Message (nsgi d=56fdca09) with payl oads
HDR + HASH (8) + NONE (0) ... total length : 48

SEV=9 | KEDBG 0 RPT=52077 172.18.124.132 13:14:22.980 08/09/2002 154
[Goup [172.18.124.132
processi ng hash

SEV=9 | KEDBG 0 RPT=52078 172.18.124.132 13:14:22.980 08/09/2002 155
[Goup [172.18.124.132
| oading all |PSEC SAs

SEV=9 | KEDBG 1 RPT=92 172.18.124.132 13:14:22.980 08/09/2002 156
[Goup [172.18.124.132
I Generating Quick Mbde Key

SEV=9 | KEDBG 1 RPT=93 172.18.124.132 13:14:22.980 08/09/2002 157
[Goup [172.18.124.132
I Generating Quick Mbde Key

SEV=7 | KEDBG 0 RPT=52079 172.18.124.132 13:14:22.980 08/09/2002 158
[Goup [172.18.124.132
: Loadi ng subnet

Dst: 14.38.200.0 mask: 255.255.255.0

Src: 14.38.80.0 mask: 255.255.255.0

SEV=4 | KE/ 49 RPT=12 172.18.124.132 13:14:22.980 08/09/2002 161
[Goup [172.18.124.132

(Security negotiation conplete for LAN-to-LAN Group (172.18.124.132
Responder, |nbound SPI = 0x3219236a, Cutbound SPI = 0x3607c2f4

SEV=9 | PSECDBG 6 RPT=42 13:14:22.980 08/09/ 2002 164
| PSEC key message parse - nsgtype 1, len 622, vers 1, pid 00000000, seq O, err O
type 2, node 1, state 64, |abel 0, pad 0, spi 3607c2f4, encrKeylLen 24, hashKey ,
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype O, lifetinel 21, lifetine2 0, dsld O

SEV=9 | PSECDBG 1 RPT=156 13:14:22.980 08/09/2002 167



I Processi ng KEY_ADD msg

SEV=9 | PSECDBG 1 RPT=157 13:14:22.980 08/09/2002 168
key_msghdr 2secassoc(): Enter

SEV=7 | PSECDBG 1 RPT=158 13: 14:22.980 08/09/2002 169
No USER filter configured

SEV=9 | PSECDBG 1 RPT=159 13: 14:22.980 08/09/2002 170
KeyProcessAdd: Enter

SEV=8 | PSECDBG 1 RPT=160 13:14:22.980 08/09/2002 171
KeyProcessAdd: Addi ng out bound SA

SEV=8 | PSECDBG 1 RPT=161 13:14:22.980 08/ 09/ 2002 172
KeyProcessAdd: src 14.38.200.0 mask 0.0.0.255, dst 14.38.80.0 mask 0.0.0. 255

SEV=8 | PSECDBG 1 RPT=162 13:14:22.980 08/09/2002 173
KeyProcessAdd: FilterlpsecAddl keSa success

SEV=9 | PSECDBG 6 RPT=43 13:14:22.980 08/09/ 2002 174
| PSEC key message parse - nsgtype 3, len 335, vers 1, pid 00000000, seq O, err O
type 2, node 1, state 32, label 0, pad 0, spi 3219236a, encrKeylLen 24, hashKey ,
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype O, lifetinel 21, lifetine2 0, dsld O

SEV=9 | PSECDBG 1 RPT=163 13: 14:22.980 08/09/2002 177
I Processi ng KEY_UPDATE mnsg

SEV=9 | PSECDBG 1 RPT=164 13:14:22.980 08/09/2002 178
Updat e i nbound SA addresses

SEV=9 | PSECDBG 1 RPT=165 13:14:22.980 08/09/2002 179
key_msghdr 2secassoc(): Enter

SEV=7 | PSECDBG 1 RPT=166 13:14:22.980 08/09/2002 180
No USER filter configured

SEV=9 | PSECDBG 1 RPT=167 13:14:22.980 08/09/2002 181
KeyProcessUpdat e: Enter

SEV=8 | PSECDBG 1 RPT=168 13:14:22.980 08/09/2002 182
KeyProcessUpdat e: success

SEV=8 | KEDBG 7 RPT=9 13:14:22.980 08/09/2002 183
| KE got a KEY_ADD nsg for SA: SPI = 0x3607c2f4

SEV=8 | KEDBG 0 RPT=52080 13: 14:22.980 08/09/2002 184
pitcher: rcv KEY_UPDATE, spi 0x3219236a

SEV=4 IKE/120 RPT=12 172.18.124.132 13:14:22.980 08/09/2002 185
[Group [172.18.124.132
(PHASE 2 COMPLETED (msgid=56fdca09

SEV=7 | PSECDBG 1 RPT=169 13:14:24.690 08/ 09/ 2002 186
'l PSec | nbound SA has received data

SEV=8 | KEDBG 0 RPT=52081 13: 14:24.690 08/09/2002 187
pitcher: recv KEY_SA ACTI VE spi 0x3219236a

SEV=8 | KEDBG 0 RPT=52082 13: 14:24.690 08/09/2002 188
KEY_SA ACTIVE no ol d rekey centry found with new spi 0x3219236a, ness_id 0x0

>Vl VPN 3000 B S 10 5085 elas] OLiSiwl




VPN 3000 S0 go JuasVl ellaz] Bliiuwl sic lgiezl,09 oMol shacl Jo> ologles e Joaxll
sVl auas jol9l Hluol Jid VPN 3000 5510 e le>Vuoly Juaidl sllas] Sliiwl J| @251 Lg>Nolg
a3Vl aenas yolol, 9 dagall logleall Lo gMoVI >

SEV=7 | PSECDBG 10 RPT=4 13:27:13.970 08/07/2002 1
| PSEC i psec_output() can call key_acquire() because 590 seconds have el apsed sin
(ce last I KE negotiation began (src 0x0e265065, dst 0x01b99224

SEV=7 | PSECDBG 14 RPT=5 13:27:13.970 08/07/2002 3
Sendi ng KEY_ACQUIRE to I KE for src 14.38.80.101, dst 14.38.200.3

SEV=8 | KEDBG 0 RPT=52300 13:27:13.970 08/07/2002 4
Ipitcher: received a key acquire nessage

SEV=4 | KE/ 41 RPT=5 172.18.124.131 13:27:13.970 08/07/2002 5

IKE Initiator: New Phase 1, Intf 2, IKE Peer 172.18.124.131
,local Proxy Address 14.38.80.0, renote Proxy Address 14.38.200.0
(SA (L2L: VPN TUNNEL

SEV=9 | KEDBG 0 RPT=52301 172.18.124.131 13:27:13.970 08/07/2002 8
constructing | SA SA for isaknp

SEV=9 | KEDBG 46 RPT=26 172.18.124.131 13:27:13.970 08/07/2002 9
constructing Fragnentation VID + extended capabilities payl oad

SEV=8 | KEDBG 0 RPT=52302 172.18.124.131 13:27:13.970 08/07/2002 10
SENDI NG Message (nsgi d=0) with payl oads
HDR + SA (1) + VENDOR (13) ... total length : 108

SEV=8 | KEDBG 0 RPT=52303 172.18.124.131 13:27:13.970 08/07/2002 12
RECEI VED Message (nsgi d=0) with payl oads
HDR + SA (1) + VENDOR (13) + NONE (0) ... total length : 108

SEV=8 | KEDBG 0 RPT=52304 172.18.124.131 13:27:13.970 08/07/2002 14
RECEI VED Message (nsgi d=0) with payl oads
HDR + SA (1) + VENDOR (13) + NONE (0) ... total length : 108

SEV=9 | KEDBG 0 RPT=52305 172.18.124.131 13:27:13.970 08/07/2002 16
processi ng SA payl oad

SEV=7 | KEDBG 0 RPT=52306 172.18.124.131 13:27:13.970 08/07/2002 17
Cakl ey proposal is acceptable

SEV=9 | KEDBG 47 RPT=31 172.18.124.131 13:27:13.970 08/07/2002 18
processi ng VID payl oad

SEV=9 | KEDBG 49 RPT=26 172.18.124.131 13:27:13.970 08/07/2002 19
Recei ved Fragnmentation VID
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SEV=5 | KEDBG 64 RPT=7 172.18.124.131 13:27:13.970 08/07/2002 20
1 KE Peer included |KE fragnentation capability flags

Mai n Mode: True

Aggr essi ve Mode: True

SEV=9 | KEDBG 0 RPT=52307 172.18.124.131 13:27:13.970 08/07/2002 22
constructing ke payl oad

SEV=9 | KEDBG 1 RPT=70 172.18.124.131 13:27:13.970 08/07/2002 23
constructing nonce payl oad

SEV=9 | KEDBG 46 RPT=27 172.18.124.131 13:27:13.970 08/07/2002 24
constructing Ci sco Unity VID payl oad

SEV=9 | KEDBG 46 RPT=28 172.18.124.131 13:27:13.970 08/07/2002 25
constructing xauth V6 VI D payl oad

SEV=9 | KEDBG 48 RPT=11 172.18.124.131 13:27:13.970 08/07/2002 26
Send 10S VID

SEV=9 | KEDBG 38 RPT=11 172.18.124.131 13:27:13.970 08/07/2002 27
Constructing VPN 3000 spoofing IS Vendor |ID payload (version: 1.0.0, capabiliti
(es: 20000001

SEV=9 | KEDBG 46 RPT=29 172.18.124.131 13:27:13.970 08/07/2002 29
constructing VID payl oad

SEV=9 | KEDBG 48 RPT=12 172.18.124.131 13:27:13.970 08/07/2002 30
Send Altiga GNVID

SEV=8 | KEDBG 0 RPT=52308 172.18.124.131 13:27:13.970 08/07/2002 31
SENDI NG Message (nsgi d=0) with payl oads
HDR + KE (4) + NONCE (10) ... total length : 256

SEV=8 | KEDBG 0 RPT=52309 172.18.124.131 13:27:14.010 08/07/2002 33

RECEI VED Message (nsgi d=0) with payl oads

HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13
NONE (0) ... total length : 256 + (

SEV=8 | KEDBG 0 RPT=52310 172.18.124.131 13:27:14.010 08/07/2002 36

RECEI VED Message (nsgi d=0) with payl oads

HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13
NONE (0) ... total length : 256 + (

SEV=9 | KEDBG 0 RPT=52311 172.18.124.131 13:27:14.010 08/07/2002 39
processi ng ke payl oad

SEV=9 | KEDBG 0 RPT=52312 172.18.124.131 13:27:14.010 08/07/2002 40
processing | SA KE

SEV=9 | KEDBG 1 RPT=71 172.18.124.131 13:27:14.010 08/07/2002 41
processi ng nonce payl oad

SEV=9 | KEDBG 47 RPT=32 172.18.124.131 13:27:14.010 08/07/2002 42
processi ng VI D payl oad

SEV=9 | KEDBG 49 RPT=27 172.18.124.131 13:27:14.010 08/07/2002 43
Received Cisco Unity client VID

SEV=9 | KEDBG 47 RPT=33 172.18.124.131 13:27:14.010 08/ 07/ 2002 44
processi ng VI D payl oad



SEV=9 | KEDBG 49 RPT=28 172.18.124.131 13:27:14.010 08/07/2002 45
Recei ved xauth V6 VID

SEV=9 | KEDBG 47 RPT=34 172.18.124.131 13:27:14.010 08/07/2002 46
processi ng VI D payl oad

SEV=9 | KEDBG 38 RPT=12 172.18.124.131 13:27:14.010 08/07/2002 47
Processi ng VPN 3000 spoofing | OS Vendor | D payload (version: 1.0.0, capabilities
(20000001 :

SEV=9 | KEDBG 47 RPT=35 172.18.124.131 13:27:14.010 08/07/2002 49
processi ng VI D payl oad

SEV=9 | KEDBG 49 RPT=29 172.18.124.131 13:27:14.010 08/07/2002 50
Received Altiga GNVID

SEV=9 | KEDBG 0 RPT=52313 172.18.124.131 13:27:14.040 08/07/2002 51
...Cenerating keys for Initiator

SEV=9 | KEDBG 1 RPT=72 172.18.124.131 13:27:14.040 08/07/2002 52
[Goup [172.18.124.131
constructing ID

SEV=9 | KEDBG 0 RPT=52314 13:27:14.040 08/07/2002 53
[Goup [172.18.124.131
construct hash payl oad

SEV=9 | KEDBG 0 RPT=52315 172.18.124.131 13:27:14.040 08/07/2002 54
[Goup [172.18.124.131
conputing hash

SEV=9 | KEDBG 34 RPT=11 172.18.124.131 13:27:14.040 08/07/2002 55
.Constructing | CS keep alive payl oad: proposal =32767/ 32767 sec

SEV=9 | KEDBG 46 RPT=30 172.18.124.131 13:27:14.040 08/07/2002 56
[Goup [172.18.124.131
constructing dpd vid payl oad

SEV=8 | KEDBG 0 RPT=52316 172.18.124.131 13:27:14.040 08/07/2002 57
SENDI NG Message (nsgi d=0) with payl oads
HDR + ID (5) + HASH (8) ... total length : 92

SEV=8 | KEDBG 0 RPT=52317 172.18.124.131 13:27:14.140 08/07/2002 59

RECEI VED Message (nsgi d=0) with payl oads

HDR + ID (5) + HASH (8) + | OS KEEPALI VE (14) + VENDOR (13) + NONE (0) ... total
length : 92

SEV=9 | KEDBG 1 RPT=73 172.18.124.131 13:27:14.140 08/07/2002 62
[Goup [172.18.124.131
Processing I D

SEV=9 | KEDBG 0 RPT=52318 172.18.124.131 13:27:14.140 08/07/2002 63
[Goup [172.18.124.131
processi ng hash

SEV=9 | KEDBG 0 RPT=52319 172.18.124.131 13:27:14.140 08/07/2002 64
[Goup [172.18.124.131
conputing hash

SEV=9 | KEDBG 34 RPT=12 172.18.124.131 13:27:14.140 08/07/2002 65
. Processing |1 0S keep alive payl oad: proposal =32767/ 32767 sec

SEV=9 | KEDBG 47 RPT=36 172.18.124.131 13:27: 14.140 08/ 07/ 2002 66
[Group [172.18.124.131



processi ng VI D payl oad

SEV=9 | KEDBG 49 RPT=30 172.18.124.131 13:27:14.140 08/07/2002 67
[Goup [172.18.124.131
Recei ved DPD VI D

SEV=9 | KEDBG 23 RPT=6 172.18.124.131 13:27:14.140 08/07/2002 68
[Goup [172.18.124.131
Starting group | ookup for peer 172.18.124.131

SEV=8 AUTHDBG 1 RPT=2 13:27:14.140 08/07/2002 69
AUTH_Open() returns 6

SEV=7 AUTH 12 RPT=2 13:27:14.140 08/07/2002 70
Aut henti cati on session opened: handle = 6

SEV=8 AUTHDBG 3 RPT=2 13:27:14.150 08/07/2002 71
(AUTH_Put Attr Tabl e(6, 8c6274

SEV=8 AUTHDBG 6 RPT=2 13:27:14.150 08/07/2002 72
(AUTH_Gr oupAut henti cat e(6, 50097dc, 599818

SEV=8 AUTHDBG 59 RPT=2 13:27:14.150 08/07/2002 73
(AUTH_Bi ndSer ver (9a05c60, 0, 0O

SEV=9 AUTHDBGE 69 RPT=2 13:27:14.150 08/ 07/ 2002 74
Aut h Server 15dd704 has been bound to ACB 9a05c60, sessions =1

SEV=8 AUTHDBG 65 RPT=2 13:27:14.150 08/07/2002 75
(AUTH_Cr eat eTi nmer (9a05¢c60, 0, O

SEV=9 AUTHDBG 72 RPT=2 13:27:14.150 08/07/2002 76
Reply timer created: handle = 4F0019

SEV=8 AUTHDBG 179 RPT=2 13:27:14.150 08/07/2002 77
(AUTH_SyncToSer ver (9a05c60, 0, O

SEV=8 AUTHDBG 180 RPT=2 13:27:14.150 08/07/2002 78
(AUTH_SendLockReq(9a05c60, 0, O

SEV=8 AUTHDBG 61 RPT=2 13:27:14.150 08/07/2002 79
( AUTH_Bui | dMsg(9a05c60, 0, 0

SEV=8 AUTHDBG 64 RPT=2 13:27:14.150 08/07/2002 80
(AUTH_St art Ti ner (9a05¢c60, 0, 0

SEV=9 AUTHDBG 73 RPT=2 13:27:14.150 08/07/2002 81
Reply timer started: handle = 4F0019, tinmestanp = 17231134, tinmeout = 30000

SEV=8 AUTHDBG 62 RPT=2 13:27:14.150 08/07/2002 82
(AUTH_SndRequest (9a05c60, 0, 0

SEV=8 AUTHDBG 50 RPT=3 13:27:14.150 08/07/2002 83
(I nt DB_Decode(62ea4f 8, 149

SEV=8 AUTHDBG 47 RPT=3 13:27:14.150 08/ 07/ 2002 84
(I nt DB_Xnt (9a05c60

SEV=9 AUTHDBG 71 RPT=2 13:27:14.150 08/07/2002 85
xmt_cnt =1

SEV=8 AUTHDBG 47 RPT=4 13:27:14.150 08/07/2002 86
(I nt DB_Xnt (9a05c60



SEV=8 AUTHDBG 49 RPT=2 13:27:14.250 08/07/2002 87
(I nt DB_Mat ch(9a05c60, 9a09658

SEV=8 AUTHDBG 63 RPT=2 13:27:14.250 08/07/2002 88
(AUTH_RcvRepl y(9a05c60, 0, O

SEV=8 AUTHDBG 50 RPT=4 13:27:14.250 08/07/2002 89
(I nt DB_Decode(9a09658, 636

SEV=8 AUTHDBG 48 RPT=2 13:27:14.250 08/07/2002 90
(I'nt DB_Rcv(9a05c60

SEV=8 AUTHDBG 66 RPT=2 13:27:14.250 08/07/2002 91
(AUTH_Del et eTi nmer (9a05c60, 0, 0O

SEV=9 AUTHDBG 74 RPT=2 13:27:14.250 08/07/2002 92
Reply timer stopped: handle = 4F0019, timestanp = 17231144

SEV=8 AUTHDBG 58 RPT=2 13:27:14.250 08/07/2002 93
(AUTH_Cal | back(9a05c60, 0, 0

SEV=6 AUTH 41 RPT=2 172.18.124.131 13:27: 14. 250 08/ 07/2002 94
Aut henti cation successful: handle = 6, server = Internal, group = 172.18.124.131

SEV=7 | KEDBG 0 RPT=52320 172.18.124.131 13:27:14.250 08/07/2002 95
[Goup [172.18.124.131
(Found Phase 1 Group (172.18.124.131

SEV=8 AUTHDBG 4 RPT=2 13:27:14.250 08/07/2002 96
(AUTH Get At t r Tabl e(6, 8c6520

SEV=7 | KEDBG 14 RPT=6 172.18.124.131 13:27:14.250 08/07/2002 97
[Goup [172.18.124.131
Aut henti cation configured for Internal

SEV=8 AUTHDBG 2 RPT=2 13:27:14.250 08/07/2002 98
(AUTH_C ose(6

SEV=9 | KEDBG 0 RPT=52321 172.18.124.131 13:27:14.250 08/07/2002 99
[Goup [172.18.124.131
Cakl ey begi n qui ck node

SEV=4 IKE/119 RPT=7 172.18.124.131 13:27:14.250 08/07/2002 100
[Group [172.18.124.131
PHASE 1 COMPLETED

SEV=6 | KE/ 121 RPT=6 172.18.124.131 13:27:14.250 08/07/2002 101
Keep-alive type for this connection: DPD

SEV=7 | KEDBG 0 RPT=52322 172.18.124.131 13:27:14.250 08/07/2002 102
[Goup [172.18.124.131
(Starting phase 1 rekey timer: 82080000 (s

SEV=4 AUTH 22 RPT=27 13:27:14.250 08/07/2002 103
User 172.18.124.131 connected

SEV=9 | PSECDBG 6 RPT=36 13:27:14.250 08/07/2002 104
| PSEC key message parse - nsgtype 6, len 208, vers 1, pid 00000000, seq 9, err O
type 2, node 0, state 32, label 0, pad 0, spi 00000000, encrKeyLen 0, hashKeyL ,
en 0, ivlen O, alg O, hmacAlg O, lifetype 0, lifetimel 21, lifetime2 0, dsld 300

SEV=9 | PSECDBG 1 RPT=135 13:27:14.250 08/07/2002 107
I Processi ng KEY_GETSPI mnsg



SEV=7 | PSECDBG 13 RPT=8 13:27:14.250 08/07/2002 108
Reserved SPI 651287217

SEV=8 | KEDBG 6 RPT=8 13:27:14.250 08/07/2002 109
| KE got SPI from key engi ne: SPlI = 0x26dldabl

SEV=9 | KEDBG 0 RPT=52323 172.18.124.131 13:27:14.250 08/07/2002 110
[Goup [172.18.124.131
oakl ey constucting qui ck node

SEV=9 | KEDBG 0 RPT=52324 172.18.124.131 13:27:14.250 08/07/2002 111
[Goup [172.18.124.131
constructing bl ank hash

SEV=9 | KEDBG 0 RPT=52325 172.18.124.131 13:27:14.250 08/07/2002 112
[Goup [172.18.124.131
constructing | SA_SA for ipsec

SEV=9 | KEDBG 1 RPT=74 172.18.124.131 13:27:14.250 08/07/2002 113
[Goup [172.18.124.131
constructing ipsec nonce payl oad

SEV=9 | KEDBG 1 RPT=75 172.18.124.131 13:27:14.250 08/07/2002 114
[Goup [172.18.124.131
constructing proxy ID

SEV=7 IKEDBG/0 RPT=52326 172.18.124.131 13:27:14.250 08/07/2002 115
[Group [172.18.124.131
:Transmitting Proxy Id

Local subnet: 14.38.80.0 mask 255.255.255.0 Protocol 0 Port 0

Remote subnet: 14.38.200.0 Mask 255.255.255.0 Protocol 0 Port 0

SEV=9 | KEDBG 0 RPT=52327 172.18.124.131 13:27:14.250 08/07/2002 119
[Goup [172.18.124.131
constructing gm hash

SEV=8 | KEDBG 0 RPT=52328 172.18.124.131 13:27:14.250 08/07/2002 120
SENDI NG Message (nsgi d=201d0d40) with payl oads
HDR + HASH (8) + SA (1) ... total length : 180

SEV=8 AUTHDBG 60 RPT=2 13:27:14.250 08/07/2002 122
( AUTH_Unbi ndSer ver (9a05c60, 0, O

SEV=9 AUTHDBG 70 RPT=2 13:27:14.250 08/07/2002 123
Aut h Server 15dd704 has been unbound from ACB 9a05c60, sessions = 0

SEV=8 AUTHDBG 10 RPT=2 13:27:14.250 08/07/2002 124
(AUTH_I nt _Fr eeAut hCB( 9a05c60

SEV=7 AUTH 13 RPT=2 13:27:14.250 08/07/2002 125
Aut henti cati on session closed: handle = 6

SEV=8 | KEDBG 0 RPT=52329 172.18.124.131 13:27:14.250 08/07/2002 126

RECEI VED Message (nsgi d=201d0d40) with payl oads

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0) ... total leng
th : 152

SEV=9 | KEDBG 0 RPT=52330 172.18.124.131 13:27:14.250 08/07/2002 129
[Goup [172.18.124.131
processi ng hash

SEV=9 | KEDBG 0 RPT=52331 172.18.124.131 13:27:14.250 08/07/2002 130
[Goup [172.18.124.131
processi ng SA payl oad



SEV=9 | KEDBG 1 RPT=76 172.18.124.131 13:27:14.250 08/07/2002 131
[Goup [172.18.124.131
processi ng nonce payl oad

SEV=9 | KEDBG 1 RPT=77 172.18.124.131 13:27:14.250 08/07/2002 132
[Goup [172.18.124.131
Processing I D

SEV=9 | KEDBG 1 RPT=78 172.18.124.131 13:27:14.250 08/07/2002 133
[Goup [172.18.124.131
Processing I D

SEV=9 | KEDBG 0 RPT=52332 172.18.124.131 13:27:14.250 08/07/2002 134
[Goup [172.18.124.131
| oading all |PSEC SAs

SEV=9 | KEDBG 1 RPT=79 172.18.124.131 13:27:14.250 08/07/2002 135
[Goup [172.18.124.131
I Generating Quick Mbde Key

SEV=9 | KEDBG 1 RPT=80 172.18.124.131 13:27:14.260 08/07/2002 136
[Goup [172.18.124.131
I Generating Quick Mbde Key

SEV=7 IKEDBG/0 RPT=52333 172.18.124.131 13:27:14.260 08/07/2002 137
[Group [172.18.124.131
:Loading subnet

Dst: 14.38.200.0 mask: 255.255.255.0

Src: 14.38.80.0 mask: 255.255.255.0

SEV=4 | KE/ 49 RPT=9 172.18.124.131 13:27:14.260 08/ 07/2002 140
[Goup [172.18.124.131

(Security negotiation conplete for LAN-to-LAN Group (172.18.124.131
Initiator, |nbound SPI = 0x26dldabl, Qutbound SPI = 0x2f285111

SEV=9 | KEDBG 0 RPT=52334 172.18.124.131 13:27:14.260 08/07/2002 143
[Goup [172.18.124.131
oakl ey constructing final quick node

SEV=8 | KEDBG 0 RPT=52335 172.18.124.131 13:27:14.260 08/07/2002 144
SENDI NG Message (nsgi d=201d0d40) with payl oads
HDR + HASH (8) + NONE (0) ... total length : 72

SEV=9 | PSECDBG 6 RPT=37 13:27:14.260 08/ 07/2002 146

| PSEC key message parse - nsgtype 1, len 622, vers 1, pid 00000000, seq O, err O
type 2, node 1, state 64, |label 0, pad 0, spi 2f285111, encrKeylLen 24, hashKey ,
ivien 8, alg 2, hmacAlg 3, lifetype 0, lifetimel 21, lifetime2 0, dsld O

SEV=9 | PSECDBG 1 RPT=136 13:27:14.260 08/07/2002 149
I Processi ng KEY_ADD msg

SEV=9 | PSECDBG 1 RPT=137 13:27:14.260 08/07/2002 150
key_msghdr 2secassoc(): Enter

SEV=7 | PSECDBG 1 RPT=138 13:27:14.260 08/07/2002 151
No USER filter configured

SEV=9 | PSECDBG 1 RPT=139 13:27:14.260 08/07/2002 152
KeyProcessAdd: Enter

SEV=8 | PSECDBG 1 RPT=140 13:27:14.260 08/07/2002 153
KeyProcessAdd: Addi ng out bound SA



SEV=8 | PSECDBG 1 RPT=141 13:27:14.260 08/ 07/ 2002 154
KeyProcessAdd: src 14.38.80.0 mask 0.0.0. 255, dst 14.38.200.0 mask 0.0.0. 255

SEV=8 | PSECDBG 1 RPT=142 13:27:14.260 08/07/2002 155
KeyProcessAdd: FilterlpsecAddl keSa success

SEV=9 | PSECDBG 6 RPT=38 13:27:14.260 08/07/2002 156
| PSEC key message parse - nsgtype 3, len 335, vers 1, pid 00000000, seq O, err O
type 2, node 1, state 32, label 0, pad 0, spi 26dldabl, encrKeylLen 24, hashKey ,
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype O, lifetinel 21, lifetine2 0, dsld O

SEV=9 | PSECDBG 1 RPT=143 13:27:14.260 08/07/2002 159
I Processi ng KEY_UPDATE mnsg

SEV=9 | PSECDBG 1 RPT=144 13:27:14.260 08/07/2002 160
Updat e i nbound SA addresses

SEV=9 | PSECDBG 1 RPT=145 13:27:14.260 08/07/2002 161
key_msghdr 2secassoc(): Enter

SEV=7 | PSECDBG 1 RPT=146 13:27:14.260 08/07/2002 162
No USER filter configured

SEV=9 | PSECDBG 1 RPT=147 13:27:14.260 08/07/2002 163
KeyProcessUpdat e: Enter

SEV=8 | PSECDBG 1 RPT=148 13:27:14.260 08/07/2002 164
KeyProcessUpdat e: success

SEV=8 | KEDBG 7 RPT=8 13:27:14.260 08/07/2002 165
| KE got a KEY_ADD nsg for SA: SPI = 0x2f285111

SEV=8 | KEDBG 0 RPT=52336 13:27:14.260 08/07/2002 166
pitcher: rcv KEY_UPDATE, spi 0x26dldabl

SEV=4 IKE/120 RPT=9 172.18.124.131 13:27:14.260 08/07/2002 167
[Group [172.18.124.131
(PHASE 2 COMPLETED (msgid=20140440

SEV=7 | PSECDBG 1 RPT=149 13:27:15.970 08/ 07/ 2002 168
'l PSec | nbound SA has received data

SEV=8 | KEDBG 0 RPT=52337 13:27:15.970 08/07/2002 169
pitcher: recv KEY_SA ACTI VE spi 0x26dldabl

SEV=8 | KEDBG 0 RPT=52338 13:27:15.970 08/07/2002 170
KEY_SA ACTIVE no ol d rekey centry found with new spi 0x26dldabl, mess_id 0x0

do olbd ol
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