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rtr-3620#write terminal
...Building configuration

Current configuration : 873 bytes

!

version 12.2

service timestamps debug uptime

service timestamps log uptime
no service password-encryption

!

hostname rtr-3620

!

ip subnet-zero

!

interface Ethernetl/0

ip address 192.168.3.2 255.255.255.0

half-duplex

!

interface Ethernetl/1

ip address 192.168.4.2 255.255.255.0

half-duplex

!

router ospf 1

log-adjacency-changes

To pass the routes learned through RIP into the ---!
OSPF process, !--- use the redistribute command. !--- To
prevent a routing loop, block the 192.168.1.0 network !-
-- from entering the OSPF process. It should only be

learned !--- through the RIP process. No two different
routing processes !--- exchange information unless you
implicitly use the !--- redistribute command. !--- The

192.168.1.x network is learned through OSPF from the !--
- 192.168.2.x side. However, since the admin distance is
changed, !--- it is not installed into the table !---
because RIP has an administrative distance of 120, !---
.and all of the OSPF distances are 130

redistribute rip subnets route-map blockl192.168.1.0

To enable the OSPF process for the interfaces that ---!
are included !--- in the 192.168.x.x networks: network
192.168.0.0 0.0.255.255 area 0 !/--- Since RIP's default
admin distance is 120 and OSPF's is 110, !--- make RIP a
preferable metric for communications !--- over the
"backup" network. !--- Change any learned OSPF routes
from neighbor 192.168.4.1 !--- to an admin distance of
130. distance 130 192.168.4.1 0.0.0.0 ! !--- To enable
RIP on the Ethernet 1/0 interface and set it to !--- use
version 2: router rip version 2 network 192.168.3.0 ! ip
classless ! ! access-list 1 deny 192.168.1.0 0.0.0.255
access-1list 1 permit any route-map block192.168.1.0
permit 10 match ip address 1 ! line con 0 exec-timeout 0
0 line aux 0 line vty 0 4 ! end

3640 azgoll

rtr-3640#write terminal
...Building configuration

Current configuration : 1129 bytes
!

version 12.2

service timestamps debug uptime
service timestamps log uptime




no service password-encryption

|

hostname rtr-3640

!

ip subnet-zero

!

interface Ethernet0/0

ip address 192.168.2.2 255.255.255.0

half-duplex

!

interface Ethernet0/1

ip address 192.168.4.1 255.255.255.0

half-duplex

!

router ospf 1

log-adjacency-changes

Use this command to push RIP learned routes into ---!
OSPF. !--- You need this when the VPN 3060a or the
connection drops and !--- the 192.168.3.0 route needs to
be injected into the OSPF backbone. redistribute rip
subnets !--- Place all 192.168.x.x networks into area 0.
network 192.168.0.0 0.0.255.255 area 0 !/--- Since RIP's
default admin distance is 120 and OSPF's is 110, !---
make RIP a preferable metric for communications !---
over the "backup" network. !--- Change any learned OSPF
routes from neighbor 192.168.4.2 !--- to an admin
distance of 130. distance 130 192.168.4.2 0.0.0.0 ! [f---
To enable RIP on the Ethernet 0/0 interface and set it

to !--- use version 2: router rip version 2 network
192.168.2.0 ! ip classless ! line con 0 exec-timeout 0 O
line aux 0 line vty 0 4 ! end
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Configuration | Tunneling and Security | IPSec | LAN-to-LAN | Add

Add & new [FSee LAN-to-LAN connection

Enable [ Check Lo enabile this LAN-to-LAN connection
MName |3030-3030b Enter the name for this LAN.to-LAN connection.

buierface | Ethemet 2 (Public) (172.18.124134) | Select the interface for this LAN-to-LAN connection

Choose the type of LAN-to.LAN conmection. An Origirate-COnly
may have multiple peers specified below.

Connection Type IBi—dire chional j

172.16,124.132 =]
Enter the remots peor [P addresses for thus LAN-{o-LAN conmect|
Peers i ginafe-Only connection may specty up o ten peer IP addres
one [P address per lire.
Digital Certificate | None {Use Freshared Keys) =| Select the digital certificate Lo use.

Certificate | FEntire certificate chain

Choose how to send the digital certaficate to the IEE peer
Transmission ™ Jguntity centificate only P

Prezhared Ktyl Enter the preshared key for thiz LAN-Lo-LAN connection
Authentication IESF"MDE{HME-‘I 28 d Specify the packet suthentication mechersm to use,
Encryption I IDES-168 'I Specify the encryplion mecharusm to use
IEE Propeszal IIKE—EIDEE—H 05 :I Select the IKE Proposal to uge for thiz LAN-to-LAN connection
= Choose the filter bo apply to the traffic that 15 tunneled through i)
Filios I None— :] LAH connection.
under HAT Transparency.
Bandwidih Policy | —Mone— -rI Choose the bandwidth policy to apply to this LAN-te-LAN connl
Choose the routing mechamsm to use Parameiers helow are izgn|

Routing [Network Autodiscovery 7] Netwerk Autediscovery is chosen.

Local Metwerk: If a LAN-to-LAN HAT nile is used, thas is the Translated Hetwork address.

Network List [Use I Address/Wildcard-mask below x] Speefi ihe lctmetwork: addiess bt or the [P addeess and wildg

IP Address |
Moie: Enter a wildcerd mask, which is the reverse of 2 submet m|

wildeard mask has 12 m bl posihions 1o ignore, 05 m bit possbion
For example, 10001 0000235 = &l 10101 nnn addresses

Wildeard Mask |

Remate Metwork: [F a LAN-to-LAN HAT nule 15 used, this is the Remole Network address,

Network List [ Use IP Address/Wildcard-mask below | PPeciy the semcte network address ist or the IF address and s
F = n

[P'Aﬂnns[
Mote: Enter a wildcord mask, which is the reverse of 2 submet m|

Wildcard Mash | wildeard mask has 12 in bil positions 1o ignore, 0s in bit positiony

For example, 10,101 0000255 = all 10101 ey addresses
[ Add | cancal |

LAN-to-LAN .0 VPN 3060a _J| VPN 3080 aSui
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Conflguration | Tunneling and Security | IPSec | LAN-to-LAN | Add

Add & new [PSec LAN-Lo-LAN connection

Enable [~ Check to ensble thee TANto-LAN conmection
Tame |3DE [-106Da Enter the name for this LAN-to-LAN connection.

Interface I Ethemet & (Fublic) (172.18.124.134) j Seleci the interfuee for this LAN-to-LAN conneciion.

. ] ] Choose the type of LAN-10-LAM connection. An O mnafe-Only o
Commcron Type I Bi-diractional j may have rultiple peers spectfied below.

172.18.124.131 |

Enter the rtemote peer [P addresses for thus LAN-to-LAN connectios

Peers i gimate-Only conmection may specific up 1o ten peer [P addressey
otig [P address per ling,

=

Dvigital Certificate IHnng (Use Frashearad Kg:,rs] j Select the digital certificats to use

Certificate © FEntire certificaie chain

Choosge how to send the digrtal certificate to the IKE pear.
Tramsmiesion © Jdeniiy centificate cnly

Freshared Eey I Enter the preghared key for thds LAN-to.LAN connection.
Authentication | ESP/MDS/HMAC-128 = | Specify the packe! suthenticstion me chanism Lo use
Encryption I JDES-168 ""i Specify the encryption mechaniam to use.
IKE Propozal I IKE-3DESHD5 ﬂ Select the IKE Proposal bo use for this LAN-Lo-LAN connection
Filier [— =] Choose the filler to apply to the traffic that s tunneled through this
¥ I MNone— J LA cormection
Check o let WAT.T compatible IPSec peets etablish this LAN.t0.]
IPSec MAT-T [ corflection theough a MAT device. You must also ensble [PEec ovs
under AT Transparency.
Bandwidth Palicy | —MNone— "'I Chocige the bandwidth policy to apply to this LAN.10.LAN confec)
Reuti | Matwork Aulodis covary :J Choces the routing mechandsm to ugs Parameters heliow are ignor

MNetwork Awndiscovery is chosen.

Local Metwork: If a LAN-1o-LAN HAT nule 15 used thus is the Translated Network address,

Netwerk List | Use [P AddressAWildcard-mask below =) ﬁﬁ:‘&}?‘:ﬂlﬁnﬂﬂﬁt‘ir”’ List or the [F address and wildear

IF Address |
Moie: Enter a wildcard mask, which is the reverse of a subned mas|

Wildeard wildeard mask hae 12 o bt positions to ignose, De in bt postions §
REsk | For axapaple, 100101 0000255 = all 100101 feny acddsesses

Remoie Netwrark [Fa LAH-t0-LAN HAT nile 15 used, this is the Remots Hebwork address

Metwerk Lisi |UEE IP AddressMWildcard-mask balow | E’;ﬂﬂ*ﬁ*t':m*tmaig‘:” list oz the IP address and wilde

IP Address |
[dote: Emter a wildcard maslk, which is the reverse of a submet

iR eed Bt | wildeard mask has 15 m bl positions Lo ignore, 05 in bit postions L
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| IPSec | LANto-LAN | Add

Add o new [FSec LAN-to-LAN conmection.

Enahle [ Check to enable thas LAN-to-LAN connection
MNane | 06E0a-3080 Enter the neame for this LAN-to-LAN connection

Duerface [Ethemet 2 (Public) (172181241311 ] Select the interfuce for this LAN-10.LAN connection

Choose the type of LAN-to-LAN connection. An Originate-Only ¢
ey havre multipls peets specified balow

Comnection Type [El-dlre chonal EI

172.18.124.134 -]
Enter the remote peer [P addresses for this LAN-to-LAN comnnectio
Peers i ginafe-Chaly connection may spectfy up to ten peer [P addresse
one [P address per line
Digital Certificaie | Mone (Use Preshared Keys) :] Select the digital certaficate to use,

Certificaie © Entire certsficate chain

Choose how to send the digital cerlsficate to the IKE peer.
Tramsmission © [denpiny certificate only

Preshared Eey | Enter the prechared key for thie LAN-to.LAN conneciion
Authentication | ESFMDESHMAC- 28 _ﬂ Specifiy the packet suthentication mechanism to uge.
Encryptisn | JDES-168 *'I Spectfy the encryphion mechanism to use
IEE Propesal | [EE-IDES-MDE _ﬂ Select the IKE Propoeal to uge for this LAN-to-LAN contiection.
— »| Choosethe filtes to apply to the 1raffic that is tunnelsd throwgh this
s |_NEHE j LAN comnsction.
Check to let HAT-T compatible [PSec peers establish this LAN-to-1
[PSec MAT-T connection through a WAT device. You must also enable [PSec ovy
under AT Transparency,
Bandwidth Palicy |—N|:| ne— 'I Choose the bandwdth policy to apply to thas LAN-to-LAN conmmeg
: Choose the routing me chandsm 1o use Parameters below are iznor
Routing |Natwurl-; Autodiscovan j Network Autodi is chosen.

Local Metwork [f o LAN-{0-LAN HAT nale 15 uged, this s the Translated Metwork address.

Network List [Use IP AddressWildcerd-mask below ] TPl the locil aetwork: addreas kst or the [F addeds and wildcar

IP Address |
Mate: Ener a wildcard mask, which is the veverse of a submei mas|

Wildeard wilde ard mask has 15 in bit positions to ignore, 0 in bik postions &
ROk | For exemple, 10.00.1,000,0,0,255 = ol 10,10.] rurey acddresses

Remaie Nedwork: [f o LAN-to-LAN NAT nale 15 used, thas is the Bemote Hetwork addeess

Network List [ Use IP AddressMildcard-mask below w] SPecify the remote netwodl address list or the IF addsess and wilde

IP Address |
Mate: Enter a wildcard mask, which is the reverse of a submet

T T wildeand mask has 1s in bat posiions to ignore, 05w bit positions t
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Confligaring Ethernet Interface 1 (Privaie).
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Add a new [PSee LAN-to-LAN conneclion.
Enmable [
Name |3030B-3050
Interface | Ethemet 2 (Public) (1721812412 =]

Comnection Type | Bi-directional =)

-

172.18.124.134

=l
Digital Certificate |Nune (Use Preshared Keys) ﬂ
Cortificate | Entire certificate chain
Transmission  Jgentity centificats only
Preshared Key |

Authentication | ESP/MDS/HMAC-128 = |

Encryption I IDES-168 "'I

IKE Proposal | IKE-3DES-MDS

Filier |—N|:ma—

=

PSec MAT-T [

Bandwidik P‘I]:i:;r I—N one— -rl

Routing | Metwork Autodiscovery |

Configuration | Tunneling and Sec | IPSec | LAN-to-LAN | Add

Check to enable thas LAN-10-LAN connection
Eniter the name for thie LAN-to-L AN connection.

Select the mterface for thes LAN-lo-LAN connection,

Choose the lype of LAN-to-LAN connechion, An Oviginafe-Oniy ¢
may have multiple peers specified balow.

Enter the remote peer [P addresges for this LAN-to-LAN cotmectiog

i ginafe-Cnly conneclion may specify up to ten peer IP addresse
one I[P address per line

Select the digital certificate to use.
Choose how to send the digital certsficats to the IKE peer

Enter the preshared key for this LAN-to-LAN connection.
Specily the packet authertication mechaniem to use.
Specifiy the encryplion mecharasm to use,

Select the IKE Proposal to use for thas LAN-to-LAN connection.

Choose the filter to apply to the traffic thet 15 tunneled thaough thas
LAH connection

Check to let HAT-T compatible IPSec peers establish this LAN-to-

connection IhmughtHj\.T device. You must algo enable [PSec ovy
under HAT Transpatency.

Choose the bandwidth policy to apply to thiz LAN-t0-LAN contiec]

Choose the routing mechandem to use Parameters below are kg non
Network Autodiscovery is chosen.

Network List | Use IP Address/MWildcard-mask below |

IP Address |

Wibdcard Mask |

Lecal Nework: If s LAN-to-LAN HAT nue 1= used, this s the Transisted Hetwork address

Specifiy the local netwrork address st or the [P address and wilde an|
thiz LAN-to.LANH connecltion

Mate: Enter a wildcard mask, which is the veverse of 3 submet mas|
wildeard mask has 15 in bit positions to ignore, Oz m kit positions L
For exasngale, 10,101 .0/000.0255 = all 10101 s addtesees.

Network List | Use IP AddreseMWildcard-mack below |

IP Address |

Remate Metwork: [f s LAH-to-LAN HAT rule is used, this is the Remote Hetwork address

Specifiy the remote nietwrork sddress B2t od the [P address and wilde
for this LAN-t0-LAN commection

Miote: Enter a wildcard mask, which is the reverse of a suhmet
wildeard mask has | £ in bit positions to ignore, 0z m bit positions L
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mhiguration | Sysiem | IP Rowfing | OSPF

Condgae sysem-wide parameters for CEFF (Cpen Shectest Path Find] IF resting pookocal

Enshled = Cherk to enakle CEFE

[ Fooutar 0 [i82i68 21 Foter the Bocter I,

Check to audicobe that ths & an Auteaomes Sysiess bowsdery sonsr.

rtr-3640#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface

FULL/DR 00:00:39 192.168.4.2 Ethernet0/1 1 192.168.4.2

For troubleshooting purposes, it helps to make the router ID the !--- IP address of the ---!
private interface. 192.168.2.1 1 FULL/BDR 00:00:36 192.168.2.1 Ethernet0/0

0.0.0.0 © Jias lgld 0 (D Jlall 13D 3 d>lusall Ol Loy lluwdl 8,20 go dihainll O ,00 3illaiy 0l o
Oulas 48519 OSPF S5 &1 ,0 Loyl 52>



OSFF Parcaneters

Dhiesevigalom
Check to enable EFF on this intarface.
er ihe DVFFE Area ID for this ntecface. The format is the same a5 an I sddoess.
rr fte QFFF Priomity For fhis miecfece.
rr it QFFF Matmie bor this niechce.
ber fter DFFE Foatraniermot Inbarvad for this inbarfaca.
e {her DFFE Helle: Inbaraed for s inbarfaca.
e fher QFFE Dead Interval Bor his mbecfce.
e | |Enter it OSPE Transit Delay Bor this mntecfce.

OEFF Al Mo a St the CEPF Authe obivatizn ethed b use.
5FF Fas 1 QFFF Pasrerord when S Fasnvend of M is malactad aboe,

| |

show oVl paziwl «olgzsall cudgi wla>g oo $8xill .azgoll aoll el go OSPF o lidgs il (po ST
.<ip ospf interface <interface name

rtr-3640#show ip ospf interface ethernet 0/0
Ethernet0/0 is up, line protocol is up
Internet Address 192.168.2.2/24, Area 0
Process ID 1, Router ID 192.168.4.1, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 192.168.4.1, Interface address 192.168.2.2
Backup Designated router (ID) 192.168.2.1, Interface address 192.168.2.1
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:05
Index 1/1, flood queue length 0
(Next 0x0(0)/0x0(0
Last flood scan length is 1, maximum is 2
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1, Adjacent neighbor count is 1
(Adjacent with neighbor 192.168.2.1 (Backup Designated Router
(Suppress hello for 0 neighbor(s

. RFC 1247 _J| &>, OSPF Js> clogleall oo 330l
- " . - I
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rtr-3620#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

Gateway of last resort 1is not set

is subnetted, 1 subnets 172.18.0.0/24

R 172.18.124.0 [120/1] via 192.168.3.1, 00:00:11, Ethernetl/0

C 192.168.4.0/24 is directly connected, Ethernetl/1

The 192.168.1.x network is learned from the !--- VPN 3060a Concentrator. R —---!
192.168.1.0/24 [120/2] via 192.168.3.1, 00:00:11, Ethernetl/0

The 192.168.3.x network traverses the 192.168.4.x network !--- to get to the 192.168.2.x ---!
network. O 192.168.2.0/24 [130/20] via 192.168.4.1, 00:01:07, Ethernetl/1

C 192.168.3.0/24 is directly connected, Ethernetl/0

rtr-3640#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

Gateway of last resort is not set

is subnetted, 1 subnets 172.18.0.0/24

R 172.18.124.0 [120/1] wvia 192.168.2.1, 00:00:23, Ethernet0/0

C 192.168.4.0/24 is directly connected, Ethernet0/1

The 192.168.1.x network is learned from the !--- VPN 3030b Concentrator. R —---!
192.168.1.0/24 [120/2] via 192.168.2.1, 00:00:23, Ethernet0/0

C 192.168.2.0/24 is directly connected, Ethernet0/0

The 192.168.2.x network traverses the 192.168.4.x network !--- to get to the 192.168.3.x ---!
network. !--- This is an example of perfect symmetrical routing. O 192.168.3.0/24 [130/20]

via 192.168.4.2, 00:00:58, Ethernet0/1

aplell g lall 9 VPN 3080 S 0 a>gi J9a> o2 13


//tools.cisco.com/RPF/register/register.do

IR CoF A DA i b o b e P et et e P e i
ligi 2 2 AN - R s L S O L R et L N R S A O e M B R e
i ] 17213, L2, L koess bond ] ] I

' WM 3000
Concentrator »eries Manager

Clasr Foirke= 1

Walid Roues: &

Aldress sk Naxt Hop  Dnterface Proterol Age Mleulc
[Topon jnonog 72061241 |2 [Defadt 8 |1
172 18,1340 255 255 255.0(0.0.0.0 2 Local |0 |1
193, 168.1,0 [259 255 255.0/0.0.0.0 1 Lol [0 1
191 LEA 2.0 1255 255 25501172 18.124.132 (2 A T
193,168,340 [255 255 255.0/172.18.124.1312 FF (28 [
192 16840 |255 255 255 01172.18.124.132]2 FE 19

Cigee Srarims

26,1 (VPN) a,oUa)] doll aSuil $last JUS o0 x.192.168.3 9 X.192.168.2 & Suidl plss i,

B85 V5 (0 X.192.168.4 aSuiv ples ai ._Jledl le 172.18.124.131 9 172.18.124.132

oley a3 VPN 3030b 55,0 aei J9a> 9 le=ing aiy a>gally dwlsl OSPF olel oY 172.18.124.132
sl VPN ol o181 | aSuidl 29,3 e azgill J9as

aplell Bo,lall 9 VPN 3030B S0 a>ei J9a> o |3



| Addvess | Mask | NewHap lhmﬁutp:mﬂlﬁbﬁmn
| o000 (0000 [1I7z.18.124.1 |2 Defrdt |0 |1

E e EEE e L LA B —— L B
[192.188.10 [255.255.255.0[172.18.124.134 2 EBF M R |
DTN 55 50000 U [ead (U7 |

19216840 255255 2550 19216822 1 JoSEE i |l

(VPN) a,oliall doll Syl 885 oo X.192.168.1 &uis alss i 26 @il e eoiall o>Vl g0l ok
dalac Y5 (0 X.192.168.4 9 X.192.168.3 oSl e el ai 6l Jle soiall 3,591 g all ol
.auwlwYl OSPF

aplell Bo,lall 5 VPN 3060A 5,0 a>ei J9a> o |3



E Ui Spabaive. Il TP 30 Canoenarabe Sapes [ 197 065,50 ] - M0 okalt Bedainy Euprin i

B B BsA Fpewier  Took  Help -
i Park: ® S E | Bmeeh reotn @mioy [ & 59 E F
Agchmen (©] o172, 14,124, 13 acoess hivd x| e ke ®
"3 WP 3000 Bain { Help | Suppon{ Logout
i © o8 Concentrator Series Manager Leopypeed i ardlsion
e ClaarFRoks |
(vl Eiapation Walld Boutes: 4
Aty Bllask Hewt Hop  Bovesface Proveenl Age Wetrie
000 0o00n Ivale 141 2 Defardt [0 ]
17218.124.0 255.255.255.000.0.0.0 2 Lecal 10 01
197,168,140 (255253 2350 [172.18.124.134 2 EIF 12 [
192 16830 (255 255 2550 (0000 i Local 0 |
Ciser Eatins
2] Fitesble Evenk: Lisg 8 ismer

i 2295 ¥V VPN 545 JM5 (0 ledl Jsuogdl Soy9 Lid a>0)l aSuill (& x.192.168.1 asuill

SiguaSJl 63e21 cuols Lo 3gi0 e b 220; Y luwall 13d _le (RIP Jio) dyloc sl 59,0 pas) Lln 192.168.2.0
(VPN) a,aWal anll éSuill 55,0 J e avll awsl 8Vl 6Ll JI uis ¥ x.192.168.3 aSwui e
(VPN) a,dlall dawlsdl aSuidl 5550 zlizy ¥ (Jliadl Juuw Jle w3 209 .ouisl 3] cub Hluo a8l Lails iSa,
192.168.2.0 aSuiv _J| Jowoo)l | duuss

=Mool ellas ¥Vl OLiSiwl
Sbw g0

Loyl ety 1399 Jasuy g5 VPN JI el gy ol ool Il zaisall col Jijs ol .Sl 9 6651e Uas i
U (RIP) gudl azgill 85le] dcgamo dlac zlizy . gaill juc anles o5 sl 192.168.1.0 J jluall Jlj] 9
o2 i 358> oW 6a0) gllasil i) ey ol Jaixall o ( JWLY . golall ugled 8> oW Jlg>
-leW i Hluall




[t @D @ Ot Biretm oo B-SFEHB

| Ackbems [B] v 172 15,124 A s o
'_n ~ R VPN 3000
& Concentrator beries Manager

Configlnases | Admisdteation | BMonim sy

L
e Tees i ¥ q [ M orveanber T 134735
A ﬂnl|--r.@
iAo
cataan __ Cloaroes |
Claar Fcarkers
[t e
gy Tabk: Walld Roures: =
Aolidires s Bdask Next Hop  Dnteface Provesal Age Maemic
000 nonan 17218 124,112 Drefadt 10 |1
1R 181340 255,255, 255.000.0.0.0 2 Local 10 1
1916830 23525 asalnonn 1 Lol 10 1

Cisce Eraring

e

13g) lpline lgzgall Ll 2zl azgill J9ax el (RIP) azgill wloglee JsS8i9 1 Hlue d>Nuo clgil 5,2,

rtr-3620#show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1l - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
candidate default, U - per-user static route, o - ODR - *
P - periodic downloaded static route

Gateway of last resort is not set

is subnetted, 1 subnets 172.18.0.0/24

R 172.18.124.0 [120/1] via 192.168.3.1, 00:00:05, Ethernetl/0
C 192.168.4.0/24 is directly connected, Ethernetl/1
Now the 192.168.1.0 route is learned properly !--- through the OSPF backbone. O E2 ---!

192.168.1.0/24 [130/20] via 192.168.4.1, 00:00:05, Ethernetl/1l
0 192.168.2.0/24 [130/20] wvia 192.168.4.1, 19:55:48, Ethernetl/1
C 192.168.3.0/24 is directly connected, Ethernetl/0
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Monitor -> 1

Routing Table

Number of Routes: 6

IP Address Mask Next Hop Intf Protocol Age Metric
Default 0 12 172.18.124.1 0.0.0.0 0.0.0.0
Local 0 12 0.0.0.0 255.255.255.0 172.18.124.0
Local 0 11 0.0.0.0 255.255.255.0 192.168.1.0
RIP 10 2 2 172.18.124.132 255.255.255.0 192.168.2.0
RIP 2 2 2 172.18.124.131 255.255.255.0 192.168.3.0
RIP 10 9 2 172.18.124.132 255.255.255.0 192.168.4.0
ule axgill 9oz riogs «ll3 809 .172.18.124.131 juc jlwall Loy ol oy (192.168.3.0 éSiv JI Jouogll
‘RTR-3620

rtr-3620#show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
candidate default, U - per-user static route, o - ODR - *
P - periodic downloaded static route

Gateway of last resort is not set

is subnetted, 1 subnets 172.18.0.0/24
0 E2 172.18.124.0 [110/20] via 192.168.4.1, 00:03:16, Ethernetl/1
C 192.168.4.0/24 is directly connected, Ethernetl/1
This 1s an example of asymmetric routing. O E2 192.168.1.0/24 [110/20] via 192.168.4.1, ---!
00:03:16, Ethernetl/1l
o] 192.168.2.0/24 [110/20]1 wvia 192.168.4.1, 00:03:16, Ethernetl/1
C 192.168.3.0/24 is directly connected, Ethernetl/0

%.192.168.4 apwloY| aSpidl e Hluodl oy ol Ly 192.168.1.0 &Sui _J| 632l

Lle (SA) cawliall LY GLdl clogles slisl le (sl BLissYl Jas; ol dio Joasi j9,all &,> Jlp Y
JiaJl Juw _le VPN 3030B 5,0

Routing -> 1

Routing Table

Number of Routes: 6

IP Address Mask Next Hop Intf Protocol Age Metric

Default 0 12 172.18.124.1 0.0.0.0 0.0.0.0
Local 0 12 0.0.0.0 255.255.255.0 172.18.124.0
Local 0 11 0.0.0.0 255.255.255.0 192.168.1.0
RIP 28 2 2 172.18.124.132 255.255.255.0 192.168.2.0
RIP 20 2 2 172.18.124.131 255.255.255.0 192.168.3.0
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