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S5L VPN Client (SVC)

Windows 2000 or 172.22.1.30 hitps
Windows XP
Cisco Securs Dasktop I
— WebVPN Gateway Secure Access
—— OWA
92.153.0.3 . Sarver Famn
I Cilrix
Applications
Macintosh Internet Cisco 3825
=i CIFS
ol —
iE Cache Cleanar 172.22.1.50
_. .
" |  ——
S&L Enabled Web

Browser
hitps:/{192 168.0.37/sales
3. >¢d gu9lo IP Juslus WebVPN. 9l we <8y JJgsps: 9pedsple [Juiolss 108086, 1o,
99,9 Next
IJolJs).

WehYPH Wizard

IP Address and Nama

Thiz is the IP address uzers will enter to access the WebVPR portal page, If multiple WeabVEN
senices are configured in this rouler, the unique name is used to distinguish the service.

WebVPN Wizard

IF Address: |192168.0.37 E| Name: |cisco

[~ Enable secure SOM access through 192.168.0.37

Digital Certificate
- Vhen users cannect, this digital cerificate will be sent 1o their web browser {o authenticate the
| router.

Cerificate: |'I'P=salraslgrm|:i-5??19311n :I

% Information

URL to login 1o thiz YWeabVPMN sefic e hitps1 92,1 68.0. 3T/Cisca

::Elsu:k‘ Haxtﬂ Finish E Danr:el| Halp ]
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WehY¥PH Wizard

User Authentication

You can canfigure user accounts locally on this router, You can configure user accaunts on a
AAA server so thal the router can contact this server fo authenlicate users when they iy to log
anh. Spacify how Y¥ebVPN should authenticate the users when they login.

" Extarnal AL sarvar

" FIft on an external A8 semver and then locally on this router

" 1Use the ASA authentication method list  |=dm v sauth w9 <]

Create user accounts locally on this router,

Llzsemame Add..
EdiL.,.
ausnmi

sales
NEWEISCo

u:EIsu:[-cl Next = | Finish | Ganca]l Help I
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Add an Account

Enter the username and password

Username: user_f
Fasswaord
Fasswaord =M one=
Mew Password: e
Confirm Mew Password: |*""’L"L"L"L"”r

v Encrypt password using MDS hash algorithrm

Privilege Level: |1 =

Ik E| Cancel | Help
eIl S.

x]

6. v luuble IJpwodpsu: lod) eds IJelds Bs Lozs puol>$6
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WehY¥PH Wizard

User Authentication

You can canfigure user accounts locally on this router, You can configure user accaunts on a
AAA server so thal the router can contact this server fo authenlicate users when they iry to log
anh. Spacify how Y¥ebVPN should authenticate the users when they login.

" Extarnal ALA sarver
= Localky on this router

" First on an external A& semver and then locally on this router

™ Use the ASA authentication methad list |0 vor sauth_mi 9 <]

Create wser accounts locally on this router,

Usemame Add... |
wis han Edit .
ausnmi
sales
NEWESCo
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WebhYPH Wizard h'_(]

WﬂhWHWi!ﬂJ'd Configure tranet Websites

You can configure groups of infranet wehsites here. Each group can be given a heading and
can contaln one or more websites. Each of these groups will appear in the portal page as
links that users can click to nadgate to these sites,

Add or select the group ofwebsites you want to display in the portal page.
Acfion | LRL List T

Lialgle

It

=;Elsu:[-c| Meaxt h| Finizh l Gar‘ma]l Halp i
]
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WehYPH Wizard

T R B ety

Enabling full tunnel downlozads the WebvPR full tunnel client software ta the clignt.

IH wddress ool

Creale a new or select an existing address pool from which clients will be given an IP address
when they connect

[P ediress Rorl e

d (= E R I = =

The full unne| client sofware should be installed on vour reuler, 5o that it can be
downloaded by clients when they connect {o WebYFr service on this rouler, Specifiihe
location of the full tennel softvare install bundle.

e CETI | Brovse.

Drowmload [atest Full Tunnel clisnt install bundle.

Iv [Keeol e Eul unrel Elienl eoffrarainstaie die melfent BE

Click Advanced Tunnel Options_.. to configure split tunneling, solit DS, Drowser prosy
zattings, DS and WINS samvers.

Aovrznced [unnel Lpions... |

=;Elsu:[-c| Haxtall\g Finish E Ganca]l Help |
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WebhY¥PH Wizard

Customize WebVPHN Portal Page

~ou can customize the WebVPN portal page that is displayed to users. You can selecta
predefined theme for the portal page. Atheme defines colors for texts and background and a
logo, You can create new themes, and customize colors, text and logo in EditWebYPR mode,

Thetme! |ETEIal: e

Preview:

Cisco SYSTEMS [2I[E] (&1X]
I VWeb VPN Server '
i Flaali [
Websites
Infernet
Enter Web address (URL): | | Go|
u:EIsu:[-cl Hmﬁ Finizh | Ganca]l Help I

10. s&yu2 IJpelde IJuiluué 1Jigs)8 B o030 lJuuduwds. 909 s&sue pdéuel JJodssy
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ok.



WehVPH Wizand

WebWPHN Senice Name
YWebWPHM Palicy Name

Infranet websites:

SV Status

Split Tunneling
Split DMS

¥YWebWPH Galewsay Mame : gateway 1

UsarAuthentication Method List  : Local

Full Tunnel Configuration

IF Address Pool ; =Mone=

Install Full Tunnel Client | Disabled

DS is not enabled on vour router, As same WebVPHN services require DNES o wark, it is]
& : Y recommended that you enable DNS.

L Eisco
> paolicy_1

Dizabled

‘Mo

: Disabled
: Disablad

ﬁElm:t-:l Haxt =

Finish[}s [Cancal]  Halp |
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F8 Cleco Router and Security Device Manoger (SDH): 172.22.1.151
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Trolruion Py invenbion you can creste separsle poboiss for diffsrent depscments n your company.

i i L fhiz wezerd B conligure achanced Testures such as thin chenl, Tull lunnel, and oo Secuns
Crmluy ol Senvice [%Duhmurmmdﬂlumm.

Launth e salaciad task

Cisen SysTEME

Howdal: |H | i Lot | kng® - G E
Rddtional Teeks | vt Do | Canitrm me WeWPH |5 warking —I
Cordguration daliwerad & roular. 10034 UTC Sun Aug 06 2008 ﬂ

2. oboy LoWzs IJe sy 1UElued wegldz WebVPN Idpo@pe. 108, 999 Next
(IJolJs).



WebhYPH Wizarnd

WebVPN Wizard

]

Welcome to the Advanced WebVPH Wizard

The Advanced WebVPH wizard lets you configure advanced features for an existing
WebWPN. You can use this wizard to do the following:

* Configure links in the porlal page to intranetwebsites and web-enabled
applications such as Microsoft Office Oullook e-mail.

* Conflgure the router to operate nhin client mode. This mode suppots port

| forwanding, which enables users to run client applicalions on their PCs and
1 securehyconnect o corporale seners,

| * Enable the rauter to dovsmload full-tunnel WebPM clignt softeare on users PCs,
| giving them full-tunnal connecivity.

* Enable the rouler {o download Cisco Secure Deskiop software on users PCs,
* Configure the router to use the Common Intemet File System (CIFES).

* Enable cllentiess Clirx by configuring the rouier with the URLS for Clirx servers,

i =|'.'_I'|E Ganca]l Halp |

3. I¢w) WebVPN 9020986 lJpuwerpsu po ldervele Idpouwsds JJzdsd. wsoe wbousd
psile "peldz WebVPN IJpw 950" eds IJIRoshle Ideolzs JI. 109, W99 Next
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WebYPN Wizard x|

WEhW" wi I Select the WehWPH user group
- _— Select the WebViPN and the user aroup within that WebWP N far whom vou want o configure
addiional advanced features.

First select the YWebWPM where the user group is defined and then select the user group.

WehVIPN:

Liser Group; |p-:| licy_1 |

Default Group:  policy_1

=;Elsu:[-c| Haﬂﬂ Finish E Gar‘ma]l Help |

cowse JY Idunlgus ozass Idpssle 1Jpo@ses ledluss IJIRosh po vsu ldodusle
IJp2,28.02838 pu wlpse uwbe IUpdoy po Cisco.Bs o3l Ipold: sJdsu IJIzosh 09 9,08
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WebYPH Wizard m

Select Atvanced Features
WebVPN Wizard
Selectthe advanced features you want 1o configure for user graup palicy_1 inWebYFH
Cisco.

Configure predefined LRL links In the portal page for Intranet Wehbsites and Weab
enabled applicalions such as Micrasof OfMice Ouliook e-frail,

[~ Thin Client (Port Forwarding)

Allows wsers to run client applications on their PCs and securely connectio seners in
corporate network.

[ BELYPH Client (Full Tunnel

Installz the WabWPM VPN Client application on client PC. The Cliant PC will becoma
part of the corporate network,

¥ Clsco Secura Deskiop
Installs Cisco Secure Deskiap on client PC.

™ Cormmon Internet Flle System (CIFS)

Enahled users to browse and access files in theirWindows software-based servers in
the corporate network

I~ Mative Citrix Support
Enables users to use a Clirke setver sacurely using ¥Web VPR,

=;Elsu:[-c| Maﬂ:&- nizh E Ganr:all Halp |
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WebhYPH Wizard

WebVPN Wizard

Configure kiranet Websies

You can configure groups of infranet wehsites here. Each group can be given a heading and
cah contain one or more websites. Each of these groups will appear in the portal page as
links that users can click to nandgate to these sites,

Add or select the group ofwebsites you want to display in the portal page.
Action | URL List

It

Lialgle

=;Elsu:[-c| Huﬂﬁ Finish [ Gar‘ma]l Halp i
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WebhYPH Wizard

X

Enahle Cisco Secure Deskiop (CSD)

Installs Cisco Secure Deskiop (S0 Software on client's PCwhen they connect 1o ¥yebvPN
FE M

WebVPN sessions may leave cookies, browser history files, temporary files, and e-mail
attachments on the client PC even after the session is over. Cisco Secure Desktop creates a
secure parliion and encrypts all information stored on client PC. AL session close, itremoves
all data using the US Department of Defence sanitation algorithen and deletas the partition.

""" ¥ Inztall Clsco Secure Deskiop (CSD).
Specify the location of Cisco Secure Desktop (G500 install bundle {pko) file.

Location: | Brovse.

Download latest Cizco Secura Deskiop Install burndle,

=;Elsu:[-c| MNext = | Finish F Ganr:al| Help 1
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WebYPH Wizard

Enahle Cisco Secure Deskiop (CSD)

Installs Cisco Secure Deskiop (CS0) Software an client's PCwhen they connect 1o YvebvPN
FEMEr.

WebVPN sessions may leave cookies, browser history files, temporary files, and &-mail
altachments on the client PC even after the session is aver. Cisco Secure Desktop creates a
secure parliion and encrypts all information stored on client PC. AL session close, itremoves
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b Install Clsco Secure Deskiop (CSD).
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mﬂﬂ]!" I Summary of the Configuration

WebVPN Senice Name  cisco
YiebWVPHN Policy Name - policy_1

Intranet websites: Disabled

Insiall Cisco Secure Desklop (CSD), :Enabled
Location: CHMEISCOWownloadsisecuredeskiop-ios-3.1 1.32-k3.pky

& DrS s not enabled onyvour router, As some WebVPR services require DNS (0 work, it is
recommended that you enable DS
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Summary of the Configuration

YWWebVPN Senice Name  cisco
YWebVPHN Policy Mame - policy_1

Intranet websites: Disabled

Install Cisco Secure Desklop (CSD), :Enabled
| [Location: CACISCOWownloadsisecuredesidop-ios-3.1 .1.32-k8.pky

@ Clseo Secure Deskiop package successiully Installed.
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