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Building configuration...

Current configuration : 4343 bytes

!

! Last configuration change at 15:55:38 UTC Thu Jul 27 2006 by ausnml
! NVRAM config Tast updated at 21:30:03 UTC Wed Jul 26 2006 by ausnml
!

version 12.4

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

[

hostname ausnm1-3825-01

!

boot-start-marker

boot system flash c3825-adventerprisek9-mz.124-9.T.bin
boot-end-marker

[

no logging buffered

enable secret 5 $1$KbTIu$508qKYAVpWvyvIrYbriLi/

[

aaa new-model

!

aaa authentication login default Tocal

aaa authentication login sdm_vpn_xauth_m1_1 Tocal
aaa authentication login sdm_vpn_xauth_m1_2 Tocal
aaa authorization exec default Tocal

!

aaa session-id common

[

resource policy

!

ip cef

!

ip domain name cisco.com

[

voice-card 0

no dspfarm




!--- Self-Signed Certificate Information

crypto pki trustpoint ausnml1-3825-01_Certificate

enrollment selfsigned

serial-number none

ip-address none

revocation-check cri

rsakeypair ausnml-3825-01_Certificate_RSAKey 1024

|

crypto pki certificate chain ausnm1-3825-01_Certificate

certificate self-signed 02

30820240 308201A9 A0030201 02020102 300D0609 2A864886 F70D0101 04050030

!I--- cut for brevity

quit

!

username ausnml privilege 15 password 7 15071F5A5D292421

username fallback privilege 15 password 7 08345818501A0A12

username austin privilege 15 secret 5 $1$3xFv$WOYUskDxladDc.cVQF2Ei0
username sales_userl privilege 5 secret 5 $1%$2/SX$ep4fsCpodeyKaRji2mIkX/
username admin0321 privilege 15 secret 5 $1$FxzG$cQUJeUpBWgZ.scSz0t8Rol
!

interface GigabitEthernet0/0

ip address 192.168.0.37 255.255.255.0

duplex auto

speed auto

media-type rj45

!

interface GigabitEthernet0/1

ip address 172.22.1.151 255.255.255.0

duplex auto

speed auto

media-type rj45

!

ip route 0.0.0.0 0.0.0.0 172.22.1.1

!

ip http server

ip http authentication Tocal

ip http secure-server

ip http timeout-policy idle 600 1ife 86400 requests 100

!

control-plane

Tine con

stopbits

Tine aux

stopbits

Tine vty 0

exec-timeout 40 0

privilege Tevel 15

password 7 071A351A170A1600
transport input telnet ssh
Tine vty 5 15

exec-timeout 40 0

password 7 001107505D580403
transport input telnet ssh
|

scheduler allocate 20000 1000

AR OR O —

!I--- the WebVPN Gateway




webvpn gateway gateway_1

ip address 192.168.0.37 port 443
http-redirect port 80

ss1 trustpoint ausnm1-3825-01_Certificate
inservice

I--- the WebVPN Context

webvpn context webvpn
title-color #CCCC66
secondary-color white
text-color black

ss1 authenticate verify all

I--- resources available to the thin-client

port-forward "portforward_list_1"

local-port 3002 remote-server "172.22.1.20" remote-port 110 description "Pop3 Email"
Tocal-port 3001 remote-server "172.22.1.30" remote-port 23 description "Routerl"
Tocal-port 3000 remote-server "172.22.1.50" remote-port 25 description "Email"
local-port 3003 remote-server "172.22.1.10" remote-port 22 description "Router2 SSH"

!I-—- the group policy

policy group policy_1

port-forward "portforward_list_1"
default-group-policy policy_1

aaa authentication 1ist sdm_vpn_xauth_m1_2
gateway gateway_1 domain webvpn

max-users 2

inservice

|

end
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