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ews lole louuls Idouwg Idlzoslbes 19 1Jlguoghs. sop lsdle wuvgsd JJ po gpdsle bblys
IJiolo 9lJgsple IJgleé 9lelss wuuésdol.

lognle oo leoslbso gds glbe CSM gds 9lzod [Jpuegs e
NETLY-XY

oUW o030 IJgbgle Jsse logile uwgs leoslbss Jgbe CSM py gJIJ 9lzoo IJpuuwgs e
lLuwgese:



IJglog9é 1.100e puwe Lo 9w 9bgd euslu IP 1Ugluo wélse CSM:

https://IP_Address_of_CSM_Server_Here

_—— v =12}

@ Cisco Seowit
= ] Pps10.30.40,60/CSC0nm) sendetlogin/comiaginjsg B o o O 2
il
Cisco
JavaSerlpt: 10.30.40.60
[Enabled
Cookies:
Enabled
Browser:
Unsuppated Viesia

Cizco Security Manager

Copyright(c) 100¢ - 1010 Cisco Systess, Inc. ALl rights
FegErvEd.

lJglbgs 2.i.>éJ wslole IUlgw el JJsuesd IJs 1bHé CSM we lo@) eds Jy wuvesd 1U>g9d.



NI
CISCO

10.30.40.60

JavaScript:
Enabled

Enabled
Browser:

Unsupported Version

Cisco Security Manager

Copyright(c) 2086 - 2020 Cisco Systems, Inc. All rights
reserved.

Z
|

lJglb9s 3.lue@d Ids s 1Ugbe > 1Jgbe > IJouw IUlzoslbs.

“ & A Noessegure | hps//10.30.40.60/cwhp/CSMSDeskiop/CSMSHome jsp B e oo O 2

Cites Svariug e Logaut | Absut
———
-. Cisco Security Management Suite

20 chenl etz for man

sl iy
VPN, Firewall and IFS secerity services




= A MNoesseguso | Mapsy/10.30.40.60/c

dassicSecuntyAdmindonavid = srsid0 e o 02

] (7] [ )
cisco Cisco Security Manager

Home 'Server® | Software Conter v

Security
Server Single- S Masagement »
Desc Mith-Server Tnast Managemsnt » atures:
Cisco.com Connection Management  »
. tating secure access between the chent browser and management server. This section allows you to set and manage the following:
AR e T ferver security, add and delele users, modify user settings, modify your profile, and creale self-signed certificates
Admin fver uses SSL to provide security. This feature allows you to enable or disable the SSL depending on your need for secure access between the client browser
Procasses
‘_ L olicios.
Log Retaben
Coect Server imematon ity certificates. You can use these cenificatas 1o enable SSL connections between the clent browser and management serves.
Semest Dmunication among peer CiscoWorks Sanvers in a8 multi-server scenano
Moty Users ‘who can programmatically login to CiscoWorks servers and perform certain tasks.
Job Brovesar F on servers that are part of a Multi-server setup
T —— per server certificate in a common Trust store. You need this information to contact an SSL enabiled peer CiscoWorks server
session o transparently navigate 1o multiple CiscoWorks servers without authenticating to each of them.
T jrent kogin modules ke TACACS+, Kerberos atc
€5 Leg Configurations e CiscoWorks with a Cisco.com account and 1o setup the Proxy Server.
DiskiWaicher Configuration ihat you use to logn to Cisco.com.
fto communicale to the Proxy server.
. 5 gel INg VArous reports.
= Admin: Used for administrative tasks regarding the sarnver.
= Processes: Allows you to start, stop and refrash processas
o Backup: Used to set backup opbons.
o Collect Server Information: Allows you o collect mformation from the senver fof troubleshooting.
o Selftest: Allows you 10 1est the senver.
o Notify Users: Allows you to broadcast 8 message 1o all kegged on users
o Job Browser: Allows you to manage all jobs on the server,
® B Allows you fo ge resources on the server.
= System Preferences: Allows you to configure the SMTP server, rcp user, and CiscoWorks e-mail ID
= Commeon Services Log Configurations: Allows you to enable or disable debugging of the selected componant.
= DiskWatchear Configuration: Allows you 1o configure tha threshold bmit for monitoring the disk space and notify vou whan disk space s low.
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Any previously backed up data in the
specified folder will be replaced with the
new data.

During backup, all processes will be brought
down and the server will not be accessible.
The processes will restart automatically

once the backup is complete.You must log
into CiscoWorks Server again after the
daemeons are restarted. Do you want to take
a backup now?

| OK | Cancel
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C:\Program Files (x86)\CiscoPX\

IJg g6 1.1 0z Lub, I9le, £ds Windows sisgd o3l 1Jie, Juse IJouwe IJlzeslbs Jpopé CSM:

<tfroot>

C: \ PROGRA~2\ CSCOpx\ bi n\ per| C:.\ PROGRA~2\ CSCOpx\ bi n\ backup. pl C:\psu_downl oad O conpress

rogram Files (x86)\CSCOpx\bin> bin\perl C:\PROGRA~2\C5COpx'\bin\backup.pl C:%psu_download 0 compress
Executing log clean process
PLIRGE DEBACKUP_LOG days 20

he file or directory you are searching does exist : true
Purge Db Backup log Succes
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Backup.zip

IJglo96 2.100e yul, 1910, £Js e Windows gisgd o3l 1Jie, Jls@lWd & pdsle CSM:

<tfroot>

net stop crmdmgtd

ey Administrator: Windows PowerShell

dows PowerShe ) ) )
opyright (C) 2014 Microsoft Corporation. All rights reserved.

PS C:\Windows\system32> net stop crmdmgtd
he Cisco Security Manager Daemon Manager service 1s stopping..._

IUg 1056 3.l uveglss pdud Idouwe IJlzoslbs IUuwlwd wluuagsle o3l Idie, gJs CLI:

<{froot>

C: \ PROGRA~2\ CSCOpx\ bi n\ per| C:\ PROGRA~2\ CSCOpx\ bi n\ r est or ebackup.pl -d C\8
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PS C:\Program Files (x86)\CSCOpx\bin> |C:\PROGRA~2\CSCOpx\bin\perl C:\PROGRA~2Y\CSCOpx\bin\restorebackup.pl -d C:\8

Restore started at : 2024,/01/09 17:13:17

Please see 'C:\PROGRA-~-2ZCSCOpx\log\restorebackup.log” for status.

USER ID is

05 of the backup archive is..
Generation to be restored is
Backup taken from

Common Services version in the backup data is...

Common Services is installed in

The temp folder for this restore prog
Applications installed on this machine
Applications in the backup archive

: tac
: Windows

; &:\8
: 4.2.2

: C:\PROGRA~24CSCOpx
z C:1PROGRA~2\CSCODx\temgBackupData

[Common Services][rpt][vms]
[Common Services][aus][rpt][vms]

WARNING: The list of applications installed on this CiscoWorks server does not match the list of
applications in the backup archive. If you restore data from this backup archive,it may
cause problems in the CiscowWorks applications.

Do you want to continue the restore operation? (y-continue or n-quit, y/n)?y

Applications to be
Size of filebackup.
Size of filebackup.
Size of filebackup.
Size of filebackup

[Common Serwvices] [rpt]
: 2615435872
1 15222323712

[vms]

: 2615435872
: 15222323712
Available disk space in NMSROOT 1 474138132 Kb
Required disk space in NMSROOT 49215059 Kb
(The temp and NMSROOT are on same device, therefore this required disk space includes temp space)
Copying the backup files to the temporary location [C:\PROGRA~2\CSCOpx\tempBackupData]
Un-compressing filebackup.tar.gz of vms
Un-compression sucessfull!
INFO: The tailored version of vms.info in Backup Dir 1is 4220.
INFO: The tailored version of vms.info in current system is 4220.

preRestore of [Common Services] has started.
preRestore of [Common Services] has completed.

preRestore of [rpt] has started.
preRestore of [rpt] has completed.

preRestore of [vms] has started.

MS license check started

MS license check completed.

preRestore of [vms] has completed.
doRestore of [Common Services] has started.

License check started.
License check completed.

Restoring certificate.

WARNING: Cannot evaluate the hostname, hence the certificate
may be from this host or another host.

Certificate not overwritten ]
Restored Certificate.

Restoring Common Services database.
Restored Common Services database.

Restoring CMIC data
Restored CMIC data.

Restoring CMC data.
Restored CMC data.




pdlzbe: bl Jly JJ Juse gds pl Sl Suwoodds Huwlds weo lguogbool wugle gus
lowole Idoyulez IJuuos pu ldouddss.



Restoring Securit :
Restored Security Setting

Restoring DCR data.
Restored DCR data.

Restoring Certificate k
Restored Certificate k

Restoring DCNM CrossLaunch data.
Restored DCNM CrossLaunch funct

Restoring JAAS configuration.
Restored configuration.

JRM Job Migration started.
JRM job Migration done.
tore of [Common Services] has completed.

doRestore of [rpt] has started.
do tore of [rpt] has completed.

doRestore of started.
doRestore of ms] has completed.

postRestore of [Common Services] has started.
p Restore of [Common has completed.

postRestore of [rpt] has started.
postRestore of completed.

postRestore of started.
postRestore of [ completed.
Changing the regis alue If Process Monitor is Enabled

JWOW6432Node'\Cisco'\Resource Manager'\CurrentVersion'Daemons',

Y64 32Node\Cisco\Resource Manager\CurrentVersion'Daemons',

Restored successfully.

PS C:\Program Files
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<#froot>

CSM pat h\ bi n\ perl CSM pat h\ bi n\restorebackup.pl [-t tenporary_directory ] [-gen generationNunber

-t yulez luvogbs IUsdsd IJpsdde sgiu Idedile 1Ued s 1Ugluos wo. 03l 1Usdsd 09
$NMSROOT \tempBackupData v _uJJ lbe,los.

-gen generateNumber ;9o louvle o IJlzoslbs 1Uds oyss luvaesle. wuvdd
lwo)luos: 09 lze lugvle. bl lpw IJlzsld po 11Js 5 092956« Vlo 5 o IJlgre.

-d Backup_directory pwl) lJouwg lJlzoslbs 1Uds sewss eds [Jouwg [Jlzosllbs



|Jp_)|.) Iu.uog_l.)oo.

-h ‘59'-.9.) oedsplo Ji,o_) lJlgweglsé oil.

IJgbo96 4.8p wlgs wuvgsd gpdsle CSM p)6 I3 wluwegsle o3l 1Uie):

<ffroot>

net start crmdngtd

PS C:\Program Files (x86)\CSCOpx\bin> net start crmdmgtd
he Cisco Security Manager Daemon Manager service is starting.

he Cisco Security Manager Daemon Manager service was started successfully.
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