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1] : AES128-SHA

2] : DHE-RSA-AES128-SHA

3] : DHE-DSS-AES128-SHA

4] : DES-CBC3-SHA

5] : EDH-RSA-DES-CBC3-SHA

6] : EDH-DSS-DES-CBC3-SHA

7] : DES-CBC-SHA

EDH-RSA-DES-CBC-SHA
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EXP-EDH-DSS-DES-CBC-SHA
EXP-ADH-DES-CBC-SHA
NULL-SHA256
ECDHE-ECDSA-NULL-SHA
ECDHE-RSA-NULL-SHA
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NULL-MD5
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$ASA-7-725014: SSL 1lib error.

slduwed IJelds gds IJ CSM:

Function: ssl3_get_client_hello Reason: no shared cipher

"Unable to communicate with the Device"
The Security Manager Server and the device could not negotiate the security level"
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1. 9p wouisd pdule Java 7 £s) 1Jper936 1J996 |Jpied,6 policy.jar oo
http://www.oracle.com. ¢9,0s Cisco wldoze o ldolds eds p99¢ Oracle eJs 1J9sw:
pJVle wog Java 7 Jlpwsh o vlds, Java (JCE) £ 1Jpe9> JJ 996

http://www.oracle.com/technetwork/java/javase/downloads/jce-7-download-432124.html

2. lywowsJo local_policy.jar 9 US_export_policy.jar gJs gl "Ib1)é Ui,olg," s IJped>

CSCOpx\MDC\vms\jre\lib\security.
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%ASA-7-725011: Cipher[l] : AES128-SHA
%ASA-7-725011: Cipher[2] : DHE-RSA-AES128-SHA
%ASA-7-725011: Cipher[3] : DHE-DSS-AES128-SHA
%ASA-7-725011: Cipher[4] : DES-CBC3-SHA
%ASA-7-725011: Cipher[5] : EDH-RSA-DES-CBC3-SHA
%ASA-7-725011: Cipher[6] : EDH-DSS-DES-CBC3-SHA
%ASA-7-725011: Cipher[7] : DES-CBC-SHA
SASA-7-725011: Cipher[8] : EDH-RSA-DES-CBC-SHA
SASA-7-725011: Cipher[9] : EDH-DSS-DES-CBC-SHA
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SASA-7-725011: Cipher[11] : EXP-EDH-RSA-DES-CBC-SHA
SASA-7-725011: Cipher[12] : EXP-EDH-DSS-DES-CBC-SHA
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EDH-RSA-DES-CBC3-SHA
EDH-DSS-DES-CBC3-SHA
ADH-AES256-SHA256
ADH-AES256-SHA
ADH-AES128-SHA256
ADH-AES128-SHA
ADH-DES-CBC3-SHA
DES-CBC-SHA
EDH-RSA-DES-CBC-SHA
EDH-DSS-DES-CBC-SHA
ADH-DES-CBC-SHA
EXP-DES-CBC-SHA
EXP-EDH-RSA-DES-CBC-SHA
EXP-EDH-DSS-DES-CBC-SHA
EXP-ADH-DES-CBC-SHA
NULL-SHA256
ECDHE-ECDSA-NULL-SHA
ECDHE-RSA-NULL-SHA
NULL-SHA

NULL-MD5
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$ASA-7-725012: Device chooses cipher AES256-SHA for the SSL session with client
asa:10.88.243.57/49949 to 10.122.160.233/443
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